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Cloudy with a Conflict of Laws 
How Cloud Computing Has Disrupted the Mutual  
Legal Assistance Treaty System and Why It Matters 

Vivek Krishnamurthy 
Clinical Instructor, Cyberlaw Clinic, Harvard Law School 
Berkman Center for Internet & Society, Harvard University 

Introduction 

As more and more of our lives are lived online, so too are those who live 
lives of crime. Like everyone else, criminals of all stripes are increasingly 
using online services of all kinds to plan and commit their wrongful acts. 
Evidence of crime that not so long ago was on-the-ground and physical is 
now increasingly in-the-cloud and digital. All this has thrown the law par-
celing the authority to search and seize among different jurisdictions into 
confusion, as clouds of data—like those in the sky—are everywhere and 
nowhere at once. Unless some clarity is brought to this situation and 
soon, the future of cloud computing as a unified global phenomenon may 
be hazy indeed. 

This paper describes how the fractal complexity of cloud computing’s 
physical geography has fractured the system of Mutual Legal Assistance 
Treaties (MLATs) that arose during the jet age to help shuttle evidence of 
crime across borders. It explains why the territorially-based MLAT sys-
tem fundamentally doesn’t work with the physical, technological, and 
corporate structures that are used to deliver cloud-based services, and 
how the resulting problems threaten their continued global nature. It 
highlights the role played by US laws, companies, and government insti-
tutions in exacerbating these difficulties that, ironically, have now been 
visited on the US government itself in the Microsoft Ireland case. It then 
finally sketches some elements of a potential solution based on principled 
US leadership that recognizes the legitimate interests of other govern-
ments. 

This paper is hardly the first to examine what’s wrong with the MLAT 
system or what should be done to fix it. Since the Microsoft Ireland case 
first started to make headlines nearly two years ago, there has been a 
flurry of writing on this issue from a range of perspectives.1 What I hope 

                                                             
1 See, e.g., Jennifer Daskal, The Un-Territoriality of Data, 125 Yale L.J. 326 (2015) 
[hereinafter Daskal]; Andrew K. Woods, Data Beyond Borders: Mutual 
Legal Assistance in the Internet Age (2015), https://globalnetworkinitia-
tive.org/sites/default/files/GNI%20MLAT%20Report.pdf; Michael Chertoff and Paul 
Rosenzweig, A Primer on Globally Harmonizing Internet Jurisdiction and Regulations 



2 

this paper will contribute is a fuller description of why the MLAT system 
and cloud computing as we know them are fundamentally irreconcilable, 
and what are the minimum requirements of an alternative regime that can 
prevent the splintering of these services along national geographic lines.  

This paper has grown out of my participation first in a symposium on this 
issues hosted here at the Berkman Center for Internet & Society in June 
2015, which was generously supported by the MacArthur Foundation and 
Microsoft Corporation, and then by my ongoing involvement in an ad-hoc 
Cross-Border Data Requests (CBDR) working group of US-based stake-
holders that is devising solutions to the problems my paper discusses. My 
views on this topic are entirely my own and do not represent those of the 
Berkman Center, the participants in and sponsors of the June 2015 event, 
or my CBDR co-collaborators—all of whom I thank for informing and in-
spiring this work. 

MLATs: A Brief Overview 

To understand why the MLAT system is a poor fit for the challenges of 
the cloud computing era, it’s important to first understand how the sys-
tem came to be and the problems its designers intended it to solve.  

The first mutual legal assistance treaties were negotiated in the 1970s to 
simplify the process for obtaining evidence relevant to a criminal investi-
gation in one country that was physically located in another.2 They can be 
thought of as extradition treaties for evidence, rather than suspects. In 
streamlining the process for obtaining evidence across borders, MLATs 
also created a international legal obligation between the treaty parties to 
assist one another, so long as certain conditions were met.3  

                                                             
(Global Comm’n on Internet Gov. Paper No. 10, 2015), https://www.ci-
gionline.org/sites/default/files/gcig_paper_no10_0.pdf; Jonah Force Hill, Problematic 
Alternatives: MLAT Reform for the Digital Age, Harv. Nat’l. Sec. J. Online (Jan. 
28, 2015), http://harvardnsj.org/2015/01/problematic-alternatives-mlat-reform-for-the-
digital-age; Peter Swire and Justin Hemmings, Stakeholders in Reform of the Global System 
for Mutual Legal Assistance, (Georgia Tech Scheller College of Business Research Paper 
No. 32), http://dx.doi.org/10.2139/ssrn.2696163 (Nov. 8, 2015); Gail Kent, Sharing In-
vestigation Specific Data with Law Enforcement — An International Approach (Stanford Pub. 
L. Working Paper), http://ssrn.com/abstract=2472413 (Feb. 14, 2014). 
2 The first MLAT the US entered into was with Switzerland in 1973, largely to facilitate 
investigations where the proceeds of crime were traced to a Swiss bank account. Peter 
Swire and Justin D. Hemmings, Re-Engineering the Mutual Legal Assistance Treaty Process 
(Jan. 23, 2016, 14:02), www.heinz.cmu.edu/~acquisti/SHB2015/Swire.docx; see also 
Treaty on Mutual Assistance in Criminal Matters, US-Switz., May 23, 1973, 27 U.S.T. 
2019 (hereinafter “US-Switz. MLAT”), arts. 1.4(b)-(c). 
3 See, e.g., US-Switz. MLAT, art. 1 (“The Contracting Parties undertake to afford each 
other, in accordance with provisions of this Treaty, mutual assistance…” (emphasis 
added)); Treaty on Mutual Legal Assistance in Criminal Matters, US-Ire., Jan. 18. 2001, 
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Before the first MLATs were negotiated, and still for those country pairs 
where no MLAT is in force, no such obligation of assistance exists. 
Courts in country pairs that are not parties to an MLAT may issue “let-
ters rogatory” asking a sister court for their help in obtaining evidence, 
but such requests are evaluated and granted as matters of comity.4 The as-
sistance obligation that MLATs impose is not a blank check: some 
MLATs require the requesting state to establish “dual criminality,”5 while 
most responding governments require the requesting government to fur-
nish evidence satisfying the former’s legal standard for authorizing 
searches and seizures.6 

According to data compiled by Access, a global digital rights NGO, there 
are approximately 220 MLATs in place, most of which are bilateral.7 Con-
sidering that there are 193 United Nations member-states, MLATs exist 
between just one percent of the 18,336 possible country pairs in the world 
today. Such high-level statistics underestimate the scope and coverage of 
MLATs for many important country pairs, however. According to the Ac-
cess data, the US currently has MLATs in place with 53 countries,8 who 
collectively represent 37 percent of the world’s population and 41 percent 
of its Internet users.9 Meanwhile, India’s 33 MLATs cover 20 and 29 per-
cent of the world’s population and Internet users, respectively. 

For many country pairs, the likely volume of requests is probably too low 
to incur the costs of negotiating an MLAT.10 This explains why there isn’t 

                                                             
S. Treaty Doc. 107-9, art. 1 (“The Parties shall provide mutual assistance, in accordance 
with the provisions of this Treaty…” (emphasis added)). 
4 T. Markus Funk, Mutual Legal Assistance Treaties and Letters 
Rogatory: A Guide for Judges 17 (2014), http://www.fjc.gov/pub-
lic/pdf.nsf/lookup/mlat-lr-guide-funk-fjc-2014.pdf/$file/mlat-lr-guide-funk-fjc-2014.pdf. 
5 Id. at 11. 
6 See, e.g., Foreign Evidence Efficiency Act, 18 U.S.C. § 3512(a)(2) (2012) (authorizing 
US federal judges to issue search warrants, court orders, and subpoenas in response to 
foreign government requests that satisfy the relevant US legal standards for the issuance 
of such documents); Mutual Legal Assistance in Criminal Matters Act, R.S.C. 1985, c. 
30, s. 12 (Can.) (imposing the Canadian “reasonable grounds” standard for the issuance 
of a search warrant in response to an MLAT request). 
7 Mutual Legal Assistance Treaties, https://mlat.info/mlat-index (last visited 
Jan. 26. 2016). 
8 Id. This is an undercount because the Access data only includes treaties where it man-
aged to find texts. Most publications put the number at 600. See, e.g., Virginia M. Ken-
dall and T. Markus Funk, The Role of Mutual Legal Assistance Treaties in Obtaining Foreign 
Evidence, 40 Litigation 1 (2014), http://www.americanbar.org/con-
tent/dam/aba/events/criminal_justice/CSR_MLAT_LetterRogatory.authcheck-
dam.pdf. 
9 The Access data undercounts the true number of US MLATs as the site only catalogs 
treaties whose full-text it has managed to obtain. Other sources suggest that the US is cur-
rently party to 60 MLATs. Id. at 3. 
10 As Henry David Thoreau remarked in a different context, “[w]e are in great haste to 
construct a magnetic telegraph from Maine to Texas; but Maine and Texas, it may be, 
have nothing important to communicate.” Henry David Thoreau, Walden 
(1854) ch. 1, available at http://www.gutenberg.org/files/205/205-0.txt. 
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a Djibouti-Dominica MLAT, but for some significant country pairs (such 
as China-USA), the lack of an MLAT reflects at least one country’s dis-
comfort with taking on an obligation to assist the other’s authorities with 
obtaining evidence. Such concerns are doubtless heightened in our digital 
age, where increasing amounts of sensitive personal information are being 
stored across borders. As the next section will demonstrate, however, the 
interplay between the territorial basis of the MLAT system and the exi-
gencies of criminal investigations in our digital age are obsolescing these 
treaties precisely when we need them the most. 

MLATs, Disrupted 

Back in the heyday of the jet age, when the first mutual legal assistance 
treaties were concluded, all evidence (other than live testimony) consisted 
of tangible, physical objects located somewhere specific on a given coun-
try’s territory.11 Short of committing an act of war, the only way for one 
country’s government to get its hands on evidence located within an-
other’s territory was to seek the other government’s help in obtaining it.12 
In our digital age, these physical and territorial assumptions about the na-
ture of evidence that underlie the MLAT system no longer hold for at 
least three reasons. 

First, data that might someday be of interest to one country’s law enforce-
ment authorities is increasingly being stored with multinational cloud ser-
vice providers (MCPs) that operate in many different countries, rather 
than on devices or servers located within that country’s borders. 

Second, for performance and reliability reasons, MCPs “shard” the data 
stored in an account into many small pieces that are stored and backed 
up—in whole or in part—on servers located in many different places.13 

                                                             
11 Some evidence of crimes might be found on ships at sea both then and now, but the Law 
of the Sea Convention settles the question of who has jurisdiction to search a ship. See 
United Nations Convention on the Law of the Sea, Dec. 10, 1982, 1833 U.N.T.S. 397, 
arts. 27-28. Presumably, these provisions would also govern searches of stored content on 
servers that are located at sea. John Markoff, Microsoft Plumbs Ocean’s Depths to Test Un-
derwater Data Center, N.Y. Times (Jan 31, 2016), http://www.ny-
times.com/2016/02/01/technology/microsoft-plumbs-oceans-depths-to-test-underwa-
ter-data-center.html. 
12 Daskal at 354. This is a bit of an oversimplification, for even in the pre-digital world, 
multiple copies of records of evidentiary value (such as bank records) could exist in multi-
ple jurisdictions. Even so, governments would possess jurisdiction to authorize the search 
and seizure of such records based on the physical presence of pieces of paper somewhere 
specific on their territory. 
13 See generally Daskal at 365-75. See also James C. Corbett et al., Spanner: Google’s Glob-
ally-Distributed Database, http://static.googleusercontent.com/media/re-
search.google.com/en//archive/spanner-osdi2012.pdf (explaining how Google’s “Span-
ner” database system “automatically reshards data across machines as the amount of data 
or the number of servers changes”, “automatically migrates data across machines (even 
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Thus, neither the requesting country’s authorities nor the MCP itself can 
tell where the data being requested is physically stored until it is re-
trieved.14 

Third, the requesting country’s authorities and the relevant MCP often 
can’t tell whose privacy interests are implicated by a digital search until it 
is carried out. Unlike physical places and things—whose ownership is 
comparatively easy to determine up front—the ownership of an elec-
tronic account often can’t be identified without first rifling through its 
contents.15 

Consequently, confusion now reigns as to when one country’s authorities 
can legitimately use their own legal process, rather than an MLAT or let-
ters rogatory, to obtain data from an MCP. If a prosecutor in a given coun-
try (say, Australia) knows that a particular MCP has the data they need 
but they can’t tell where in the world it is stored, whose law should gov-
ern the search? If the data turns out to be sharded, must the Australian 
prosecutor submit an MLAT request to the government of every country 
where a shard is stored? What if the Australian prosecutor knows the tar-
get of the search is German and the data is stored in Germany, but a com-
plete backup also exists in Denmark. Can the Australian prosecutor legiti-
mately seek the data from the Danes? And if the MCP happens to do 
business down under, why shouldn’t the Australian prosecutor simply di-
rect the search request at the MCP’s local office? All of these questions 
are currently in play, and there are no good answers to any of them as yet. 

Additional Complications Made in the USA 

If the legal confusion described above weren’t bad enough, things are 
made even worse by the current global dominance of US-based MCPs 
and their storage of so much of the world’s data in the US. One problem 
arises from the US-based MCPs’ interpretation of the Stored Communi-
cations Act (SCA) of 198616 which, as a general matter, bars providers 

                                                             
across datacenters) to balance load and in response to failures”, and ensures “high availa-
bility, even in the face of wide-area natural disasters, by replicating…data within or even 
across continents.”) 
14 Brief for Appellant at 11, In re Warrant to Search a Certain E-mail Account Controlled 
& Maintained by Microsoft, No. 14-2985-CV (2d Cir. Dec. 8. 2014) (“When Microsoft 
receives a search warrant for a customer’s emails, […] a compliance team member must de-
termine the location of the Microsoft computer on which they are stored.” (emphasis added)). 
15 In the Microsoft Ireland case, for example, there is nothing in the record establishing the 
true identity of the owner of the email account at the centre of the case. See Privacy, Sur-
veillance, and Rebuilding Trust in Tech: A Conversation with Microsoft GC Brad Smith 
and Professor Jonathan Zittrain, https://cyber.law.harvard.edu/events/lunch-
eon/2014/11/Smith (Nov 4, 2014). 
16 Stored Communications Act, 18 U.S.C. §§ 2701-2711 (2012). 
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from voluntarily disclosing content data to anyone other than an ac-
count’s owner17 and provides for civil liability if they do.18 The SCA does 
contain provisions authorizing a “government entity” to require provid-
ers to disclose content data pursuant to a warrant issued by a US federal 
or state court,19 but it defines such entities as “department[s] or 
agenc[ies] of the United States or any State or political subdivision 
thereof.”20 

Reading these provisions together, many US-based MCPs take the view 
that the SCA bars them from fulfilling a foreign government request for 
content data made under foreign law.21 In so doing, they implicitly assume 
that the SCA governs their global operations—even though no US court 
has ruled on the matter,22 and the presumption is that US statutes do not 
apply extraterritorially unless they explicitly say that they do.23 Conse-
quently, most US-based MCPs require foreign governments seeking con-
tent data to submit MLAT requests or letters rogatory to the US Depart-
ment of Justice (DOJ), who will in turn obtain a US search warrant for 
the content, subject to two further complications.  

One difficulty arises from the demanding yet frustratingly vague probable 
cause standard that governs searches and seizures in the United States. 
The US Supreme Court has (unhelpfully) defined probable cause as 
something “more than bare suspicion”24 but less than the “reasonable 
doubt” standard required for a criminal conviction.25 Appellate courts up 
to and including the US Supreme Court continue to issue divided opin-
ions on whether probable cause exists based on a particular set of facts.26 

                                                             
17 These prohibitions on sharing the contents of an account are set out at 18 U.S.C. § 
2702(a). Exceptions to these prohibitions are codified at 18 U.S.C. §2702(b). 
18 18 U.S.C. § 2707 (2012). 
19 18 U.S.C. § 2703(a) (2012). 
20 18 U.S.C. § 2711(4) (2012). 
21 Global Network Initiative, Public Report on the Independent 
Assessment Process for Google, Microsoft, and Yahoo 19 (2014), 
https://globalnetworkinitiative.org/sites/default/files/GNI%20Assessments%20Pub-
lic%20Report.pdf [hereinafter GNI 2014 Assessment Report]. 
22 In the Microsoft Ireland case, the Magistrate Judge avoided the question of whether the 
SCA applies extraterritorially by finding that the search warrant only required actions by 
Microsoft in the US, given that its law enforcement response capabilities are based in Cal-
ifornia. In re Warrant to Search a Certain E-Mail Account Controlled and Maintained by 
Microsoft, 15 F. Supp. 3d 466, 472 (S.D.N.Y. 2014) [hereinafter MS Ireland]. 
23 The presumption against extraterritorially provides that provides that “[w]hen a stat-
ute gives no clear indication of an extraterritorial application, it has none.” Morrison v. 
National Australia Bank Ltd., 561 U.S. 247, 255, 130 S.Ct. 2869, 2878, 177 L.Ed.2d 535 
(2010),. 
24 Brinegar v. United States, 338 U.S. 160, 175-7 (1949) 
25 Id. at 174. 
26 For example, the highest court in Massachusetts recently issued a 4-3 decision on 
whether a particular set of facts gave rise to probable cause to search a cellphone. Comm. 
v. Dorelas, No. SJC-11793 (Mass. Jan 14, 2016). And one of the most entertaining Su-
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Foreign governments submitting MLAT requests to the US must articu-
late facts establishing probable cause if the DOJ is to obtain a warrant on 
their behalf, but the vagueness of this standard makes it hard for them to 
do so, and thus a large percentage of such requests go unfulfilled.27 

Another complication results from the chronic underfunding of the 
DOJ’s Office of International Affairs (OIA), which is responsible for re-
ceiving, processing, and responding to MLAT requests directed at the 
US. On average, it takes the OIA nine months to return information to a 
foreign government that has somehow managed to meet the probable 
cause standard.28 Various factors are to blame, such as the 1990s-vintage 
database system that the OIA uses to track MLAT requests, and the 
OIA’s need to rely on federal prosecutors scattered across the country ra-
ther than its own in-house cadre to obtain warrants from judges.29 

From the foreign government perspective, it’s bad enough that they have 
to ask for US help to get the data they need to investigate crimes that have 
nothing to do with the US, except that the data happens to be stored with 
a US-based provider. Worse still is having to comply with the vague prob-
able cause standard, and worst of all are the long waiting times associated 
with getting the data once all the requirements are met. The frustration of 
foreign governments with this state of affairs is “boiling over,” in the 
words of one senior White House official, and it cannot last much longer. 

The Irony of Microsoft Ireland 

Given the central role that US laws, companies, and government institu-
tions have played in rendering the territorial-based MLAT system dys-
functional in our digital age, it is ironic that no case better demonstrates 
the resulting difficulties than the dispute now raging between Microsoft 
and the US government. In what has come to be known as the Microsoft 
Ireland case, the federal prosecutor in Manhattan obtained a search war-
rant from a US federal magistrate directing Microsoft to disclose the con-
tents of a web-based email account.30 Microsoft refused to comply, be-
cause it determined that the account’s contents were stored in its Irish 

                                                             
preme Court opinions of recent years stems from the denial of certiorari in a case examin-
ing whether a particular set of facts gave rise to probable cause. Pennsylvania v. Dunlap, 
555 U.S. 964 (2008) (Roberts CJ and Kennedy J, dissenting). 
27 Interview with US government official, June 22, 2015. 
28 Id. 
29 Id. 
30 MS Ireland, 15 F. Supp. 3d at 467-68. 
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data center.31 In the company’s view, the legitimate way for the US gov-
ernment to obtain the data was pursuant to its MLAT with Ireland.32 

The US government retorted that a duly-issued US search warrant com-
pels Microsoft to disclose the contents of an account regardless of where 
stored, for two reasons. First, Microsoft has the capability to retrieve all 
such records from a facility in California,33 and second, emails stored by 
Microsoft on behalf of its customers are its “business records” that are 
subject to the US’s extraterritorial jurisdiction.34 In so arguing, the US 
government complained that MLAT requests “typically take[] months to 
process”35 and are subject “to the procedural idiosyncrasies of the [re-
spondent] country’s legal system”,36 making them ill-suited to the reali-
ties of 21st century law enforcement.37 The US government therefore sug-
gested that it should therefore be able to get its hands on the evidence it 
needed using the fast and efficient domestic search warrant process.38 
Two lower court judges have sided with the US government so far,39 but 
Microsoft has appealed their rulings to the US Court of Appeals for the 
Second Circuit,40 whose decision is expected soon.  

Regardless of how the Microsoft Ireland case turns out, both parties’ argu-
ments expose how the MLAT system simply can’t cope with the tech-
nical, physical, and corporate structures on which cloud computing as we 
know it are built. If Microsoft prevails in its appeal and the Second Cir-
cuit rules that the location of data determines what government can legiti-
mately authorize its search, confusion will still reign: prosecutors still 
won’t know where to direct a search request, as they can’t tell where in 
the world the data is stored in the first instance. On the flip side, if the US 
government wins before the Second Circuit, any data stored anywhere in 
the world by an MCP that has sufficient connections to the US would be 
subject to a US search warrant. If other countries were to adopt this rule, 
a free-for-all would result where the governments of every country where 
an MCP operates can use their domestic legal process to obtain data 
stored anywhere in the world.  

                                                             
31 Id. at 468. 
32 Brief for Appellant at 57-60, In re Warrant to Search a Certain E-mail Account Con-
trolled & Maintained by Microsoft, No. 14-2985-CV (2d Cir. Dec. 8. 2014). 
33 MS Ireland, 15 F. Supp. 3d at 468, 475-77. 
34 Brief for Appellee at 14-17, In re Warrant to Search a Certain E-mail Account Con-
trolled & Maintained by Microsoft, No. 14-2985-CV (2d Cir. Mar. 9, 2015). 
35 Id. at 52. 
36 Id. at 52. 
37 Id. at 52. 
38 Id. 
39 MS Ireland, 15 F. Supp. 3d 466 (S.D.N.Y. 2014), aff’d, 2014 WL 4629624 (S.D.N.Y. 
Aug. 29, 2014 (Preska C.J.)). 
40 In re Warrant to Search a Certain E-mail Account Controlled & Maintained by Mi-
crosoft, appeal docketed, No. 14-2985-CV (2d. Cir. Aug. 12, 2014). 
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MCPs have attempted to guard against the latter possibility (and the ir-
reconcilable conflict of laws that would result) through various risk miti-
gation strategies. Accordingly, companies offer their core services (in-
cluding data storage) through their home country parent,41 site their data 
centers in their home country or in select foreign jurisdictions with good 
human rights records,42 and operate in most other countries through sub-
sidiaries. These strategies are rapidly nearing the end of their useful lives, 
however, as courts around the world increasingly assert their jurisdiction 
against home country parents through their local subsidiaries. In the 
“Right to be Forgotten” case, for example, the European Court of Justice 
ruled that the ad-selling activities of Google’s Spanish subsidiary gave 
that country’s courts jurisdiction to order the search provider’s Califor-
nian parent to “de-index” “inadequate, irrelevant, or excessive”43 data 
from its search results.44 Similarly, the British Columbia Court of Appeal 
recently held that Google’s corporate parent was subject to its jurisdic-
tion—even though it doesn’t have an office or any employees there—
based on the volume of ads that Google sells to the province’s residents, 
and the crawling of servers in the province by search spiders operating 
from California.45  

Meanwhile, other governments are enacting “localization” laws requiring 
various kinds of data associated with certain categories of natural and le-
gal persons to be stored within their borders.46 The stated rationale for so 
doing is generally to protect the privacy of that country’s citizens against 
corporate and foreign government malfeasance, but requiring such data to 
be stored on servers within a country also facilitates access by domestic 
law enforcement and intelligence agencies. At least one major MCP has 
voluntarily localized some of its operations by enlisting a “trustee” that 
has no jurisdictional contacts with its home country to operate a data cen-
tre.47 These trends threaten to fragment cloud computing services—and 
the global Internet more generally—along national lines, with serious im-
plications for the free exchange of ideas and information, the efficient op-
eration of the Internet, and for human rights, too—especially when the 
governments doing the localizing are not all that rights-respecting. 

                                                             
41 Google Spain & Google Inc. v. Agencia Española de Protección de Datos & Mario 
Costeja González, Case C-131/12, [2014] E.C.R.I. (delivered May 13, 2014), para. 43 
[hereinafter Costeja]. 
42 GNI 2014 Assessment Report at 14, 19. 
43 Costeja at para. 92. 
44 Costeja at paras. 45-60. 
45 Equustek Solutions v. Google, 2015 BCCA 265, paras. 52-56 (Can. B.C. C.A.). 
46 See generally Anupam Chander and Uyên P. Lê, Data Nationalism, 64 Emory L.J. 677 
(2015). 
47 Glen Moody, Microsoft building data centres in Germany that US government can’t touch, 
Ars Technica, Nov. 12, 2015, http://arstechnica.com/information-technol-
ogy/2015/11/microsoft-is-building-data-centres-in-germany-that-the-us-government-
cant-touch/. 
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Possible Paths Forward 

So far, surprisingly few foreign governments have followed the US gov-
ernment approach from the Microsoft Ireland case and attempted to use 
their domestic legal process to compel an MCP to disclose content data 
that everyone knows is stored on a foreign server. The permissiveness of 
the SCA’s metadata disclosure provisions,48 and the corporate practice of 
disclosing content information to foreign governments in emergency situ-
ations,49 might explain why foreign governments haven’t yet forced US-
based MCPs to choose between complying with their laws or the SCA (as 
the MCPs interpret them).  

Sooner or later, however, a foreign government is going to force this 
choice on a US-based MCP that has a large in-country, on-the-ground 
presence—especially if the US government prevails in the Microsoft Ire-
land case. Until then, the US has a window of opportunity to spur the 
creation of international legal rules to regulate government access to data 
stored in the cloud, leveraging its position as the home country of so 
many MCPs and so much of the world’s data to foster a regime that re-
flects and institutionalizes key US policy goals. 

The US could spearhead such a process in many different ways. One 
leading idea is to reform the SCA to permit US-based MCPs to disclose 
stored data in compliance with the compulsory legal process of a foreign 
government—so long as the government in question meets certain condi-
tions, such as baseline human rights standards. If the US proposes condi-
tions that are more appealing to foreign governments than the (costly) al-
ternatives of blocking services, requiring data localization, or forcing 
MCPs to choose one country’s laws to break, the fix to the troubled 
MLAT system could help to protect a free and open global Internet and 
all the human rights benefits that it brings. 

This has been the unstated premise of a draft framework developed by 
the ad hoc Cross Border Data Requests (CBDR) working group to allow 
US-based MCPs to respond directly to certain foreign government re-
quests for stored data.50 Under this framework, US-based MCPs could 
                                                             
48 The SCA permits non-content “customer records” to be divulged to “any person 
other than a governmental entity.” 18 U.S.C. § 2702(c)(6). Since only US federal and 
state government agencies are instrumentalities are “governmental entities” for the pur-
poses of the SCA, US-based MCPs are free to disclose non-content data to foreign gov-
ernments as they see fit. 
49 Kate Westmoreland, The Global Corporate Citizen: Responding to Law Enforcement Re-
quests for Online User Data, Harv. J. L. Tech Digest, Aug. 13, 2015, 
http://jolt.law.harvard.edu/digest/jurisdiction/6th-circuit-decisions/the-global-corpo-
rate-citizen-responding-to-international-law-enforcement-requests-for-online-user-data. 
50 Jennifer Daskal & Andrew Keane Woods, Cross-Border Data Requests: A Proposed 
Framework, Lawfare (Nov. 24, 2015, 08:00), https://www.lawfareblog.com/cross-bor-
der-data-requests-proposed-framework. 
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fulfill foreign government requests for stored data outside the MLAT pro-
cess and without fear of SCA liability if (1) the US government has certi-
fied the foreign government as rights-respecting and (2) individual foreign 
government data requests comply with various procedural and substan-
tive requirements, including:  

• the authorization of requests by judges or other independent de-
cision-makers in the requesting state;  

• the certification by the requesting state that the target of its re-
quest is neither a citizen nor a resident of the MCP’s home coun-
try; 

• the articulation of a strong factual basis on the face of the request 
establishing that the information sought is relevant to the investi-
gation of a serious crime; 

• the provision of notice by the requesting state to the target of the 
search; and 

• the limitation of the scope of requests to particular accounts, de-
vices, or persons, with additional restrictions on the total volume 
of data obtainable under a specific request.51 

This framework would be reciprocal, such that the foreign counter-party 
(say, Sweden) would honor US-issued search warrants served on a Swe-
dish MCP if (1) Sweden certifies the US as rights-respecting and (2) the 
individual US search warrant complies with the framework’s procedural 
and substantive requirements.  

The CBDR framework remains under active development by the repre-
sentatives of US-based MCPs, civil society, and academic institutions 
who make up this working group. It represents the best attempt yet to bal-
ance the legitimate government need to access stored data in certain 
criminal investigations and prosecutions, with strong human rights pro-
tections for those persons whose data will be disclosed. What remains un-
known is whether foreign governments, MCPs, and civil society organiza-
tions will find the conditions in the draft CBDR framework workable in 
the real world, or acceptable as a matter of principle. 

Some foreign stakeholders may object that the CBDR framework is recip-
rocal in theory but not in practice. Take the requirement in the latest draft 
that a foreign government (say, Sweden) certify that the target of its data 
request to a US-based MCP is neither located in the US nor a US citizen 

                                                             
51 Id. 
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or permanent resident (regardless of where in the world that person 
might be). Swedish stakeholders might well say that barring the US from 
serving search warrants on Swedish MCPs for data belonging to Swedish 
citizens and residents does not a reciprocal arrangement make. The prob-
lem is that US-based MCPs have orders of magnitude more data about 
Swedes than Swedish-based MCPs have about Americans, yet the pro-
posal does not limit the US government’s ability to obtain such data pur-
suant to its law. This asymmetry may prove hard for many foreign stake-
holders to accept, given the pervasive distrust of US government and cor-
porate privacy practices in a post-Snowden world. 

Then there are the practical difficulties associated with administering 
these conditions. How can, say, the Canadian authorities prove the dou-
ble negative that the target of their search is neither a US citizen or per-
manent resident nor currently on American soil—especially when an ac-
count owner’s identity often can’t be determined without searching its 
contents, and the transactional data needed to make a guess is held by the 
US-based MCP? What evidentiary standard should govern these determi-
nations? And why shouldn’t the CBRD framework allow a Crown Attor-
ney in Calgary to serve a Canadian warrant on an US-based MCP for data 
belonging to a lifelong resident of that city, simply because that person is 
a natural-born American52 through their American citizen parent?53 

Others abroad are likely to balk at the draft CBDR framework’s require-
ment that foreign governments certify that their request meets certain 
criteria (such as the aforementioned citizenship and residency rules) be-
fore US-based MCPs may directly respond to data requests issued under 
their domestic law. Why should foreign governments have to comply with 
a special set of rules to obtain information from MCPs that are operating 
on their soil, simply because they are headquartered in the US? It’s one 
thing to impose such conditions on a government seeking information 
from an MCP that is judgment-proof in that country, but quite another 
when the company in question has extensive in-country operations. Gov-
ernments that are jealous of their sovereignty might find it more appeal-
ing to force localization or block certain services as a policy matter, while 

                                                             
52 Cf. Mary Jordan, Ted Cruz left Canada when he was 4. Calgary seems okay with that. 
Wash. Post., Feb. 5, 2016, https://www.washingtonpost.com/politics/ted-cruz-left-
canada-when-he-was-4-calgary-seems-okay-with-that/2016/02/05/9e6f2f20-cc62-11e5-
88ff-e2d1b4289c2f_story.html. 
53 This is a real concern for many countries with large expatriate populations such as Can-
ada, which is estimated to be home to nearly a million American citizens (many of whom 
are eager to renounce their citizenship in protest of the US’s aggressive extraterritorial 
tax collection policies). See Barrie McKenna, Delays, costs mount for Canadians renouncing 
U.S. citizenship, Globe and Mail, Feb. 9, 2016, http://www.theglobe-
andmail.com/news/politics/delays-costs-mount-for-canadians-renouncing-us-citizen-
ship/article28688026/. 
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others may force US-based MCPs with the hard choice of breaking local 
law or the SCA in particularly difficult or sensitive cases.  

Future versions of the CBDR proposal might well be able to address 
many of the shortcomings identified above. Even so, some countries 
where US-based MCPs currently operate (such as China and Russia) will 
prove unable to meet even the most basic human rights conditions that a 
framework like the CBDR will seek to impose. These countries will either 
have to live with the slow and inefficient MLAT process, or they will use 
whatever leverage they have to force MCPs to hand over their data or oth-
erwise localize or divest their operations.  

As a complement or an alternative to proposals such as the CBDR, which 
start from the premise that US law should govern when US-based compa-
nies can comply with foreign laws when operating abroad, the US should 
help develop rules of international law that constrain any given govern-
ment’s power over transnational entities, such as MCPs. Such rules could 
be articulated in many different ways. MLATs could be reformed to in-
clude conditions where one state must seek the consent or at least notify 
another before obtaining data from certain kinds of entities about certain 
categories of natural or legal persons. Alternately, the outer limits of any 
one country’s enforcement jurisdiction over a transnational entity could 
be delimited in a treaty or through the development of customary norms.  

Both such proposed rules would constrain current US legal doctrines that 
give its laws much broader extraterritorial application than most other 
countries—often to the considerable annoyance of key US allies. This 
would be a small price for the US to pay, however, given its overwhelming 
strategic interest in maintaining a free and open Internet where US-based 
MCPs play a dominant role. Just as the US bound itself to the rules-based 
international economic order it created at the end of the Second World 
War,54 now is the time for the US to assume the mantle of leadership in 
protecting the Internet from problems that are largely of its creation. 

 

                                                             
54 See, e.g., Judith Goldstein & Joanne Gowa, US National Power and the Post-War Trading 
Regime, 2 World Trade Rev. 153 (2002). 


