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CodeBlue: An Ad Hoc Sensor Network Infrastructure for
Emergency Medical Care

David Malanf, Thaddeus Fulford-Jones’, Matt Welsh', and Steve Moulton?
tDivision of Engineering and Applied Sciences school of Medicine
Harvard University Boston University

Abstract 2 Potential for impact

Sensor devices integrating embedded processors, low-power, low-Wireless sensing and communication have the potential for
bandwidth radios, and a modest amount of storage have the potenbroad applications in medicine. Today, it is possible to
tial to enhance emergency medical care. Wearable vital sign sensorobtain measurements of heart rate, oxygen saturation, end-
can track patient status and location, while simultaneously operat-tidal CO,, and serum chemistries, including serum glucose,
ing as active tags. We introduce CodeBlue, a wireless infrastruc- with small, non-invasive sensors; we expect that, over time,
ture intended for deployment in emergency medical care, integrating an increasing array of sensors with sophisticated capabili-
low-power, wireless vital sign sensors, PDAs, and PC-class systemsties will become available. Companies such as Nonin [3]
CodeBlue will enhance first responders’ ability to assess patients onand Numed [4] have developed wireless vital sign sensors
scene, ensure seamless transfer of data among caregivers, and fédsased on Bluetooth technology, while Radianse [5] has de-
cilitate efficient allocation of hospital resources. Intended to scale veloped an RF-based location-tracking system for use in hos-
to very dense networks with thousands of devices and extremelypitals. Other research projects include the European Com-
volatile network conditions, this infrastructure will support reliable, mission’s wide-ranging MobiHealth Project, which aims to
ad hocdata delivery, a flexible naming and discovery scheme, and a provide continuous monitoring of patients outside the hospi-
decentralized security model. This paper introduces our architecturetal environment by developing the concept of a 3G-enabled
and highlights research challenges being addressed by the CodeBluéBody-Area Network” [13]. The potential applications will

development effort. save lives, create valuable data for medical research, and cut
) the cost of medical services.
1 Introduction In light of heightened risks of civilian-targeted terrorist ac-

Wireless sensor networks are an emerging technology con-ivity, MCEs have become an increasingly important concern
sisting of small, low-power, and low-cost devices that inte- for the medical community. Specifically, a large number of
grate limited computation, sensing, and radio communication casualties within a small area can overwhelm emergency field
capabilities. This technology has the potential to have enor- Personnel and hospital staff. Without appropriate resource
mous impact on many aspects of emergency medical careallocation and management, such situations can lead to far-
Sensor devices can be used to capture continuous, real-timéeaching systems failures and a breakdown of the caregiving
vital signs from a large number of patients, relaying the data Process. _ _
to handheld computers carried by emergency medical techni-  Sensor networks provide the technology to bridge the gap
cians (EMTs), physicians, and nurses. Wearable sensor node§etween patient load and available resources. When faced
can store patient data such as identification, history, and treatWith @ large number of casualties, the goal is to first care for
ments, supplementing the use of back-end storage system&10se patients who will benefit the most from trauma care
and paper charts. In a mass casualty event (MCE), senso@nd rapid surgical intervention. To accomplish this, EMTs
networks can greatly improve the ability of first responders can deploy wireless, low-power vital sign sensors to monitor
to triage and treat multiple patients equipped with wearable Séverely injured patients. Using sensors, triage in the field and
wireless monitors. Such an approach has clear benefits fortriage at the hospital can be made interactive by continuously
patient care but raises challenges in terms of reliability and feeding patient capacity information from a sensor network to
complexity. a decision support system. Such an infrastructure would al-
While there have been many recent advances in biomedi-low efficient matching of out-of-hospital caseload to critical,
cal sensors [16, 1, 2], low-power radio communications [15, hospital-based trauma facilities and resources. For example,
6, 10], and embedded computation [8, 9], there does not yetfield personnel could be alerted to locate more quickly those
exist a flexible, robust communication infrastructure to inte- Victims who were initially physiologically stable, but who
grate these devices into an emergency care setting. We aréubsequently deteriorate. The same sensor network would
developingCodeBlue an efficient wireless communication track stable patients from triage, through treatment, to their
substrate for medical devices that addressbsocnetwork final hospital destination, all the while conveying vital sign
formation, naming and discovery, security and authentication, @nd location data to the host system.
as well as filtration and aggregation of vital sign data. Code- .
Blue is designed to operate across a wide range of devices,3 Technologies
including low-power “motes,” PDAs, and PCs, and addresses A number of new technologies are now becoming viable for
the special robustness and security requirements of medicalntroduction into pre-hospital and in-hospital settings. Wire-
care settings. less sensor devices, such as the Berkeley MICA “mote,” con-
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sist of an embedded microcontroller, low-power radio, and
a modest amount of local storage in a small (5.7 xn3.2

cm x 2.2 cm) package, powered by 2 AA batteries. The
device consumes roughly 20 mA when active, resulting in
a battery lifetime of 5—6 days if continuously running. The
device can drop to a very low power sleep state gfAQin-
creasing lifetime to over 20 years, albeit without any activity.
In general, applications will employ duty-cycling to achieve
good lifetimes with reasonable communication and computa-
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Figure 2:The CodeBlue communication substrate.

the MICA2 mote in full operation, and is small enough to
integrate into a compact package. The device transmits peri-
odic packets containing heart rate, Sp®lood oxygen satu-
ration), and plethysmogram waveform data. We are also de-
veloping a mote-based two-lead ECG, and believe a range of
other vital sign sensors can be readily developed using this
platform.

Vital sign data from multiple patients can be relayed using
an adaptive, multi-hop routing scheme either to a wired base
station (such as a PC or laptop) or directly to multiple hand-
held PDA devices carried by EMTSs, physicians, or nurses.
Figure 1(b) shows our patient triage application, based on the

tion rates. These devices run a specialized operating system,NET Compact Framework [12], running on an iPAQ PDA

called TinyOS [9], that specifically addresses the concurrency
and resource management needs of sensor nodes.

with Windows CE. In addition to collecting a constant stream
of vital signs from each patient, the application can integrate

The radio transceivers used in these devices differ substanthe data with an electronic patient care record using an appli-

tially from existing commercial wireless technologies, such
as 802.11b and Bluetooth. The current MICA platform uses

a single-chip radio, the Chipcon CC1000, operating at 433 4

or 916 MHz, with a maximum data rate of 76.8 kbps. The
practical indoor range is approximately 20—30 m. The lim-

cation such as 10Blade’s iRevive [7].

CodeBlue: A Wireless Infrastructure for
Emergency Response

Integration of low-power wireless devices into medical set-

itgd bandwidth and computational capabilities of these de- tings raises a number of novel challenges. Current demon-
vices precludes the use of Internet-based protocols and suchration systems operate with a small number of devices under

services as TCP/IP, DNS, and ARP.

The next generation, which will be available in a matter
of months, incorporates a radio conforming to the new IEEE
802.15.4 standard [10], operating at 2.4 GHz with 250 kbps

fairly static conditions. Scaling up to handle a mass casualty
scenario and ensuring robust operation with a high degree of
mobility and minimal packet loss poses a humber of open

problems. We do not wish to assume an existing wireless in-

bandwidth. This standard is being pushed by industry as tthrastructure; the system must work in ad hocmanner.

next generation technology for ultra-low-power, limited range
wireless communications and will be well-suited for a num-
ber of novel industrial applications. We are interested in un-
derstanding the security and reliability of this technology for
medical applications.

We are developing CodeBlue, a wireless communications
infrastructure for critical care environments. CodeBlue is de-
signed to provide routing, naming, discovery, and security for
wireless medical sensors, PDAs, PCs, and other devices that
may be used to monitor and treat patients in a range of med-

The devices are capable of operating as active tags, storingcal settings. CodeBlue is designed to scale across a wide

information on a patient’s identity, status, history, and inter-

range of network densities, ranging from sparse clinic and

ventions, thereby obviating the need for back-end storage syshospital deployments to very densel, hocdeployments at a
tems or paper charts. Moreover, the devices are significantlymass casualty site. CodeBlue must also operate on a range

smaller than existing portable monitors, operate for months
on a single pair of alkaline batteries, and completely elimi-
nate wires. In addition, it is possible to track the location of

of wireless devices, from resource-constrained motes to more
powerful PDA and PC-class systems.
We are in the early design and prototyping stages of Code-

these devices down to meter-level accuracy using ultrasound-Blue’s development; the discussion that follows outlines our

ranging or RF-localization strategies.

As a demonstration of wireless vital sign monitoring us-
ing sensor network devices, we have developed a mote-base
pulse oximeter, shown in Figure 1(a). The device consists
of a MICA2 mote with a pulse oximetry signal-processing
module designed by BCI, Inc. The pulse oximetry board con-
sumes only 6.6 mA, in addition to the 20 mA consumed by

current design goals and the research challenges that emerge
in this environment.

91.1 CodeBlue Architecture

CodeBlue (depicted in Figure 2) offers a scalable, robust “in-
formation plane” for coordination and communication across
wireless medical devices. CodeBlue provides protocols and



services for node naming, discovery, any-to-adyhocrout- Computational challenges: Sensor nodes have very lim-
ing, authentication, and encryption. ited computational power, and traditional security and en-
CodeBlue is based on a publish/subscribe model for datacryption techniques are not well-suited to this domain. While
delivery, allowing sensing nodes to publish streams of vital secret-key cryptographic systems have been demonstrated on
signs, locations, and identities to which PDAs or PCs ac- motes, there is currently no practical means of establish-
cessed by physicians and nurses can subscribe. To avoid neting encryption keys. We are exploring the use of efficient,
work congestion and information overload, CodeBlue will integer-based elliptic curve cryptography which has the po-
support filtration and aggregation of events as they flow tential to allow rapid rekeying among groups of sensors. Our
through the network. For example, physicians may specify system must allow physicians, nurses, and others to assign
that they should receive a full stream of data from a particular quickly access rights to patient data and to determine hand-
patient, but only critical changes in status for other patients off credentials when a patient is transferred to another unit or
on their watch. hospital. Existing authentication systems are extremely rigid
The use ofad hocnetworking will allow the “mesh” of  in this regard.
connectivity to extend across an entire building or between
multiple, adjacent facilities. Additional coverage, if neces-
sary, will be possible with placement of fixed nodes in hall-
ways, rooms, or other areas. No matter the topology, the net-
work will be self-organizing: loss of a given node or network
link can be rapidly detected and data re-routed accordingly.
CodeBlue will also provide for reliable transmission of crit-
ical data through content-specific prioritization and dynamic
scaling of transmission power.
CodeBlue will support a flexible security model allowing
a range of policies to be implemented. For example, it is nec-
essary that EMTs who require access to patient data be au-5 Current Status
thenticated by the network before they are able to receive allWe have completed an initial design of CodeBlue and pro-
patient information. One EMT must also be able to hand off totypes of several of the components described herein. The
access rights to another, as when a new rescue team arrivepulse oximetry mote has been completed and development of
on the scene of a disaster. Authentication must be performedan ECG mote is currently underway. We have explored the
transparently as the patient is transported from disaster siteuse of an adaptive spanning-tree multi-hop routing algorithm,
to hospital, or transferred between hospitals. Access controlbased on the TinyOSurgeprotocol [15], and we have in-
must be decentralized to avoid reliance on a single authorita-corporated dynamic transmission power scaling to minimize
tive system. interference. A lightweight public key infrastructure based on
CodeBlue will simplify application development by pro- elliptic curve cryptography [11] is currently being tested. A
viding a rich infrastructure for connectivity of medical de- sophisticated programming model usialgstract regiondor
vices. In the hospital, data collected from wireless sensorsrouting, data sharing, and aggregation has also been devel-
can be relayed to fixed, wired terminals and integrated with oped [14].
patient records in existing hospital information systems. At  We believe that deploying low-power wireless devices in
a mass casualty site, an ambulance-based system can recomergency and disaster response pushes the envelope on a
extensive data streams from each wireless sensor or PDA tonumber of important research challenges. With CodeBlue, we

Programming challenges: Finally, coordination of a di-
verse array of sensors, active tags, handheld computers, and
fixed terminals requires a cohesive communication and pro-
gramming model to underlie the system'’s operation. Existing
software for sensor nodes is very low-level and does not pro-
vide higher-level services such as discovery, naming, security,
and data delivery within a common framework. Our goal is
to develop a flexible protocol suite for integrating a range of
wireless devices in a critical care setting.

support audits and billing. are attempting to bring these together into a coherent system
to provide routing, addressing, security, and prioritization of
4.2 Research Challenges data. Such an infrastructure is necessary to realize the benefits

We have identified a number of critical challenges in our ©f these next-generation wireless devices.

early work on CodeBlue. We intend to explore these prob-
lems in our design efforts. To achieve the level of robust- References
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