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A Theory of Target-State Determinants of Information 

Attacks: Russia’s information war in the near- and far- 

abroad. 

Abstract 

What factors determine the timing and intensity of information attacks between 

states? “Timing” means either accompanying traditional military action, or occurring 

independently of it. “Intensity” means large-scale or small-scale information attacks. The 

“security dilemma” – the psychological motivations of the attacking state (AS), coupled 

with sufficient information warfare resources – explains only the eventual occurrence of 

information attacks. A second set of factors that explains the timing and intensity of such 

attacks concerns the vulnerabilities of the target state (TS). These include a perception of 

a polarized political environment within a TS; an open mass media market; a TS 

undergoing a pivotal historic event; and the TS’s perceived level of awareness and 

preparedness. These factors combine in various ways to determine when a country 

decides to attack, and how intensive this attack will be. I apply this theory to the cases of 

Russia’s information campaigns in Georgia (2008), Ukraine (2014) and the US (2016). 

The first case empirically examines the theoretical scenario in which three of the TS-side 

factors are constant (contentious domestic politics, pivotal event in TS history, open 

media market), and the fourth (level of preparedness of the Target State) varies. I show 
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that the latter determines the scale of the information attack. The second case (the U.S. 

2016 election) empirically examines the theoretical scenario in which all four factors on 

the side of the TS align, and a large-scale attack happens independent of traditional 

military action. The work presented here has practical implications for gauging the 

likelihood of Russian interference in future Western elections. 
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Introduction 
 

In a late 2017 blog post, Alex Stamos, the Chief Security Officer at Facebook, 

addressed the issue that the U.S. media had been raising more and more frequently -- 

Russia’s seeming involvement in, and, indeed, its attempt to influence, the U.S. 2016 

presidential election. However, Stamos disputed the characterization of his employer, 

Facebook as having facilitated Russian interference, explaining that, although the app had 

been used to deliver some $100,000 worth of Russia-produced political messages to U.S. 

voters, most of these messages did not “specifically reference the US presidential 

election, voting or a particular candidate.”1 Instead, he said, these messages referenced 

sensitive ideological and political issues – matters like gun control, LGBTQ rights, issues 

of race and others – instigating conflict along ideological and partisan lines.  

In contrast to Stamos’s first statement, a 2019 report by the U.S. Senate 

Intelligence Committee found that Russian “social media activity was overtly and almost 

invariably supportive of then-candidate Trump” (U.S. Senate 2019). In support of the 

latter observation, however, the same report confirmed that the expansive information 

campaign exploited “hot button” social issues to promote distrust, anger, discontent and 

division. In fact, one of the report’s central findings was that “no single group of 

Americans was targeted by IRA information operatives more than African-Americans 

																																																								
1 Stamos, Alex. 2017. “An Update on Information Operations on Facebook,” Facebook 
	



	 	 	2	

(U.S. Senate 2019, p. 6).” Such Facebook posts by the IRA both mimicked existing anti-

racism organizations and posted racist content.2 

Stamos’s brief acknowledgement also failed to reveal that the Kremlin’s 

information campaign was not limited to stirring passions online. In fact, the messages 

also attempted to initiate real life, on-the-ground political events by calling for and 

organizing protests and rallies (Graham 2017) and even promoting the independence of 

California and Texas (Friedersdorf 2017). The Senate Intelligence Committee found 

evidence of other influence operations: prompting U.S. citizens to sign petitions and 

share their personal information.3 

Faced with evidence that we had been manipulated, most of us would feel at the 

very least uncomfortable. Yet, countries engaging in information attacks against other 

countries is neither a new nor a rare phenomenon. In fact, Russia has also claimed that 

persons and entities in the U.S. have been guilty of such actions. For example, when the 

country experienced a large-scale wave of political protests, in anticipation of, and then 

following the 2012 presidential election, Putin pointed the finger at then-Secretary of 

State Hillary Clinton as the instigator of the unrest in the country.4 Russia’s Parliament, 

similarly, has accused the U.S. media of informational campaigns seeking to undermine 

and discredit the 2016 parliamentary election and the 2018 presidential election.5 

																																																								
2 “Russian Trolls’ Chief Target was ‘Black US Voters’ in 2016”. 2019. BBC. Found at 
https://www.bbc.com/news/technology-49987657 Last accessed 14 April 2020.  
3 Holliday, Shelby and Barry, Rob. 2018. “Russian Influence Campaign Extracted Americans’ 
Personal Data,” Wall Street Journal.  
4 Herszehnhorn, David and Barry, Ellen. 2018. “Putin Contends Clinton Incited Unrest Over 
Vote,” The New York Times. http://www.nytimes.com/2011/12/09/world/europe/putin-accuses-
clinton-of-instigating-russian-protests.html?mcubz=0. Last accessed 17 March 2018.  
5 Ayres, Sabra. 2017. “Russia’s Answer to Charges of Meddling in U.S. Elections: You’re 
Messing with Ours, Too,” LA Times. http://www.latimes.com/world/europe/la-fg-russia-us-
meddling-20170623-story.html. Last accessed 17 March 2018.  
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Information attacks take many forms and are described by many names. If we 

think of them in terms of the intensity of the attack, we might imagine a spectrum marked 

by “soft power”6 – persuasion by the force of attraction rather than coercion – on one 

end, and outright propaganda, misinformation, and disinformation on the other.  

Information attacks against states can also be thought of as any action by an 

Attacking State to promote its strategic narrative. A strategic narrative is any articulated 

position by an Attacking State that intends to shape perceptions and actions of 

international audiences (Roselle, Miskimmon, and O’Loughlin, 2014). There are two 

important similarities among all the varied types of information offensives. First, 

information attacks seek to change or influence individuals’ opinions. Second, these 

target individuals are citizens of nations other than the attacking nation. Therefore, we 

must always carefully consider the intended audience for these attacks. Using these two 

criteria as a guide, we will be able to unite under the same theoretical framework cases as 

seemingly disparate as Russia’s attempt to convince the West of Georgia’s culpability in 

the brief war of August 2008, and Russia’s attempt to influence the U.S. 2016 

presidential election.  

The empirical cases in this dissertation have different targets, but the same 

attacker -- Russia. One reason for this is because the extent and organization of ideology 

and manipulation of mass opinion were so impressive in its precursor, the USSR, that 

some historians refer to it as “the world’s first propaganda state.” This means that 

understanding Russia’s information warfare tactics will help elucidate strategies routinely 
																																																																																																																																																																					
	
6  The originator of the concept is Joseph Nye, in work going back to 1990. See, in particular, 
Joseph Nye, Soft Power: The Means to Success in World Politics, New York: Public Affairs, 
2004. 
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used by other states who may have learned from its example. Modern Russia has also 

been an active, and notorious user of this strategy, alarming countries in many parts of 

the world with the possibility of its involvement in their domestic affairs. Information 

attacks are an ongoing and current security threat that deserves to be adequately explored.  

The central research question in this dissertation is, what explains the timing and 

the intensity of information attacks? Here, timing concerns the following considerations: 

when does the information attack occur in relation to traditional military events? Does it 

accompany conventional military operations, or does it occur independently? By 

magnitude, I mean the relative scale of the effort or resources devoted to an information 

attack, or its intensity. Although scholars rarely have access to granular records of 

expenditures on such endeavors, as they by definition occur in secret, we can gauge the 

relative magnitude of the effort by comparing attacks and evaluating the means used. The 

possible values that the outcome variables can take on appear in Table 1 below.  

Table i. Typology of outcome variables.  

Timing Magnitude 

Accompanies traditional military event Small-scale 

Occurs in isolation from traditional military event Large-scale 

 

Stated succinctly, the theory developed and tested in this dissertation posits that 

factors on the side of the AS (the resources and ability to perpetrate an information attack 

on another state) only matter in determining the eventual occurrence of such an attack. 

The TS-side factors, however, determine the timing and magnitude of the resulting 

attack. These include:  
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1. a lack of awareness or preparedness for an information attack, as 

perceived by the AS; 

2. a perception of a polarized or unstable domestic political environment;  

3. an open mass media market that would allow outside voices, and  

4. the target state undergoing a pivotal historic event, like an election, a surge 

in separatism, or political unrest.  

I explain this theory and the relevant literature in which the theory is positioned in further 

detail in Essay 1, A Theory of Target-State Determinants of Information Attacks.  

In the two subsequent essays, as empirical evidence, I present three cases. The 

first two cases are examined in Essay 2, titled “The Preparedness of the Target State as a 

Determinant of the Intensity of Information Attacks: The Cases of Russia’s Information 

Offensives in Georgia and Ukraine.” In 2008, Russia and Georgia faced each other in a 

tense standoff over the status of two breakaway regions in Georgia – South Ossetia, 

where fighting broke out that August, and Abkhazia. The confrontation with Ukraine in 

2014 followed the country’s internal clash between those loyal to Russia, and those 

oriented toward Western Europe. This culminated in the Russian annexation of the 

Crimean peninsula in March of 2014, and later in Russian support for armed separatists 

in the Donbass region of Eastern Ukraine. 

In both cases, Russia conducted information attacks alongside traditional military 

measures (therefore, the timing of the information offensive was similar). The primary 

audience for these attacks was the West. The data in this chapter is the population of all 

news items from selected sources that mentioned Georgia or Ukraine. I will argue in this 

chapter that the difference in the intensity of the attack between the two countries is 
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attributable to the level of awareness or preparedness for these attacks within the target 

states.  

In Essay 3, I examine the case of Russia’s involvement in the U.S. presidential 

election. This case is interesting because it was not immediately provoked by the US 

actions, nor was it related to an ongoing military conflict. Thus, this case extends the 

applicability of the TS-side theory of determinants of information attacks beyond cases of 

“hybrid wars” -- those wars in which parties combine traditional military action with non-

traditional actions, like economic, information (including cyber), diplomatic, and others. 

This case allows us to see how factors on the side of the target state (the U.S.) determined 

the timing of the information attack, giving the AS the motivation to strike without 

reference to a traditional military conflict.  

This case also shows how all four factors on the TS side signal to the AS that a 

large-scale attack is worth the effort. In fact, the US in 2016 was especially vulnerable as 

a target state. Its politics were deeply polarized, it was about to witness a historic 

election, its media market allowed for entry of outside actors, and it was unprepared to 

fight off an information attack in a concerted manner. This all made a large-scale, well-

orchestrated, flexible and sophisticated attack inevitable.  
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A Theory of Target-State Determinants of 
Information Attacks 

 
Nations can only conduct information attacks when their resources allow them to 

do so -- this logic is similar to that of any offensive military campaign -- but what 

determines the timing and the magnitude of such an attack? In this essay, I present a 

theoretical answer to this question. I begin by reviewing the existing literature on the 

subject. The most proximate theory is located within the Realist school of thought of 

International Relations, which is where I begin. Along the way, I also explain why other 

theoretical frameworks in the discipline, like Liberalism and Constructivism, do not 

provide enough explanatory insight to explain this problem. 

I then zoom into the Realist framework a bit more and explain why the closest 

theoretical explanation we have so far for information attacks between states -- the 

security dilemma (which I define and explain later in the chapter), adapted for 

information warfare – is sufficient only to explain the eventual occurrence of an 

information offensive. However, it falls short of explaining either the timing or the 

magnitude of an information attack.  

Finally, I present my own theoretical propositions, as follows.  

1. The factors on the side of the Attacking State (AS) - a set of power resources, like 

propaganda know-how, institutions and organizations, centralized and developed 

information networks – explain the eventual occurrence of information attacks.7 

																																																								
7 Similar to the logic of traditional military action, a complete set of explanations for information 
attacks also includes motivation to engage. I describe these motivations in the relevant chapters 
because they are context-specific. For Russia’s information attack in the cases of Georgia and 
Ukraine, the motivation was to persuade the West of the legitimacy of Russia’s actions, as well as 
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This follows from the logic of the security dilemma - that is, a state will 

eventually attack only if its resources allow it to. In Russia, for instance, 

organizations like the Internet Research Agency, Russia Today,8 and Sputnik 

served as resources for an information attack. These resources were well-

developed because these propaganda organizations relied on decades of 

experience crafting propaganda under the Soviet state.9 

2. The factors on the side of the target state’s (TS) are a set of vulnerabilities in the 

TS that, when observed by the AS, will determine whether the attack will take 

place alongside traditional military actions, or independent from them, and 

whether the attack will be large-scale or small-scale. These factors include a 

polarized or contentious political environment, a free media market that allows 

outside voices to be heard, the TS undergoing unique historical moments, like 

elections or surges in separatism, and the degree of awareness or preparedness of 

the TS.  

1.1. Where in the IR literature do we position information attacks between states? 

1.1.1. The Liberal Framework 

 Liberalism is a major theoretical framework that posits that the state is “an 

institution that represents a variety of interests, often promotes economic welfare, and 

																																																																																																																																																																					
reducing the West’s involvement in the region. In the case of Russia’s information attack in the 
U.S., the motivation was to elect a Russia-preferred candidate. 
8 This outlet did not begin as an organization specifically dedicated to information attacks. Its 
original purpose was to shape Russia’s image abroad. In this way, it was more of a soft power 
resource. For an examination of Russia Today’s history, see Ioffe, Julia. 2010. “What is Russia 
Today? The Kremlin’s Propaganda Outlet Has an Identity Crisis.” Columbia Journalism Review. 
Found at https://archives.cjr.org/feature/what_is_russia_today.php Last accessed 15 April 2020.  
9 Rutenberg, Jim. 2017. “RT, Sputnik, and Russia’s New Theory of War,” The New York Times 
Magazine. https://www.nytimes.com/2017/09/13/magazine/rt-sputnik-and-russias-new-theory-of-
war.html. Last accessed 27 December, 2018.  
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protects society from falling back into underdevelopment. (Kravtsov 2015).” Within this 

framework, the Russian state would be seen as having a multitude of actors (elites, firms, 

activists, NGOS etc) whose ultimate configuration of interests would determine the 

foreign policy outcomes (in this case, the timing and methods of informational attacks 

against other countries). In other words, Russia’s domestic politics have a considerable 

weight in determining the outcome of information attack.  

 The liberal framework is inadequate in addressing the research question under 

consideration, however, because the Russian state does not exhibit an obvious plurality of 

political voices. Frequently classified as a hybrid political regime (Shevtsova 2001; 

Colton and Hale 2009; 2012; Hale 2010; Petrov et al 2013), Russia is run by a fourth 

term president who has extended his own presidential term from four to six years and has 

resorted to various electoral manipulations in order to secure the needed vote.10 Thus, for 

the purposes of this analysis, a fair assumption to make is that the Russian state can be 

thought of as a unitary actor.  

 Other important aspects and concepts that belong to this theoretical approach are 

also unhelpful. Although international norms regulating propaganda among states do 

exist (Downey 1984), adherence to them is voluntary (Whitton 1971), so they fail to 

govern the typically covert activity that is information attacks. Commercial 

interdependence, similarly, does not explain the occurrence of information attacks, since 

they are typically uncorrelated with trade. Nor does adherence to democratic norms, as all 

																																																								
10 Ingber, Sasha. 2018. “Russia’s Presidential Election Observers Were Pressured and 
Intimidated,” NPR. https://www.npr.org/sections/thetwo-way/2018/03/19/594977396/russias-
presidential-election-observers-were-pressured-and-intimidated. Last accessed 22 March, 2018.  
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types of political regimes, including the democratic United States, engage in information 

warfare against other states.  

1.1.2. The Constructivist Approach 

 The Constructivist framework posits that the “core goals of the state emerge out 

of the state’s justifications for its own existence and rationales for sovereignty” (Kravtsov 

2015). Constructivist accounts unpack political discourse to uncover evidence of how the 

state imagines its raison-d’etre. This discourse typically originates from the country’s 

political elites and contains ideas of state identity, goals, morality etc.  

 Generally a useful framework to approach many questions in International 

Relations, it is insufficient to explain the timing or magnitude of information attacks. The 

Russian state has undergone a variety of political transformations in recent decades. Only 

thirty years ago, it was a Communist state whose elites had one clear formulation of its 

ideology. This vision was radically changed in 1991 when the USSR collapsed. It 

underwent further changes under Vladimir Putin, the country’s ruler of nearly two 

decades.  

Although these political shifts changed the ideology of the political elites in many 

ways, some of them profound, information attacks are not new to the current 

administration. They have been compared to the actions of the former USSR, and even to 

the actions of other countries, like the US.11 This complicates the task of assigning causal 

meaning to elite discourse or ideology.  

 

																																																								
11  Shane, Scott. 2018. “Russia Isn’t the Only One Meddling in Elections. We Do It, Too,” The 
New York Times. https://www.nytimes.com/2018/02/17/sunday-review/russia-isnt-the-only-one-
meddling-in-elections-we-do-it-too.html. Last accessed 22 March, 2018.  
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1.1.3. The Realist Framework and Theory of the Security Dilemma  

 The realist framework sees the state as a unitary agent that egotistically pursues 

its core goals of state building and security (Wohlforth 2018). Although military security 

is supremely important within this framework, the meaning of security has expanded with 

globalization. More recent dynamic approaches to state security have pondered how long-

term methods of influencing other states (through economic relations, soft power, long-

term emulation) might be more productive than short term ones, like military invasions 

under certain conditions (Rosecrance, 2008). Within this view, security of information 

networks has assumed a progressively greater importance (Singer and Friedman, 2014).  

 A well-established theory within the Realist framework that could, when adapted 

for information warfare, partially explain information offensives is the security dilemma. 

This enduring theory, claim its proponents (see, for instance, Buchanan 2016), offers 

powerful explanatory power both in situations of rapidly evolving crises, like the US-

USSR Cuban missile crisis, and long-term strategic international policy decisions. John 

Herz, a political scientist, first formulated the idea in his 1951 book Political Realism and 

Political Idealism, and Herbert Butterfield, a historian, outlined a similar causal path in 

his History and Human Relations, although he named the scenario differently.  

 The sequence of events unfolds in the following order: a state that inevitably and 

rationally fears for its security begins to accumulate resources to guarantee it, such as 

developing or acquiring weapons, making military alliances etc. As it continues to 

strengthen itself, this state not only builds up its defensive capabilities, but it also begins 

to look more threatening to other states. These other states, recognizing their relative 
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weakness, will invest in their own security resources. As the process develops, it runs the 

risk of spiraling into an international conflict.  

 The security dilemma rests on a basic assumption that the world order is an 

anarchic, rather than a hierarchical arrangement. William Golding, a Nobel-prize winning 

British novelist, allegorically described this arrangement in his 1954 novel Lord of the 

Flies. When a group of previously ordinary, civilized British school boys, accustomed to 

living under the external authority of adults, crash on a deserted island in the Pacific 

Ocean, it does not take them long to devolve into a bloody power struggle, motivated by 

constant fear of each other and a chimerical monster. In other words, the boys experience 

a shift from a hierarchical social arrangement, in which their lives are governed by adult 

authority and school rules, to an anarchic one where no one person or institution 

prescribes their actions. The outcome is violence and disorder.  

 An anarchic view of the world dates back to ancient Greek history. Thucydides, 

commonly considered to be the world’s first historian, describes the violent 

Peloponnesian war, between Athens and Sparta. After executing every adult male on the 

island of Melos, as a punishment for not joining a military alliance, the Athenians 

declare, summing up the anarchic view of the world: “the strong do what they can and the 

weak suffer what they must (Thucydides, Crawley trans. 2012).” In an anarchic world, 

which lacks a single, central authority that provides arbitration and resolves conflict, life, 

in the words of the English political theorist Thomas Hobbes is “solitary, poor, nasty, 

brutish, and short.” States sometimes fight for no other reason than their lust for power 

(Morgenthau 1971; Waltz 1994). In an anarchic world, states do not trust each other and 

lack the motivation to cooperate (Bull 1994).  
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 Because of this, the security dilemma is partly a psychological problem. The 

dangerous spiral of events that eventually leads to conflict is motivated by fear which is 

commonly unfounded (for instance, the chimerical monster in Lord of the Flies). The 

misunderstanding works in both ways: not only do states exaggerate their own fear of the 

other states that are increasing their defensive resources, misinterpreting the buildup as 

offensive and threatening, but they also misperceive how others will interpret their own 

strategic resource buildup (Jervis 1994; Booth and Wheeler, 2008).  Herbert Butterfield 

wrote, for instance: “It is the peculiar characteristic of the situation I am describing -- the 

situation of what I should call the Hobbesian fear -- that you yourself may vividly feel the 

terrible fear you have of the other party, but you cannot enter into the other man’s 

counter-fear, or even understand why he should be particularly nervous” (Butterfield 

1951). In other words, a political scientist who is grappling with the problem that could 

be explained by the theory, must also attempt to account for emotions like anxiety, worry, 

fear and nervousness.  

 Another aspect of the theory is its unfortunate need to deal with moral-based 

reasoning for states’ actions. As states seek to explain away their own actions and vilify 

the actions of other states, they will frequently use moral terminology to do so. They will 

portray themselves as being morally right, and others as being morally wrong. In a 2002 

State of the Union Address, George W. Bush, for example, described the nations of Iran, 

Iraq and North Korea as “the axis of evil.” These countries, said Bush, were building 

nuclear weapons and other “weapons of mass destruction,” threatening peace and order in 

the world with their actions. Some decades earlier, President Ronald Reagan called the 

USSR an “evil empire” while calling to match and exceed the country’s military 
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capabilities. This engenders the necessity to operationalize ill-defined moral issues, and 

complicates the work of an international relations scholar attempting to understand the 

problem by using this particular theoretical lens.  

 Recent extensions of the theory have produced some important insights relevant 

to information attacks.  

1.2. The cyber-security dilemma 

 More recent work on informational warfare, specifically cyber security, has 

adapted the security dilemma to explain cyber attacks. Buchanan (2016) argues that the 

theory explains the fear that states feel when they experience network intrusions and their 

subsequent actions. According to his argument, states build up their offensive capability 

because a lack of borders in cyberspace and the nature of network intrusions mean that 

they can do so in stealth and well in advance of when they actually decide to intrude. But 

they also have a constant fear of intrusion, which means that they will proactively try to 

collect intelligence (sometimes by breaking into the networks of other states) that would 

indicate the presence or absence of a threat. This, coupled with technological difficulties 

in assigning blame in cyber threats (Rid and Buchanan 2015), results in the blurring of 

the line between offensive and defensive actions, and might effect the cybersecurity 

dilemma.  

 Cyber warfare is a subset of the broader phenomenon of information warfare. 

Although Buchanan does not specifically address propaganda attacks in his work, this 

logic does work to explain their eventual occurrence. Speaking more broadly, applying 

the security dilemma to information attacks works because information warfare is a 

subset of traditional warfare. In his description of the security dilemma, Jervis (1978) 
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recognized this by mentioning a process by which some states interfere preemptively in 

domestic politics of other states in order to “create an ideological buffer zone” (Jervis 

1978 p. 168). This logic also applies because in an anarchic international system, one 

state’s gain in security inevitably threatens other states. Any accumulation of propaganda 

resources, defensive or offensive, appears to other states to be threatening.  

This logic works even though propaganda resources are not strictly identical 

depending on whether they are used to attack or to defend (this is true of traditional 

military resources as well). There exists a sufficient overlap between the two types. The 

former includes such things as international media outlets created in other countries, 

agencies dedicated to disseminating information on social media (e.g. the Internet 

Research Agency in Russia), and PR expertise that could be drawn upon to promote a 

particular message abroad. Some of these resources can be used domestically, as well, to 

protect against other countries’ informational interference. Thus, RT, Kremlin’s infamous 

news network, claims its purpose is to cover “stories overlooked by the mainstream 

media,” and to provide “alternative perspectives on current affairs.” In other words, the 

stated goals are defensive in nature, while the resource has also been used for propaganda 

attacks. Similarly, the Internet Research Agency, the Kremlin’s St. Petersburg-based 

“troll farm” tasked with promoting Putin-friendly narratives in the West, has involved 

itself intensely in domestic propaganda that counters Western-friendly narratives. 

            This intersection between offensive and defensive resources is similarly present in 

the realm of cyber security, a subset of information security. Gartzke and Lindsay (2015), 

for instance, show that deception is one such common resource both for offensive and 

defensive capability in the cyber realm. Cyber attackers use deception in an offensive 
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way to gain access to porous computer networks, but the same resource allows the TS to 

lay traps for the adversary online. 

 The cybersecurity dilemma, however, does not fully explain the timing or 

magnitude of information attacks. For instance, being threatened by the buildup of 

informational power capabilities of other states does not explain why, under some 

conditions, states engage in such attacks seemingly unprovoked and unprompted. The 

campaign to influence the U.S. 2016 presidential election, as well as information 

campaigns related to some Western European elections, and the referendum on Brexit, 

were timed strategically to coincide with important events in the history of the nations 

under attack. 

1.3. Information power resources — the Attacking State side factor 

A country’s information power resource endowment directly contributes to the 

eventual occurrence of an information offensive. Wars require resources, and information 

wars are no exception. Therefore, possessing sufficient information resources is a 

necessary, but insufficient condition for a state to undertake an information attack against 

another state. In Figure 1 below, refers to the time period before the attacking 

state (AS) has any power resources.  refers to the time that the AS has accumulated 

sufficient information resources.  is the time of the information attack on the target 

state (TS).  



	 	 	17	

 

Figure 1.1. Information resources are a necessary condition of an 

information attack. 

To understand why information power resources matter, I position the concept of 

information power resources within the broader literature on power. Here, I examine how 

viewing power both as a resource, and an action, is helpful in understanding propaganda 

attacks.  

1.3.1. Power: resources versus action 

Understanding information power resources begins with understanding the 

concept of power more generally. In the vast literature that deals with power, it is viewed 

as a resource, as an action, or both. All three are relevant to this study. When viewed as a 

resource, information power is the latent ability to orchestrate an information attack. 

When viewed as an action, this power is exercised when the AS obtains its desired aim of 

altering public opinion within the TS. We begin with the first view.  
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First observations on power, although non-specific, view power as a resource — 

something that allows to act (Aristotle 1962). In the modern philosophical tradition, 

Hobbes defines power as a resource -- “man’s present means to any future apparent 

good.” (Hobbes 1958, p. 78). Interacting with the understanding of power as a resource 

and not an action is the probabilistic definition of power. Weberian power (macht) is “the 

probability that one actor within a social relationship will be in a position to carry out his 

will despite resistance, regardless of the basis on which this probability rests” (Weber 

1947, p. 152).  

These early definitions rest on the assumption that just about anything can be the 

basis of power. This is useful because, when it comes to information power resources, 

wealth does not necessarily increase the resource endowment. Information attacks can be 

carried out by a handful of skilled individuals and give an advantage to states that lack 

the material wealth to become a traditional military hegemon.  

Power can also be defined as an action. Bertrand Russell, for instance, defines 

power as “the production of intended effects (Russell 1938, p. 25).” Other theorists and 

political scientists have based their understanding of power on Russel’s definition of it as 

action or production (Giddens 1973; 1976; Wrong 1995; Barnett and Duvall 2005; 

Edkins and Pin-Fat 2005). In social theory, Michel Foucault, whose definition of power is 

notably vague (“Power is everywhere”) sees power as something that does not even exist 

until is starts to be exercised: “power is neither given, nor exchanged, nor recovered, but 

rather exercised… it only exists in action (Foucault 1980).” This conceptualization is also 

useful to us. We are interested in countries accumulating information power resources 

because they can be and frequently are used in information attacks. These are not 
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abstract, but tangible, practical concerns for states that require the attention of policy 

makers (Thornton 2015).  

Somewhat reconciling the views of power as a resource and action, some scholars 

argue that the actual difference between latent and exercised power tends to be 

exaggerated. Ledyaev (1997) writes: “in real life situations potential power [...] is likely 

to be transformed into the actual causation (p. 67).” This is why, even though some 

scholars of power assert that one may not even begin to measure power until it is 

successfully exercised (like Wrong (1988) who writes that “the effectiveness of power 

seems to be so obvious a criterion for its presence as to preclude any need for further 

discussion (p. 6).”), the substantive causal importance of the information power resource 

endowment should not be underplayed or underestimated.  

1.3.2. Information power as action at a distance 

Conceptualizing information attacks as exercises of power necessitates our 

understanding of the intended audience and the acknowledgement that the attack was 

deliberate. Some work in power studies allows for fuzzy audiences and no direct line of 

responsibility from the powerful to the powerless. Bachrach and Baratz (1962) begin this 

line of inquiry by examining agenda setting - that is, limiting the number of issues on the 

table. Lukes (1974) extends this to examining false consciousness - or cases where the 

dominated do not know what their interests are. 12 By positing that 

decisions/institutions/practices are sticky, Pierson (2000) shows that they may exercise 

power generations down the line. Some poststructuralist scholars (Fairclough 1992; 

																																																								
12 Some empirical accounts based on this theoretical view of power are Gaventa (1980) which 
examines responses to inequality in an Appalachian valley; and Katznelson (1973) which looks at 
politics of race. 
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Kendall and Wickham 1999) demonstrate that discourse and systems of knowledge 

produce effects on actors through social practices that are temporally removed (one 

example is studies of gender and race, e.g. Kondo 1990). Hayward (2000) 

reconceptualizes power as a network of social boundaries that affects actions of all actors, 

rather than an instrument that the powerful use to influence the powerless.  

 But information attacks among states that are described here, although they 

happen at a distance, are directed at a well-defined group of individuals. For example, the 

Russian propaganda campaign connected to the 2016 U.S. election targeted African 

Americans — what the Russians considered the most persuadable link in the overall 

chain of the electorate, and one that would exacerbate the existing cleavages the most 

(Lucas, 2018). This aligns with those studies (see, for instance, Mills 1956; Dahl 1961; 

Hunter 1963) that examine how power is distributed among different entities, like 

nations, sub-national units, members of the political elites, racial, or gender groups etc, 

and why it is distributed in this way, and presume that “There is no action at a 

distance.”13 That is, those who exercise power do so deliberately over a clearly defined, 

and proximately located group of people (or a person, or a state).   

Propaganda and other exercises of informational power can be thought of as forms 

of power. Beginning with Bertrand Russell (1938), who placed it alongside military and 

economic power, more modern scholars (Wrong 1995) have identified such forms as 

force, persuasion, and manipulation. Manipulation, according to Wrong, is defined as 

follows: “When the power holder conceals his intent from the power subject - that is, the 

intended effect he wishes to produce, he is attempting to manipulate her.” This definition 

																																																								
13 Dahl 1957, p. 204.  
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includes any “deliberate and successful effort” to produce action in another person 

without communicating the intended actions.  

Information attacks, like Russia’s interference in the U.S. 2016 election, are one 

type of manipulation. In this kind of manipulation, the power holder (Russia) has no 

direct social relationship with the power subject (voters to be influenced by the 

campaigns). Because in this case, the subject of power is unaware of the existence of the 

power holder, and therefore, cannot possibly be aware of his or her intent, this is a form 

of power that has no obvious resistance.  

Persuasion is a form of power distinct from manipulation. According to Wrong 

(1995), persuasion can be understood as follows: “Where A presents arguments, appeals 

or exhortations to B, and B, after independently evaluating their content in light of his 

own values and goals, accepts A’s communication as the basis of his own behavior, A 

has successfully persuaded B.”  

Classifying persuasion as a form of power is not without controversy. This 

relationship is devoid of penalties, rewards, obligation, or really, any asymmetry typical 

of power relations. Indeed, Hannah Arend observed: “Where arguments are used, 

authority is left in abeyance. Against the egalitarian order of persuasion stands the 

authoritarian order which is always hierarchical (Arendt 1961).” Bachrach and Baratz 

(1962), similarly, do not regard actions like manipulation and persuasion forms of power 

because they constitute instances of voluntary compliance. In Bachrach and Baratz’s 

example, if a soldier who approaches a sentry is being ordered to stop at the threat of 

being shot, his compliance does not mean the sentry exercised power. Nonetheless, here I 



	 	 	22	

view manipulation and persuasion as ways to exercise information power because they do 

represent a way for actor A to achieve an outcome in behavior of actor B.  

1.3.3. Power in International Relations -- related concepts 

 Although the concept of power is not exclusive to the Realist framework, it 

occupies an especially important place here. 14  Within the Realist framework in 

International Relations, scholars mostly address power relations in terms of how 

hegemonic states - nations that can exert dominance over the course of international 

politics - interact with other hegemonic states, and how hegemons interact with weaker 

states within the international system (for instance, James and Lake 1989).  

 Both hegemons and weaker states have access to a particular form of power over 

other states that is based on information – two related concepts here are “socialization” 

(Ikenberry and Kupchan 1990)15, and “soft power” (Nye 2004; 2008; 2010; 2014). 

Ikenberry and Kupchan define socialization as the process whereby “elites in secondary 

states buy into and internalize norms that are articulated by the hegemon and therefore 

pursue policies consistent with the hegemon’s notion of international order (p. 283).” 

Socialization can happen through various channels - one of them, as an example, called 

by Ikenberry and Kupchan, “normative persuasion,” relies on ideological persuasion, 

learning, diplomacy, cultural exchanges etc.  

 A remarkably similar mechanism is outlined by Nye (2008), who defines “soft 

power” as “the ability to affect others to obtain the outcomes one wants through attraction 

rather than coercion or payment.” Soft power, positioned vis-a-vis hard power, or a 

																																																								
14 Carr (1964) was the first to address how power affects outcomes among states in an anarchic 
international system.  
15 Other studies that look at how norms, prestige and moral leadership shape the international 
order are Gilpin 1981; Snidal 1985; Cox 1987; and Gill 1986, among others.  
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country’s military and economic resources, rests on three pillars, according to Nye: a 

country’s culture, its political values (the ones that the country actually lives up to), and 

foreign policies (those that are viewed as having moral authority).16  

 These two types of power widely recognized in relations between states bring us 

even closer to conceptualizing the importance of a nation’s information resource 

endowment. However, they are not the same phenomenon as information attacks. The 

former do not involve coercion, concealment or falsifying, which information attacks do. 

Table 1 below summarizes the similarities and differences between the two forms of 

power.  

Table 1.1. Socialization (soft power) vs. information attacks.  

Socialization (soft power) Information attacks 

Shaping preferences through appeal or 
attraction 

Shaping preferences through misinformation, 
falsification, or concealment 

Generally overt Generally concealed 

Based in culture, political values, and 
foreign policy 

Based in existence of information power 
resources and TS’s vulnerabilities. 

In normative terms, can be either ethical 
(good), or inethical (bad) 

In normative terms, can be either ethical (good), 
or inethical (bad) 

 
1.4. Alternative explanations for information attacks.  

A related body of literature that intersects with the above is literature on “hybrid 

wars,” which resides within security studies. The term “hybrid war” used to be applied to 

																																																								
16 One important way to disseminate one’s culture is commerce. From Montesquieu, who argued 
for nations to trade with as many other nations as possible (see Anne M. Cohler, Basia C. Miller 
and Harold S. Stone eds., Montesquieu. The Spirit of the Laws, Cambridge: Cambridge 
University Press, 2017, p.338), to modern theories, like the Golden Arches theory of democratic 
peace, the idea that a commercial relationship is at odds with a bellicose one has been an intuitive 
observation. 
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non-state actors, but more recently has come to encompass the non-traditional tactics of 

states like Russia, when it annexed Crimea and used military, economic, information 

(including cyber), and diplomatic resources, among others (Veljovski et al. 2017). 

Deception and information attacks have been shown to be a weapon that Russia used, 

alongside traditional military measures, in Ukraine (Boyte 2017, Mouritzen 2017, 

Veljovski et al. 2017), to an extent in Georgia (Cornell 2016), but not in Chechnya or 

Afghanistan (Veljovski et al. 2017). In a Venn diagram of the two sets of academic 

works, the common space is information attacks that occur simultaneously with 

traditional military operations. The theory presented here, however, also explains 

information attacks that do not coincide with military campaigns, which makes it more 

complete. 

Another important subfield of literature that intersects with this theory is 

determinants of war that are located within the domestic politics of the AS. For instance, 

the diversionary theory of war states that political elites will engage in wars in order to 

distract the populations from domestic economic, political, or social problems (Thies 

2017). Indeed, Russian domestic politics have been marked by large-scale political 

protest and a deep economic crisis, among other problems. Following the annexation of 

Crimea, Putin’s approval rating increased dramatically. But while the diversionary theory 

of war explains overt traditional military campaigns well, it does less well in explaining 

covert information attacks. Indeed, governments go to great lengths to conceal 

propaganda attacks from their own, as well as foreign, citizenry. Thus, information 

attacks are better explained by the theory presented here.  
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1.5. Target State side theory of information attacks. 

Whereas the previous section described the power resources necessary to 

orchestrate an information attack, in this section, I locate the causes of the timing and 

magnitude of information campaigns against states within the TS. These four factors are:  

 1.5.1. Polarized political environment.  

A polarized or contentious political environment increases the likelihood of an 

imminent information intervention by another state. This happens in a series of stages 

(see Figure 2 below). Contentious domestic politics lead to gridlock in the government 

(McCarty 2011) and produce the public perception of the government’s inability to get 

the job done. This leads to a low level of trust in the government and related institutions, 

like the media. Rahn and Rudolph (2005), for example, find an inverse (and statistically 

significant) relationship between ideological polarization and trust in local governments. 

On the national scale, Chanley et al (2000) find that Congressional scandals in the U.S. 

reduce trust in the government.  

A related phenomenon, called the “hostile media effect,” occurs when consumers 

of partisan media perceive identical news content to have a bias when it comes from the 

opposing ideological side. Thus, in the context of American politics, a liberal and a 

conservative viewer watching the same news story will view it as hostile to their own 

ideology. This is a robust, well-documented phenomenon first shown by Vallone et al in 

1985, and replicated since then in multiple studies.  

When citizens do not trust the traditional media that they consume to cover the 

news fairly, alternative media, like social media and online outsider sources, grow in 

popularity. This presents a perfect opportunity for an information attack by a hostile state. 
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Unlike invisible vulnerabilities in the cyber domain (misconfigured applications, weak 

passwords, user error etc), contentious politics within the target state are an observable 

and, indeed, very visible variable to the AS.  

 

Figure 1.2. Polarized/Contentious politics as a determinant of an information 

attack. 

1.5.2. Open media market.  

 An open media market that allows for marginal voices to be heard is a crucial 

factor in determining the timing, and magnitude of an informational attack. Media around 

the world can be classified as market based, publicly funded, or a mix of the two. The 

U.S. is an example of the first; a publicly funded model of television media predominates 

in Finland and Denmark. The U.K., which had the publicly funded British Broadcasting 

Corporation (BBC), is an example of a mixed model (Curran 2009).  

 In a market-based media model, where the cost of entry does not include 

satisfying governmental regulations, well-funded, outside voices might appear and 

persist. Indeed, when the requirement for editorial oversight or fact checking is absent, an 
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individual outside news producer might still reach as many readers/viewers as well-

established outlets (Allcott and Gentzkow 2017). This is consistent with academic 

research that shows that the rise of online news has increased the demand for of 

ideologically niche news (Nie et al 2010).  

Technological changes, like the rise of the Internet, have also lowered entry costs 

for outside news producers. This is because the Internet allows for easier communication 

across state boundaries, and a significantly lower cost of dissemination of stories. In 

2018, 20% of the respondents of a Pew survey said they often got their news from social 

media, more than those who often read newspapers. And social media has been found to 

influence news consumption by providing social endorsement to content (Messing and 

Westwood 2014).  

1.5.3. Historic event.  

 When a TS undergoes a historically important event, like an anticipated election, 

or a surge in separatism, this might have two relevant effects for the attacking state’s 

decision-making on when to orchestrate the attack, and what kind of resources to spend 

on it.  

On the one hand, if the target state is distracted by contentious domestic politics, 

it becomes more vulnerable to an outside attack. The logic is intuitive and is perfectly 

summed up by the aphorism “divide and conquer.” The phrase is frequently attributed to 

Julius Caesar (in Latin, “divide et impera”), although the military strategy itself certainly 

predates him. It has been used in many a military campaign, such as the Roman military 

tactics in Germany under Tiberius, in which Rome actively encouraged and fomented 
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conflict among tribal leaders to weaken their position against the empire (Mommsen, 

1996).  

In Art of War, Machiavelli, similarly, recommends a strategy for “divide and 

conquer” in which a military commander would sow the seeds of distrust in an enemy 

commander by making him doubt those whom he should trust against the common 

invader: “You know that Hannibal, having burned all the fields around Rome, allowed 

only those of Fabius Maximus to be saved. You know that Coriolanus, coming with an 

army to Rome, conserved the possessions of the nobles, and those of the plebs he burned 

and sacked (Machiavelli, Wood trans., 2001).  

On the other hand, securing the desired result of an information attack would 

result in a larger payoff for the attacking state. If a target state is undergoing an election, 

for instance, a successful information attack could install a desired candidate in office. If 

the target state is going through a war, a win in information space could secure a win on 

the battlefield.  

 1.5.4. Lack of awareness/preparedness. 

 The Attacking State (AS) will target a state that it perceives to be unprepared for 

an information attack or unable to fight back. This is consistent with the general logic of 

introducing an “element of surprise” into traditional military operations. In a work on the 

psychological warfare as part of national strategy, Lord (1994) notes that “the exercise of 

military command at all levels involves an assessment of the psychological strengths and 

vulnerabilities of the enemy commander and his forces; deception and surprise are key 

elements of the military art.” Freedman (2012) points out that when military resources are 

roughly balanced, or, indeed, when the attacking state is under-resourced, compared with 
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the target, the element of surprise is essential in securing a victory in a way that would 

not simultaneously handicap the winner.  

 Lack of preparedness interacts with a lack of awareness in the following way: 

when a target state is unprepared to deflect an information attack - that is, if it failed to 

build up the necessary resources for such a defense, it is also lacking the capability to 

realize that an attack is imminent. Or, in the words of Shirref (2012), “Maintaining 

balance against the unpredictable is the most obvious measure to avoid being more 

surprised than one's adversary.” On the other hand, states like the U.S. that have the 

technological capability to address an information attack might also be caught unawares 

by a particularly creative propaganda campaign or a novel method. 

 Given the factors described above, I propose the following hypotheses:  

H1: When an Attacking State perceives the Target State to possess all four of the factors 

described in this chapter, the timing of the information attack will be unrelated to a 

traditional military conflict, and this information attack will be large-scale in scope.  

H2: When an Attacking State perceives the Target State to be unprepared or unaware of 

an incoming information attack (holding all other factors constant), the information attack 

will be large in scope.  

 This theory does not specify all outcomes for all possible combinations of TS side 

factors. Further theoretical and empirical work is needed to examine those. This 

dissertation is an attempt to begin cataloguing the TS side factors and the outcomes they 

produce.  

 The table below describes the combinations of factors observed in the cases 

below. I will review these cases in subsequent empirical chapters. 
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 Table 1.2. Empirical cases, demand-side factors and outcomes. 

 Year Target State side factors Outcome 

Georgia 2008 • Contentious politics;  
• Open mass media (closed off 

soon after attack) 
• Historic event (spike in 

separatism; Saakashvili’s 
determination to get the enclaves 
back) 

• Prepared and able to fight back 

- Initial information attack, then 
retreat to a smaller-scale attack. 
- Georgia wins information war. 

Ukraine 2014 • Contentious politics; 
• Open mass media 
• Historic event (Maidan) 
• Lack of preparedness 

- Large-scale information attack. 
- Russia wins information war. 

USA 2016 • Polarized politics 
• Open mass media 
• Historic event (presidential 

election) 
• Lack of awareness 

- Large-scale information attack.  
- Information attack not related to 
military campaign. 
- Russia’s preferred outcome 
secured.  

 
Table 1.3. Causal variables and hypothesized mechanisms 

TS factors Mechanism 

Polarized 
political 
environment 

• Contentious domestic politics lead to 
gridlock in the government; 

• public perception of the government’s 
inability to get the job done; 

• low level of trust in the government and 
related institutions, like the media; 

• “hostile media phenomenon.” 

Open mass 
media market 

• In a market-based media model with 
few governmental regulations, outside 
voices may appear and persist 

• The Internet has lowered costs of entry 
for non-traditional outlets lacking an 
editorial oversight or fact-checking.  

Pivotal historic 
moment 

• A TS distracted by contentious domestic 
politics is viewed by the AS to be more 
vulnerable. 
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• The payoff for the AS might also be 
larger. 

Lack of 
preparedness of 
TS 

• An unprepared TS is perceived by the 
AS to be unable to recognize an 
information attack, and also unable to 
fight back effectively 
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2. The Preparedness of the Target State as a 

Determinant of the Intensity of Information 
Attacks: The Cases of Russia’s Information 
Offensives in Georgia and Ukraine. 

 

2.1. Introduction 

In this essay, I highlight the importance of the fourth factor on the list of TS 

vulnerabilities: its level of awareness and preparedness, as perceived by the AS. The two 

cases presented here (Georgia in 2008, and Ukraine in 2014) demonstrate how, as three 

factors were relatively similar, the fourth one determined the outcome: a different level of 

intensity of the information attacks.  

In 2008, Russia waged an initially aggressive information campaign in Georgia 

before retreating in the face of a reactive Georgian public relations campaign aimed at 

securing foreign assistance. By contrast, in 2014, Russia found in Ukraine a nearly 

perfect target that was unprepared to formulate a coherent information strategy and 

quickly lost the information war with Russia. The other three factors were quite similar in 

the two countries when Russia initiated its information attacks and can therefore be 

understood as constant.  

The many similarities between these two cases make them sound choices for 

analysis. Both are former Soviet republics that at different points of their histories 

navigated an uneasy independence from their large, threatening neighbor, Russia. Both 
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have regions within them – Donetsk and Luhanks in Ukraine17, Abkhazia and South 

Ossetia in Georgia18 – that vocally pushed for independence from their parent states and 

whose political leaders have aligned with Russia. In both of these cases, Russia backed 

the secessionist regions, launched military interventions, and defended its actions by its 

“responsibility” to protect compatriots – Russian-speaking populations residing within 

these countries.19 

Both of these countries have Western-oriented popular sentiments that resisted 

Russia’s interference in their affairs. Georgia and Ukraine are also similarly important to 

Russia in geopolitical terms – the governments of both expressed interest in joining 

NATO, which promised an eventual membership to both countries in 2008 – a highly 

undesirable outcome for Russia.20 Some analysts, like Norman Friedman (2014), have 

argued that the two military campaigns “suggest a pattern.” These two cases, therefore, 

conform to a well-accepted method of case selection: John Stuart Mill’s Method of 

Difference. When two cases are similar in all aspects but one (TS’s perceived level of 

preparedness for an information attack), this one aspect is likely to be determinative of 

the different outcome (here, a different magnitude of the information attack).  

 

																																																								
17 BBC News. 2015. “Ukraine Crisis in Maps.” BBC News Online. 
https://www.bbc.com/news/world-europe-27308526. Last accessed 20 March 2020. 
18 CNN. 2014. “2008 Georgia-Russia Conflict Facts.” CNN Online. 
https://www.cnn.com/2014/03/13/world/europe/2008- georgia-russia-con ict/index.html Last 
accessed 22 January 2019.  
19 CFR. 2008. “A Conversation with Sergey Lavrov.” Council on Foreign Relations. 
https://www.cfr.org/event/conversation-sergey-lavrov. Last accessed 22 January 2019.  
20 Osborn, Andrew. 2018. “Putin warns NATO against closer ties with Ukraine and Georgia.” 
Reuters. https://www.reuters.com/article/us-russia-nato-putin/putin-warns-nato-against-closer-
ties-with-ukraine-and-georgia-idUSKBN1K92KA Last accessed 20 March 2020.  
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2.2. The level of preparedness of the Target State as a determinant of 

intensity of information attacks in the cases of Georgia and 

Ukraine. 

Both Georgia and Ukraine experienced contentious domestic politics in the lead-

up to Russia’s information offensive, with the Tbilisi government forcibly responding to 

a flare-up in separatist sentiments in the breakaway regions of Abkhazia and South 

Ossetia21, and Ukraine witnessing the chaotic ouster of its president after several months 

of mass protests.22 Domestic contention in both Georgia and Ukraine signaled to Russia 

that these countries were weakened adversaries. In order to fight off an outside 

information attack, they would both need to divert focus and resources from ongoing 

domestic issues. 

This type of contention at home also served as a pivotal moment in domestic 

politics and signaled to Russia that the payoff from engaging in information attacks 

would be higher than usual. A victory in both cases would amount to discrediting the 

opponent’s narrative and preserving the Kremlin’s geopolitical interests by preventing the 

two states from joining NATO. In April of 2008, months before the August conflict, 

ITAR-TASS, Russia’s federal news agency, published the remarks of Sergei Riabkov, a 

Foreign Ministry official, which summarized Russia’s position on NATO enlargement. 

He noted that the Kremlin was “categorically opposed to NATO’s continuing its “open 

																																																								
21 CNN. 2014.  
22 BBC News. 2015.  
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door” policy” and admitting either Ukraine or Georgia.23 

An open mass media environment is necessary for outside voices to reach a target 

state’s citizenry. Ukraine and Georgia acted in a similar manner when it came to their 

media markets. Both countries granted Russian-produced media access to their countries 

until the Kremlin launched its information offensives. However, both countries also 

responded by banning Russian news outlets, affecting trust in the media and creating the 

appearance that both countries had something to hide. After a 2016 action in Ukraine, for 

instance, the Human Rights Watch issued a statement that called on the country to 

“immediately drop a ban on […] Russian journalists and protect media freedom.”24 

But another interesting aspect of these information attacks is that the intended 

audience, in both cases, was Western public opinion. Therefore, it also mattered whether 

Western media markets were sufficiently open to receiving Russian information. In an 

August article in 2008, a Rossiiskaia Gazeta reporter wrote about the public opinion on 

the Georgia-Russia conflict in France. She expressed regret that for several days, French 

mass media’s “only source of information […] was Tbilisi: Saakashvili’s statements, 

messages from Tbilisi’s correspondents to Western media with mandatory references to 

Saakashvili.”25 The structure of the Western media markets remained comparably open to 

Russia’s information in both instances, which allows us once again treat it as a constant. 

																																																								
23 ITAR-TASS. 2008. “Moscow categorically objects to NATO’s open-door policy.” 2 April 
2008.  
24 Human Rights Watch. 2016. “Ukraine: 17 Russian Journalists Banned. Drop Sanctions. 
Respect Media Freedom.” https://www.hrw.org/news/2016/06/01/ukraine-17-russian-journalists-
banned# Last accessed 20 March 2020.  
25 Salkazanova, Fatima. 2008. “Edinodushnaia predvziatost” Rossiiskaia Gazeta. August 14 2008.  
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The TS’s final vulnerability factor – one that I explore in further detail in this 

essay, since this is where the two cases differed – is the extent to which Russia perceived 

these two states to be aware of the possibility of an information attack, and the likelihood 

the TS would be able to defend itself, or even fight back. Therefore, the main hypothesis 

for this essay is:  

H1: In Georgia, which demonstrated a robust defensive strategy, the magnitude 

of the information attack will be lower as compared with Ukraine, which lacked a 

coherent defensive strategy.  

2.3. Qualitative Evidence 

In 2008, tensions grew over the status of the breakaway regions of Abkhazia and 

South Ossetia, which declared independence from Georgia in the 1990s, leading to 

belligerent incidents. The Georgian government indicated that the presence of Russian 

peacekeepers on what Tbilisi considered its own territory had become intolerable. In 

early August 2008, the two sides engaged in a series of military provocations; Georgia is 

widely recognized as the side that began the fighting (US Senate Foreign Relations 

Committee 2018). The actual military campaign was brief – it lasted five days – but the 

information aspect of the war was substantial and deserves careful analysis.  

The cause of the Ukrainian crisis, for its part, can be found in Ukrainian President 

Viktor Yanukovych’s November 2013 delay in signing of an association agreement with 

the European Union in favor of a trade deal with Russia. Yanukovych’s decision touched 

off street protests, drawing hundreds of people, then thousands, then hundreds of 

thousands. Ukrainian police resorted to lethal force, bringing more people into the streets; 



	 	 	37	

by January, the situation had escalated into a full-blown political crisis. 

In February 2014, following additional deadly clashes between the protesters and 

the authorities, Yanukovych was deposed and fled the country, while Russia put its 

troops on high alert. On March 1, armed men, identified by Kyiv as Russian servicemen, 

seized key points of the Crimean peninsula. Mid-March, the Supreme Council of Crimea 

held a referendum that asked whether Crimean residents wanted to secede from Ukraine 

and join Russia. The official result was that over 95% of people voted in favor of this 

option, and this predominantly Russophone region began to secede from Ukraine. 

Despite international condemnation and the threat of economic sanctions, Russia annexed 

Crimea later that month.  

By early April, pro-Russian protesters occupied several key cities in Eastern 

Ukraine, with Donetsk and Luhansk becoming hotbeds of separatist support. As clashes 

between rebels and pro-government forces continued, a civilian Malaysia airlines flight 

17 (MH17) carrying 298 foreign nationals was shot down in July; all passengers and 

members of its crew were killed. Russia and Ukraine held each other responsible for the 

downing, with Moscow and its state-run media circulating implausible explanations that 

were later shown to be deceptive.26 

Russia’s initial information offensive in Georgia in 2008 was both proactive and 

aggressive. Several weeks before traditional military action began, Russian hackers began 

cyber attacks, a related type of warfare. They subjected the unprepared nation’s Internet 

infrastructure to so-called distributed denial of service (D.D.O.S.) attacks, taking down 

																																																								
26 BBC News. 2014. “Ukraine Unrest: Protesters Storm Regional Offices.” BBC News Online. 
http://www.bbc.com/news/world-europe-25876807 Last accessed 17 March 2018.  
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the website of Georgian President Mikheil Saakashvili. Several other state computers 

were hacked, too, including those belonging to the Ministry of Foreign Affairs and the 

Ministry of Defense (Friedman 2014). In anticipation of hostilities to come, Moscow sent 

journalists into the region – by some accounts, as many as forty-eight – to ensure that its 

version of events to come would be thoroughly covered.27 

Orchestrating a cyber attack requires specific information resources, including 

trained hackers and advanced networks. Georgia’s Internet was partly supplied by Russia 

and Turkey. Russia’s considerably vaster information power resources dwarfed Georgia’s 

information warfare resources. This imbalance in information power resources enabled 

the Kremlin to begin the information offensive against Georgia.  

The resource differential also meant that at least at first, Russia was on the 

offensive, and Georgia was playing defense. This reactive policy was not always wise. 

For instance, one measure to which the Georgian government resorted in an attempt to 

limit the damage of Russia’s aggressive information campaign was to censor Russian-

produced media and Russian-language websites (Goble 2009). This permitted Moscow to 

accuse Georgia of not being the open and democratic society it purported to be. As a 

Russian Ministry of Foreign Affairs representative said at the time:  

The information blockade of the Russian media in Georgia 

represents a crude violation of international standards of press freedom 

that guarantee the obligation of the government to provide citizens the 

																																																								
27 Marko, John. 2008. “Georgia Takes a Beating in the Cyber War with Russia.” 
https://bits.blogs.ny-times.com/2008/08/11/georgia-takes-a-beating-in-the-cyberwar-with-russia/ 
Last accessed 1 February 2019.  
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right to freely access information, and the ability of the press to 

disseminate such information. [...] Such [a] policy of the Georgian 

authorities has nothing in common with democracy (quoted in Goble 

2009). 

Although Georgia lacked the technical capabilities to respond in kind, the country 

quickly mobilized its public relations resources, a subset of defensive information war 

resources. The target state was thus prepared to respond and did so as actively as 

possible.  

The Georgian government quickly sought the assistance of public relations 

professionals. Goble (2009) notes that Tbilisi approached foreign firms for help in 

crafting a global image.28 Georgian political blogs multiplied, with Tbilisi transforming 

existing websites in some cases and creating entirely original content in others. Its 

strategy shifted from the defensive to the offensive. The new information campaign 

featured carefully chosen language that characterized Russia as the aggressor. It 

compared the Russian invasion of Georgia to the 1968 Soviet invasion of Czechoslovakia 

and even accused Moscow of genocide.  

This heavy barrage of allegations against Russia raised the cost of involvement 

for the Kremlin and corresponded with a subsequent dramatic de-intensification of the 

information war. As Russian dissident poet Lev Rubinshtein poignantly noted when 

comparing Soviet propaganda to the information tactics of the Kremlin in August 2008:  

																																																								
28 RIA Novosti. 2009. “Naseleniie Gruzii izolirovano ot pravdivoi informatsii – MID Rossii [The 
Population of Georgia Has Been Isolated from Truthful Information – MFA of Russia].” 
https://ria.ru/osetia_news/20080903/150923328.html Last accessed 1 February 2019.  
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A [Soviet] common man, even one without access to information, 

firmly knew: the case is directly opposite that which has been painted for 

him by the newspaper or the television. But if the Soviet magician worked 

with a screen, using all sorts of smoke to obscure the mysteries of his 

profession, those of today saw the lady in the golden dress in half right in 

front of the respectable citizenry, without any mysterious smiles, without 

the pink smoke, without a turban and other abracadabras (Goble 2009).  

In other words, in the early stages of the war, Russian propaganda was heavy-

handed and crude. Meanwhile, many in the international community condemned Russia’s 

actions in Georgia. In late August, once most of Russia’s troops had withdrawn from 

Georgia, US President George W. Bush spoke strongly in support of Georgia, a sign that 

Tbilisi’s narrative had been accepted in the West.29 Similarly, Western news outlets 

offered even harsher assessments of Russia’s role in the conflict, even as they criticized 

Georgia’s conduct on the battlefield.30 

Ukraine, on the other hand, lacked “an international voice or image” throughout 

the confrontation with Russia, and was thus a far better target for a sophisticated and 

sustained information attack following Russia’s annexation of Crimea. Russia’s 

information strategy was more advanced than Ukraine’s, and it constantly evolved and 

																																																								
29 Rubinshtein, Lev. 2008. “Obnazhenie priema [Exposure of a Technique].” Grani.ru. 
https://graniru.org/Society/Media/m.141302.html Last accessed 18 March 2018.  
30 BBC News. 2008. “West Condemns Russia Over Georgia.” 
http://news.bbc.co.uk/2/hi/7583164.stm Last accessed 1 February 2019.  
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adapted to new challenges.31 

Although Russia’s information campaign was aimed at both the international 

community and the Ukrainian audiences, the Kremlin began its work at home. In the 

lead-up to the Ukrainian crisis, it systematically eliminated or reorganized many of 

Russia’s remaining independent news outlets. Dozhd’ (Rain), a television news channel, 

was dropped from all cable networks and evicted from its offices (Pomerantsev 2014). 

RIA Novosti, Ėkho Moskvy (Echo of Moscow), and Lenta.ru all experienced Kremlin-

directed “restructur[ing]” whereby Putin-friendly professionals replaced liberal-minded 

ones. 32 

A prominent narrative in this information war saw all pro- Ukrainian government 

forces characterized as “fascist.”33  It was claimed that far-right groups had hijacked the 

anti-Yanukovych protests and were harassing Ukraine’s Jewish and Russian 

communities.34 Although these claims were repeatedly debunked (Snyder 2014), the mere 

fact of their existence and persistence in the public discourse is indicative of the success 

of Russia’s strategy. As scholars and practitioners of political campaigns are well aware, 

a small amount of untruthful information is exceptionally difficult to counteract, even 

with copious amounts of factual data (Boudreau, 2011).  
																																																								
31 Economist. 2008. “A Scripted War.” https://www.economist.com/briefing/2008/08/14/a-
scripted-war Last accessed 1 February 2019.  
32 Vasilyeva Nataliya. 2014. “In Russia, Independent TV Broadcaster Is Forced into Meager 
Studio,” Washington Post. https://www.washingtonpost.com/world/in-russia-independent-tv- 
broadcaster-is-forced-into-meager-studio/2014/12/21/9f5f0fcc-8947-11e4- 8 4-
fb93129c9c8b_story.html Last accessed 22 January 2019.  
33 Yuhas, Alan. 2014. “Russian Propaganda Over Crimea and the Ukraine: How Does It Work?” 
The Guardian. https://www.theguardian.com/world/2014/mar/17/crimea-crisis-russia-
propaganda-media Last accessed 18 March 2018.  
34 RIA Novosti. 2014. “Postpredstvo RF pokazalo NATO, gde na Ukraine fashisty [Russia’s 
Permanent Delegation Showed NATO Where the Fascists Are in Ukraine].” 
https://ria.ru/world/20141203/1036335888.html Last accessed 1 February 2019. 
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One reason why Russia was so successful with its narrative of fascism in Ukraine 

was that far-right fascist groups genuinely operated there. Moscow and its mouthpieces 

were simply overstating the magnitude of the problem. Such claims, then, illustrate the 

distinction between misinformation and disinformation. The former is quite easy to spot 

if one is in possession of factual data. Misinformation consists of factually incorrect 

information (Goble 2009). When Russia claimed that Georgia had inflicted thousands of 

civilian casualties in August 2008, it was engaging in misinformation35. Disinformation, 

however, takes half-truths and distorts them further. The remaining kernel of truth is what 

makes disinformation so difficult to reject outright (Goble 2009). In Ukraine, as we will 

see below in the quantitative results section, Russia’s sophisticated disinformation 

techniques were a vast improvement over the crude misinformation campaign 

orchestrated in Georgia only a few years earlier.  

Kremlin-backed narratives about Ukraine did not stop at accusations of fascism. 

The Kremlin accused the West of waging a hybrid war in Ukraine (Bouchet 2016). The 

Kremlin claimed that it had no intention of using military force in Crimea.36 Deriding 

Western journalists, Putin asserted that the Russian soldiers spotted in Crimea were really 

Ukrainians with store-bought Russian military uniforms: “Why don’t you have a look at 

the post-Soviet states [...] There are many uniforms there that are similar. You can go to a 

store and buy any kind of uniform (Snyder 2018).”  

																																																								
35 Barry, Ellen. 2009. “Russia and Georgia Faulted in War.” The New York Times. 
https://www.nytimes.com/2009/01/24/world/europe/24georgia.html 
Last accessed 21 March 2020.		
36 Moskovskii Komsomolets. 2014 “Press-konferentsiia Putina po Ukraine: My ne sobiraemsia 
voevat’ [Pu- tin’s Press Conference on Ukraine: We Do Not Plan to Go to War]” 
https://www.mk.ru/politics/article/2014/03/04/993621-presskonferentsiya-putina-po-ukraine-myi-
ne-sobiraemsya-voevat.html Last accessed 12 September 2018.  
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In addition to propagating a rich and expanding array of untruths, the Russian 

propaganda machine used blogs and social networks to reach their targets, which 

comprised various target audiences: Ukrainian separatists, Russians at home, and the 

international community. Unlike Georgia, Ukraine was not prepared to put up a fight, 

making Russia’s reach vast and its effects considerably more dramatic.  

2.4. Quantitative Evidence.  

2.4.1. Methodology and Data 

In this section, I examine a large collection of newspaper articles produced in 

Russia on both Georgia and Ukraine. For each of the cases, the articles come from ITAR-

TASS, Russia’s federal wire service. For Georgia, I begin data collection on July 1st of 

2008 and end at the end of October 2008. For Ukraine, data collection begins in February 

of 2014 and ends at the end of April 2014. Both of the time windows are chosen to cover 

one month before the month of the corresponding military event (t-1), the month of the 

event (t), and one month after (t+1).  

The military event for Georgia is Russia’s brief invasion of the country in early 

August of 2008. The corresponding military event in Ukraine is the annexation of 

Crimea, which occurred between February and March of 2014. All of the news articles 

were collected from the EastView databases. I collected all of the articles that referenced 

the countries by name in the first paragraph of the article that appears on the search page 

of the database, or smaller geographical units within these countries (e.g. Crimea, or 

Sevastopol for the Ukrainian case).  
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Table 2.1. Collected news items 

 Cases Dates News items 
collected 

ITAR-TASS Georgia 07/01/2008 – 
09/30/2008 

2,726 

Ukraine 02/01/2014 – 
04/01/2014 

4,205 

News items collected from ITAR-TASS (Informatsionnoie Telegrafnoie 

Agentstvo – Telegrafnoie Agentstvo Sovetskogo Soiuza, or Information Telegraph Agency 

– Telegraph Agency of the Soviet Union) provide the bulk of data for analysis here 

because in the case of Georgia, neither Twitter nor Facebook was an established social 

media giant back then, and neither was utilized by the Russian state to promote strategic 

narratives. ITAR-TASS is a 115 year old news agency that employs roughly two 

thousand workers all over the world and produces around 1,500 news items every day.37 

Although it declares itself to produce a “complete and objective picture of events”, it is 

completely owned and funded by Russia’s federal government.  

 The exact nature of the relationship between Kremlin and TASS is not clear. 

Federal officials have raided the offices of TASS in recent history, although this could 

have been an action against a particular employee.38 At the same time, the organization’s 

activities are deeply intertwined with the Kremlin, and the Kremlin’s broad goal of 

forming and preserving Russia’s international image. TASS works in cooperation with 

such organizations and initiatives as Roscongress, which organizes Russia’s biggest 

																																																								
37 “About TASS” found at https://tass.com/today. Last accessed 7 April 2020.  
38 “Police Raid Offices of Russian State News Agency.” RFERL. Found at 
https://www.rferl.org/a/tass-russia-offices-searched/27534490.html Last accessed 7 April 2020.  
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forums, and the Commission of the Russian Federation at the UNESCO.39  Despite the 

challenges, this source is the closest we can get to a proxy for the Kremlin’s strategic 

narrative.    

I analyze all tweets in R. To track changes in word usage over time, I break up my 

overall sample of newspaper articles into the beginning (1-15th) and the end (16th – 

30/31st) of each of the three months of analysis. Consistent with current best practices of 

quantitative text analysis, I ignore the order of words in each subsample and treat the 

complete subsample as a “bag of words” (Grimmer and Stewart 2013). Much of the work 

is performed using the “tidy text” approach, which breaks up the text data into word units 

with one such unit per row (Silge and Robinson 2019). I also perform some of the 

analyses by converting the textual data sets into a “document term matrix” -- a large file 

that compiles terms and their frequencies. In both approaches, I remove punctuation, 

capitalization and common stop words (words like “the” that don’t add meaning). When I 

use the “dtm” approach, I also stem words.  

2.4.2. Results and Discussion 

 The number of articles that ITAR-TASS published on the topic of Ukraine was 

consistently higher than the number of articles published on Georgia. The graph below 

supports the point I made earlier in the essay – that the initial information offensive in 

Georgia was intense (it peaked in early August when the war took place). However, the 

effort was sharply reduced thereafter. This was because Georgia quickly responded with 

a counter attack by employing foreign PR firms and addressing the Western audiences 

																																																								
39 “About TASS.”  
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directly, in English. On the other hand, in the coverage of Ukraine, the number of article 

starts off high and remains high throughout the period under examination.  

The rate at which the number of articles in ITAR-TASS concerning the adversary 

reduced from its peak in the beginning of month t was significantly higher in the case of 

Georgia. Between early August and late September, the number of articles there reduced 

by 76.4%. However, the information attack was considerably more sustained for Ukraine. 

Between the peak in early March and a lower point at the end of April, the rate of 

reduction of news articles on the topic was only 33.4%, less than half that of Georgia.  

 

Figure 2.1. Number of articles in ITAR-TASS on Georgia and Ukraine, for the 
month before, the month of, and the month after the corresponding military action.  

While the graphical evidence above already gives us indication that the 

information attack in the case of Ukraine was larger and more sustained, we can also 

track the usage of particular words that featured prominently in both attacks. In 
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particular, sentiment analysis is useful to discern particular polarities and tactics used by 

the Attacking State. In the cases of both Georgia and Ukraine, the coverage was 

overwhelmingly negative. On the one hand, when covering an unpleasant event like war, 

this is to be expected. On the other hand, the particular words commonly used with either 

sentiment, positive, or negative, can illustrate some important points.  

 

Figure 2.2. Sentiment in ITAR-TASS coverage of Georgia. 
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Figure 2.3. Sentiment in ITAR-TASS coverage of Ukraine. 

 Negative coverage in the case of Ukraine was a far more consistent strategy, 

whereas the variation in the Georgian case is higher. I look closer at the beginning of the 

month in which the corresponding military event occurred (August for Georgia and 

March for Ukraine).40 In both cases the word “conflict” was a frequently occurring term. 

This word, however, is fairly neutral when it comes to the coverage of war. On the one 

hand, it would be difficult to avoid it when covering a war. On the other hand, synonyms 

for “conflict” – words like “battle”, “bloodshed” and “combat” are all semantically 

stronger toward the negative polarity. In the case of Georgia, it is the most commonly 

occurring negative word, which suggests that the estimate of Georgian negative sentiment 

is inflated.  

																																																								
40 The patterns were very similar for the other months, so I present the closest time period to the 
traditional military action in order to demonstrate the point.  
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 On the other hand, the most commonly occurring negatie word in the coverage of 

the Ukraine affairs is “threat.” There are two common contexts for this word in the 

coverage of Ukraine. First, this word occurs when describing the actions of the Ukrainian 

opposition: “Russia voices concern about the Ukrainian opposition’s drive for 

aggravating the situation in the country […] We hope that the Ukrainian opposition will 

give up threats and ultimatums and steps up a dialogue in order to overcome the deep 

crisis…”41 This is used to paint the adversary as a frightening, aggressive force, one that 

Russia has no choice but to respond to.  

The word also occurs when the message concerns “security threats” – any 

considerations of what it means for Russia should Ukraine join NATO. Quoting the 

perspective of the Communist Party of Greece, ITAR-TASS writes, “In fact, they 

[NATO, the US and the EU] are playing with fire of a large-scale war, that will be waged 

not only through diplomatic, political and financial means, but also through military ones 

[…] they are creating a threat of a huge catastrophe…”42 This perspective is a plea to 

Western audiences to consider an alternative narrative to the one propagated in the 

mainstream Western media. In this narrative, the West (represented mainly by the US, the 

EU, and NATO) is a hegemon with expansionist ideas, while Russia finds itself in a 

defensive role.  

The word “threat”, and the context within which it is used are both important 

because both are used to justify Russia’s actions in Ukraine. In the Georgian case the 

																																																								
41 “Russia Concerned about Ukrainian Opposition’s Drive for Aggravating Situation – Foreign 
Ministry.” 2014. ITAR-TASS. February 3. I also subsume under this context any mentions of 
threats to the Russian speaking populations.  
42 “Greek Communists Accuse West of Conniving with Fascist Forces in Ukraine.” 2014. ITAR-
TASS. 17 April . 
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word “conflict” is fairly neutral when it comes to coverage of war, and is not used as part 

of a strategic narrative. The Ukrainian case shows us that the most frequently used 

negative word, “threat”, is part of Russia’s justification for its own actions in the region.   

In fact, if we look at the frequency with which the word “threat” was used in both 

cases, we notice that it featured considerably more prominently in the Ukrainian news 

coverage than in Georgia. This is consistent with the explanation proposed earlier – that 

part of Russia’s strategic narrative was justifying its actions in Ukraine. And part of this 

justification was pointing out the threats – real or imaginary – that emanated from 

Ukrainians hostile to the Russian regime, as well as the security threats to Russia brought 

on by NATO’s interest in the region. 

 

Figure 2.5. Contribution to sentiment, most common negative/positive words. 
Georgia, beginning of August (t).  
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Figure 2.6. Contribution to sentiment, most common negative/positive words. 
Ukraine, beginning of March (t).  

 If we break this strategy down even further, we see that in the coverage of the 

events in Georgia, the main referential point for “threats” was NATO. Mentions of 

NATO are considerably more frequent than in the coverage of the events in Ukraine. On 

the other hand, in the coverage of the events in Ukraine, the main, most frequently 

mentioned, adversary, is “fascism” or “Nazism.” 
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Figure 2.7. Prevalence of the word “threat in Russia’s coverage of events in Georgia 
and Ukraine. 

 The graphs below show this well. The Georgian narrative centers on the hostility 

of the Western states, with frequent mentions of NATO. The coverage of events in 

Ukraine relied on well-developed identity claims, such as Russia’s role in confronting 

fascism carried over from World War II (Malinova 2014). Labeling the adversary in 

Ukraine “fascist”, then, was the quickest way to associate it with horrors and crimes 

committed by actual fascists in what the Russians still call “the Great Patriotic War.” A 

quote from a representative of Russia’s Communist Party reads “… it is obvious that the 

actions by right-wing radicals and different fascist-like groups are being governed from 

the unified political centre. Of course, they are provided funding.”43 This connects the 

																																																								
43 “Batkivshchina Involved in Trying to Seize Power in Ukraine – Parliament Deputy”. 2014. 
ITAR-TASS. 1 February.  
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would-be fascist forces in the country with its political elites and places the blame for an 

conflict squarely on the Ukrainian side.  

 

Figure 2.8. Prevalence of the word “NATO” in the coverage of Georgia and 
Ukraine. 
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Figure 2.9. Prevalence of the word “fascist/nazi” in the coverage of Georgia and 
Ukraine. 

2.5. Discussion 

 In this chapter, I established that we do, in fact, observe a disparity in the intensity 

of the information attacks in Georgia and Ukraine. I examined two sets of news wires 

from Russia’s oldest and most pre-eminent wire service around the time of two military 

campaigns that had similar significance for Russia in geopolitical terms. I find that not 

only was the coverage of the Ukraine events considerably more voluminous, it was also 

more sustained. Whereas the coverage of the events in Georgia was most active in the 

month the traditional military event was occurring, the events in Ukraine were covered 

with similar intensity throughout the period under examination.  

 The tactics also differed. Although in both cases the coverage of events was 
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negative (an expected polarity for coverage of war), the specific ways in which this 

coverage was different is demonstrative of a greater effort in Ukraine. The most common 

negative word used in the coverage of the events in Georgia was “conflict” – a relatively 

neutral term when writing about a military event. However, the most frequent term in 

Ukraine was “threat.” This was used to describe threats emanating from Russophobic 

forces in the country, as well as from the West, although primarily the former.  

 The negative coverage in Ukraine was not only deeper than in Georgia (greater in 

volume), but it was also broader. By this I mean that more disparate words were used to 

express a negative sentiment. This can be seen from the fact that the most frequent 

negative word is not as frequent as the most common positive word, although the overall 

count of negative words dominates.  

 We can also see that while promoting its strategic narrative in Ukraine, Russia 

used its considerable information offensive resources that are necessary for a sustained, 

concerted information attack. We can see this in the frequent mentions of fascism and 

Nazism – two tropes carried over from World War II, when the Soviet propaganda 

machine was arguably at its height of operation.  

 These results support the hypothesis that a difference in one vulnerability factor 

on the Target State side results in a different scale of the information offensive. In this 

case, the more vulnerable state was Ukraine. Although some efforts to counter massive 

amounts of Russian information, outright fake and selectively framed, certainly existed 

(see, for instance, Khaldarova and Pantti 2016 for an exploration of the actions of 

Stopfake.org, a Ukrainian fact-checking site), the state, on the whole, was unprepared to 
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concertedly counteract a sustained information attack. This resulted in a larger-scale, 

more flexible, and more sustained attack.  
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3. When the Target-State Factors Align: The Case of 

Russian Interference in the 2016 U.S. Election 

 

 The case of Russia’s interference in the 2016 U.S. election is different from the 

cases of Georgia and Ukraine because it extends the applicability of the TS side theory of 

information attacks beyond cases of hybrid wars -- wars in which parties combine 

traditional military action with non-traditional actions, like economic, information 

(including cyber), humanitarian, and other types of warfare. In this chapter I will argue 

that when the four factors on the side of the TS align, the timing of an information attack 

is not related to a traditional military conflict. The information attack will also be large in 

scope (intensive). To show the former, I will demonstrate that an information offensive 

took place. To show the latter, I will demonstrate that the attack was sustained over a 

lengthy period of time, increased in severity as the critical event approached, and was 

flexible and sophisticated.   

 The findings derived in this essay are important and applicable to many Western 

democracies. When Germany was undergoing a parliamentary election in 2017, its 

cabinet ministers met with senior military and intelligence personnel to discuss the 

concern of Russia’s potential information offensive; the actual online activity by trolls 

and bots was largely nonexistent, however.44 According to the TS theory of information 

attacks, this is because two factors were lacking from the German political landscape – its 

																																																								
44 Schwirtz, Michael.  2017. “German Election Mystery: Why No Russian Meddling?” The New 
York Times.  
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domestic politics were not polarized, and the senior officials were aware of Russia’s 

potential attack and prepared to counteract it.  

The case of Russia’s interference in the 2016 U.S. election is also interesting 

because while the U.S. is, indubitably, a global superpower, with impressive military 

resources that would make it a rather terrible adversary in traditional conflict, Russia is, 

at most, a regional military power. Although Russia has been modernizing its military, in 

many areas it remains underfunded and behind the times (Pifer 2016). While the U.S. 

spent roughly $610 billion on defense in 2017, Russia spent slightly over 1/10th of this - 

$66.3 billion.45 Unlike in the cases of Georgia and Ukraine, in the U.S., Russia did not 

attack a vulnerable, smaller state whose security it used to guarantee, but a military 

Goliath. Academic work on cyber warfare, which is related to information attacks, has 

shown that countries build up cyber resources as a way to counterbalance their own 

military inferiority (Goel and Hong 2015). The present case extends this insight to 

information attacks and observes an Attacking State utilize these resources for an 

information attack that is independent of traditional military actions.  

 Nonetheless, despite the differences between this case and those of 

Georgia/Ukraine, the logic of the timing and the intensity of the attack follows the same 

theoretical model. In fact, unlike the cases before, the U.S. in 2016, as a target state for an 

information attack, made a perfect constellation of the factors described in the theory 

essay. Even though its information resources, just like its military resources, are vastly 

greater than those of Russia, the vulnerabilities are the same, or even greater than those 
																																																								
45	 The World Bank data, found at 
https://data.worldbank.org/indicator/MS.MIL.XPND.CD?locations=US-RU. Last accessed 4 
January 2018. The gap is not as great when examined in purchasing power parity (PPP) terms, but 
is still present. 	
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observed in Georgia and Ukraine. I will begin this essay by looking at them in turn. As a 

next step, I will examine two Twitter data sets -- one produced by confirmed Russia-paid 

Twitter users, in English, identified by the medium and published by NBC in 2018. The 

other -- collected by the author on Russian Twitter, in Russian, from September 26, 2016 

until several days after the Presidential election in November.  

 The two central points I am making in this chapter are that, because of the four 

demand-side factors aligning perfectly in the time leading up to the U.S. 2016 election, 

Russia’s information attack both happened without a traditional military conflict 

happening at the same time, and was aggressive and large in scope. Moreover, the closer 

to the election, the more aggressive and flexible (adaptable) the Twitter strategy became.  

3.1. The TS-side theory of information warfare and the case of the U.S. 

elections.  

3.1.1. Political polarization.  

 Political polarization in the U.S. has been an ongoing topic of conversation among 

social scientists and political analysts over the last several decades (DiMaggio et al 

1996;  Iyengar and Westwood 2015; Baldassarri and Gelman 2008; Della Posta et al. 

2015, among others). The proposition that the national legislature is polarized is non-

controversial (Layman et al. 2006; Theriault 2008); more recent studies (Shor and 

McCarty 2011) also found polarization in state legislatures. As parties polarized more, 

their constituents sorted along party lines, making public opinion in the U.S. also more 

polarized (Baldassari and Gelman 2008).  

 Unlike social divides that constrain expression due to social norms (race, gender, 

religion etc), a person’s partisanship status is a fair target for citizens on the other side of 
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the ideological spectrum. Expressions of hostility toward opposite partisans are not only 

unconstrained, but considered natural and might even be encouraged by the party leaders. 

In the U.S., those Americans who identify with a political party and view the other party 

negatively, have sharply increased in number since the 1980s (Iyengar, Sood and Lelkes 

2012). Partisan hostility in the U.S. has even been found to supersede racial divides - a 

generally agreed upon deep divide within the American society (Iyengar and Westwood 

2015). 

 Partisan affiliation is generally very visible. It can be discerned from interactions 

at work (Mutz and Mondak 2006), from partisan signs on cars and lawns, and, 

increasingly, on social media (Aldrich et al 2016). Even private life is not exempt from 

political polarization. Family socialization both affects and is affected by hostility across 

the political divide (Iyengar et al 2018). Thus, political polarization has increasingly 

become a visible reality in the American political landscape.  

 Russian news reports provide evidence that political polarization in the U.S. was 

noticed across the ocean. Komsomol’skaia Pravda, a nearly 100 year old tabloid, 

predicted a “color revolution” in the U.S. driven by “extreme polarization of political 

views”, regardless of the outcome of the election. Earlier, in October, another venerable 

newspaper, Pravda, predicted an even more extreme outcome -- a “bloody chaos” after 

the election, due to the same social and political reasons. Observing political discord in 

America affected the calculus of the Russian state and spurred it to pursue a divide-and-

conquer strategy. 
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3.1.2. Historic event.  

 An attacking state is more likely to orchestrate an information attack when the 

potential payoff is high. This happens during critical moments in history of target states, 

such as elections, important referenda, ongoing military campaigns etc. In 2016, the U.S. 

was undergoing an important presidential election.  

 Leading up to November 2016, much of the U.S. was convinced that the nation 

was about to elect its first female president. Putin’s dislike for the female candidate in the 

2016 U.S. election, Hillary Clinton, is well-documented. As far back as 2008, responding 

to Clinton, who earlier said that he had “no soul", Putin quipped, “At a minimum, a head 

of state should have a head.”46 This response was widely interpreted as a crude, genitalia-

related joke that aligned neatly with Putin’s well documented misogynist attitudes. 

Competently documented by Valerie Sperling (2015), misogyny, as well as machismo, 

homophobia and other regressive sex and gender attitudes, are used in contemporary 

Russia by the Kremlin and the oppositional forces alike as part of political legitimation 

strategy. This works in Russia because of a widespread acceptance of gender stereotypes 

- that is, reducing a woman, even a high level politician in a powerful hegemonic country, 

to a lower status with the abovementioned remark, is one way to reassert Putin’s own 

power under patriarchy. 

Additional evidence suggests that Putin’s disregard for Clinton goes beyond this 

more general disdain of women in power, and is, indeed, quite personal. In 2011, when 

Clinton publicly criticized Russia’s elections that drew thousands of people to protest 

																																																								
46 “Things You Didn’t Know about Russian President Vladimir Putin," News.com.au. 
http://www.news.com.au/world/europe/things-you-didnt-know-about-russian-president-vladimir- 
putin/story-fnh81p7g-1226845669588, 2014. Last accessed 30 March, 2018. 
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against Putin, he fumed, “She [Clinton] said they were dishonest and unfair. [...] We need 

to protect ourselves from this kind of intervention (Crowley and Ioffe 2016).” Putin 

seemed to believe that Clinton, almost single-handedly, was responsible for triggering the 

protests that threatened the regime. This suggests an unusual distaste for Hillary Clinton, 

as a specific, concrete person. 

 In contrast, the relationship between Putin and Trump in the years and months 

leading up to the 2016 election has been positive. In 2015, Putin openly and lavishly 

praised the then unlikely presidential candidate saying, “He’s a really brilliant and 

talented person, without any doubt. It’s not our job to judge his qualities, that’s a job for 

American voters, but he’s the absolute leader in the presidential race (Griswold 2015),” 

Trump reciprocated profusely, tweeting and pronouncing his own admiration for Putin at 

every opportunity. Although there is some argument with the translation of the adjective 

“brilliant" (“yarkii" in Russian, which can also be translated as “bright", or even 

“flamboyant"), the general sense of the approval of this candidate remains apparent and 

uncontested. 

 The precise reasons for Trump’s popularity with the Kremlin are a matter of some 

speculation. Madeleine Albright’s interpretation is that Trump is a “useful idiot" for 

Russia - an ineffectual, easy to manipulate leader (Griffiths 2016). If a hegemon like the 

U.S. elects a bumbling leader like Trump, this understanding goes, this will weaken the 

overall position of the U.S. on the world arena for at least four years, and maybe more. 

Under President Trump, powerful alliances that position themselves counter to Russia 

might fall apart, the U.S. economy might stagnate, and even the U.S. military would have 
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an ineffectual Commander-in-Chief. This view certainly partially explains why Putin 

would like to see a President like Trump in the White House. 

 The other part of the explanation is very straightforward: Trump signaled his own 

approval of the Kremlin and its policies early on. Considering the sheer might of the US 

economic and military resources, having a friendly President in the White House makes 

ample geopolitical sense and intuitive sense. Early signaling by Trump that he did not 

believe in sanctions against Russia alone would have made him an attractive candidate as 

opposed to Hillary Clinton who was prepared to maintain the policy of her immediate 

predecessor. 

 What all this suggests is that this particular moment in the history of the U.S. 

increased the likelihood that Russia would attack because the payoff would be especially 

large. It would simultaneously fulfill an ideological, idiosyncratic goal of preventing a 

female-led superpower, as well as install a president that had the potential of being 

friendly to the Kremlin agenda.  

3.1.3. Open media market.  

 The structure of the media market within the TS determines the intensity of the 

propaganda offensive by the AS. If a media market is closed off to foreign sources, or not 

diversified, this makes disseminating information to consumers challenging. An 

analogous insight on the individual level is the intuitive finding that for political 

persuasion to take place, the recipient must first receive and accept the message 

(Druckman and Lupia 2000, p. 14). In other words, it is impossible to change someone’s 

opinion if they can neither see nor hear the message. Similarly, on the level of the nation-
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state, for a country to successfully orchestrate an information attack, it must be able to 

disseminate information within the target state. 

The U.S. has one of the most liberalized media markets in the world. 

Characterized in scholarship as an “exemplar” market model (Curran et al. 2009), it is 

mostly privately owned, with minimal interference by the state. PBS, a public network, is 

under-funded and accounts for less than 2% of the audience share (Iyengar and McGrady 

2007). Lessening regulation from the Federal Communications Commission has resulted 

in a media market that is comprised of profit-driven, entrepreneurial actors.  

In the U.S. media market, providers of news are numerous, and competition is 

fierce. According to spatial models borrowed from the discipline of Economics, larger, 

most successful sellers of the news product will gravitate toward the middle of the 

ideological spectrum (Hamilton, 2003). But an increase in the consumption of news via 

social media and the internet has resulted in lower barriers to entry to marginal 

ideological news providers. This also has resulted in the proliferation of what has been 

commonly known since the 2016 U.S. election as “fake news.” 

The interaction between an increase in consumption of digital news and the 

proliferation of “fake news” is straightforward. Although well-established news outlets 

continue to attract large numbers of readers and viewers (Allcott and Gentzkow 2017), 

social media surpassed newspapers for the first time in 2018 as a news source (20% vs. 

16%).47 Fake news travels faster and deeper on social media (Martens et al 2018). People, 

not bots, mostly disseminate fake news (Vosoughi 2018). This suggests that once a 

Russian content creator authors a rumor cascade on social media, they do not need to do a 
																																																								
47 Shearer, Elisa. 2018. “Social Media Outpaces Print Newspapers in the U.S. as a News Source.” 
Pew Research Center. Found at https://www.pewresearch.org/fact-tank/2018/12/10/social-media-
outpaces-print-newspapers-in-the-u-s-as-a-news-source/ Last accessed 3 April 2020.  
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lot of follow up work to keep the cascade going. False political news, specifically, has 

been found to travel deeper and more broadly on Twitter than other categories of fake 

news (Vosoughi 2018), such as urban legends and false news about science.   

3.1.4. A lack of awareness/preparedness of the Target State. 

How do we gauge the level of preparedness of the US leading up to the 2016 

election? Each branch of the military has their own cyber and information operations, 

which means that a well-organized, coherent defensive strategy in the U.S. is still in 

development (Theohary 2018). Currently, the detection of cyber and information attacks 

falls under the purview of too many organizations (Department of Defense, the CIA, the 

FBI being some of them), including some private ones. This results in a disorganized 

infrastructure that is inadequate to provide early warning for a cyber or information 

attack. This leaves the U.S. with only a reactive capability -- which, as the nation found 

out in 2016, can be woefully insufficient. An organization that was responsible for both 

offensive and defensive information operations during the Cold War (the U.S. 

Information Agency -- USIA) was disbanded in 1999, some years after the fall of the 

USSR (Theohary, 2018).  

Another issue with effectively responding to an information attack is that 

attribution is difficult. Attribution, or determining the identity of the attacker, is 

admittedly more difficult with cyber attacks than with information or propaganda 

offensives. Nonetheless, the latter present their own unique challenges. Many of the 

social media posts discussed in this chapter were promoted by accounts that masqueraded 

as authored by users located in the United States, even as their actual authors wrote them 
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from the comfort of a St. Petersburg troll farm building.48 Once the origins or the location 

of the authors is diagnosed, however, an additional analytical step is required to attribute 

the attacks to the actions or the will of the state, and not of rogue volunteer actors.49 A 

conclusion like this must necessarily be made probabilistically, relying on the knowledge 

of area studies and political science.  

The diverse methods of information attacks also make them difficult to prepare 

for. In Georgia in 2008, the Kremlin mostly relied on traditional mass media, such as 

newspapers, to promote its message.50 In the U.S. in 2016, the spaces for information 

offensives were mostly online. Unlike a cyber invasion, like hacking into an email 

account, or stealing data, information attacks might use multiple channels (Twitter, 

Facebook, news outlets), come from multiple accounts/actors, and lack a clear start and 

end points in time. In other words, what makes defensive efforts frequently insufficient is 

that many information attacks are, to use Donald Rumsfeld’s turn of phrase, “unknown 

unknowns.”  

Defense against information and cyber attacks must include a proactive element 

of intelligence gathering on emerging threats. Because of the difficulties outlined above, 

the Target State will be most prepared when it possesses intrusion capabilities to aid in 

defensive effort. These intrusions might provide such information as the kind of 

information attack resources a state possesses, the organization of these resources, and 

																																																								
48 Lee, Dave. 2018. “The Tactics of a Russian Troll Farm.” BBC News. Found at 
https://www.bbc.com/news/technology-43093390 Last accessed 3 April 2020.  
49  McKirdy Euan, and Ilyushina, Mary. 2017. “Putin: ‘Patriotic’ Russian Hackers May Have 
Targeted U.S. Election.” CNN. Found at https://www.cnn.com/2017/06/01/politics/russia-putin-
hackers-election/index.html Last accessed 3 April 2020.  
50 McCarthy, Tom. 2017. “How Russia Used Social Media to Divide Americans.” The Guardian. 
Found at https://www.theguardian.com/us-news/2017/oct/14/russia-us-politics-social-media-
facebook Last accessed 3 April 2020.  
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the list of the attacking state’s targets. Although these kinds of intelligence-gathering 

intrusions are illegal for private actors (individuals and corporations), they are not illegal 

for states (Buchanan 2016, p. 65). In a 2014 speech on NSA reforms, then-President 

Obama commented on this intersection of offensive and defensive information strategies 

saying, “We cannot prevent terrorist attacks or cyberthreats without some capability to 

penetrate digital communications, whether it’s to […] intercept malware that targets a 

stock exchange, to make sure air traffic control systems are not compromised or to ensure 

that hackers do not empty your bank accounts (Transcript of President Obama’s speech, 

2014).” What President Obama is saying is that in information warfare, just like 

traditional warfare, defensive resources sometimes intersect with offensive resources.  

 The United States does, in fact, use offensive information strategies in pursuit of 

defensive goals. In February of 2016, The National Security Agency announced a major 

reorganization that would merge its offensive and defensive structures (Nakashima 

2016), uniting formerly separate efforts like information assurance and foreign 

intelligence gathering under the same processes and practices. Only a year before that, 

the CIA also made public its plans for a major restructuring with a focus on digital 

espionage, a related field to information warfare.51 Nonetheless, even these efforts are not 

enough (and some, like the NSA restructuring, happened too late, after the 2016 

election).  

 In the case of the 2016 election, the U.S. was relatively underprepared - and, 

what’s worse, unaware of what was coming. In a 2017 report by the Office of the 

																																																								
51 Miller, Greg. 2015.  “CIA plans major reorganization and a focus on digital espionage,” The 
Washington Post. Found at https://www.washingtonpost.com/world/national-security/cia-plans-
major-reorganization-and-a-focus-on-digital-espionage/2015/03/06/87e94a1e-c2aa-11e4-9ec2-
b418f57a4a99_story.html?utm_term=.dcfbbbad4c99. Last accessed 28 November 2016.  
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Director of National Intelligence, the conclusion is that Russian “Influence effort was 

boldest yet in the US” (National Intelligence Council 2017). 

 
3.2 Empirical strategy 

In this chapter, I evaluate two corpora of tweets collected in the months and years 

leading up to the 2016 election, and for a year afterward. The first corpus was collected 

and published by NBC news in February 2018.52 This is a partial data set (over 200,000 

tweets) of all tweets that were produced by 3,814 names of Russia-paid users that Twitter 

identified and submitted as a list to Congress. Twitter suspended these accounts, thereby 

deleting all of their posts from public view. NBC News then engaged multiple sources to 

create this partial data set of posts recovered from the suspended accounts.53 

The second corpus consists of tweets in Russian on the topic of the U.S. election. 

Using Twitter’s API, I began collecting them on 26 September 2016, and collected, on 

average, 100 tweets a day. I used select hashtags (“ElectionsUSA”, “Trump”, “Clinton”) 

in the collection process. This process yielded a total of 14,116 uniquely identified 

tweets. Excluding retweets, the collection process has produced 5,127 tweets from 2,163 

users. I use the Russian corpus for the qualitative portion of the analysis.  

Retweets are important to consider in this analysis. Metaxas et al (2015) show that 

retweets, or messages that were originated by one user and re-posted, verbatim, by 

another, indicate trust in the original source, and an agreement with the re-posted 

message. Twitter has introduced new support for retweets on their API,54 which makes it 

																																																								
52 Popken, Ben. 2018. “Twitter deleted 200,000 Russian troll tweets. Read them here.” NBC 
News. Found at https://www.nbcnews.com/tech/social-media/now-available-more-200-000-
deleted-russian-troll-tweets-n844731. Last accessed 10 January 2019.  
53 Ibid. 
54 This appears as a new, “retweet status”, column.  
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much easier to find the number of retweets. Importantly, this also restricts the sample of 

retweets on the conservative side. Since the “retweet" button on Twitter does not allow 

users to edit the content of the retweet, this prevents overcounting messages that use 

some of the language of the original post, but might edit the content to express 

disagreement. Therefore, I do not exclude retweets from analyses. 

Why is it important to examine the Russian language tweets, since they are not 

intended for the actual population of the US voters? This is because it is interesting to see 

whether the Russian Twittersphere approximates the sentiment that the country’s 

propaganda machine would want to disseminate abroad.  

I analyze all tweets in R. According to current best practices of quantitative text 

analysis, I ignore the order in which words appear (Grimmer and Stewart 2013). I also 

stem words and remove punctuation, capitalization, and stop words (very common words, 

like “the”, that do not add meaning). Much of the work is performed using the “tidy text” 

approach, which breaks up the text data into word units with one such unit per row (Silge 

and Robinson 2019). I also perform some of the analyses by converting the textual data 

sets into a “document term matrix” -- a large file that compiles terms and their 

frequencies.  

I then complement the quantitative analysis with qualitative work. I begin the 

qualitative analysis by randomly sampling (without replacement) 500 tweets from each of 

the four years of English language tweets, and 500 tweets from the Russian-language 

corpus, for a total of 2,500 tweets. I then categorize the sampled tweets, by hand, into 

topical bins. Such analysis is exploratory and inductive - I do not presume to know what 
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topics are covered by the tweets, and what words the authors use to convey these topics. 

Reading and sorting the tweets was a lengthy, iterative process, with every tweet read 

more than once. Some tweets were not easy to place into a category immediately; while 

others were fairly obvious. For the former, I kept the tweet “unbinned” until a category 

formed with further readings. Some tweets remained “unbinned” even after repeated 

readings, and were therefore categorized as “unclear.” Tweets containing no text, but 

only a now-defunct link were also classified as “unclear.” Each tweet could only be 

coded into one topical bin. In some cases, the categories overlapped a bit -- for example, 

tweets about race frequently intersected with tweets about police. In these situations, I 

tried to discern the main point of the tweet to code it into the correct topical bin.   

 This methodological approach is closest to “grounded theory” -- a method that is 

based on reviewing data repeatedly and setting up categories, as opposed to setting up 

hypotheses a priori and testing them. Glaser and Strauss (2009), integral to the 

development of the theory, argue that it allows the researcher to avoid some biases. 

Although I recognize that new biases can certainly be added by my subjective reading of 

the tweets, the intention behind this endeavor is to supplement the quantitative results 

with context around individual topics within tweets, as well as to do away with biases 

stemming from idioms, humor or sarcasm. 

3.3. English-language corpus -- quantitative results 

 The information attack on the U.S. consumers of political information on Twitter 

began at least two years before the election. The database of tweets from Kremlin-paid 

Russian accounts contains posts from 2014. But the volume of messaging was 

considerably lighter in the beginning than during the height of the campaign -- in 2016. 
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The sample provided by NBC contains only 844 messages for the year 2014 versus 

128,481 tweets for 2016, a roughly 15,000% increase. This indicates an expansion in the 

information attack the closer the U.S. approached the 2016 election.  

 

Figure 3.1. Number of Russian-authored tweets in the U.S., by year. 

 The information campaign did not only get an early start -- it also did not end with 

securing the Kremlin-desired elector result -- the election of Donald Trump. The attack 

continued at least into the following year, with over 50,000 unique tweets in the NBC 

database. This sustained attack may have been a result of an emboldened attitude 

produced by an unlikely success, but this trajectory of the offensive also aligns with the 

demand-side theory of information attacks.  

Three out of the four vulnerability factors on the demand side were still present 

after the 2016 election. The political landscape in the U.S. after the election was 

polarized and contentious as ever, the channels of information distribution were still open 

and accessible, and despite much conversation about Russia’s information attack, no 
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defensive measures were yet put in place. The only factor of the four that did change was 

that the historic event of interest passed, but new goals were now being explored by the 

Russian state, such as interfering in the 2018 midterm elections.55  

 The substance and tactics of the tweets changed between 2014 and 2017, as well. 

In 2014, not counting “don’t”, the most commonly used word in the tweets was “love.” 

By 2016 and 2017 it was “trump.” An expanded tabulation of the most common tweets in 

each year shows that the early tweets in the Russian campaign featured frequent words 

like “heart”, “life”, “breath”, “human”, “hate”, “change”, and even an emphatic, 

emotional “fuck”. On the whole, these words read like they belong to a lifestyle section 

of a popular Instagrammer. What was the goal of these early tweets? It could have been 

simply establishing an online presence and acquiring followers. It could have also been 

an exploration into how penetrative messages from Russian Twitter users could be in the 

U.S. -- that is, how often will they get “liked”, or retweeted -- valuable information to a 

tactical attacker.  

																																																								
55 Seligman, Lara. 2018. “Mattis Confirms Russia Interfered in U.S. Midterm Elections,” Foreign 
Policy. Found at https://foreignpolicy.com/2018/12/01/mattis-confirms-russia-interfered-in-us-
midterm-elections-putin-trump/. Last accessed 24 December 2019.  
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Figure 3.2. 2014 Most common words in Russian tweets distributed in the US.  

 Sentiment analysis helps to illuminate an additional role of these early tweets. It 

identifies 220 words in the 2014 corpus that can be classified as either negative or 

positive. 60% of these words in the 2014 sample are negative, and the remainder - 

positive. Figure 3.3 below shows which most common words contributed to each 

sentiment, and how much. This suggests an earlier, incipient form of “sowing discord” in 

the U.S. -- instead of exploiting existing social or political cleavages, this rhetoric is 

contributing to a sense of widespread woe, depression and negativity.  
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Figure 3.3. Contributions to sentiment 2014 tweets.  

 The sentiment analysis of the remaining years also shows that negative sentiments 

dominated the narrative in each year. Figure 3.4 demonstrates the breakdown between 

negative and positive sentiments in each year. In each year in the sample, negative 

sentiment is predominant. We also observe an escalation in the specific negative words 

that contribute to the negative sentiment in the years 2015, 2016, and 2017. 

 There	 is	an	apparent	disconnect	between	the	 two	sets	of	graphs	–	negative	

sentiments	 predominate	 on	 the	 whole,	 while	 individual	 positive	 words	 seem	 to	

appear	 with	 greater	 frequency.	 This	 is	 because	 the	 graph	 that	 selects	 individual	

words	 only	 records	 those	 that	 were	 most	 frequently	 used.	 Overall,	 the	 negative	
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sentiment	predominated	with	many	more	negative	words	used	 less	 frequently.	 In	

other	 words,	 the	 negative	 portion	 of	 the	 information	 attack	 was	 broader	 and	

contained	more	 vocabulary	 than	 the	 positive	 portion.	 It	 is	 also	 important	 to	 note	

that	one	word	that	dominates	 in	the	positive	sentiment	messaging	 is	“like”	(this	 is	

constant	across	all	years	studied).	However,	this	is	a	word	that	can	be	used	in	other	

contexts	 than	positive	 (e.g.	 as	 a	 conjunction),	 so	 the	positive	 sentiment	portion	of	

the	information	attack	is	likely	overestimated	by	this	analysis.	 

 

Figure 3.4. Sentiment in Russia-produced English language tweets.  

 One sign of an escalating information attack is a qualitative change in negative 

words used in the attack. Whereas, as we noted before, negative words in the 2014 

sample reflected a general sense of woe and despair (broken, cry, bad), negative words in 
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the subsequent years become considerably more sinister. Negative words in 2015 are 

terms like “death”, “attack”, “kill” and “killed.” In 2016, new additions to the negative 

messages are “illegal”, “racist”, “corrupt”, “die”, and “hate”. In 2017, many of the same 

negative terms still contribute to the sentiment, and a new term, “protest” is added as 

well. The escalation of negative rhetoric, both in quantity and in quality, shows an 

escalation of the information attack as the election approached, and for a short time 

afterward.  

 The use of negativity in this information attack is consistent with a corresponding 

negative narrative prominent in Russia’s domestic political propaganda. Liñan (2009) 

identifies several negative themes prominent in domestic political messaging from Putin 

to the Russian citizenry. These are the narrative of various external and internal threats, 

the “propaganda of fear”, the themes of corruption, and violence etc. This method of 

messaging rests directly on Russia’s existing information resources.  

 The breadth, intensity and flexibility of this information attack are all consistent 

with the hypothesis outlined in the theory essay. The information attack evolved as the 

2016 election approached, going from smaller (by number of tweets) to larger, from less 

negative to more negative, from less violent negative vocabulary to more violent negative 

vocabulary. This was a large-scale information attack that occurred independently of 

traditional military action. The qualitative analysis of tweets in the next section will 

shows us what exactly was being said in the messages, and how.   
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Figure 3.5. 2015 contributions to negative and positive sentiments, most common 
words only.  

 

Figure 3.6. 2016 Contributions to negative and positive sentiments, most common 
words only. 
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Table 3.1. Top 10 most frequent words (stemmed), by year. 

2014 2015 2016 2017 

dont news  trump  trump  

love  like clinton amp 

im just hillari get 

true  peopl obama  midnight 

usa  obama amp  new  

heart can vote  peopl 

imho  love polit  just 

rt  get peopl  like  

world make say  now  

breath  one  donald obama  
 
3.4. Qualitative analysis of tweets 

 While previous section’s approaches to analyzing Twitter data have been 

techniques suitable for big data, they are insufficient for in-depth analyses (Murthy 

2016). Whereas the quantitative results show a preponderance of certain words and 

sentiments, the qualitative results demonstrate what exactly is being said and how. The 

qualitative work also allows us to deal, even if imperfectly, with ambiguities in language 

resulting from humor, sarcasm or idioms.  

 Table 3.2 below shows all of the topics, organized by frequency in each of the 

four years in the English corpus, as well as in the Russian corpus. Consistent with the 

quantitative results, in 2014, Russian Twitter accounts posted little political content. 

Other than the category “unclear” (which includes uncategorized tweets), the top 5 topics 
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are all apolitical. However, even this very early sample contains tweets on racial topics, 

guns, and the police -- an example of what is to follow in the subsequent years.  

 As the information attack solidified and unfolded, the topics became both more 

diverse, and more political. We see the addition of such topical categories as “race”, 

“guns”, “religion”, “immigration” -- all “hot-button” topics in the American discourse. 

Tellingly, we also see an emerging category of tweets directly discussing candidates. 

Taken together, the anti-Clinton and the pro-Trump tweets number 19 out of the 500 

tweets in the 2015 sample -- nearly 4% of the tweets.  

 That the number of topics increased from 11 in 2014 to 26 in 2017 suggests an 

increase in the breadth of the information attack as time went on. The number of topics 

increased from 2014 to 2015, remained constant in 2016, and after the desired electoral 

result, it jumped again. This suggests that the victory in this information attack (achieving 

the election of Donald Trump) only emboldened Kremlin. This also suggests that some 

goals, like dividing the American society, or undermining institutions such as the media, 

remained in place for continued information offensives.  

 By 2016, the year of the election, tweets that are openly negative or hostile toward 

Hillary Clinton specifically, or the Democratic party more generally, become the top 

thematic category in the sample, appearing with 18.4% frequency. They even outnumber 

pro-Trump tweets (9.4% of the sample), suggesting that the eventual goal may have been 

not electing Clinton, more so than electing Trump.  

However, it is also clear from the results that the original goal of electing Trump 

was no longer relevant after 2016. Not only does the category (Anti-Clinton/Democrats) 

decreases in frequency from 18.4% to 7.8% from 2016 to 2017, but within this category, 
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in 2016, the overwhelming majority of tweets were direct ad hominem attacks against 

clinton (79%), and the others - attacks against the Democratic party, while in 2017, only 

5% of tweets were against Clinton, and the rest - against the Democratic party. This 

suggests the declining perceived relevance of Clinton’s political figure to Russia’s 

political objectives.  

A new category that appears in 2017 -- “media” -- is another indicator of a 

changing political goal within Russia. These tweets discuss the newly talked about 

phenomenon of “fake news”, as well as the platform of Twitter and other social media. 

For instance, one tweet says, “#Assange continues to speak truth to 'fakenews' power 

networks. #NewNewsMedia continues to rise which will replace #Old!” Since a falling 

trust in traditional media sources aides in promotion of alternative narratives, this topic 

would become useful to a nation engaging in an information attack. The emergence, in 

2017, of this entirely new category also speaks to the flexibility of the information 

campaign. The attacking state continually identified new priorities and goals, and adapted 

the strategy accordingly.  

 The category of “race” -- any tweets about racial inequities, police brutality 

against people of color and other issues of racism starts out as fairly infrequent in 2014, 

but becomes one of the top 5 most frequent topics (excluding “unclear”) in all subsequent 

years. This is consistent with earlier reports that the Kremlin may have sought to 

intensify the racial cleavage in the American society by directly appealing to the Black 

voters. 

 The topics in the Russian corpus differ significantly from the U.S. corpora in all 

the four years. The Russian corpus does not only consist of confirmed Kremlin-related 
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accounts, like the U.S. data, so it reflects a greater multitude of voices. But even after 

accounting for this, the differences are striking. The main topics are Russia-related (a 

topic which does not have a significant presence in the U.S. tweets), and “election as a 

“circus.”” This latter topic is a concatenation of various ridiculous aspects of the U.S. 

election -- its grotesque, laughable, and risible elements. One tweet coded in this category 

reads, “Forbes has found a connection between Donald Trump and the Rostov criminal 

community.” Another much retweeted text is “A fly that landed on Clinton became a 

meme and the new hero of the American election.”  

 Indubitably, at least some of the tweets within this topical cluster were authored 

by genuine Twitter users. But at least some would have also been authored by the 

domestic propaganda apparatus. The goal for these tweets was to ensure domestic 

political gains. According to the narrative promoted with these tweets, the politics of 

other countries (like the much admired democracy of the U.S.) are risible, which makes 

Russia’s “managed democracy” look better by comparison, and therefore promotes 

political stability for the Kremlin. This tactic, incidentally, has also been found in Putin’s 

domestic propaganda narratives, where, as early as in the beginning of the first Chechen 

war, Putin was portrayed as a polar opposite of his predecessor, Boris Yeltsin in fitness, 

age, stability, and commitment (Liñán 2009).  

 
Table 3.2. Topics in samples of tweets.  

2014 2015 2016 2017 Russian 
corpus 

Inspiration 
(144) 

Unclear (89) Anti-Clinton or 
Democrats (92) 

Entertainment 
(130) 

Political (95) 

Love (100) Entertainment Entertainment (86) Unclear (67) Russia (74) 
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(87) 

Woe (100) Politics (61) Politics (85) Politics (61) Circus (70) 

Unclear 
(90) 

Inspiration 
(51) 

Pro-Trump (47) Anti-Clinton or 
Democrat (39) 

Anti-Clinton 
(67) 

America 
(34) 

Scandal (34) Race (22) World (32) Pro-Trump 
(62) 

Music (19) Race (25) Anti-Trump or 
Republicans (17) 

Race (28) Conspiracy 
(31) 

Race (6) Guns (20) Media (12) Media (23) World (24) 

Finance (2) Woe (15) Religion (12) Religion (18) Anti-Trump 
(23) 

Police (2)  World (15) Terrorism (10) Immigration (14) Ukraine (22) 

Russia (2) Love (14) World (9) Finance (12) Pro-Clinton 
(13) 

Guns (1) Religion (12) Love (7) Pro-Trump (10) First lady (5) 

 Pro-Trump 
(12) 

Woe (5) Inspiration (9) Media (5) 

 Finance (9) Military (5) Sex (9) Terrorism (3) 

 Immigration 
(8) 

Abortion (4) Anti-Trump (8) Unclear (3) 

 Police (8) Russia (4) Love (6) Election 
unimportant 
(2) 

 Anti-Clinton 
(7) 

Guns (3) Women (5)  

 LGBTQ (7) Inspiration (3) Terrorism (5)  

 Terrorism (7) Pro-Clinton or 
Democrats (3) 

Military (3)  

 Russia (4) Scandal (2) Scandal (3)  

 Drugs (4) America (2) LGBTQA (2)  
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 Climate (3) LGBTQA (2) Police (2)  

 Sex (2) Immigration (1) Russia (2)  

 Abortion (1) Climate (1) Woe (2)  

   Climate (2)  

   Abortion (1)  

   Guns (1)  

N = 500 N = 500 N = 500 N = 500 N = 500 
 
3.5. Empirical findings and the Target State side theory of information warfare.  

According to the demand-side theory of information warfare, the attacking state 

will attack independently of a military conflict, and increase the breadth or depth of the 

attack if the TS is undergoing some or all of the specific conditions outlined in the 

theoretical chapter. From the qualitative evidence in this chapter, we observe that the 

attack began fairly early on. The earliest tweets belonging to Kremlin-backed accounts go 

back two years before the election. However, these tweets are not yet political or related 

to a specific candidate. This indicates a lack of a decision on behalf of Kremlin as to who 

their chosen candidate will be.  

By the following year, 2015, a year before the election, Russia’s information 

offensive gathered speed and increased both the volume of the output and the breadth of 

the topical coverage. In the sample for this year, we observe both campaign-related 

tweets (anti-Clinton and pro-Trump), and tweets on sensitive political issues (race, guns, 

immigration, police). This year and the year of the election, 2016, we also observe an 

escalation of negative rhetoric to include words like “death”, “kill”, and others. 

 Although the number of topics (found by qualitative analysis) reaches its height 

in 2017, this is indicative of a less focused goal than the one in the previous year. With no 
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concrete political candidate to elect, Kremlin may have kept up the attack to continue to 

promote divisiveness, or to keep information resources active as it searched for a new 

goal with new electoral events on the horizon. The overall volume of tweets at this point 

goes down, however, indicating a reduced effort in the information attack.  

The information attack orchestrated in the U.S. leading up to the 2016 election 

heavily promoted two things: the candidacy of Donald Trump, and negativity and 

despair. 
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Conclusion 

 When considering the impact of information attacks originating overseas, skeptics 

may question the extent to which it matters whether a state launches propaganda 

campaigns if these have little to no effect on their intended audiences. Can we 

demonstrate that there was a measurable effect on international public opinion because of 

information campaigns in Georgia and Ukraine? Did Russia’s propaganda campaign also 

have an effect in the US during its 2016 presidential election? Were there American 

voters who either abstained from voting or supported Trump after initially planning to 

vote for Clinton? Answering these questions is methodologically difficult, since too many 

factors influence an individual’s voting decision.  

But thinking about propaganda campaigns is nonetheless important. Firstly, the 

apparent methodological challenge does not make evaluating effects of propaganda 

campaigns on public opinion impossible. Indeed, studies of the effectiveness of 

propaganda (that is, its effect on public opinion) have been conducted for decades 

(Powell 1967). Recent advances in the discipline of causal inference allow us to make 

even more robust assertions about the magnitude of the causal effect of information on 

public opinion.56 

Secondly, even though it is difficult to measure the effect of foreign propaganda 

campaigns on public opinion, we can safely say that they do have a measurable effect on 

																																																								
56 For an innovative example of a paper that explores the effect rape coverage has on cases of 
rape see Baum et al 2018.  
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diplomatic relations. The relationship between the US and Russia, even against the back- 

drop of a highly idiosyncratic friendship between Trump and Putin, arguably reached its 

nadir in decades after the US learned that Russia had meddled in its domestic affairs.  

In the years leading up to the 2016 US presidential election, Moscow, relying on 

decades of Soviet experience with propaganda, created outlets like the IRA tasked with 

sowing political discord in the US through the dissemination of disinformation. The 

Kremlin is back at it again. In June 2018, Russia founded a new news outlet in the US, 

USA Really.57 Much like its predecessors, it covers divisive political issues like freedom 

of the press, capital punishment, race relations, and LGBTQA+ rights.  

These actions are indicative of growing information resource endowment. They 

may indicate that another spiral of the information security dilemma is underway. The 

theory presented here suggests that this build-up of resources will culminate in an 

information campaign once a number of target state vulnerabilities align. In 2020, a 

pivotal historic event—presidential and congressional elections — will take place in the 

US, dividing its society along partisan lines and leaving its media market sufficiently 

open to allow Kremlin narratives to penetrate it. This time, however, the US intelligence 

community is aware of the Russian threat. This will affect the intensity and timing of an 

information attack, should one come. 

																																																								
57 Collins, Ben, and Zadrozny, Brandy. 2018. “This Man Is Running Russia’s Newest 
Propaganda Effort in the U.S. Or, at Least, He’s Trying To,” NBC News, June 15. Found at 
https://www.nbcnews.com/news/us-news/man-running-russia-s-newest-propaganda-effort-u-s-or-
n883736 Last accessed 1 February 2019.  
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