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Abstract
We develop a tool that uses Web content to obtain quantitative information about the mobility and modus operandi of criminal groups, data
that would otherwise require the operation of large scale, expensive intelligence exercises to be obtained. Exploiting indexed reliable sources
such as online newspapers and blogs, we use unambiguous query terms
and Google’s search engine to identify the areas of operation of criminal organizations, and to extract information about the particularities of
their mobility patters. We apply our tool to Mexican drug trafficking
organizations and identifying their market strategies, their preferred areas of operation, and the way in which these have evolved over the last
two decades. By extracting this knowledge, we provide crucial information for academics and policy makers increasingly interested in organized
crime and its implications for national security. Our findings provide evidence that criminal organizations are more strategic and operate in more
differentiated ways than current academic literature had thought.

1

Introduction

Organized crime has become an increasing concern for international security
studies. Violent criminal groups in Mexico have been attributed 51 thousand
homicides in the last five years1 leading some to conclude that Mexico has become a failed state. The Japanese Mafia controls an increasingly profitable
market of methamphetamines in Asia [26, 21] raising concerns over the ability
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1 http://justiceinmexico.files.wordpress.com/2010/07/2012-tbi-drugviolence.pdf
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of the state to enforce the law. Rackets of human trafficking in Haiti operate
mostly untouched by authorities [30], as do rackets of endangered-species smugglers in other developing countries like Singapore, Manila, Indonesia and Jakarta
[52]. Bosnia’s sex trafficking industry [4], and contemporary African pirates [25]
are expanding criminal enterprises that pose important security threatens.
Yet, as much attention as organized crime has recently attracted, very few
is known about its territorial dynamics. Research has pointed out to its increasing degree of fluidity and structural complexity [2, 49, 58] (cited by [9]),
but as [56] mentioned in his influential review of our current understanding of
crime, “studies tend to lack detail regarding the modus operandi and logistics
of transnational criminal activities.”
If until now academics and policymakers have been unable to fully explain
and understand criminal organizations in detail is because an inherent difficulty
posed by the study of illegal actors: lack of data. Criminal organizations hide for
a living. Most research has tried to overcome this fact by relying in interviews
[59, 16], or expensive long-term data classification endeavors from wiretaps or
newspapers [38, 35]. Yet, the information extracted in this way is site-specific,
and vary in quality and extension depending on who collects it. In the practical
ground, the high cost of intelligence exercises has left few options for enforcement agencies in developing countries with low budgets to assess the activities
of organized crime. Considering that criminology literature points to tracking
the location and territory of criminal organizations as one of the most basic and
useful tools for improving governments’ enforcement capabilities and for promoting the rule of law2 , developing an easy-to-use, inexpensive tool to extract
information of where and how criminal organizations operate feels urgent.
This paper does it. We develop a tool that helps academics and low-budget
enforcement agencies to assess where and how criminal organizations operate,
without requiring costly intelligence exercises. Our tool named MOGO, filters
the vast amount of knowledge available at the Web and, utilizing some already
indexed reliable sources such as online newspapers and blogs and unambiguous
query terms, identifies critical features of criminal organizations, such as, for
example, the cities at which they operate. We first use MOGO to identify the
municipalities in which each of thirteen different Mexican drug trafficking organizations have operated over the last two decades, as well as identifying how
each of these differ in their market strategies. Our results provide the most
up to date and accurate information of Mexico’s criminal industry, and indus2 Large

reductions in homicide rates in cities like Rio de Janeiro, Bogota, a and various
cities in the United States have all been attributed to improved mechanisms for understanding
criminal mobility, territoriality and the timing of crime. For example, a reduction of 75% in
drug-related homicides happening at Tampa, Florida from 1989 to 1991 has been attributed
to the ability of local police departments to predict where criminals will go after one of their
bases of operation has been cracked down on
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try that due to its large violence propensity3 , has increasingly become one of
the most important concerns in terms of international security issues for the US.
We use the web because it is an extremely valuable depository of up-todate, public, and private information. Data that used to be secret and difficult
to access is now publicly shared, discussed and posted on specialized blogs and
forums. The activities of criminals groups are not the exception. Members of
criminal organizations share information of their operations, activities and rivalries on websites. They communicate with their allies, threat their enemies
and brag about their achievement in forums and discussion boards 4 .
Not only criminals share information at the web, also journalists and civilians do. Sensitive information which would endanger the lives of those exposing
it can be safely shared in digital, local newspapers and information blogs. Furthermore, unlike printed media, blogs have quite efficient ways to interact with
readers and extract additional information from them. People share more information on websites than in personal interviews or any other form of human
interaction 5
Furthermore, unlike traditional methods of collecting data, information comes
to forums without the need for a researcher or intelligence agency to actively
seek it out. Common people - those who may remain out of reach even for the
most dedicated journalist or investigator - seek out the web forum on their own,
commenting and sharing insider knowledge at their convenience. If a decade
ago the main constraint faced by investigators was information access, now the
constraint is how to manage, filter, and gather the massive amounts of information that we have access to. Under current circumstances, the huge potential of
internet as a tool for information collection remains weakly exploited. We seek
to harness this power with our information processing tool.
Even if the web is the most famous and the largest repository of explicit
knowledge, it is not until know that academics have started using it to extract
explicit knowledge because of two large difficulties: its size and reliability. Reading all that has ever been posted at the web is almost impossible, and many are
the concerns over whether the information contained in the web is to be trusted.
3 http://justiceinmexico.files.wordpress.com/2010/07/2012-tbi-drugviolence.pdf
4 Actually, large criminal organizations have been discovered and broken down precisely
by tracking their online communications’ forums. The key of this type of law enforcement
operation lies in figuring out which forums and blogs to search within the web. Our tool will
also be helpful for the execution of these operations by allowing law enforcement agencies
to perform larger searches that would otherwise require an unfeasible number of individuals
reading online posts.
5 Academics and entrepreneurs have just begun to take advantage of this behavior with
quite promising results. The success of new business models like online-dating services lies
precisely on their ability to extract extremely personal information from a large set of internet
users - information that people would normally refuse to share personally - and use it to feed
complex compatibility-matching algorithms.
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Figure 1: The workflow of MOGO’s framework.

In this paper, we prove that these two difficulties can be overcome in inexpensive and relatively easy ways. We show that we can create accurate yet
complex maps of the areas of operation of criminal organizations, a feature that
would otherwise remain concealed to the academic world.
By doing so, we open the possibility of quantitatively tackling puzzles that
have remain largely unsolved by political scientists, such as why actors antagonizing the state decide to operate in some areas, and not in others. Little effort
has been made to understand location decisions of criminal and hostile groups
[9, 36, 54]. Some research has shown the importance of topography, climate and
population size due to strategic concerns [27, 13, 37], access to local knowledge
and information [18, 12], or operational costs [32]. Other, particularly within
the criminal literature [56], have pointed that actors that antagonize the state
tend to operate along legal trade routes to access resources [3, 29, 55], embedded
in diaspora communities [53, 7, 10, 34, 57, 42], or in areas where the state has
week presence [17, 48] (cited by [9, 57]). These contending explanations will
now be able to be tested, relying on our tool.
The structure of the paper is organized as follows. In Section 2 we review
previous works about our crawling approach and related studies about organized crime in Mexico and we present our data retrieval framework. Section
3 reports the statistics about the raw data we downloaded from Google News.
We explain how we clean data in Section 4 and how to extract useful knowledge
from it in Section 6. Section 7 concludes the paper.

2

Identification strategy

There are several works that try to use Web information to reconstruct complex phenomena. In [31], social relations among politicians, baseball players
and physicists are tracked by co-googling them in the well know online search
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engine, thus building a map of their pairwise correlations. Also some references
about the approximations which are hidden behind the Google search form is
given. Co-occurrences in the abstracts of papers are also used in the context or
music [46], in bio-informatics to disambiguate names of genes and proteins [11],
to discover word meanings [20], to rank entities [50], to evaluate the sentiment
of people writing opinions [40, 33]. An interesting example about networks of
co-occurrences of classifications in classical archaeology publications is [47]. Yet,
very rarely these techniques have been applied to political science, and usually
with a general descriptive aim and not with our intelligence-related purposes.
In [8] and [5], the latter containing a survey of information science research
made obtaining information from search engines, we can find important information about search engine mechanics that can help us to better understand
what is the power and what are the limitations of an approach aimed at using
the information present in their indexes to create explicit knowledge.
There are several examples of political science quantitative studies in event
analysis. An example of such a system is provided in [28]. Other political studies range from the analyses of presidential, legislator, and party statements [22],
to treaty-making strategies [51], to disaster relief organization through social
media responses [1]. In general, a good review work of political science applications of techniques similar to the one presented in this paper can be found in
[23], which also provide information about the general organization of works in
those category, that also apply to this paper. None of the reported methods take
advantages of the freely available information present in the web, from reliable
sources like the newspapers indexed by Google News.
In the case of Mexico’s drug trafficking industry, to the extent of our knowledge, there is no other data set privately or publicly compiled that contains the
level detail and length as the one we collected. Private efforts like Stratfor6 and
Guerrero [24] had provided information on the territories of operation of drug
trafficking organizations but only at the state level and without time variation.
Mexican secret intelligence office (CISEN) has information at the municipal level
but is not available for research purposes and does not provide information for
years before 2006 7 . Our tool provides information, detailed to the subnational
level, of where and when one of thirteen different drug trafficking organizations
were present in each of the 2,457 municipalities of Mexico, yearly from 1991 to
2010.
We named our tool MOGO after a famous Australian aborigine tracker who
6 Link

needed.
estimate that about 63% of CISEN’s data had at some point been covered by Google
news. This estimate comes from comparing a dataset of personal communications between
traffickers that we collected from the web to the same dataset collected by CISEN. Out of a
total of 1421 communications collected by CISEN, 888 were reported at Google News. We
took this as a reference of the amount of CISEN’s information that is available at the web
7 We
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in 1834 found a missing ve-year-old boy, lost for over ten hours in the wilderness,
using indigenous tracking methods. British settlers - who since then deemed
these skills as remarkable and miraculous. They soon started enlisting the so
called “aboriginal trackers” to assist law enforcement authorities in the capture
of bush-rangers. Their unquestionable success led to the development of regular
tracking operations that remain at the very top of Australian security methods.
Actually, ever since, indigenous patrolling skills have a proud record in assisting
colonial and modern-day law enforcement and military operations. The spirit of
aboriginal trackers has now been embedded by the Regional Force Surveillance
Units, a specialized Australian infantry unit which patrols the less-populated
Northern territories, providing valuable intelligence to customs, state and Federal police forces, and the intelligence community. Mogo also stands for Making
Order using Google as an Oracle
The mechanisc of MOGO’s operation are straightforward but require some
definition. In MOGO, an actor is a real world entity that is an active or passive
part of the phenomenon we want to study. Actors can be of different types. For
example, since we study the Mexican drug traffic, we have two types of actors:
the traffickers (active) and the municipalities (passive). An actor list is the list
of the different actors of the same type (i.e. the list of traffickers and the list
of municipalities). Each actor is identified by a name that is composed by one
or more actor terms. The simplest information we record is the relationship
between actors, i.e. a couple: any combination of two actors from different
types. Information is collected using a query. A query is composed by a set of
query terms, chosen from the actor terms of the two actors whose relationship
is investigated by the query. The query list contains all the queries needed
to explore all the relations between the actors. Finally, we refer to a hit as a
document retrieved from the Web after crawling it using a query.
MOGO works in three steps. First, the types of actors and actor lists are defined. Then, the various lists are combined into a non-ambiguous set of queries.
Finally, a system to automatically get hits from the search engine and store
them is created.
Figure 1 represents the high-level logic of MOGO 8 . We first operate a classification of the actor terms. Once we have a representation classification, we
make a preliminary invocation of our oracle (the online news archive) to check
which are the actor terms that lead to the least noise. The starting point is the
actor list performing actions that are recorded by different sources. We feed
these results to the rules we use to create the final query list for the oracle. The
V-shape steps indicates when we rely on external information from the oracle,
which is external to our system. In fact, the same workflow can be implemented
using different oracles, in our case we decide to use Google News as it organizes
8 Our framework is developed in detail in [14]. There, each part of the framework is tackled
from the redaction of the actor lists, to the generation of the rules to create the query list,
and the search engine crawler

6

sources that are supposedly reliable (official newspapers and blogs). We then
query the oracle with our crawler. Finally, we use the raw data provided by
the oracle, feeding a standard knowledge discovery process (Sections 3, 4 and
6). We represent the KD process giving particular importance to the validation
part, as we follow the approach described in [23]
Our implementation of the crawler was created entirely in Python. There
are not concerns about its efficient time and memory implementation. For time,
the main source of inefficiency is the network connection from the computer running MOGO and Google’s server. As for memory, JSON objects are very small
and there is no need to keep in memory more than one of them.

3

Extracted Data

We now provide some statistics about the data retrieved for our case study:
Mexican drug trafficking organizations.
First, in 2 we present the distribution of hits per query. We depicted the
results per couple both aggregate over the entire time window and disaggregate
per year. We see a fat tail distribution in both cases because each year, there
are many municipalities with a very low drug-related criminal activity and some
“hubs” where criminal activity is concentrated that record between 1,000 and
10,000 hits. In the aggregate distribution, we observe also that the number of
couples with few hits are less than expected. This indicates that the pattern
of activity is not constant. Municipalities that do not show any activity in one
year often start to experience activities in our 20-year interval.
To confirm this hypothesis, we plot in Figure 2b the same hits distributions
aggregating over drug trafficking organization. Each dot is now either a municipality (red dots) or a municipality in a year (green dots). The same pattern
emerges.
In Table 2c we report trafficking organizations sorted by popularity (we
report only the top 10 over the 13 trafficking organizations, aggregating the
remaining as “Others”). Given the few data points we do not observe a fat tail
distribution, but the number of hits is heavily unbalanced. The top 4 trafficking
organizations (out of 13) account for more than 70% of the total amount of hits.
These pictures suggest that we are observing a complex system9 with an
exponential growth, with typical complex system characteristics such as the
presence of uneven (power-law) distributions in the number of hits [39].
9 A complex system is a system composed of different parts that expresses at the global
level properties that are not present in any single part taken alone.
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Figure 2: (a) The hits distributions aggregated as (trafficker, municipality)
and dis-aggregated as (trafficker, municipality, year); (b) Hits distribution per
municipality and dis-aggregated as (municipality, year); (c) Hit distribution per
trafficker.
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Figure 3: The results distributions per year.
These findings suggest that to understand Mexico’s drug trafficking industry
is not useful to study each single traffic organization, territory and law enforcement organization, i.e. the parts of the system, but rather how these parts
interact as a whole, one with each other.
In Figure 3 for each year we report the number of hits for all queries. This
picture is backing the the fact that the phenotype of Mexico drug traffic is
growing beyond control (please notice the logarithmic y axis)10 However, if
there would be no superlinear growth, one would expect the line to be stable
after 2006. Instead, it is exactly from 2006 onward that we witness the most
incredible growth, jumping one order of magnitude (from 10,000 to 100,000 articles) in just four years.
In Figure 4 we disaggregate the previous figure by drug trafficking organization (for clarity purposes, this time we select the top 7 organizations reported
in the majority of documents). Some organizations appear slightly before their
foundation. Zetas, for example, have a low initial popularity (below ten hits)
but grow impressively, catching up with older trafficking organizations in just
a few years. In general, also old trafficking organizations such as Sinaloa and
Golfo, grow superlinearly, It is this growth rate what makes themselves complex
10 We expect some downward bias for years before 2006, while Google News was still in beta,
before the collection of articles in years previous to 2006 may not have been complete.

9

100000

# Results

10000

1000

Sinaloa
Zetas
Golfo
Beltran Leyva
Tijuana
Familia
Juarez

100

10

1
1990 1992 1994 1996 1998 2000 2002 2004 2006 2008 2010
Years
Figure 4: The results distributions per trafficker per year, for the most popular
seven traffickers.
systems beyond any description that can be made for each of their leaders and
main components.

4

Data Cleaning

Extracting information from online search engines, although using reliable sources
like newspaper, is an operation that introduces data loss, incompleteness and
noise. For example, retrieving hits connecting two different actors does not necessarily mean that the two actors are involved in an actual relationship in the
real world.
We developed a way to clean and validate our hits in order to transform them
into meaningful results that describe reality. To clean, we normalized the total
number of hits we are getting using a hyper-geometric cumulative distribution
function. Our goal is to overlap a trafficking organization ti and a municipality
mi in order to identify municipalities where drug trafficking organizations operate for real, cutting out noise.
We can draw a parallel between the null model we are trying to identify and
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the extraction of a labelled ball from a bin. The municipalities would be the
bins, and the trafficking organizations would be the labelled balls. Thus, the
number of balls we have for each ti is equal to the total number of hits that all
the queries related to ti returned, a figure that we that we represent as Ti . The
question we are asking is whether the number of times a ball is seen in a bin
is larger or smaller than what it would be expected by chance, given both the
number of balls and bins11 . Since the total number of balls we have is limited
and equal to the number of times a ti appears overall, the null model we are
looking for is a hyper-geometric probability distribution.
The hyper-geometric distribution is a probability distribution describing the
probability of extracting t¯i times in m̄i attempts a ball labelled with ti , given
that the total number of such balls is Ti , from a total set of balls equal to M
[44]. The corresponding probability mass function P M F for ti is defined as
follows:
 

Ti
M − Ti
t¯i
m̄ − t¯
 i i
P M F (ti = t¯i ) =
M
m̄i
As an example, assume Ti = 5, i.e. we obtained 5 hits for ti , that is recording
a total of 50 total hits (M = 50). Considering municipality mi , with a total
number of 10 hits (m̄i = 10), we find that among those 10 hits, 4 were related to
(5)(45)
ti (t¯i = 4). The corresponding probability of this happening is equal to 4 50 6
(10)
or approximately 0.00396.
Our final results, what we actually use as our final real-world information,
is not the exact probability of obtaining t¯i results for ti in mi but rather the
probability of obtaining t¯i or less results, that is the cumulative distribution
function (CDF ) is defined as:
CDF (ti = t¯i ) =

t¯i
X

P M F (ti = a),

a=0

which takes values from 0 to 1.
The reason is that the probability mass function is not monotonic, while the
cumulative distribution function is. If ti is very popular, it is difficult to find
few documents referring to it in a popular municipality. The probability grows
and peaks to the expected value of pure chance. Then it starts becoming lower,
as it is difficult that all documents related to ti appear in the same municipality. With a non monotonic function, we cannot have a simple rule stating “If
the function value is low, the relation is significant”, because low values can be
generated both by particularly strong or particularly weak relations. In other
11 We

assume each ti is independent
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words, P M F (ti = n) < P M F (ti = n + 1) does not hold. Instead, being the cumulative distribution function monotonic (i.e. the following relationship holds:
CDF (ti = n) < CDF (ti = n + 1)), we can say that the higher the value, the
stronger the relation (until the theoretical maximum of 1).

5

Robustness tests

We cannot present any result of MOGO to be accurate unless we validate it
against a reliable ground truth. Unfortunately, criminal organizations operate
secretly thus do not have any reliable knowledge about their areas of operation.
For this reason, we choose to test MOGO in a slightly different problem for
which we have an evident and reliable knowledge base. We applied it to the
study of the municipality relations with Mexican politicians, i.e. we substituted
drug trafficking organizations with Mexican state governors. If MOGO is returning real relationships between actors and places, each state governor should
be mainly found to operate in the municipalities of the state she is governing.
In Figure 5 we depict the relations between the municipalities and three
governors12 . We highlighted in red all the municipalities for which the chosen
governor has a CDF equal to or higher than 0.95. We also highlighted the state
governed by the politician by enlarging the thickness of its borders. In Figure
5(a) we highlighted the relationships between municipalities and the governor of
Chiapas, in Figure 5(b) the governor of Chihuahua and finally in Figure 5(c) the
governor of Durango. We can see that in all the three cases the governors are
related mostly, if not entirely, to the municipalities of their state. Furthermore,
the amount of municipalities they are related which are outside their state is
very low.
Our conclusion is that the relationships extracted with MOGO are an accurate depiction of the explicit relations between someone, or something, operating
on the territory and the territory itself. We are now able to provide some examples of the usefulness of the knowledge extracted in the description of the
Mexican drug war.

6

Results

6.1

Where do Mexican drug trafficking organizations operate?

The results of the search allowed us to provide the research community with
information on the behaviour of 13 trafficking organizations in Mexico, particu12 At

the time in which we performed the validation searches, i.e. November 2011
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(a) Governor of Chiapas.

(b) Governor of Chihuahua.

(c) Governor of Durango.

Figure 5: The politician-municipality significant relations. The corresponding
state has been highlighted with a ticker black border.
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(a) Sinaloa-active municipalities.

(b) The total active municipalities in Mexico.
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(c) Active and Competitive municipalities.

Figure 6: Some evidences about the traffickers’ activity patterns.
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larly about their municipalities of operation, their migration patterns and their
market strategies for a period of 19 years (1991 - 2010).
The disaggregation up to the municipal level allowed us to challenge the
widespread assumption that drug traffickers control vast regions of Mexico’s
territory dividing the country in oligopolistic markets [45]. Instead, we show
that traffickers select their areas of operation with finer detail (Figure 6a). The
Sinaloa Cartel, a drug trafficking organization which was previously thought to
operate in all the state of Sinaloa [41], only operates in 14 of the 18 municipalities of the state, the same case goes to Juarez Cartel that only operates in 28
of 66 municipalities at its home state (Chihuahua), and to La Familia that only
operates in 69 of 115 Michoacan.
Actually, according to our results, drug trafficking organizations only operate in 713 of 2,441 municipalities in Mexico. Large areas the country completely
lack of the presence of a drug trafficking organizations. Our data changes our
understanding of criminal territoriality, showing that drug trafficking organizations pick their areas of operation quite selectively. They concentrate in areas
that are closer to ports of entry to the US, large cities within Mexico, and highways that connect cultivation areas or maritime ports to the US-Mexico border
(Figure 6b).
This insight matches evidence of criminal activity tracked by the Mexican
government in the form of drug-related violence. The Trans-Border Institute
analyzed official figures of homicides caused directly or indirectly by the activities of drug trafficking organizations in Mexico13 and concluded that less than
44% of the municipalities in 2011 had experienced drug-related homicides, a
large increase from the 15% municipalities presenting this type of violence in
2007 but still away from arguing that criminal organizations operate in all of
the 2,500 municipalities of Mexico.
Our results also provide the first systematic evidence of changes in the territoriality of criminal organizations over time. Rather than provide cross-sectional
data at a particular point of time as [24], we show panel data for almost two
decades (Figure 6c). The increase in the number of municipalities with drug
traffic activity is evident. Furthermore, our information provides the first portray of the market structure of the illegal drug trafficking within Mexico and
of its changes over time. Mexico’s organized crime is not an oligopoly as the
theoretical literature of organized crime and private protection rackets assumes,
rather drug trafficking organizations share territories frequently. As of 2010, 444
(62%) of all municipalities with trafficking operations had more than one criminal organization operating simultaneously a significant increase from a decade
ago when only 6 (11%) were competitive (Figure 6c). The market structure of
organized crime in Mexico is increasingly competitive; many criminal groups
13 http://justiceinmexico.files.wordpress.com/2010/07/2012-tbi-drugviolence.pdf
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Figure 7: Different activity patterns per trafficker.

operate in the same territories sharing accesses to highways and ports of entry
to the US.
Because our results were designed to provide information about criminal operations by organization, we are able to show the inner behavior of criminal
organizations at a level of detail that remained previously unknown. We depart
from considering that all organized groups are the same, and that their motivations can be understood under the same logic, and instead provide evidence of
important operational differences between them. Criminal groups differ quite
substantially in their territorial extension, the strategies that follow to expand,
and their patterns of migration.
The timing, velocity and degree of expansion are significantly different between different organizations (Figure 7a, please note that this figure is different
from Figure 3 as the latter included raw results before the cleaning stage). The
most expansionary drug trafficking organizations started their spread in 2003
(Golfo, Zetas), a second group took off in 2005 (Sinaloa, Beltran-Leyva (BL)
and Familia), and a final one, which included most of the criminal organizations
in Mexico took place in 200714 . The most rapid expanders, organizations like
La Familia, three-folded the municipalities at which they operated in just two
years; slower expanders, like Sinaloa, took six years to expand similarly. Before
14 These last expansion coincides with increases in prosecution launched after the arrival of
a new political administration in December of 2006 at the national level.
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Org
Juarez
Tijuana
Sinaloa
Barbie
Mana
Sinaloa faction
BL faction
Other
BL
Fam
Golfo
Zetas

2010 Terr.
74
39
176
66
32
53
57
24
157
227
244
405

Start Year
1997
1997
1993
2006
2006
2008
2008
2008
2004
2005
1994
2003

Terr.
13.85
10.1
25.6
5.75
3.8
5.15
5
2.15
18.65
18.75
35.55
42.2

Abandoned
10.15
8.15
16.95
2.45
2.2
2.5
2.15
0.95
10.8
7.4
23.5
21.95

Years operated
2.78
2.74
2.84
1.63
2.15
1.96
1.79
1.38
2.08
2.09
3.01
2.71

Competitive
-0.67
-0.96
0.18
-0.48
-0.82
-0.67
-0.52
-0.99
0.81
0.95
1.25
1.94

Exploratory
-0.03
-0.21
0.64
-0.72
-0.73
-0.70
-0.75
-0.75
-0.36
0.01
1.07
2.55

Table 1: The main features extracted for each drug trafficking organization.
2004, all trafficking organizations operated in less than 50 municipalities. By
2010, Zetas had expanded their presence to more than 400, while others like
Juarez Cartel have never operated in more than 80 municipalities. The number
of municipalities in which each trafficking organization operated as of 2010 and
the year in which they stated operating is shown in Table 1 (first two columns).

6.2

How do Mexican drug trafficking organizations operate?

Using the information provided by MOGO we can classify Mexico’s drug trafficking organizations according to their market strategies.
Table 1 reports identified characteristics of the Mexican trafficking organizations. Two of them (number of municipalities in 2010 and year of appearances,
first and second columns) were already discussed in the previous subsection.
The remaining five are: average number of municipalities in which the trafficking organization starts to operate in each year (third column), average number
of municipalities abandoned by the organization in each year (fourth column),
average number of years in which the organization operates in a municipality
(fifth column), competitive and exploratory indexes (sixth and seventh column).
We present each of them and we explain how we use them to cluster organizations in different homogeneous cartel types (k column).
While some organizations operate in many municipalities simultaneously
others have significantly smaller areas of operation. Zetas appear in an average
of 42.2 municipalities every year, while Mana only in three. Second, the average
number of years in which an organization operates consecutively in a municipality goes from 3.01 for Golfo, to 1.63 for Barbie. Third, trafficking organizations
also tend to abandon markets with quite high variance. While organizations
like Sinaloa abandon about 16.95 municipalities on average, the BL faction only
abandons 2.15. Finally, we also identified two more dimensions: the propensity
to explore new municipalities, and their preferences towards engaging in competitive behaviour. We measured propensity to explore as the number of standardized municipalities in which a given drug trafficking organization was the first to
ever operate, and preferences towards engaging in competitive behaviour as the
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k
1
1
1
2
2
2
2
2
3
3
4
4

standardized number of municipalities in which a given trafficking organization
was sharing a municipality with another one. While organizations like Zetas
have a high tendency to engage in competitive behaviour and in exploration of
new territories, others like Tijuana and Juarez tend to avoid competition and
exploration. The case of BL is particularly interesting, showing a tendency to
explore new territories without engaging in competition.
We used all the different characteristics of drug trafficking organizations to
classify them according to their modus operandi in four clusters. We create
a matrix with the seven features from Table 1. We scale and normalize each
feature to avoid that one or some of the features may dominate over the others.
Then, we perform several runs of the k-means algorithm for varying ks. For each
k we calculate the within groups sum of squares, to determine the appropriate
number of clusters, that in our case is k = 4. We then return the four main
classes of drug cartels according to our data.
The four classes are: 1 = “Traditional”, 2 = “New”, 3 = “Competitive” and 4
= “Expansionary Competitive”. The results show quite differentiated strategies
(Table 1) between each of them. A first cluster, integrated by Juarez, Tijuana,
and Sinaloa is integrated by “Traditional” trafficking organizations that have
operated in Mexico for the longest time. These organizations have a tendency
towards being not competitive, being most of the time the first to operate in a
particular territory. They operate in a large number of municipalities but also
have a high turn over.
A second cluster, integrated by la Mana, fractions of Sinaloa and BL, Barbie and a residual category, are the “New” organizations. On average, they
emerged in 2007, more than ten years after the first cluster. They operate in
a very reduced number of municipalities. They are not competitive and do not
have a very developed tendency towards exploring new territories. This means
their market strategy consists in operating in municipalities that had once being
controlled by other criminal organizations but had been abandoned.
A third category is integrated by BL and Familia, two criminal organizations
that are relatively new (created on average in 2004), operate in many municipalities, and have strongly competitive tendencies. We called these organizations
“Competitive” because they do not explore new territories but rather operate
in places where another organizations is already operating.
This tendency towards invading territories that are already taken is even
stronger for the fourth cluster, integrated by Zetas and Golf organizations. We
called these organizations “Expansionary competitive” because they are not
only the most competitive but also the ones with the largest tendencies to
explore new territories. In other words, they do not only try to invade others’
territories but also are the first to colonize new markets and to operate in areas
where drug trafficking organizations had never been present before. In general,
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(a) 2000.

(b) 2010.

Figure 8: The migration pattern for Juarez cartel.
this last cluster is the one with the largest criminal organizations, operating on
average on 324 municipalities (as of 2012) and spreading to an average of 38.87
new municipalities every year. Yet, it is also important to mention that their
mobility is also the largest, they abandon an average of 22 municipalities per
year, lasting only an average of 2.86 years in each one of them.
These differences match qualitative analysis done by ethnographers and specialist in Mexican criminal organizations. Journalistic accounts of Tijuana Cartel [6] and Juarez Cartel [15] had previously identified these organizations as
localized, with few interests in moving towards other territories and being proactively competitive. Sinaloa cartel had been portrayed as a cartel with larger
incentives to invade others although still mostly confined to the north of the
country [41]. Both Golfo [43] and Zetas [19] cartels had recurrently being described as the most invasive and aggressive criminal organizations in terms of
market expansion. Our findings also match qualitative evidence collected by
experts on La Familia, BL and Barbie organizations.
Finally, patterns of migration also differ. While some tend to expand in
their neighbouring territories, others expand more broadly around the country
(Figures 8 and 9). Notoriously different patterns can be seen in Zetas (Figure 9), a drug trafficking organization that tends to migrate more randomly,
extending over the whole territory and the a group of more localized criminal
organizations like Juarez Cartel (Figure 8).
Overall, our exercise extracted significant knowledge about Mexico’s drug
trafficking industry, and about the inner behaviours of different criminal organizations. The collected data further advances our knowledge of criminal organizations and provides quantitative evidence of criminal behaviour that was
previously only qualitatively described.
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(a) 2000.

(b) 2010.

Figure 9: The migration pattern for Zetas cartel.

7

Conclusion

In this paper we created a tool called MOGO to generate intelligence about
where and how criminal organizations operate without large-scale, without expensive intelligence data-gathering exercises. Based on a simple three step process (list definition, query generation, and crawling), MOGO is able to create a
knowledge by exploiting indexed reliable sources such as online newspapers and
blogs.
We tested MOGO’s power in Mexico’s drug trafficking industry. After testing and cleaning the data extracted by MOGO, we were able to identify differentiated market strategies and areas of operation of thirteen Mexican drug cartels,
providing the first map of criminal organizations available yearly (1991 - 2010)
and at the municipal level. Information at these level of detail had never been
available to academics before. Our tool represent an important advancement
for political studies studying the location of criminal and hostile groups, as well
as for security policymakers.
We showed that criminal organizations, rather than being similar and operate under identical mechanics, differ significantly in their market orientations.
We identified four types of Mexican criminal organizations: traditional, new,
competitive and expansionary competitive. Traditional organizations operate
in municipalities that they control since long time ago, on average since 1995.
New organizations have only being in operation since 2007 on average, and tend
to operate in municipalities where other criminal organizations had at some time
being present but were abandoned. Competitive organizations are those that
operate in territories are controlled by other organizations. Finally, expansionary competitive are those not only operate in territories that were already taken
but also explore new territories, expanding their operations to areas that were
drug trafficking organizations had never operated before. Overall, our findings
provide evidence that criminal organizations are more strategic and operate in
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more differentiated ways than current academic literature thought. Criminals
act, move and operate according to the environment and resources that they
possess.
This paper opens the way to much future work. Most immediately, the
knowledge extracted by MOGO will be used by to identify patterns of criminal
mobility within Mexico by linking different types of drug trafficking organization with theories of criminal mobility [36, 54]. Yet, in the near future we will
apply MOGO to extract information about different criminal groups in other
countries to provide a first worldwide comparable data set of criminal mobility,
at the subnational level.
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