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Abstract

The democratization of deepfake technology over the last six years has resulted in
an unprecedented emergence and growth of a new type of image-based sexual abuse:
sexual deepfakes. Sexual deepfakes are a pernicious form of sexual violence that
profoundly impacts the physical, emotional, and social aspects of victims’ lives. While
academic research has addressed the lived experiences of victim-survivors of other forms
of image-based sexual abuse, because of their relative recency, sexual deepfakes are an
under-researched phenomenon, leaving victims with little recourse or recognition of their
experience as a legitimate form of sexual violence. The purpose of this phenomenological
study is to explore the lived experiences of victim-survivors of image-based sexual abuse,
with a specific focus on exploring the lived experiences of victim-survivors of sexual
deepfakes.

| chose to incorporate a purposeful mixed sampling, combining three different
sampling techniques that were most consistent with the study’s research purpose:
voluntary homogeneous sampling, criterion sampling, and confirming case sampling.
Each sampling technique corresponded with one of the study’s three phases, screening
survey, semi-structured interviews, and amplifying emerging themes through confirmed
cases of lived experience experts (LEE). LEE cases were selected to amplify the voices
of the victim-survivors interviewed in the current study, four of five of whom revealed
participation in semi-structured interviews to be the first time they had spoken out about

their experience.



Recruitment occurred from August 2022 until November 2022, in which a total of
58 individuals were invited to participate in semi-structured interviews; 63% (37) of
participants reported experiences of sexual deepfake abuse, all of whom reported that
their sexual deepfakes had been monetized online.

One-on-one (N=5) semi-structured interviews with victim-survivors of image-
based sexual abuse, including experiences of sexual deepfake abuse, were conducted
between October 2022 and November 2022. Semi-structured interviews were analyzed
using interpretative phenomenological analysis (IPA), in which preliminary coding of
emerging themes provided a foundation for selecting a total of seven public cases from
sexual deepfake lived experience experts (LEE). Findings from this study suggest that
sexual deepfake abuse is a severely gendered phenomenon in which heteronormativity
has become the template for enacting sexual violence — irrespective of the victim’s seX,
gender identity, or sexual orientation. Additionally, this study found sexual deepfake
abuse to be particularly harmful because of the fluidity and co-occurrence of online-
offline experiences of abuse, resulting in endless reverberations of abuse in which every

aspect of the victim’s life is permanently disrupted.
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Chapter I.

Introduction

“Imagine a world where any woman could end up in a porn film. Without their

consent...This is digital trafficking. This is a sex crime. "

In her documentary, Deepfake Porn: Could You Be Next? Jess Davies said these
words to describe the real and present dangers presented by Al technology sophisticated
enough to submit images and video so life-like that any woman could easily become
pornography. While this technology realistically allows for anyone to non-consensually
become pornography, this is not the reality. This is evident through the democratization
of synthetic media technology? and the persistent unraveling of targets from influential
and celebrity women to women at large.® The threat of deepfake technology is an
immediate and tangible danger, the target and purpose made exceedingly clear — women
and pornography.

Over the last six years, deepfakes production and circulation have rapidly
expanded in technological sophistication and quantity. Preliminary deepfake and

synthetic media researchers frequently highlighted the unprecedented speed and scope at

! Deepfake Porn: Could You Be Next?, Documentary (BBC Three, 2022),
https://www.bbc.com/mediacentre/proginfo/2022/42/deepfake-porn-could-you-be-next.

2 Public-Private Analysis Exchange Program, “Increasing Threat of Deepfake Identities,” 2021,
https://www.dhs.gov/sites/default/files/publications/increasing_threats _of deepfake_identities_0.pdf.

3 Henry Ajder, Giorgio Patrini, and Francesco Cavalli, “Automating Image Abuse: Deepfake Bots on
Telegram,” Sensity, October 2020; Asher Flynn et al., “Deepfakes and Digitally Altered Imagery Abuse: A
Cross-Country Exploration of an Emerging Form of Image-Based Sexual Abuse,” The British Journal of
Criminology, December 3, 2021, azab111, https://doi.org/10.1093/bjc/azab111; Britt Paris and Joan
Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Henry Ajder et al., “The State of
Deepfakes: Landscape, Threats, and Impact,” Sensity, September 2019.



which deepfake technology is developing, the constantly shifting landscape, and the
“rapidly materializing threats resulting in increased scale and impact™* that would soon
become the future of the deepfake landscape.® Unfortunately, that future is now. Today, it
takes less time to brew a cup of coffee in a Keurig than it does to create realistic deepfake
content, < 60 seconds.®

The consistent failure to address or acknowledge systemic gender power
inequities influences the proliferation of this type of abuse is disturbing. Sexual deepfake
victim-survivors have been addressing the gendered harms of deepfake technology since
its inception, but only recently have they been heard. The experiences of sexual deepfake
survivors are part of a historical trend that repeats itself with the emergence of each new
form of sexual violence. This is reminiscent of the dismissal victim-survivors of other
forms of traditional sexual violence, such as obscene phone calls, sexual harassment,
catcalling, and marital rape.” More recently, this has been seen with forms of image-
based sexual abuse and technology-facilitated sexual violence such as non-consensual

dissemination of sexually explicit media (colloquially known as ‘revenge pornography’),

4 Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact.”

5 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram”; Paris and Donovan,
“Deepfakes and Cheap Fakes”; Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact.”

6 Katherine Jongsma and Patti Timmons Fritz, “The Role of Pornography Use in Intimate Partner Violence
in Different-Sex Couples: A Prospective Longitudinal Study,” Journal of Interpersonal Violence,
November 16,2021, 088626052110551, https://doi.org/10.1177/08862605211055145; Ajder et al., “The
State of Deepfakes: Landscape, Threats, and Impact,” September 2019; Deepfake Porn: Could You Be
Next?; Peter Johnson, “Pornography Drives Technology: Why Not to Censor the Internet,” Federal
Communications Law Journal, 8, 49, no. 1 (November 1996),
https://www.repository.law.indiana.edu/fclj/vol49/iss1/8.

" Liz Kelly, “The Continuum of Sexual Violence,” in Women, Violence and Social Control, ed. Jalna
Hanmer and Mary Maynard (London: Palgrave Macmillan UK, 1987), 4660, https://doi.org/10.1007/978-
1-349-18592-4_4; Liz Kelly, Surviving Sexual Violence (Minneapolis: University of Minnesota Press,
1988).



cyber-flashing, doxxing, and online sexual harassment.® While academic literature
research has addressed the phenomenon of sexual deepfakes, studies have been limited
primarily to quantitative research studies estimating the proliferation and context of the
deepfake landscape. To the best of my knowledge, only one other study has addressed the
lived experiences of victim-survivors of sexual deepfakes.® The lived experiences of
victim-survivors of sexual deepfakes are an understudied phenomenon | address in this

study.

The Triad of Sexual Deepfakes: Women, Pornography, and Technology
The general application of deepfake technology is relatively recent. Its first
known appearance occurred in 2017 when an anonymous Reddit user by the name of
u/deepfakes uploaded a self-titled video in which they had superimposed the faces of
female celebrities onto the bodies of women in pornographic media.*® The first set of
videos, initially coined “deepfake pornography,” amassed millions of views within the
first month of their reveal, required hundreds of Google images, stock photos, and

YouTube videos of the actress to superimpose her into a pre-existing incest-themed

8 Clare McGlynn et al., ““It’s Torture for the Soul’: The Harms of Image-Based Sexual Abuse,” Social &
Legal Studies 30, no. 4 (August 1, 2021): 541-62, https://doi.org/10.1177/0964663920947791; Clare
McGlynn, Erika Rackley, and Ruth Houghton, “Beyond ‘Revenge Porn’: The Continuum of Image-Based
Sexual Abuse,” Feminist Legal Studies 25, no. 1 (April 2017): 25-46, https://doi.org/10.1007/s10691-017-
9343-2; Nicola Henry, Asher Flynn, and Anastasia Powell, “Technology-Facilitated Domestic and Sexual
Violence: A Review,” Violence Against Women 26, no. 15-16 (December 2020): 1828-54,
https://doi.org/10.1177/1077801219875821; Erika Rackley et al., “Seeking Justice and Redress for Victim-
Survivors of Image-Based Sexual Abuse,” Feminist Legal Studies 29, no. 3 (November 2021): 293-322,
https://doi.org/10.1007/s10691-021-09460-8; Anastasia Powell and Nicola Henry, “Technology-Facilitated
Sexual Violence Victimization: Results From an Online Survey of Australian Adults,” Journal of
Interpersonal Violence 34, no. 17 (September 2019): 3637-65, https://doi.org/10.1177/0886260516672055.
® Flynn et al., “Deepfakes and Digitally Altered Imagery Abuse.”

10 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Britt Paris and Joan Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Ajder et al., “The State
of Deepfakes: Landscape, Threats, and Impact,” September 2019.



pornographic video.* According to Al expert and researcher Alex Champandard, one of
the most frightening aspects was that u/deepfakes was not a deepfake expert but merely
an ‘interested programmer’ who could create relatively realistic deepfakes with only a
few hundred images in a matter of days. In 2017, this was a significant feat, considering
that even the most sophisticated technologies required multiple hours to create content of
similar realism:
Everyone needs to know just how easy it is to fake images and videos, to
the point where we won't be able to distinguish forgeries in a few months
from now. Of course, this was possible for a long time, but it would have
taken a lot of resources and professionals in visual effects to pull this off.

Now it can be done by a single programmer with recent computer
hardware.?

In the days and weeks following the initial sexual deepfake videos, u/deepfakes
unleashed deepfake pornography videos of Taylor Swift, Maisie Williams, Kristen Bell,
Scarlet Johanssen, Aubrey Plaza, and many other famous or influential women setting the
precedent of normalization of this type of abuse and exploitation of women that only
escalated in the following years.*3

Targeted online violence against women has grown exponentially with the
ubiquity of digital and Internet communication technologies such as smartphones, social
networking sites, blogs, video-uploading websites, and virtual worlds in contemporary

life.}* Information and communication technologies (ICTs) possess unigue aspects in

11 Paris and Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Samantha Cole, “Al-Assisted
Fake Porn Is Here and We’re All Fucked,” Motherboard - Vice, December 11, 2017,
https://motherboard.vice.com/en_us/article/gydydm/gal-gadotfake-ai-porn.

12 Samantha Cole, “Al-Assisted Fake Porn Is Here and We’re All Fucked,” Motherboard - Vice, December
11, 2017, https://Imotherboard.vice.com/en_us/article/gydydm/gal-gadotfake-ai-porn.

13 Cole.

14 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Samantha Bates, “Revenge Porn and Mental Health: A Qualitative Analysis of the Mental Health Effects of
Revenge Porn on Female Survivors,” Feminist Criminology 12, no. 1 (January 2017): 2242,



which potential impacts are significantly magnified through the collapse of spatial-
temporal barriers, multiple connectivities, third victimization, and the anonymity and
plasticity of digital identities.™® To put it plainly, the Internet is a hunting ground for abuse
— hosting millions of potential targets/victims, an unlimited number of motivations for
perpetrators (referring to both the anonymity provided by the Internet and the significant
potential reward at the expense of minimal effort), the relative absence of capable
guardianship, and polyvictimization.*® While women have historically been subjected to
disproportionate levels of sexual violence, sexual double standards, victim-blaming, and
‘slut-shaming,’ the temporality and scope of Internet communication technologies
(ICTs), such as through deepfake and synthetic media technologies make it a unique

environment through reverberations of abuse.!’

https://doi.org/10.1177/1557085116654565; Alexa Dodge, ‘“Digitizing Rape Culture: Online Sexual
Violence and the Power of the Digital Photograph,” Crime, Media, Culture: An International Journal 12,
no. 1 (April 2016): 65-82, https://doi.org/10.1177/1741659015601173; Flynn et al., “Deepfakes and
Digitally Altered Imagery Abuse”; Nicola Henry and Anastasia Powell, “Embodied Harms: Gender,
Shame, and Technology-Facilitated Sexual Violence,” Violence Against Women 21, no. 6 (June 1, 2015):
758-79, https://doi.org/10.1177/1077801215576581; Julia Chan, “Becoming Pornography: White Women,
Voyeuristic Surveillance, and Image-Based Sexual Abuse” (Thesis, Kingston, Ontario, Canada, Queen’s
University, 2020); Laura McVey, Lauren Gurrieri, and Meagan Tyler, “The Structural Oppression of
Women by Markets: The Continuum of Sexual Violence and the Online Pornography Market,” Journal of
Marketing Management 37, no. 1-2 (January 2, 2021): 40-67,
https://doi.org/10.1080/0267257X.2020.1798714.

15 Majid Yar, “The Novelty of ‘Cybercrime’: An Assessment in Light of Routine Activity Theory,”
European Journal of Criminology 2, no. 4 (October 1, 2005): 407-27,
https://doi.org/10.1177/147737080556056.

16 Henry and Powell, “Embodied Harms”; Yar, “The Novelty of ‘Cybercrime’: An Assessment in Light of
Routine Activity Theory”; Majid Yar and Jacqueline Drew, “Image-Based Abuse, Non-Consensual
Pornography, Revenge Porn: A Study of Criminalization and Crime Prevention in Australia and England
&amp; Wales,” March 13, 2020, https://doi.org/10.5281/ZENODO.3709306.

17 Ganaele Langlois and Andrea Slane, “Economies of Reputation: The Case of Revenge Porn,”
Communication and Critical/Cultural Studies 14, no. 2 (April 3, 2017): 120-38,
https://doi.org/10.1080/14791420.2016.1273534; Dodge, “Digitizing Rape Culture”; Nicola Henry and
Asher Flynn, “Image-Based Sexual Abuse: Online Distribution Channels and Illicit Communities of
Support,” Violence Against Women 25, no. 16 (December 2019): 1932-55,
https://doi.org/10.1177/1077801219863881; Henry, Flynn, and Powell, “Technology-Facilitated Domestic
and Sexual Violence”; Sophie Maddocks, “‘A Deepfake Porn Plot Intended to Silence Me’: Exploring
Continuities between Pornographic and ‘Political’ Deep Fakes,” Porn Studies 7, no. 4 (October 1, 2020):
415-23, https://doi.org/10.1080/23268743.2020.1757499; Britt Paris, “Configuring Fakes: Digitized



Over the last six years, the deepfake landscape has witnessed significant and
unprecedented growth in both sophistication and quantity, expanding from niche
programmers and developers to widespread societal adoption and normalization,'® which
would not have been possible without deepfake technology’s early adoption by the
pornography industry.*® While initial reports and publications directly address issues of
consent, these narratives were quickly silenced and hidden by popular media discourses
of political disruption and dismantling democracy — despite the years of insurmountable
and irrefutable evidence documenting the physical, psychological, and social damage

experienced by victims of sexual deepfakes.?® It wouldn’t be another six years after

Bodies, the Politics of Evidence, and Agency,” Social Media + Society 7, no. 4 (October 1, 2021):
20563051211062920, https://doi.org/10.1177/20563051211062919; Alexa Dodge, “Restorative Responses
to the Rhizomatic Harm of Nonconsensual Pornography” (Cham: Springer International Publishing, n.d.),
565-82, https://doi.org/10.1007/978-3-030-83734-1 28; Sidsel Kirstine Harder, “Re-Faced and Pornified—
a Visual, Narrative Analysis of Sexual Scripts in Police Cases of Image-Based Abuse,” The British Journal
of Criminology, July 5, 2022, azac051, https://doi.org/10.1093/bjc/azac051.

18 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” September 2019; Paris and
Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Giorgio Patrini, “The State of Deepfakes
2020: Update on Statistics and Trends,” Sensity, March 2021.

19 Frederick Lane, Obscene Profits: Entrepreneurs of Pornography in the Cyber Age (Routledge, 2001),
https://www.routledge.com/Obscene-Profits-Entrepreneurs-of-Pornography-in-the-Cyber-
Age/Lane/p/book/9780415931038; Johnson, “Pornography Drives Technology: Why Not to Censor the
Internet.”

20 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020; Carl
Ohman, “Introducing the Pervert’s Dilemma: A Contribution to the Critique of Deepfake Pornography,”
Ethics and Information Technology 22, no. 2 (June 2020): 133-40, https://doi.org/10.1007/s10676-019-
09522-1; Samantha Bates, “Revenge Porn and Mental Health: A Qualitative Analysis of the Mental Health
Effects of Revenge Porn on Female Survivors,” Feminist Criminology 12, no. 1 (January 2017): 22-42,
https://doi.org/10.1177/1557085116654565; Matthew Hall, Jeff Hearn, and Ruth Lewis, “Image-Based
Sexual Abuse: Online Gender-Sexual Violations,” Encyclopedia 3, no. 1 (2023): 327-39,
https://doi.org/10.3390/encyclopedia3010020; Kweilin T. Lucas, “Deepfakes and Domestic Violence:
Perpetrating Intimate Partner Abuse Using Video Technology,” Victims & Offenders 17, no. 5 (July 4,
2022): 647-59, https://doi.org/10.1080/15564886.2022.2036656; Ajder et al., “The State of Deepfakes:
Landscape, Threats, and Impact,” September 2019; Britt Paris, “Configuring Fakes: Digitized Bodies, the
Politics of Evidence, and Agency,” Social Media + Society 7, no. 4 (October 1, 2021):
20563051211062920, https://doi.org/10.1177/20563051211062919; Patrini, “The State of Deepfakes 2020:
Update on Statistics and Trends,” March 2021.



Champandard’s calling for “a very loud and public debate” to finally “put our focus on

transforming society to be able to deal with this” would a societal awakening occur.?

Problem Statement

Recent years have witnessed a proliferation of preventative initiatives aimed at
addressing the non-consensual creation, dissemination, and commodification of sexual
deepfakes, colloquially known as “deepfake pornography.”?? Suggested measures of
regulation have included new criminal and civil laws, high-level policy initiatives,
detection technologies, digital watermarking, and the outright banning of sexual
deepfakes on social media websites and online platforms.? While the issue of why these
initiatives fail is largely complex and multi-faceted, exceeding the scope of the current
study, it is worth noting that narrowly focused and singular initiatives, either for
prevention or regulation, fail to holistically address the problem, rendering such targeted
initiatives insufficient. Because synthetic media technology disrupts a range of
interconnected contexts, social, political, and historical, measures of mitigation must

address the interconnected web of consequences produced within and between the

21 Cole, “Al-Assisted Fake Porn Is Here and We’re All Fucked.”

22 Henry Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” Sensity, September 2019;
Rob Volkert et al., “Understanding the Illicit Economy for Synthetic Media.”

2 Brian Dolhansky et al., “The Deepfake Detection Challenge (DFDC) Preview Dataset,”
ArXiv:1910.08854 [Cs], October 23, 2019, http://arxiv.org/abs/1910.08854; Vasileia Karasavva and Aalia
Noorbhai, “The Real Threat of Deepfake Pornography: A Review of Canadian Policy,” Cyberpsychology,
Behavior and Social Networking 24, no. 3 (n.d.): 23-209, https://doi.org/10.1089/cyber.2020.0272; Mika
Westerlund, “The Emergence of Deepfake Technology: A Review,” Technology Innovation Management
Review 9, no. 11 (January 1, 2019): 39-52, https://doi.org/10.22215/timreview/1282.



various contexts, especially those pertaining to the mutually constitutive relationship
between technology and gender.?*

For these reasons, rather than proposing measures of mitigation, prevention, or
regulation, I will explore two main facets: 1. Showing how sexual violence persists and
adapts by exploring how traditional sexual violence has been reinvented and amplified
through technological developments, specifically through Internet communication
technologies (ICTs), through 2. Exploring the lived experiences of victim-survivors of

image-based sexual abuse, specifically sexual deepfakes.

Research Questions
The purpose of this qualitative study is to provide an in-depth exploration of
image-based sexual abuse victim/survivor experiences and its harms and determine
similarities, if any, between experiences of victim-survivors of IBSA, including sexual
deepfakes and its existence along the synthetic sexually explicit media spectrum, and
victim-survivors of other forms of traditional sexual violence by answering the following
questions:
1. Are IBSA and sexual deepfakes forms of gendered sexual violence?
a. Do experiences of IBSA/sexual deepfakes demonstrate propensities to ‘gender’ by
designating distinct roles of masculinity versus femininity?

2. How does IBSA impact the lives of victim-survivors?

24 Paris, “Configuring Fakes”; Judy Wajcman, TechnoFeminism (Cambridge; Malden, MA: Polity, 2004);
Judy Wajcman, “Addressing Technological Change: The Challenge to Social Theory,” Current Sociology
50, no. 3 (May 1, 2002): 347-63, https://doi.org/10.1177/0011392102050003004; Flynn et al., “Deepfakes
and Digitally Altered Imagery Abuse”; Karasavva and Noorbhai, “The Real Threat of Deepfake
Pornography.”



3. How are victim-survivors emotionally, psychologically, and socially impacted by
sexual deepfakes?

4. Does “rape culture” negatively impact victim-survivors?

Research Objectives

Through intersectional and technofeminist epistemologies, this study seeks to
highlight the human cost of image-based sexual abuse, specifically regarding sexual
deepfakes as a collectively qualitatively gendered phenomenon through Interpretative
Phenomenological Analysis (IPA). Considering that sexual deepfakes are a relatively
new phenomenon, there is little knowledge about this form of sexual violence. Because
of these limitations, theoretic conceptualization would be insufficient without
understanding the all-encompassing or ‘rhizomatic’ nature of sexual deepfakes in their
entirety. Demonstrating sexual deepfakes as rhizomatic will occur throughout the whole

of this thesis and will be explicitly addressed at the close of the study.

Contributions

This project has the potential to contribute to several critical areas of study in
anthropology, including understandings of how re-traditionalized gender hierarchies and
inequalities exist in a digital society, acknowledging the embodied harms in “virtual”
sexual violence, raising awareness about victim-survivor experiences of image-based
sexual abuse (IBSA) by explicitly addressing its most emergent form, sexual deepfakes.
To the best of my knowledge, only one other study has explored the lived experiences of
victim-survivors of sexual deepfakes. Presumably, my research would be the second

study to explore the lived experiences of victim-survivors of sexual deepfakes globally



and the first study to do so in the United States. As sexual violence increasingly
permeates digital spaces, this study has the potential to address uncharted areas of
research, bridging the gap between the physical and the virtual and expanding current
conceptualizations of sexual violence.

The remainder of this chapter is divided into two sections. The first section will
briefly touch on the typology and function of deepfake technology. The second section
will serve as a continuation of the first by conceptualizing synthetic sexually explicit
media (SSEM) as a spectrum as well as setting up the framework for situating image-
based sexual abuse (IBSA), sexual deepfakes, and SSEM along the larger continuum of

sexual violence.

Synthetic Sexually Explicit Media (SSEM)

A Brief Introduction to Deepfake Technology

The term ‘deepfake’ is a portmanteau of two concepts, deep learning (a subfield
of machine learning) and fake content that directly refers to videos, images, or audio of
and/or images of individuals saying or doing things they have not done.?® Deepfakes are a
type of synthetic media that uses The term first appeared in 2017 when an anonymous
Reddit user uploaded a video titled ‘deepfakes,” in which the user had manipulated

pornographic content by swapping the original female faces with the faces of famous

% Flynn et al., “Deepfakes and Digitally Altered Imagery Abuse”; “The Ethics of Deepfakes,” n.d.;
Dolhansky et al., “The Deepfake Detection Challenge (DFDC) Preview Dataset”; Nick Dunard, “The
Algorithms That Create and Detect Them and the National Security Risks They Pose” 8 (n.d.); Mika
Westerlund, “The Emergence of Deepfake Technology: A Review,” Technology Innovation Management
Review 9, no. 11 (n.d.): 39-52, https://doi.org/10.22215/timreview/1282; Paris, “Configuring Fakes”;
Volkert et al., “Understanding the Illicit Economy for Synthetic Media,” March 2020.
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female celebrities?® — quickly making its way into the American lexicon as well as an
official term in the Oxford English Dictionary by 2018.%’

Deepfake technology is a subset of synthetic media technology that uses deep
learning algorithms, most commonly Generative Adversarial Networks (GANS), to teach
themselves how to solve problems within large data sets (pornography).?® Deepfake
technology uses two deep learning neural networks, “forger” and “detector,” which are fed
the same data and ‘fight’ back and forth in a battle of generation and detection until the
detector network stops rejecting the synthetic image (sexual deepfakes).?® This back-and-
forth is one of the reasons the race to create accurate deepfake detection technology is
referred to as the deepfake “arms race” because the same technology used to detect
deepfakes is used to create them.*® This poses severe challenges in creating successful
deepfake detection technology that is unsusceptible to malicious deepfakes learning the

detection technology’s ‘points of weakness.’3!

% Henry Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” n.d.

27 Raina Davis, “Technology Factsheet: Deepfakes,” Edited by Chris Wiggins, Joan Donovan and Amritha
Jayanti. Policy Brief, Belfer Center for Science and International Affairs, Harvard Kennedy School, Spring
2020.

28 Identity Management Institute (IMI), “The Deep Trouble with Deepfakes,” February 6, 2023,
https://identitymanagementinstitute.org/the-deep-trouble-with-deepfakes/; Ivan Perov, “DeepFaceLab 2.0
Guide,” Welcome to Mr.DeepFakes Forums, February 5, 2020,
https://mrdeepfakes.com/forums/threads/guide-deepfacelab-2-0-guide.3886/.

29 Identity Management Institute (IMI), “The Deep Trouble with Deepfakes”; Michel Kana Ph.D,
“Generative Adversarial Network (GAN) for Dummies — A Step By Step Tutorial,” Medium, February
19, 2021, https://towardsdatascience.com/generative-adversarial-network-gan-for-dummies-a-step-by-step-
tutorial-fdefff170391.

30 Deeraj Nagothu et al., “Deterring Deepfake Attacks with an Electrical Network Frequency Fingerprints
Approach,” Future Internet 14, no. 5 (May 2022): 125, https://doi.org/10.3390/fi14050125.

31 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” September 2019; Volkert et al.,
“Understanding the Illicit Economy for Synthetic Media,” March 2020; Patrini, “The State of Deepfakes
2020: Update on Statistics and Trends,” March 2021.
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Sexual Deepfakes

Sexual deepfakes are a subset of both image-based sexual abuse and the synthetic
sexually explicit media (SSEM) spectrum. The pornographic origins of ‘deepfakes’ were
not lost on the public, resulting in the pervasive adaption to the term ‘deepfake
pornography,” which by 2018 had also made its way into the everyday vocabulary of
Western culture.® However popular the colloquialism ‘deepfake pornography’ may have
become over the last several years, this study finds an issue with equating experiences of
abuse to pornography and, further, as objects for the sexual gratification of men. As such,
this study suggests the term sexual deepfakes as a suitable alternative for the following
reasons:
1. The word "pornography" removes the possibility of violating experiences by alluding

to such experiences as objects used for the sexual gratification of others.

2. It focuses on the content and hides the abusive nature of these images and videos.

32 Ph.D, “Generative Adversarial Network (GAN) for Dummies — A Step By Step Tutorial.”
33 Raina Davis, “Technology Factsheet.”
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3. The term “Deepfake pornography” fails to capture the inherent lack of consent.

This study strongly asserts that these changes in terminology are purposeful and
are not to be regarded as arbitrary but rather imperative to this study’s inspiration and
purpose. Creating, sharing, or threatening to create/share sexually explicit images and
videos of an individual without their consent is not ‘pornography’ — it is abuse and should

be understood as such.

Synthetic Media

Synthetic media ranges in scale and sophistication from basic video processing
technology such as Photoshop to algorithmically generated digital content, such as
deepfakes and artificial intelligence (Al), to modify audio or visual content to represent
their particular ideas.3* This study defines synthetic sexually explicit media (SSEM) by
two key characteristics:*
1. The non-consensual creation of sexually explicit and/or sexualized media.
2. An intentionally malicious design that facilitates the dissemination and increased

shareability on social media platforms.

34 Paris and Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Ajder et al., “The State of
Deepfakes: Landscape, Threats, and Impact,” n.d.; Dolhansky et al., “The Deepfake Detection Challenge
(DFDC) Preview Dataset”; Giorgio Patrini, “The State of Deepfakes 2020: Update on Statistics and
Trends,” n.d.; Samuel Henrique Silva et al., “Deepfake Forensics Analysis: An Explainable Hierarchical
Ensemble of Weakly Supervised Models,” Forensic Science International: Synergy 4 (2022): 100217,
https://doi.org/10.1016/j.fsisyn.2022.100217; “The Ethics of Deepfakes”; Angel Vizoso, Martin Vaz-
Alvarez, and Xosé Lopez-Garcia, “Fighting Deepfakes: Media and Internet Giants> Converging and
Diverging Strategies Against Hi-Tech Misinformation,” Media and Communication 9, no. 1 (March 3,
2021): 291-300, https://doi.org/10.17645/mac.v9i1.3494.

3 Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” n.d.; Ajder, Patrini, and Cavalli,
“Automating Image Abuse: Deepfake Bots on Telegram,” October 2020; Patrini, “The State of Deepfakes
2020: Update on Statistics and Trends,” n.d.; Paris, “Configuring Fakes”; Paris and Donovan, “Deepfakes
and Cheap Fakes,” September 18, 2019; Ohman, “Introducing the Pervert’s Dilemma”; “The Ethics of
Deepfakes.”
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These key characteristics result in damaging consequences such as the denigration or ruin

of the target’s online and offline reputation.®

Synthetic Media as a Catch-All Phrase

For this study, the phrase synthetic sexually explicit media (SSEM) will be used
as a catch-all phrase for any sexually explicit or sexualized content, regardless of intent
created using synthetic media technology. Colloquially and academically, the terms
“deepfake” and “synthetic” have acquired similar connotations and are frequently used
synonymously.®’ This is similar to the terms “Kleenex,” “Xerox,” and “Photoshop”
which at one time represented specific products from a single respective manufacturer,
whereas today, they are used interchangeably and are universally recognized as a broad
category rather than specific products.®® While this study does not intend to endorse the
‘misuse’ of these terms, it recognizes the terminology's fluidity. For the sake of
pragmaticism, this study will use the term “synthetic” to refer to any media that has been
altered using digital editing, Al, or machine learning technology but will specify
instances in which the subset of “deepfake” technology has been used by using the term
“deepfake(s).” Because of the vast variation in tools and sophistication, it would be
erroneous to assume that deepfake technology is the only form of synthetic media that

can appear visually realistic. To err on the side of caution, a continuum of SSEM was

3 Paris and Donovan, “Deepfakes and Cheap Fakes,” September 18, 2019; Paris, “Configuring Fakes”;
Langlois and Slane, “Economies of Reputation”; Carolyn A Uhl et al., “An Examination of Nonconsensual
Pornography Websites,” Feminism & Psychology 28, no. 1 (February 2018): 5068,
https://doi.org/10.1177/0959353517720225.

37 Program, “Increasing Threat of Deepfake Identities.”

3 Program.
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applied to allow room for uncertainties or unknowns regarding the type of technology

used to create any such synthetic media.
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Chapter II.

Literature Review

The Continuum of Image-Based Sexual Abuse (IBSA)

Image-Based Sexual Abuse (IBSA)

Image-based sexual abuse (IBSA) is a multifarious and widespread phenomenon,
with reports of different forms of IBSA originating from almost every part of the globe.
IBSA is the act of creating, sharing, or threatening to create and/or share sexually explicit
and/or sexualized content of an individual without their consent, and often without
knowledge. Technology is constantly evolving, and so are how IBSA can be perpetrated,
including but not limited to non-consensual dissemination of sexually explicit media
(NCDSEM) or revenge pornography; “sextortion;” “upskirting;” “downblousing;”

photoshopped/digitally altered, or “deepfake” images/videos.®

IBSA and Sexual Deepfakes: A Snapshot
In many cases, experiences of IBSA and sexual deepfakes occur in tandem with

other forms of violence, demonstrating experiences of polyperpetration and

polyvictimization. In the Steubenville, Ohio, case, arguably the most publicized case in

39 Clare McGlynn et al., ““It’s Torture for the Soul’: The Harms of Image-Based Sexual Abuse,” Social &
Legal Studies 30, no. 4 (August 1, 2021): 541-62, https://doi.org/10.1177/0964663920947791; Nicola
Henry and Anastasia Powell, “Embodied Harms: Gender, Shame, and Technology-Facilitated Sexual
Violence,” Violence Against Women 21, no. 6 (June 1, 2015): 758-79,
https://doi.org/10.1177/1077801215576581; Willy Pedersen et al., “Sexual Victimization in the Digital
Age: A Population-Based Study of Physical and Image-Based Sexual Abuse Among Adolescents,”
Archives of Sexual Behavior, January 20, 2022, https://doi.org/10.1007/s10508-021-02200-8; Nicola
Henry, Anastasia Powell, and Asher Flynn, “Not Just ‘Revenge Pornography’: Australians’ Experiences of
Image-Based Abuse A Summary Report,” 2018, https://doi.org/10.13140/RG.2.2.29903.59045.
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North America, the rape of an unconscious teenage girl was photographed by her rapists,
two teenage boys, and “witnesses” (secondary perpetrators) that were then posted and
shared with others via social media, text message, and email. Perhaps the most notorious
photo was of the two teenage boys carrying the victim between locations by her wrists
and ankles.* In 2019, the name of a 27-year-old Indian female veterinarian was
“trending” on popular pornography sites, surpassing 8 million searches in 72 hours after
being kidnapped, brutally raped, suffocated, set on fire, and murdered by four men.** Her
body was found under a bridge, burned beyond recognition, on the outskirts of
Hyderabad. In India and Pakistan, the doctor’s name was the top “trending” search,
propelled by videos purporting to be of her rape and murder and through user searches by
those hoping to find sexual gratification from watching her rape and murder.*?
Numerous studies have found that female journalists and politicians
disproportionately experience online violence, sexual harassment, and IBSA.* Florida
Democratic Senator, Lauren Book, was a target of sextortion by a 19-year-old male who

threatened to release deepfake images and videos of the Senator and her husband unless

40 Cressida J. Heyes, “Dead to the World: Rape, Unconsciousness, and Social Media,” Signs: Journal of
Women in Culture and Society 41, no. 2 (January 2016): 361-83, https://doi.org/10.1086/682964.

41 Anushree Fadnavis, “‘Nuke the Humanity!” Shocked & Disgusted Indians Demand Porn Site Remove
Gang-Rape Victim Priyanka Reddy’s Name from Trends,” Reuters, accessed December 10, 2022,
https://www.rt.com/news/474802-priyanka-reddy-porn-trends-scandal/; Cutacut Editorial Team, “After
Being Raped and Killed, Priyanka Reddy’s Name Has Been Searched ‘8 Million Times’ on Adult
Websites,” December 4, 2019, https://cutacut.com/2019/12/04/after-being-raped-and-killed-priyanka-
reddys-name-has-been-searched-8-million-times-on-adult-websites/.

42 Fadnavis, “‘Nuke the Humanity!” Shocked & Disgusted Indians Demand Porn Site Remove Gang-Rape
Victim Priyanka Reddy’s Name from Trends”; Cutacut Editorial Team, “After Being Raped and Killed,
Priyanka Reddy’s Name Has Been Searched ‘8 Million Times’ on Adult Websites”; Julie Posetti et al.,
“Online Violence against Women Journalists,” UNESCO, 2020.

43 Julie Posetti et al., “Online Violence against Women Journalists,” UNESCO, 2020; Anya Schiffrin,
Karolina Koc-Michalska, and Michelle Ferrier, “Women in the Digital World,” Information,
Communication & Society 24, no. 14 (October 26, 2021): 1991-97,
https://doi.org/10.1080/1369118X.2021.1974520; Michelle Ferrier and EL Munoz, “Attacks and
Harassment: The Impact on Female Journalists and Their Reporting,” Internafional Womens Media
Foundafion & TrollBusters, 2018, https://Www. Iwmf. Org/Attacks-and-Harassment.
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she agreed to give him $5,000 in gift cards.** Rana Ayyub, an Indian investigative
journalist, was the target of a non-consensual sexual deepfake campaign after reporting
on the rape of an eight-year-old Kashmiri girl and how the nationalist Bhartiya Janata
Party (BJP) was supporting the accused. Supporters of the BJP superimposed the
journalist into a pornographic video shared on Twitter, Facebook, Instagram, and
WhatsApp. She was solicited for sex, sexually harassed, doxxed through a fake Twitter
account, subjected to rape and death threats, and refused assistance from the police.*®
Suicide has also been prevalent in cases of IBSA, particularly in cases of teenage
girls, such as the Canadian cases of 13-year-old Amanda Todd and 15-year-old Rehtaeh
Parsons, both of which died by suicide after experiencing non-consensual dissemination
of sexually explicit media (NCDEM) and subsequent bullying (both online and offline).*®
In 2022, a 15-year-old Australian teenage girl who was superimposed into a sexual
deepfake video by classmates died by suicide. She was severely bullied in the years
leading up to the deepfake video and after her death. Just hours after her death, the same
classmates that harassed her while she was alive posted vile slurs on Snapchat, joking

about her tragic suicide.*’ In December 2021, Passant Khaled, an Egyptian 17-year-old

4 Virginia Chamlee, “Inside the Case of Lawmaker Who Discovered Intimate ‘Deepfake’ Photos of Her
Were Circulating Online,” People, January 31, 2022, https://people.com/politics/inside-the-case-of-the-
florida-lawmaker-who-realized-deepfake-nudes-online/.

4 Rana Ayyub, “In India, Journalists Face Slut-Shaming and Rape Threats,” The New York Times, May 22,
2018, https://www.nytimes.com/2018/05/22/opinion/india-journalists-slut-shaming-rape.html; Rana
Ayyub, “I Was The Victim Of A Deepfake Porn Plot Intended To Silence Me,” Huffington Post UK,
November 21, 2018, https://www.huffingtonpost.co.uk/entry/deepfake-
porn_uk_5bf2c126e4b0f32bd58ba316.

4 Heyes, “Dead to the World.”

47 Sam McPhee, “Matilda Tilly Rosewarne: Teenage Suicide Victim’s Torment Revealed by Family in
Heartwrenching Essay,” Daily Mail UK, accessed March 29, 2023,
https://www.dailymail.co.uk/news/article-10645971/Matilda-Tilly-Rosewarne-Teenage-suicide-victims-
torment-revealed-family-heartwrenching-essay.html; Summer Wooley, “Bullies Who Drove Young
Matilda ‘Tilly’ Rosewarne to Death Mocked Her with Vile Slurs Hours after Her Final Act,” 7news AU,
March 24, 2022, sec. NSW News, https://7news.com.au/news/nsw/matilda-tilly-rosewarnes-family-calls-
for-change-after-teens-suicide-c-6187165.
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teenage girl, died by suicide after being bullied by classmates over a non-consensual
sexual deepfake image of her after turning down the proposal of a young man. In
retaliation, he and a friend hacked into Passant’s computer, stole her pictures,
superimposed her face onto the body of a naked woman, and posted it on social media.
Passant was bullied by classmates and teachers, with one of her teachers telling the class
that her image was “trending” online.*® Dedicated doxxing websites such as
IsAnyoneUp? and PornWikiLeaks, both of which are now defunct, encouraged users to
identify and harass the individuals whose images and videos were non-consensually
posted to their sites. Not only did victims suffer from the open solicitation of non-
consensual sexually explicit media (NCSEM), but their suffering was amplified by the
humiliation, harassment, and violence they endured as a result of the exposure of their
identifying information.*°

Camera-enabled mobile devices, smartphones, and computers, and a relatively
permanent connection to the Internet demonstrate the dangerous aspects of the Internet
that not only permit but encourage harmful online behaviors, particularly towards
women.* Instances of “upskirting,” also known as appu-sukaato, in Japan are correlated

to the increase in accessibility and affordability of mobile phones and smart phone

48 Magdy Samaan, “Egyptian Girl, 17, Kills Herself over Naked Photos Online,” The Times UK, January 7,
2022, https://www.thetimes.co.uk/article/egyptian-girl-17-kills-herself-over-naked-photos-online-
7r8019gwm.

49 Nicola Henry and Asher Flynn, “Image-Based Sexual Abuse: Online Distribution Channels and Illicit
Communities of Support,” Violence Against Women 25, no. 16 (December 2019): 1932-55,
https://doi.org/10.1177/1077801219863881; Chan, “Becoming Pornography: White Women, Voyeuristic
Surveillance, and Image-Based Sexual Abuse.”

%0 Kathryn Branch et al., “Revenge Porn Victimization Of College Students In The United States: An
Exploratory Analysis,” April 9, 2017, https://doi.org/10.5281/ZENODO.495777; Nicola Henry, “Beyond
the ‘Sext’: Technology- Facilitated Sexual Violence and Harassment against Adult Women,” n.d.;
Elizabeth M. Clancy et al., “Sext Dissemination: Differences across Nations in Motivations and
Associations,” International Journal of Environmental Research and Public Health 18, no. 5 (March 2,
2021): 2429, https://doi.org/10.3390/ijerph18052429.
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technology.®* A similar correlation in South Africa demonstrates the positive correlation
between the recent uptick in the distribution of ‘viral’ rape videos and mobile phone
use.> Virtual rape (cyber rape) of adults and minors has been an increasingly common
experience, especially within virtual/augmented reality platforms such as those offered by
Meta in the Metaverse.* Virtual/cyber rape is the simulation of sexual violence online,
either through avatars, images, or verbal/textual iterations of rape.>*

This list is not exhaustive of every example of IBSA but instead demonstrates the
contexts and resulting harms of IBSA. While this study focuses on exploring the lived
experiences of victim-survivors of sexual deepfakes, it is equally important to address the
evolutionary nature of sexual violence by exploring how traditional sexual violence has
been reinvented and amplified through Internet communication technologies. A subset of
the continuum of IBSA is synthetic sexually explicit media (SSEM), a smaller spectrum of
image-based sexual abuse limited to instances in which synthetic media technologies are

employed.

°1 Chan, “Becoming Pornography: White Women, Voyeuristic Surveillance, and Image-Based Sexual
Abuse”; David Murakami Wood, “Editorial: People Watching People,” Surveillance & Society 2, no. 4
(2004), https://doi.org/10.24908/ss.v2i4.3358.

52 Chan, “Becoming Pornography: White Women, Voyeuristic Surveillance, and Image-Based Sexual
Abuse”; Jennifer Radloff, “Digital Security as Feminist Practice,” Feminist Africa, December 1, 2013,
145-55.

%3 Nick Yee and Jeremy Bailenson, “The Proteus Effect: The Effect of Transformed Self-Representation on
Behavior,” Human Communication Research 33, no. 3 (July 2007): 271-90, https://doi.org/10.1111/j.1468-
2958.2007.00299.x; Laura Ortiz, “Risks of the Metaverse: A VRChat Study Case,” The Journal of
Intelligence, Conflict, and Warfare 5, no. 2 (November 24, 2022): 53-128,
https://doi.org/10.21810/jicw.v5i2.5041.

5 Jesse Fox et al., “Sexualized Avatars Lead to Women’s Self-Objectification and Acceptance of Rape
Myths,” Psychology of Women Quarterly 39, no. 3 (September 2015): 349-62,
https://doi.org/10.1177/0361684314553578; Jesse Fox, Jeremy N. Bailenson, and Liz Tricase, “The
Embodiment of Sexualized Virtual Selves: The Proteus Effect and Experiences of Self-Objectification via
Avatars,” Computers in Human Behavior 29, no. 3 (May 2013): 930-38,
https://doi.org/10.1016/j.chb.2012.12.027; Dodge, “Digitizing Rape Culture”; Laura Ortiz, “Risks of the
Metaverse: A VRChat Study Case,” The Journal of Intelligence, Conflict, and Warfare 5, no. 2 (November
24, 2022): 53-128, https://doi.org/10.21810/jicw.v5i2.5041; Anastasia Powell and Nicola Henry, Sexual
Violence in a Digital Age (London: Palgrave Macmillan UK, 2017), https://doi.org/10.1057/978-1-137-
58047-4.
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The Deepfake Landscape: A Snapshot

In what is believed to be the first global mapping of the deepfake landscape,
conducted by an Amsterdam-based company providing detection technologies and
research, Sensity Al (formerly Deeptrace) estimated from December 2018 to December
2020, the number of deepfake videos have doubled every six months - representing a
compounded annual growth rate of 226%, with malicious and pornographic deepfakes
remaining the overwhelming majority (93%) of identified videos, primarily targeting
women (~90%).%° This growth was “supported by the commodification of tools and
services that lower the barrier for non-experts to create deepfakes,””® none of which
would have been possible without deepfake technology’s early adoption by the
pornography industry.>’

In 2018, most sexual deepfakes were hosted on dedicated sexual deepfake
platforms, with the top four dedicated sexual deepfake websites harnessing over 134
million views.*® The large viewership becomes even most concerning under the pretense
that the first dedicated deepfake pornography website was only launched in February

2018, which was ‘coincidentally’ the same month Reddit ‘banned’ involuntary

%5 Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” September 2019; Patrini, “The
State of Deepfakes 2020: Update on Statistics and Trends,” March 2021.; Only about 8,000 deepfake
videos existed in December 2018, but by July 2019, the landscape had grown to approximately 15,000
deepfake videos, representing close to a 100% increase over the course of seven months — 96% of which
were “deepfake pornography” (~14,000 videos), targeting women in 100% of cases. Two years later, in
December 2020, that total had risen to over 85,000 identified deepfakes, 93% of which were pornographic
maintaining a predominant focus on targeting women (~90%).

% Ajder, Patrini, and Cavalli, “Automating Image Abuse: Deepfake Bots on Telegram,” October 2020;
Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” September 2019; Patrini, “The
State of Deepfakes 2020: Update on Statistics and Trends,” March 2021.

57 Johnson, “Pornography Drives Technology: Why Not to Censor the Internet”; S Silkunas, “Obscene
Profits: The Entrepreneurs of Pornography in the Cyber Age.,” 1999.

%8 Ajder et al., “The State of Deepfakes: Landscape, Threats, and Impact,” September 2019.
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pornography, “including depictions that may have been faked” from its platform.>®
Today, sexual deepfakes continue to be hosted and advertised on mainstream
pornography platforms such as XVideos, Xnxx, xHamster, and PornHub, accumulating
tens of millions of views. One deepfake video, found on all three sites: XVideos, Xnxx,
and xHamster, is a 30-second video of a famous female celebrity (left unnamed to respect
her privacy) had been viewed over 23 million times between all three sites and over 13
million times on Xnxx alone between 2018 and 2020.%°

Since Reddit removed r/deepfakes, sexual deepfakes have become increasingly
commodified through the democratization of deepfake and synthetic media technology,
the increasing presence of dedicated deepfake forums, the expansion of open-source
repositories, and publicly accessible sexual deepfake codes, deepfake services offered on
encrypted chats and social media applications, as well as from the emergence of
“nudifying” bots generating images through private chats such as on Telegram and
Discord.5!

The public exposure of non-consensual sexually explicit deepfake videos of

multiple female Twitch streamers in January 2023 was a rude and violent awakening

59 Robertson, “Reddit Bans ‘Deepfakes’ Ai Porn Communities,” The Verge, February 7, 2018,
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after five years of misleading narratives and public concerns surrounding political
disruption and dismantling democracy, contributing to the minimization of harms
experienced by “deepfake pornography” — which has been and still is the most significant
facet of the deepfake landscape.®? The transparency of their experiences was the
unfortunate but seemingly necessary catalyst in initiating these discussions. Discussions
that finally assert sexual deepfakes as morally impermissible “on the basis of their role in
gender inequality.”®® One survivor described her experience as devastatingly painful and
violating, sentiments that have been and will be echoed by countless others:

This is what it looks like to feel violated. This is what it feels like to be taken

advantage of, this is what it looks like to see yourself naked against your

will being spread all over the internet. This is what it looks like... “F- -k the

f- -king internet. F- -k [offender’s name] for showing it to thousands of

people. F- -k the people DMing me pictures of myself from that website. F-
-k you all! This is what it looks like, this is what the pain looks like.®*

As such, the anonymity, accessibility, and affordability of the Internet not only
make it a unique tool for facilitating historical forms of sexual violence but also for
reinventing historical forms of sexual violence against women, such as through sexual
deepfakes.”® Despite the significant challenges posed by the democratization and

decentralization of this technology in analyzing the proliferation and context of the
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deepfake landscape, the purpose and target has remained unequivocally evident:

reinventing and amplifying traditional forms of sexual violence against women.

Pornography and Technology

Often amongst the earliest adopters, pornography has played a pivotal role in the
diffusion of new media technologies by providing a profitable niche market of early
consumers willing to initially pay higher costs, lowering the barrier of entry and
transaction costs for larger markets in the mainstream economy.% Technology’s
democratization of pornography, coupled with the increasing social acceptance of
sexually explicit media, has consequently reshaped the nature of pornography.

Pornography’s role in the diffusion of new media technologies dates back to the
printing press, wherein before its invention, pornography was only accessible to a select
few, primarily affluent, heterosexual, white men.®” The printing press dramatically altered
the landscape of pornography by increasing accessibility through mass publication,
lowering production costs, and creating a relatively unregulated public market.%® The

extent to which these three elements have impacted pornography has increased with the
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advent of each new media technology and further solidifies the relationship between

pornography, technology, and society. G.N. Gordon comments on this:
The avidity with which eroticism was devoured by the technologies of
communication that might allow people to accomplish these ends is
confirmed by one startling (to me) fact: Each and every instrument of
communication that has been devised to date by man (including television)
has been almost immediately turned to the service of what the culture in
which it was invented called "pornography”, not on a limited basis but to

whatever extent that technology - and the inventive mind of man - could
contrive, regardless of so-called 'public attitudes' at the time or the law.®

Over the last 50 years, the relationship between pornography and technology
further solidified. Pornography, as an early adopter, has played a crucial role in the
diffusion of more recent new media technologies: cable, satellite, and digital TV, VHS,
VCR, “900” numbers, DVDs, desktop computers, the Internet, web hosting, e-commerce,
web payment, Webcams, streaming video, tube sites, and social media.”® Akin to the
printing press, pornography consumers were early buyers, lowering the barrier of entry
and reducing transaction costs for more mainstream markets. In Pornography Drives
Technology, Johnson argues that the convergence of television, computer, and recording
technologies paved the way to an increasingly connected web of new media technologies,
all of which have a detailed lineage that traces back to pornography, “Nonetheless, at the
edges of the growing web of networks, some strings still dangle that identify the sources
of all this convergence. Tug one and up pops porn.”’?

Significantly, technology has democratized pornography on an exclusionary basis

in which accessibility is based on hierarchical gender power relations. The mutually
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constitutive relationship between the pornography industry and technology, akin to that
conceptualized by Judy Wajcman in Technofeminism (2004) of gender and technology, is
crucial in identifying systemic gender power structures that have been reproduced and
amplified through technological development such as that with synthetic media
technologies.”? Gender power inequalities are present throughout the pornography
industry as consumers, producers, and distributors are predominantly men.” Technology
similarly has remained a male-dominated space wherein “privileged white, male, able-
bodied and heterosexual identities are embedded in technology’s development or taken as
normative in many online interactions.”’* What has resulted is the creation of a
technology primed for pornography, its purpose and intent solely lying within women
becoming pornography to fulfill gratification of some form, either economic, sexual, or

both.
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Sexual deepfakes are unique to previous technological developments because its
public application was created with pornography as both an early adopter and a source of
innovation, representing a distinct escalation in harm and intent. Technology is no longer
merely facilitating access to pornography and the female body. Still, it is being used to
create a new form of ‘pornography’ in which “physicality is no longer a
requirement.””® Building on the findings of Henry and Powell (2019), sexual deepfakes
are then connected to a “growing demand for pornography that plays on fantasies of rape
and humiliation of women while also favoring authenticity and amateurism.”’® This is
consistent with Harder et al.’s (2022) research on sexual deepfake and SSEM offenders
that found ‘fake pornography’ ideal because it increased the realism of sexual fantasies
and gave them a sense of “sharing something with someone else.”’’

Although offenders were enticed by the advanced realism that deepfake
technology awarded preconceived sexual fantasies, these same affordances were not
depicted in their attitudes regarding the traumatic experiences felt by their victims.”
DeKeseredy and Schwartz (2016) most clearly explain the causality between
pornography and image-based sexual abuse in that “[pJornography reflects, amplifies,

and provides support for sexist attitudes and values, making it an integral part of today’s

modern and expanded rape-supportive culture that contributes to image-based sexual
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violence.”’”® As new media technologies have blurred the lines between the producers,
distributors, and consumers of pornography, deepfake technology has likewise blurred
the lines between the physical and the virtual, resulting in a stark sense of dissonance
between the perceived realism awarded to perpetrators and consumers of sexual

deepfakes and its victims.°

The Deepfake Marketplace: Pornhub and GitHub
The emergence of “deepfake pornography” on mainstream pornography, social
media, open-sourced repositories, and messaging platforms further solidified the societal
acceptance and normalization of viewing, creating, and profiting from non-consensual
imagery, something that has been of much debate in recent years. The following

subsection will focus on two particularly problematic platforms: GitHub and Pornhub.

GitHub
Open-source repositories such as GitHub, which defines itself as a “code hosting

platform for version control and collaboration,”®! actively host codes, guides, and links to
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community forums, dedicated to the creation, collaboration, and commaodification of
synthetic media technologies, sexual deepfakes, and Al-leveraged ‘nudifiying’ websites
and applications.®? Three of the most notorious examples of exploitative
codes/technologies, both of which remain publicly accessible and replicable on GitHub as
of February 2023 despite the platform’s alleged promise to remove and ban the original
and prohibit any replicated codes, are: DeepFacelLab (DFL), the leading deepfake
software, DeepNude, the first “Al-leveraged “nudifying” website and was quickly
replicated to become the first Al-leverage ‘nudifying’ chat bot, and Unstable Diffusion, a
’donation’ based sexual deepfake bot based off of the Stable Diffusion coding on
GitHub.®

DeepNude. In October 2020, Sensity Al published results from their investigation of a
deepfake ecosystem on Telegram, revealing its focal point to be an Al-powered bot that
allows its users to ‘strip” women of their clothing.8* The ecosystem consisted of seven

affiliated Telegram channels, with over 100,000 members, with the central hub channel

replicated or contributed to by other uses. This means that over 38,200 people have ‘liked’ or saved the
DFL software for future use and over 8,500 users have created their own version of the DFL software.
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totaling over 45,0000 unique members from over 25 countries. By July 2020, more than
104,800 women had been publicly ‘nudified.” From April 2020 to July 2020, these
images increased by 198%. The bot also represented the recognizable shift away from
targeting female celebrities towards private female individuals, wherein self-reporting by
the bot’s users indicated that private female individuals represented 70% of targets.®®
Notably, the bot had only been trained on female genitalia and could only ‘strip’ or
‘nudify’ images/videos of women.®® Even in 2023, there has yet to be a ‘nudifying’ bot
that functions on anyone other than women. Current ‘nudifying’ websites/applications
advertise their strong opposition to creating training sets or bots that could strip different
genders because it would interfere with the overarching goal of “making men’s dreams
come true.”®’
The bot was free to use but also had options to pay for more realistic content and removal
of watermarks for a fee.® Its core functionality was provided by an open-source version
of DeepNude software and was set up through an interface similar to an instant
messaging app. Because the bot functioned as a ‘chat’ feature within Telegram, all users
had to do to access the bot was log into Telegram, using either their desktop computer or
mobile device (smartphone, tablet, etc.) and chat with the bot by uploading the image and

wait for the ‘stripped’ response.5®
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DeepFacelLab. DeepFacelLab is the leading deepfake software, estimated to be the
software behind 95% of all deepfake videos,® and has been replicated over 8,000 times
on GitHub.®! What is perhaps more than a mere coincidence — it is also the primary
technology to create sexual deepfakes, as the software was created by the founder of the
most prolific dedicated sexual deepfakes website in the United States, Mr. Deepfakes.®?
As of 2023, Mr.Deepfakes contains over 20,000 videos, has over 13 million visits per
month, and is home to what is believed to be the largest deepfake community with over
250,000 members, built through its extensive forum and messaging features.*

The DeepFaceLab repository on GitHub contains links to the software’s primary source
material — guides and tutorials, supplementary material, and communication groups. At
which point, by clicking the links, users are directly sent to the Mr. Deepfakes website to
learn how to use the DFL software.® These guides, while marked “SWF” are direct
referrals to the most prolific deepfake pornography website in the United States, built on
practices of sexual objectification, misogyny, and violence against women. Although
GitHub publicly stated that the DeepNude codes violated their policies and would be
removed and banned from re-uploading or the uploading of replicated coding,® as of

February 2023, the original source code and thousands of replicated codes remain
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publicly accessible on the platform.®® Despite policies allegedly banning the replication
of sexual deepfake codes, GitHub, similar to Pornhub, remains one of the top referral

websites to Mr.DeepFakes.

Domain (193) Industry Global Rank Traffic Share -

v T & theporndude.com S Adult #809 5.4M _
v 2 @ urporn.com S Adult #2150 1M 10449
v 3 T simpcity.su S Adult #560 646.1K

v 4 wx shufflesex.com £a Adult #5244 488.9K 4667
v 5 ﬂ yandex.com H search Engines #113 A68.1K 4 469
~ 6 mx xxxporni23.com 3 Adult #6,547 457.3K  4.36°
v 7 § forums.socialmediagirls.com S Adult - 322K 7
v 8 ex.com S Adult #13414 152.3K  1.45°
v 9 @@ pornhub.com S Adult #11 497K 1.43°
v 10 €) github.com E Programming and Developer Software #70 118.2K

Figure 2. GitHub in Top Ten Referral Sites to Mr.DeepFakes®’

Notably, many platforms have publicly addressed the harms of sexual deepfakes,
such as PornHub, Discord, Reddit, Gyfcat, Twitter, and GitHub, and have subsequently
implemented policies prohibiting sexual deepfakes, ‘how to’ tutorials, and/or dedicated

sexual deepfake codes and their copies — all of which have yet to enforce these policies.®
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This is repeatedly seen through the implementation of lackluster responses, choosing only
to enforce policies of non-consensual imagery when confronted by public scrutiny or
through the flagrant disregard to potential harm incurred because the content is
considered ‘fake.” Pornhub is a particularly evident example of victim-blaming,

lackluster policies, and complete dismissal of harm.

Pornhub.

Pornhub and its parent company MindGeek have been under intense scrutiny for
the last several years — and for good reason. The exploitative truth behind the most
notorious brand in the pornography industry has been rapidly unraveling since December
2020, when a New York Times article exposed the unbridled child sexual abuse material
(CSAM), sex trafficking, rape, incest, and other non-consensually shared content that not
only existed but was being monetized by the platform.®® On December 14, 2020, just
days after the NYT article, Pornhub removed over 10.6 million videos, reducing its
library from 13.8 million videos to roughly 3 million videos in a matter of hours.'® This
was followed by the temporary suspension of downloading, limiting content uploads to
verified users only, and expanding content moderation practices. Despite the alleged

increase in moderation practices, what Pornhub executives referred to as “the most
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comprehensive safeguards in user-generated platform history,”*°* Pornhub knowingly
and willingly profited from content documenting the sex trafficking, rape, drugging,
coercion, and physical abuse of multiple women from two separate Content Partners:
GirlsDoPorn and Czech Casting.1%

GirlsDoPorn, a long-time Content Partner and casting couch pornography
company was found guilty of sex trafficking more than 40 women, some of which were
underage, and selling their content on Pornhub.!%® Pornhub was aware of the company’s
indictment for sex trafficking for five months prior to the removal of their official
channel, but some of these videos remained accessible on Pornhub until late December
2020, after the platform’s purge of almost 80% of their content. %

Czech Casting was part of the largest pornography company in the Czech
Republic and was another long-time Content Partner of Pornhub and its parent company
MindGeek. Czech Casting was only removed from Pornhub after nine individuals
associated with the channel were arrested for human trafficking, coercion, and rape in
July 2020.1% The Czech Casting channel had accumulated more than 79 million views on

Pornhub “and boasted ‘[t]he largest casting on Earth!” The owners of this channel had

several channels on Pornhub collectively garnering almost 1 billion views.”% This case

101 Pornhub, “Pornhub Announces Major Policy Updates to Safeguard Platform,” Pornography, December
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was strikingly similar to that of GirlsDoPorn in which pornography producers lied,
manipulated, coerced, and abused women into engaging in sex acts on camera and selling
them to mainstream pornography websites for profit.1%

Additionally, victims from both GDP and Czech Casting were subjected to years
of large-scale doxing schemes, in which channels encouraged users to identify the
women in the videos, post their identifying information, and harass them online and
offline.1% This is consistent with previous research demonstrating the permeation of
offline harms in online spaces, particularly gendered-sexual violence. The darkest, most
painful experiences of their lives exist infinitely online for a company’s profit and sexual
gratification of others.1%°

In November 2020, Motherboard investigators discovered of an entire database
containing the images and videos of victims from Czech Casting and GirlsDoPorn that
was “circulating in deepfake communities online.”*'? This dataset was found by
u/GeneratedPorn, a PhD student who used the dataset like many other community
members to generate “new pornography” from the Czech Casting and GirlsDoPorn

content.!* At the time of its creation, Pornhub hosted the largest repositories of Czech
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Casting and GirlsDoPorn content, both of which had revenues dependent on outsourcing
their content to third-party content hosting platforms and monetization partnerships such
as with Pornhub.'? Additionally, the download feature was still available when the data
set was created.™

Czech Casting and GDP film scenes from the same type of angels, using the same
backgrounds, and even take a series of photographs of the women in various stages of
undress.** Close-ups of their genitalia, nipples, facial features, and full-body nude shots
are also taken.*® The rise of virtual reality pornography led Czech Casting to start
creating interactive VR content, requiring 360 views of the women posing.'® The large
quantity, the unique algorithm in which content is produced, and the structural similarity
between casting couch pornography provided creators with ‘the perfect dataset’ to train
deepfake technology.!!’

Much like that of u/deepfakes, u/GeneratedPorn trained the dataset by modifying
a deepfake code found on GitHub, an open-sourced repository. Importantly, akin to
u/deepfakes’ position as an ‘interested programmer,’ the creator of this dataset was a PhD
student who was simply interested in machine learning:

This all started as a quest for me to learn how all of this cool tech worked

but then I ended up pivoting into the porn generation stuff as | thought it
was a cool concept, especially after watching the movie Her.!*®

12 NCOSE, Doe.v.MindGeek, n.d.; McVey, Gurrieri, and Tyler, “The Structural Oppression of Women by
Markets”; Macdonald, “Desire for Data: PornHub and the Platformization of a Culture Industry,” 2019.

113 Pornhub, “Pornhub Announces Major Policy Updates to Safeguard Platform.”

114 Cole, Maiberg, and Koslerova, “‘Frankenstein’s Monster:” Images of Sexual Abuse Are Fueling
Algorithmic Porn,” November 10, 2020.

115 Cole, Maiberg, and Koslerova.

116 Cole, Maiberg, and Koslerova.

117 Cole, Maiberg, and Koslerova.

118 Cole, Maiberg, and Koslerova.

36



In one Czech Casting video, a woman starts to cry during filming and asks the
man to stop. When he does, the camera zooms in on the woman to show that she is
bleeding. The man hands her a towel and tells her to clean it up.*'® Investigators at
Motherboard confirmed during their investigation that this video was part of the deepfake
data set being used to generate pornography.*?° It is important to highlight the lack of
consideration and blatant disregard for the ethics of creating a tool powerful enough to
generate sexual deepfakes as well as sexual deepfakes based on actual experiences of sex
trafficking, rape, and drugging.

Image-based sexual abuse deeply impacts and affects every aspect of victims’
lives, physically, emotionally, and socially.*?! One study found that 51% of victims of
non-consensual dissemination of sexually explicit media (revenge pornography) had
suicidal thoughts/contemplated suicide, 93% reported their experienced caused severe
psychological and emotional damage, 55% feared their reputation was ruined, and 57%
were afraid for their professional advancement and employability.*?? Additionally,
studies have demonstrated how rape, technology-facilitated sexual violence, and image-

based sexual abuse impact women differently in that it uniquely results in economic
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consequences.*?® This was true in the case of one Czech Casting woman who was fired
from her teaching job after her students found her video. When she attempted to speak
out about her victimization by the casting company, people were only further compelled
to find her video.

Considering the ubiquity of non-consensual and violent themed pornography,
content depicting actual acts of violence goes unnoticed, dismissed as fake or part of a
‘sexual fantasy,’ such as through titles insinuating violence, non-consensual acts, ‘step
family fantasy’ (the theme of one of the very first sexual deepfakes),'?* fake spy cam,
fake hostel, fake taxi, and fake casting couch pornography, further contributing to rape
myth narratives, misogyny, racism, reduced support for victims, the normalization of
sexual violence, and the commaodification of non-consensual content.

Importantly, Pornhub’s business model is built on maximizing views and traffic to
their platform. Much like YouTube, Pornhub is a tube site in which most of its revenue is
generated from advertising.*?® In 2021, former CEO Feras Antoon estimated that roughly
51% of Pornhub’s revenue was generated from advertising, claiming, “We are an ad-
supported platform. That’s how we make our revenues. That’s how Pornhub makes its

revenues.”*?® However, according to a 2018 news article, this number is actually
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significantly higher, estimating that “In 2018, MindGeek generated $213 million in
advertising, and only $52 million in premium subscriptions.”*?” This is crucial,
considering that sexual deepfakes and related ads can still be found on Pornhub today.

Recent litigation revealed that Pornhub could maintain copious amounts of illicit
and non-consensual content on its platform by banning specific keywords and replacing
them with similar terms.*?® These techniques are the same ones that enabled investigative
journalists to easily locate over 70 sexual deepfakes months after Pornhub allegedly
banned this content.'?® Although Pornhub publicly banned deepfakes in February 2018,
becoming the only mainstream pornography platform to do so, sexual deepfake videos
continued to proliferate, amassing tens of millions of views, underscoring the potential
for monetization opportunities.*°

A team of investigative journalists uncovered Pornhub’s deceptive moderation
and business practices revealing the platform’s purposeful placing of advertisements
before some of the most popular deepfake videos, directly profiting from non-consensual
content. After clicking through some deepfake videos, investigators were recommended
more deepfakes, suggesting that Pornhub’s algorithms actively promote content from

“categories that the platform deems non-consensual to users on its homepage.”**! Further,
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Pornhub’s permittance and promotion of deepfakes was found to have created “secondary

markets” in which users would advertise the creation and purchase of deepfake videos:
One account uploading fake celebrity videos and allegedly located in
Russia directed visitors to its deepfakes store and invited them to connect
via the secure messaging app Telegram. "What we have for sale: 500 deep
fakes and number is growing you can purchase them one by one or in one
full pack with a big discount,” the account read before advertising
secondary services, including "access to private forums," a "guide on

making deep fakes," and a tutorial on "how to make money selling deep
fakes."1%2

Some users strategically advertised their ‘products and services’ in the opening seconds of
their deepfake videos on Pornhub, calling for interested viewers to purchase personalized
deepfakes or tutorials for “DIY” deepfakes using cryptocurrency.’®® Users were
encouraged to go to the seller’s website or connect on encrypted messaging platforms such
as Telegram.®®* Users were encouraged to go to the seller’s website or connect on encrypted
messaging platforms such as Telegram. It was eerily reminiscent of the ‘nudifying’ bots
found at the center of a deepfake ecosystem on Telegram and the sexual deepfake
community, Unstable Diffusion, that accepts member ‘donations’ of nude women to assist
in compiling their training data set.** These communities are fueled by open-sourced
repositories such as GitHub, where users can access coding for decentralized deepfake
technology that can be replicated, modified, shared, and monetized.

The image below was found using related keyword searches on Pornhub. It was

uploaded by a verified user on March 12, 2023, and garnered over 2.1K views at the time
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this screenshot was taken. The video contained over six different Traffic Junky placed
advertisements between the various rotating banner ads, side bar ads, and ads that would
appear upon pausing the video. Every ad was marked in the top right corner by the Traffic
Junky logo, symbolizing Pornhub as a complicit actor in the monetization of non-

consensual and exploitative content.
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Figure 3. Sexual Deepfake on Pornhub*3®

In January 2023, Twitch streamer Atrioc was exposed for viewing sexual
deepfakes of other female Twitch streamers, in which he claims he was led to the content
from an ad on Pornhub.**” As seen in Figure 2, Github and Pornhub were two of the top
ten referral sites to Mr.Deepfakes from January 2023-Februry 2023. Additionally, in

February 2023, Trafficjunky was listed as one of the top advertisers for Mr.DeepFakes.
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Simply Googling Mr.Deepfakes videos on Pornhub returns dozens of results. It is

evident through evidence such as this that despite it being a violation of their non-

consensual content policies, Pornhub is still actively promoting and monetizing sexual

deepfakes.
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Pornhub’s advanced search engine optimization (SEO) also drives traffic to their
site, returning significant profit even if links are no longer active. Pornhub may remove
non-consensual content, but they leave links to removed content live as well as their
keywords and tags, allowing a simple Google search to return links to removed content.
Despite the public scrutiny and legal implications, Pornhub still participates in this

behavior.
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There is a clear and distinct lineage in which sexual violence has permeated
online spaces through the elevation and normalization of deceptive business practices
utilized by the pornography industry. Content depicting real rape, sex trafficking, and
non-consensually filmed and shared imagery, in addition to the rise of sexual deepfakes,
it is clear that sexual violence is no longer restricted to offline behaviors but also defines
our online spaces, providing a sense of fluidity between real and virtual harms in which
they can no longer be distinguished or thought of as distinct and separate entities. The
democratization of deepfake technology has been made possible through its early

acceptance by the pornography industry as well as using open-sourced repositories,

2 99
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lowering the barrier of accessibility, and increasing simplicity to the point in which any

smartphone user can create a realistic sexual deepfake within seconds.

Embodied Harms

Recent literature has explored the embodied harms of technology-facilitated
sexual violence and image-based sexual abuse, dismantling false dichotomies of physical
and virtual harms that only five years ago dominated academic literature and societal
understandings.'#* Researchers have framed virtual harms as having real and tangible
effects on physical and psychological beings “and are not tangential, but increasingly
central to how individuals experience and live their everyday lives.”*?> Necessary now, is
the extension of this conceptualization of the embodied harm perpetuated by sexual
deepfakes as they exist along the spectrum of synthetic sexually explicit media, as a
qualitatively gendered phenomenon.

Traditional forms of sexual violence were limited by geographic location,
accessibility/opportunity to victim(s), and time constraints of traditional forms of sexual

violence; however, this is no longer the reality.*** The anonymity, accessibility, and
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affordability of the Internet not only make it a unique tool for facilitating historical forms
of sexual violence but also for reinventing historical forms of sexual violence against
women, such as through sexual deepfakes.

Despite recent progress in understanding between embodied harms, such as
through the creation of and implementation of new legislation, detection technologies to
combat synthetic media abuse, and refining language and terminology to frame abuses
appropriately, the perpetuation of the false dichotomy between “real” and “virtual” harms
is still violently present. 144 Such as what was experienced by deepfake survivor Maya
Higa:

In 2018, | was inebriated at a party and | was used for a man's sexual
gratification without my consent. Today, | have been used by hundreds of
men for sexual gratification without my consent. The world calls my 2018

experience rape. The world is debating over the validity of my experience
today. The debate over our experience as women in this is, not shockingly,
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amongst men. None of you should care or listen to what any male
streamer's "take" is on how we feel.

| founded a non-profit animal sanctuary at 22 years old. | have raised over
$1 million for conservation work at 24 years old. | have created zero
sexual content in my three years on Twitch. Despite this, my face was
stolen so men could make me into a sexual object to use for themselves. If
anyone doesn't think it's a big deal that MY NAME is in headlines where
thousands of people are commenting on the sexualization of MY BODY
against MY WILL, you are the problem.'#®

This results in limited understanding of how sexual deepfakes are experienced,
denying victims complete “permission” to heal from harm perceived as nonexistent.
Individuals like ‘Gorkem,’ a ‘personalized’ deepfake creator encourage such problematic
notions: “l can see how some women would have psychological harm from this, but on
the other hand, they can just say, “It’s not me, this has been faked, I can’t suffer any
damages from this.” I think they should just recognise that and get on with their day.”4®
The owner of the most prolific deepfake website, Mr. Deepfakes in the United States,
similarly shared Gorkem’s sentiments: “I think that as long as you’re not trying to pass it
off as a real thing, that should really matter because it’s basically fake. I don’t really feel
that consent is required — it’s a fantasy, it’s not real.”**

While this dichotomy could be intentionally or unintentionally perpetuated, it is
important to recognize that our society is increasingly digitized. Our virtual selves are no

longer distinct from our physical selves but act as an extension of our corporeal beings, in

which traumatic embodiment does not always result from physical harm.2#® Survivors,

145 Maya (@mayahiga), “Deepfake Survivor Quote.,” Twitter, February 1, 2023,
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advocates, and researchers have begun to emphasize this, and as this thesis adopts a
survivor-centered approach, it is important that we not only listen but we hear survivor
voices such as those outlined by Maya.

Liz Kelly outlined these concerns in her book Surviving Sexual Violence (1988),
in which women who had experienced sexual harassment or received unsolicited obscene
phone calls were hesitant to define their experiences as abuse even though they had
admittedly suffered emotional, physical, and social harm.'#°® Unfortunately, thirty-five
years later, Maya problematizes the same notion with sexual deepfakes, demonstrating a
stark comparison between the progress and awareness within the legal system and the
overt displays of toxic masculinity, victim-blaming, and slut-shaming women
experienced online, which invalidates their experiences as abuse. This is consistent with
commentary by Rachel Wells, founder of Women Against Revenge Porn, arguing that
language and careful articulation of naming abuse matters:

It has been called ‘revenge porn,” ‘involuntary pornography,” and
‘nonconsensual pornography.’” But using these terms is like calling rape
‘involuntary sex.’ It simply doesn’t reflect the emotional, psychological,

and physical costs. Revenge porn is cyber rape, and we should call it as
such.

Similar to the experiences of victim-survivors of traditional sexual violence,
victim-survivors of image-based sexual abuse similarly report experiences of public
shaming, humiliation, and trauma that are exacerbated by feelings of loss of bodily

control, in addition to negative health consequences and development of poor coping

149 Kelly, “The Continuum of Sexual Violence,” 1987; Kelly, Surviving Sexual Violence, 1988.
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mechanisms.'® The parallels between experiences of online and offline victimization are
perfectly captured by Henry and Powell (2015), “[h]arms in the so-called “virtual” world
can have real effects, both bodily and psychical, and are not tangential, but increasingly
central, to how individuals experience and live their everyday lives.”*® This is especially
true for women as misogyny and hierarchical gender relations have been constructed in
similar, if not identical, ways as they are in the physical world. This is not to say that
experiences of traditional sexual violence are equivalent to those of online sexual
violence. Rather, it is to demonstrate the extent and severity of harm resulting from
experiences of online sexual violence that demand equal amounts of consideration,
understanding, and recognition as a serious form of sexual violence.'® Sheila Brown
(2006) perfectly captures these sentiments, . . . endlessly circulating, shifting, pixels
affect real lives . . . real humiliations and human pains are generated; and real relations of
(patriarchal) power and exploitation are reproduced and reinforced.”*®* Judy Wajcman, a
technofeminist scholar argues that one way in which this occurs is because “traditional
gender hierarchies and power dynamics are being replicated in and through digital
technologies.”*® This has resulted in the diversification in which technology has become

a powerful tool of violence and oppression against gendered bodies by motivated
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offenders and willing individuals, directly challenging the utopian vision of

detraditionalization and disembodiment predicted by early cyberfeminists.'%

Situating Sexual Deepfakes Along the Continuum of Sexual Violence

McGlynn (2017) establishes “that there is a continuum of practices that together
form our concept of image-based sexual abuse; and, secondly, that image-based sexual
abuse is on a continuum with other forms of sexual violence.”*®’ As its own continuum,
image-based sexual abuse is representative of “all forms of the non-consensual creation
and/or distribution of private sexual images.” It exists along the larger continuum of
sexual violence because it shares basic common characteristics with physical sexual
assault defined by Kelly in 1988.1% McGlynn (2017) found that women experience IBSA
as a form of sexual assault as well as the harms delineated by Kelly (1988), “abuse,

coercion, intrusion, threat, and force.”*®® Because the continuum of IBSA was created as
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“Technology-Facilitated Domestic and Sexual Violence”; Henry and Powell, “Embodied Harms”; Kelley
Holladay, “An Investigation of the Influence of Cyber-Sexual Assault on the Experience of Emotional
Dysregulation, Depression, Post Traumatic Stress Disorder, and Trauma Guilt.,” n.d., 391; Holladay,
Hagedorn, and Boote, “The Influence of Cyber-Sexual Assault on the Mental Health Outcomes of
Survivors,” January 11, 2021; Maddocks, “‘A Deepfake Porn Plot Intended to Silence Me’”’; Olusesan
Ayodeji Makinde et al., “The Nature of Technology-Facilitated Violence and Abuse among Young Adults
in Sub-Saharan Africa,” in The Emerald International Handbook of Technology-Facilitated Violence and
Abuse, ed. Jane Bailey, Asher Flynn, and Nicola Henry (Emerald Publishing Limited, 2021), 83-101,
https://doi.org/10.1108/978-1-83982-848-520211005; Mckinlay and Lavis, “Why Did She Send It in the
First Place?”; Kathie Reveley, “‘It’s Been Devastating’: An Interpretative Phenomenological Analysis of
the Experience of Being Cyberstalked,” n.d.; Ana Valentina Medeiros de Araujo et al., “Technology-
Facilitated Sexual Violence: A Review of Virtual Violence against Women,” Research, Society and
Development 11, no. 2 (February 6, 2022): e57811225757, https://doi.org/10.33448/rsd-v11i2.25757;
Manuel Gamez-Guadix et al., “Assessing Image-based Sexual Abuse: Measurement, Prevalence, and
Temporal Stability of Sextortion and Nonconsensual Sexting (‘Revenge Porn’) among Adolescents,”
Journal of Adolescence 94, no. 5 (July 2022): 78999, https://doi.org/10.1002/jad.12064; Yar, “The
Novelty of ‘Cybercrime’: An Assessment in Light of Routine Activity Theory.”

157 McGlynn, Rackley, and Houghton, “Beyond ‘Revenge Porn.””

158 Kelly, “The Continuum of Sexual Violence,” 1987; Kelly, Surviving Sexual Violence, 1988.

159 iz Kelly, Surviving Sexual Violence (Minneapolis: University of Minnesota Press, 1988); Clare
McGlynn, Erika Rackley, and Ruth Houghton, “Beyond ‘Revenge Porn’: The Continuum of Image-Based
Sexual Abuse,” Feminist Legal Studies 25, no. 1 (April 2017): 25-46, https://doi.org/10.1007/s10691-017-
9343-2.

50



“sufficiently broad and flexible both to embrace new ways of perpetrating, and
experiencing, these forms of abuse,”*®° and it is indicative of the non-consensual creation
of “photoshopped” or “generated” sexually explicit/sexualized imagery, expanding the
continuum of IBSA to include sexual deepfakes is plausible.

Further, based on the reports of sexual deepfakes victim-survivor experiences and
limited literature on sexual deepfakes victim-survivor experiences, both of which
demonstrate similarities to Kelly’s (1988) conceptualization of the continuum of sexual
violence through common characteristics including but not limited to: (i) abuse: “you’ve
got a picture of my private area that obviously was never there before, it’s still abuse.
You’re still abusing somebody, but it’s, you’re using technology to do it now.”;1% (ii)
intimidation: “It was a massive nightmare...It was so much violation. It was so much fear.
I obviously feared for my safety for a long time.”;'®? (iii) intrusion: “...it impacts you
emotionally, physiologically, professionally, in dating and relationships, in bloody every
single factor of your life.”;!%® and (iv) threat: “I have perpetrators who are still to this day
are trying to reach out to me, doctoring images of me...and they’re contacting me and
they’re showing me these goddam sites because they know that there’s nothing that can

be done to them.”164
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Like traditional sexual violence and IBSA, victim-survivors of sexual deepfakes
have also addressed the lack of legal recourse, especially when the perpetrator is
unknown, “It’s just such a situation where you are so powerless. ... If you’re someone
who doesn’t know the perpetrator, there is no justice afforded to you, and there’s no laws
that can be handed down.”'®® In the United States, like many other countries, federal
synthetic media legislation is nonexistent. Only six states (California, Georgia, Florida,
New York, Pennsylvania, and Texas) have synthetic media legislation, most of which
require victims to prove a lack of consent and malicious intent by the perpetrator, rarely
cover ‘secondary’ perpetrators (individuals who intentionally and maliciously share the
imagery after the initial perpetrator), and cannot protect victims from websites who profit
from the creation, distribution, and consumption of their abuse.'%® Additionally, synthetic
media offenses are not covered under state “revenge pornography” laws, passed in 48
states and two territories. These similarly require victims to prove a lack of consent and

malicious intent by the perpetrator.'®’
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By framing sexual violence as a “social phenomenon that takes it meaning from
social and historical context,”'®® and considering the current social climate of
technological development and democratization of pornography, positing the plausibility
that synthetic sexually explicit media, including sexual deepfakes similarly exist along

the continuum of IBSA and Kelly’s continuum of sexual violence.
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Chapter I11.

Methodology and Current Study

Methodological Rationale

Through intersectional and technofeminist epistemologies, this study seeks to
highlight the human cost of image-based sexual abuse, specifically regarding sexual
deepfakes as a collectively qualitatively gendered phenomenon through purposeful-mixed
sampling methods and Interpretative Phenomenological Analysis (IPA). IPA is a type of
qualitative research analysis used in the social sciences that seeks to explore in detail how
participants “make sense” and understand their lived experiences in the context of a
particular phenomenon.*6°

IPA is a participant-oriented approach that provides participants with avenues to
express themselves and their lived experiences openly and unobtrusively.® This type of
analysis emphasizes that its central objective and motive are to explore and understand
the lived experiences of the participants, aligning with the goals and purpose of this
study. From an anthropological perspective, IPA is particularly useful when analyzing

new or understudied phenomena and is especially useful when seeking to understand
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experiences of violence.'’* Because IPA studies aim to provide in-depth experimental
accounts of the object of study, smaller samples are more favorable to ensure that
sufficient attention to detail is given to understanding an individual’s lived experience,!’
locating the in-depth exploration of the lived experiences of victim-survivors of sexual
deepfakes as an optimal phenomenon for this type of methodology. This study follows
Smith et al.’s (2009) description of IPA as a phenomenological, hermeneutic, and
idiographic qualitative method.*"3

IPA is phenomenological because it sees individual experiences as meaningful
and truthful representations of participants’ realities. IPA is also consistent with its
phenomenological roots, as the researcher aims to take the participants’ side while
examining their experiences from a higher level of interpretation and analysis.’

Methodologically, IPA utilizes a hermeneutic process in which the researcher

seeks to gain access to what Smith refers to as the “insider’s perspective”’® and
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understand how the participant “interprets and rationalizes their own experiences”'’® as
closely as possible. However, this is not done without complications as access depends
on the researcher’s own conceptions, which are also required to make sense of the
participants’ world through interpretative activity.>’” Thus, IPA is a two-stage process or
a double hermeneutic in which the researcher seeks to understand how the participant
“makes sense” and rationalizes their own experiences, While attempting to “make sense”
of the participant “making sense” of their world.'"8

Finally, IPA is idiographic because it aims to explore individual experiences and
recognize their individuality before constructing broader group themes across the

complete data set.1”® Adhering to the sets of philosophical principles in IPA, as well as

demonstrating how they were followed during analysis, is crucial to all IPA studies.

Recruitment
As recommended by IPA studies, participants were recruited through voluntary
and purposive sampling methods to identify and recruit individuals with sizable
knowledge and experience of the relevant phenomena.*® IPA studies use purposive and

voluntary sampling to narrow the range of variation and focus while simultaneously
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recognizing the individualism and uniqueness of each account. Thus, using random or
representative sampling would be inappropriate in an IPA study. Sample sizes are
typically small (N < 5) and homogeneous to provide a heightened level of depth and
attention to detail necessary to voice participants’ lived experiences.'® Recruitment
occurred on an ongoing basis over a four-month period, beginning in August 2022 and
ending in November 2022. During this time, both primary and secondary data recruitment
were conducted virtually using mixed-purposive sampling and voluntary sampling
methods. Mixed-purposeful sampling allowed me adequately select individuals with
experiences across the various typologies and contexts in which IBSA is experienced

while maintaining a specific focus on the lived experiences of sexual deepfakes.®2

Participants
Although the study has a specific focus on sexual deepfakes, victim-survivors of

sexual deepfakes as well as other types of image-based sexual abuse (IBSA) and
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synthetic sexually explicit media (SSEM), were recruited to participate in the study.*®

Because of the relative recency of sexual deepfakes, at the start of the study, it was
unclear whether participants would emerge who had experienced sexual deepfake abuse,
and if they did, there was a strong likelihood that their participation in this study would
be amongst the first times speaking out about their experience, wherein the broadening of
the scope was necessary. This led to my decision to include confirming cases of sexual
deepfake abuse by lived experience experts (LEE). These were systematically collected
through open-sourced and publicly accessible online channels. For these reasons, the
study occurred in three separate phases: a screening survey, semi-structured interviews,
and lived experience expert confirmation. Table 1 provides a brief overview of the phases

and participant demographics of each phase.

183 As sexual deepfakes and SSEM are subsets of IBSA, every participant has experienced IBSA of some
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“SSEM” to refer to any experience referring to media that has been altered using digital editing, Al, or
machine learning technology but will specify instances in which the subset of “deepfake” technology has
been used by using the term “sexual deepfake(s).”

58



Table 1. Comprehensive Overview of Study

Phase Sampling Goal Participants
Method
Phase One Purposeful Find a homogenous sample of participants (59)
Screening | Homogeneous | with lived experiences of IBSA and sexual | 28 F, 30M, 1

Survey deepfakes eligible to participate in the in- Transgender
depth, semi-structured interviews. Male
Phase Two Purposeful Conduct in-depth, semi-structured 5)
Interviews Criterion interviews with participants from Phase 3F, 2M

One. Transcribe and analyze interviews
using Interpretative Phenomenological

Analysis (IPA).
Phase Three Purposeful To lend further support, meaning, @)
Confirming Confirming | importance, and depth to semi-structured TF

interviews by a thorough analysis of sexual
deepfake experiences from lived experience
experts (LEE).

Phase One — Screening Survey.

A screening survey created through Qualtrics was created to recruit participants
for the in-depth, semi-structured interviews through voluntary and homogeneous
purposive sampling methods through social media, online group memberships, and my
professional networks. The goal of using a survey to recruit participants was to create a
homogenous sample to “overcome the epistemological incommensurability of different
qualitative methods.”*®* Since IPA studies require a reasonably homogenous sample,
focusing on a specific subset of individuals that experience a relatively understudied
phenomenon, using a recruitment survey allowed for setting specific inclusionary criteria
as well as gaining a broader sense of what potential participants had in common prior to

conducting the in-depth, semi-structured interviews. IBSA is a widespread phenomenon,
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and there was a high likelihood that participants would share similar experiences in the
typology of sexual violence. Still, there would be diversity in experience and context
between participants.

Most participants were recruited through specific groups on Reddit (i.e.,
subreddits) aimed towards victim-survivors of sexual assault, harmful experiences with
technology, and pornography addiction help groups. Other social media sites such as
Facebook, Twitter, Tumblr, LinkedIn, and Instagram were utilized during the survey
recruitment process, but none garnered as much traction as Reddit. Because of the
sensitive nature of the topics for the majority of subreddits in which recruitment
information about the study was posted, all posts were closely monitored to ensure the
safety and well-being of all group members on a daily basis from October 2022 to
November 2022. Posts contained a description of the study, including a link and/or QR to
the Participant Eligibility Survey and my contact information inviting individuals to
participate in the semi-structured interviews.

Inclusionary criteria were set to ensure the safety and wellbeing of participants.
Eligible participants were required to be 18 years of age or older, self-identify as victim-
survivor of image-based sexual abuse (IBSA), and could not be currently pursuing and/or
planning to pursue legal action regarding their experiences during the study. Those who
did not meet the inclusionary criteria were redirected to a debriefing page with further
information about the study, reasoning on why they were ineligible to participate, my
contact information, and a compilation of resources. Participants who met the
inclusionary criteria were directed to continue the remainder of the screening survey

consisting of a total of 15 questions, four of which were optional, open-ended questions
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regarding their experiences. Questions were categorized into three sections based on the
definition of image-based sexual abuse: creation, dissemination, and threat to create
and/or disseminate. Additionally, participants were asked to complete two questions
specifically related to sexual deepfake experiences. A total of 59 participants were
eligible to participate in the semi-structured interviews: 28 females, 30 males, and 1
transgender male. Table