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Abstract 

 

This thesis examines whether convergence in data privacy standards is feasible 

and if it would be optimal for the U.S. and China to converge under the GDPR. Chapter 

One establishes that the EU, the U.S., and China developed and maintained distinct 

conceptions of privacy, but are converging in broadening their definitions of personal 

information. Chapter Two demonstrates that their disparate understandings of privacy led 

the three to form different visions and consequently adopt divergent regulatory paths. 

Chapter Three evaluates the differences and predicts that the GDPR will act as a strong 

convergence force. The prediction is proven to be correct with Chapter Four finding that 

there are increasing signs of convergence in key definitions and rights in the legislations 

of the U.S. and China with that of the EU’s GDPR. Chapter Five analyzes whether it 

would be optimal for the U.S. and China to converge under an omnibus privacy law like 

the GDPR. After evaluating both the advantages and drawbacks, this thesis concludes 

that omnibus laws should be preferred over sectoral laws, yet it would not be in the best 

interests of both the U.S. and China to converge under the GDPR. A year into the GDPR, 

privacy advocates are already noticing many unintended consequences and potential 

loopholes vulnerable to exploitation. The GDPR should, therefore, be used only as a 

benchmark for the development of future privacy standards that can be relied on 

irrespective of new technologies. This thesis suggests that updating the core elements 

established by the Council of Europe Convention 108 and the OECD is a reasonable 

place to start, and that further efforts of international cooperation is imperative for the 



future development of a privacy standard that accommodates the inherent differences 

pertinent to privacy around the world.  
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1 

 

Introduction 

 

On 25 May 2018 the European Union (EU) implemented the General Data 

Protection Regulation (GDPR) to supersede the 1995 Data Protection Directive 

(Directive). The primary purpose of the GDPR is to provide more control to individuals 

over their personal data while creating a set of standardized data protection laws across 

the entire EU and the European Economic Area (EEA) region. One interesting change in 

the GDPR from the Directive is that its application is no longer restricted to organizations 

and businesses established in the EU. Regardless of where the data processing takes 

place, the GDPR will apply to every organization and business that offers goods and/or 

services to EU citizens. Furthermore, as the regulation includes stringent fines of up to 4 

percent of annual global revenue or 20 million Euros (whichever is greater), businesses 

will no longer be able to consider compliance with the regulation lightly. 

Although the GDPR is not exclusively an issue among technology companies, it 

is indisputable that companies in the technology sector will be affected the most. 

Considering that the majority of big tech companies are based in the U.S., where the 

approach to regulation of data privacy is in stark contrast with that of the EU, it is 

valuable to explore and predict how the U.S. will respond to the GDPR. Will GDPR’s 

near-universal application help lead the U.S. and the EU to reconcile their long-held 

differences in their approach to data privacy regulation? Would a global convergence in 

data privacy law be feasible under the GDPR, considering that countries such as China 

have been historically insensitive to the Western concept of privacy? More importantly, 
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would global convergence under an omnibus law – such as the GDPR – be in the best 

interest for the future of international data privacy regulations? 

 Chapter One of the paper will analyze and compare how the EU, the U.S., and 

China differ in their understandings of the terms “privacy” and “personal information.” 

Chapter Two will examine the different visions and regulatory approaches of data privacy 

adopted by the three. Chapter Three will present an overall comparison of their data 

privacy legislations and predict that although the GDPR may act as a strong force of 

convergence, it will be difficult for the EU, the U.S., and China to easily reconcile their 

differences in priorities of privacy protection. Chapter Four will analyze evidences of 

convergence and remaining areas of divergence after the implementation of the GDPR. 

Chapter Five will assess whether it would be optimal for the U.S. and China to converge 

under an omnibus law, such as the GDPR. After evaluating both the advantages and 

drawbacks of omnibus privacy laws and the GDPR, this thesis concludes that while 

omnibus privacy laws should be preferred over sectoral laws, it would not be optimal for 

the U.S. and China to converge under the GDPR. The EU’s GDPR indubitably marked a 

significant step forward towards the creation of a global privacy regime, yet it failed to 

accommodate for the inherent differences in conceptions and priorities in privacy 

protection. Further efforts for international cooperation are necessary to create common 

grounds among privacy systems and provide people with the protection of privacy they 

deserve. 
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Chapter I: 

Defining Privacy and Personal Information  

 

Many believe they have strong intuitions about what privacy is and have ideas as 

to what it entails, but the meaning of privacy really depends on who you ask. Privacy has 

been a contested concept throughout history, yet it still remains rather elusive.1 Legal 

theorist Robert Post notes that, “[p]rivacy is a value so complex, so entangled in 

competing and contradictory dimensions, so engorged with various and distinct 

meanings, that [he] sometimes despair[s] whether it can be usefully addressed at all.”2 In 

their seminal 1890 law review article, The Right to Privacy, Samuel Warren and Louis 

Brandeis define privacy as the “right to be let alone.”3 In his landmark book, Privacy and 

Freedom, Alan Westin writes that, “[p]rivacy is the claim of individuals, groups, or 

institutions to determine for themselves when, how, and to what extent information about 

them is communicated to others.”4 Australian privacy expert Roger Clarke criticized 

Westin’s definition of privacy, asserting that Westin’s definition was overly focused on 

                                                        
1 Christopher Kuner, Fred H. Cate, Christopher Millard, and Dan Jerker B. Svantesson, “Privacy – 

an elusive concept,” International Data Privacy Law 1, no. 3 (2011): 141-142. 

2 Robert C. Post, “Three Concepts of Privacy,” Faculty Scholarship Series 185 (2001): 2087-2098, 
2087. 

3 Samuel D. Warren and Louis D. Brandeis, “The Right to Privacy,” Harvard Law Review 4, no. 5 
(1890): 193-220. 

4 Alan F. Westin, Privacy and Freedom (New York: Atheneum, 1970).  
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and favorable to businesses.5 Clarke provides an alternative definition of privacy as, “the 

interest that individuals have in sustaining a ‘personal space,’ free from interference by 

other people and organizations.”6 None of these definitions could be said to be more 

correct than the other, yet these differing conceptions of privacy help explain why 

countries around the world have taken divergent regulatory paths concerning privacy. 

This section will analyze and compare the different conceptions of privacy in the 

European Union, the United States, and China, respectively. 

 

Conception of Privacy in the European Union 

In Europe, privacy attained the legal and cultural status of a fundamental right 

after World War II.7 Learning from their devastating experiences with fascism and 

Nazism, European countries – such as Germany and Italy – were devoted to safeguarding 

human dignity within their constitutional laws.8 Five years after the war, the European 

Convention on Human Rights (ECHR) was drafted by the Council of Europe to protect 

human rights and political freedom in Europe. Article 8 of the ECHR grants individuals 

the “right to respect for private and family life,” stating that: 

                                                        
5 Lawrence Serewicz, “IAPP Privacy and Freedom: A review by Lawrence Serewicz,” Act Now 

Training. June 5, 2014. https://actnowtraining.wordpress.com/2014/06/05/iapp-privacy-and-freedom-a-
review-by-lawrence-serewicz-lldzne/.  

6 Roger Clarke, “What’s ‘Privacy’?” Prepared for a Workshop at the Australian Law Reform 
Commission on 28 July 2006. http://www.rogerclarke.com/DV/Privacy.html.  

7 Marc Rotenberg and David Jacobs, “Updating the Law of Information Privacy: The New 
Framework of the European Union,” Harvard Journal of Law and Public Policy 36, no. 2 (2013): 605-652. 

8 Paul M. Schwartz and Karl-Nikolaus Peifer, “Transatlantic Data Privacy Law,” The Georgetown 
Law Journal, 106 (2017): 115-179. 
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1. Everyone has the right to respect for his private and family life, his home and his 
correspondence. 
 

2. There shall be no interference by a public authority with the exercise of this right 
except such as is in accordance with the law is necessary in a democratic society 
in the interests of national security, public safety or the economic well-being of 
the country, for the prevention of disorder or crime, for the protection of health or 
morals, or for the protection of the rights and freedoms of others.9 

 
The EU also acquired constitutional protection to the right of privacy with the signing of 

the Treaty of Lisbon on 1 December 2009. The Treaty of Lisbon validated the Charter of 

Fundamental Rights as a legally binding constitutional law for the EU, in which the right 

to privacy is specifically included in Article 8. Article 8 of the Charter grants individuals 

with the “protection of personal data,” stating that: 

1. Everyone has the right to the protection of personal data concerning him or her. 
 
2. Such data must be processed fairly for specified purposes and on the basis of the 

consent of the person concerned or some other legitimate basis laid down by law. 
Everyone has the right of access to data which has been collected concerning him 
or her, and the right to have it rectified. 

 
3. Compliance with these rules shall be subject to control by an independent 

authority.10 
 
These transnational developments were made possible with many EU member states 

beginning to recognize privacy as a constitutional right. Germany, for example, included 

concerns about data processing in the German Federal Data Protection Law of 1977 and 

also provided the “right to informational self-determination” in 1983.11 Other European 

countries, such as the Czech Republic, Greece, Hungary, Lithuania, Poland, the Slovak 

                                                        
9 Article 8, European Convention on Human Rights. 

10 Article 8, Charter of Fundamental Rights of the European Union. 

11 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 126. 
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Republic, and Spain also followed to explicitly provide constitutional protections for data 

protection.12 

 

Cultural Focus on Dignity 

In his article, The Two Western Cultures of Privacy: Dignity Versus Liberty, 

James Whitman asserts that Europe’s strong conception of privacy as a fundamental right 

results from their cultural focus on dignity.13 European privacy laws aim to protect an 

individual’s dignity which, in practice, means that the law’s primary purpose is to 

provide protection against the dissemination of information that could hurt citizens’ 

image in society, rather than protecting citizens against government intrusion.14 Paul 

Schwartz notes that, “[i]n the terminology of European law, [rights to privacy and data 

protection] have “horizontal” effects; that is, these interests reach within “private-on-

private” relations as contrasted with merely “vertical” applications that concern 

“government-on-private” matters.”15 

This cultural focus on dignity has been prevalent in many European countries, 

such as France and Germany, even prior to the war. For example, in a famous 1867 case 

in France between Alexandre Dumas (the author of “The Three Musketeers”) and a 

                                                        
12 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 126. 

13 James Q. Whitman, “The Two Western Cultures of Privacy: Dignity versus Liberty,” Yale Law 
School Faculty Scholarship Series 649 (2004): 1151-1221. 

14 Daniel Fisher, “The Aristocratic Roots Of The European Obsession With Privacy,” Forbes. 
October 8, 2015. https://www.forbes.com/sites/danielfisher/2015/10/08/the-aristocratic-roots-of-the-
european-obsession-with-privacy/#2763cfcf2de7.  

15 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 126. 
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photographer, even though Dumas had consented to sell the rights to his sexually explicit 

photos, the court found that Dumas’ right to privacy superseded the photographer’s right 

to distribute the photos. This ultimately evolved into the French “right to one’s image,” 

which “trumped the rights of painters to sell works that contained the image of someone 

else.”16 Germany, on the other hand, developed its own body of privacy law on the 

philosophy of free will.17 Influenced by ancient Roman laws and philosophers, such as 

Kant and Humboldt, German privacy laws reflect a strong emphasis on personhood. 

Although the developments in France and Germany were not parallel, Whitman asserts 

that “European privacy laws are largely a legacy of older laws protecting aristocrats 

against unauthorized disclosure of personal information,” putting more emphasis on 

creativity and personhood of self, rather than on consumer sovereignty and commercial 

freedom.18 

 

Conception of Privacy in the United States 

In contrast to the EU, the United States does not explicitly include the right to 

privacy in its Constitution. Instead, the U.S. Supreme Court has found that the 

Constitution only implicitly grants a right to privacy against government intrusion in the 

Bill of Rights. The Bill of Rights protects certain specific aspects of privacy, “such as the 

privacy of beliefs (First Amendment), privacy of the home against demands that it be 

                                                        
16 Fisher, “The Aristocratic Roots.” 

17 Fisher, “The Aristocratic Roots.” 

18 Fisher, “The Aristocratic Roots.” 
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used to house soldiers (Third Amendment), privacy of the person and possessions as 

against unreasonable searches (Fourth Amendment), and the Fifth Amendment’s 

privilege against self-incrimination, which provides protection for the privacy of personal 

information.”19 The Ninth Amendment has been used by some justices, such as Justice 

Goldberg in Griswold v. Connecticut (1965), to further protect privacy in ways not 

specifically provided in the first eight amendments. 

The Due Process Clause of the Fourteenth Amendment is also an important 

source in the U.S. for information privacy. In Whalen v. Roe (1977), the Supreme Court 

interpreted the Fourteenth Amendment to identify a general right to information 

privacy.20 However, there still remains great ambiguity about the right to information 

privacy in the U.S. Caselaw in federal circuits have protected the constitutional right to 

information privacy in cases when states use individuals’ personal information without 

“an express statutory mandate, articulated public policy, or other recognizable public 

interest.”21 Nevertheless, the U.S. does not have a general agreement on the right to data 

protection like the EU, as they do not consider the right to privacy and data protection as 

the focus of their constitutional safeguards. Instead, the U.S. has focused their attention 

on privacy issues related to free flow of data in the marketplace.  

 

  

                                                        
19 University of Missouri – Kansas City, “The Right of Privacy: Is it Protected by the 

Constitution?” http://law2.umkc.edu/faculty/projects/ftrials/conlaw/rightofprivacy.html.  

20 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 133. 

21 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 134. 
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Cultural Focus on Liberty  

Whitman states that American privacy law, in contrast to European privacy law, 

aims to protect a person’s liberty. Unlike in Europe where the press and the media were 

the typical threats to privacy, the threat in the U.S. has been the state/government. 

Andreas Kluth explains that the “locus of maximum protection” in the U.S. “is not the 

public sphere (as in Europe) but the private sanctum of an individual’s home.”22 

Consequently, privacy protection in the U.S. has concentrated on protecting people 

against government intrusion into their homes and lives (i.e. the Third and Fourth 

Amendments).  

In American culture, “the right to privacy decreases as an individual moves 

further (physically or metaphorically) from his home.”23 Whitman describes the 

difference between the two Western cultures this way: 

When Americans seem to continental Europeans to violate norms of privacy, it is 
because they seem to display an embarrassing lack of concern for public dignity – 
whether the issue is the public indignity inflicted upon Monica Lewinsky by the 
media, or the self-inflicted dignity of an American who boasts about his salary. 
 
Conversely, when continental Europeans seem to Americans to violate norms of 
privacy, it is because they seem to show a supine lack of resistance to invasions of 
the realm of private sovereignty whose main citadel is the home – whether the 
issue is wiretapping or baby names.24 

 
Whitman’s descriptions help explain why many privacy cases in the U.S. have focused 

on the concept of liberty. In Griswold v. Connecticut (1965), Justice Harlan argued that 

                                                        
22 Andreas Kluth, “Privacy law: US “liberty” vs European “dignity,”” March 5, 2010. 

https://andreaskluth.org/2010/03/05/privacy-law-us-liberty-vs-european-dignity/. 

23 Kluth, “Privacy law.”  

24 Whitman, “The Two Western Cultures,” 1162. 
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the Fourteenth Amendment’s liberty clause “forbade the state from engaging in conduct 

(such as search of marital bedrooms for evidence of illicit contraceptives) that was 

inconsistent with a government based ‘on the concept of ordered liberty.’”25 In Lawrence 

v. Texas (2003), Justice Kennedy stated that “[t]he right to liberty under the Due Process 

Clause gives them the full right to engage in their conduct without intervention of the 

government. It is a promise of the Constitution that there is a realm of personal liberty in 

which the government may not enter.”26 

 

Conception of Privacy in the People’s Republic of China 

Although China has one of the longest histories as a nation of any country in the 

world with written history dating back to as early as 1250 BC, legal protection of privacy 

in China is underdeveloped compared to the West.27 There is agreement among many 

scholars that China’s conception of privacy began to develop with the influence of 

Western discourse of privacy in the 1990s. Many leading Chinese civil law scholars, such 

as Tong Rou and Zhu Lin, began to develop their own definitions of privacy after the 

1990s. In 1994, civil law scholar Wang Limin analyzed the many attempted definitions of 

privacy by Chinese legal scholars to conclude that: 

                                                        
25 University of Missouri, “The Right of Privacy.” 

26 Lawrence v. Texas, 539 U.S. 558 (2003) 

27 Jingchun Cao, “Protecting the Right to Privacy in China,” Victoria University of Wellington 
Law Review 36, no. 3 (2005): 645-664. 
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[The] right to privacy is a right of personality, enjoyed by a natural person, under 
which he can dispose of all personal information, private activities and private 
areas which belong only to the person and have no relation to public interest.28  
 

China does not have any comprehensive privacy legislation, but instead has a patchwork 

of many individual laws that protect the right to privacy. The Chinese Constitution 

provides some protection to privacy in Articles 38, 39, and 40. In Articles 38 and 39, the 

Constitution provides that “personal dignity and the homes of citizens are inviolable.”29 

In Article 40, the Constitution delineates that “no organization or individual may, on any 

ground, infringe on citizens’ freedom of privacy of correspondence, except that public 

security or prosecutorial organs are permitted to censor correspondence in accordance 

with the procedures prescribed by law for the purpose of safeguarding State security or 

investigating crimes.”30 However, none of the three articles explicitly address the 

protection of privacy or personal data, and thus the Constitution has not been very 

effective in protecting citizens’ rights to privacy and data protection. 

 

Cultural Focus on Security 

Whereas the EU and the U.S. have culturally focused on protecting dignity and 

liberty, respectively, China’s cultural focus has been with security – specifically the 

security of the nation and family. With President Xi Jinping recently announcing that 

national security and cybersecurity must go hand-in-hand, China’s current focus also 

                                                        
28 Limin Wang (ed) Restatement of the Law of Rights of the Person (Jilin People’s Press, 

Changchun, 1994) 487. 

29 Cao, “Protecting the Right,” 660. 

30 Article 40 of Chinese Constitution (1982) 
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seems to be on the security of the nation and its information. The word “country” in 

China is a combination of two characters resembling land and family. As such, Chinese 

society has traditionally believed in absolute collectivism, while Western cultures have 

valued individualism and perceived privacy as “a mechanism to regulate one’s level of 

interaction with others or the outside world.”31 Consequently, traditional Chinese values 

have been in constant conflict with the Western concept of privacy. Even the Chinese 

word for privacy, yinsi, does not literally translate to the Western definition of privacy.32 

Yin and si are two words in Chinese, where yin means “hide” and si means “private.”33 

The word is literally translated to English as “personal secret” or “shameful secret,” 

usually having a negative connotation. The authoritative law dictionary defines yinsi as: 

[C]ases of which the contents offend public decency, involve sexual affairs or 
other private matters and things. They are such as, in criminal crimes, rape, 
having sexual relations with minors; in indecent cases, indecent behavior and 
insults towards a woman, sodomy, and prostitution; and unusual relationships 
concerning a third person intruding into the couple in cases of divorce, and so 
on.34 

 
As the definition indicates, the Chinese conception of privacy has been characterized 

with a negative connotation, leading most people to consider privacy matters to be 

shameful. This Chinese conception is comparable to the EU’s focus on dignity, yet unlike 

the EU which focused on protecting dignity, Yufan Chen explains that this negative 

                                                        
31 Luisa Tam, “Why privacy is an alien concept in Chinese culture,” South China Morning Post. 

April 2, 2018. https://www.scmp.com/news/hong-kong/article/2139946/why-privacy-alien-concept-
chinese-culture.  

32 Cao, “Protecting the Right,” 646. 

33 Cao, “Protecting the Right,” 646. 

34 Law Dictionary (3 ed, Shanghai Dictionary Publisher, Shanghai, 1989) 407 and 944  
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connotation led most Chinese people to “ignore [invasion to privacy] if it is bearable; or 

sometimes choose to solve the problem themselves rather than going to court.”35  

 

Definition of “Personal Information” 

In today’s digital age, there is a preponderance of privacy issues dealing with 

information privacy. The International Association of Privacy Professionals (IAPP) 

defines information privacy as “the right to have some control over how [one’s] personal 

information is collected and used.”36 Different historical conceptions of privacy, 

however, led countries to develop distinct definitions of personal information. “Personal 

information” (or “personal data”) is a central concept in privacy regulation around the 

world because it defines the scope and boundaries of many privacy statutes and 

regulations.37 Personal data, also commonly referred to as “personally identifiable 

information” (PII) in the U.S., is “foundational to any privacy regulatory regime because 

it serves as a jurisdictional trigger: If there is PII, the laws apply. If it is absent, the 

privacy regulation in question does not apply.”38 Paul Schwartz and Daniel Solove argue 

that it is essential to analyze the differences in the definitions of PII, as considerable 

divergence in definition poses significant difficulties for the harmonization of distinct 

                                                        
35 Yufan Chen, “Humble Opinions on Problems of the Citizens’ Right to Privacy,” CAJ Fulltext 

Chinese language Database). http://www.cnki.net.  

36 IAPP, “What does privacy mean?” https://iapp.org/about/what-is-privacy/.  

37 Paul M. Schwartz and Daniel J. Solove. “Reconciling Personal Information in the United States 
and European Union,” California Law Review 102, no. 4 (2014): 877-916.  

38 Schwartz and Solove, “Reconciling Personal Information,” 879. 
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legal systems’ privacy regimes.39  Variation in legal definitions of PII not only raises 

issues on compliance for companies doing business around the world, but also threatens 

the “status quo built around second-order mechanisms for allowing international data 

transfers.”40 In this section, this thesis will compare the definitions of “personal data” in 

the EU, the U.S., and China.  

 

The EU’s Definition of Personal Data 

The European Union has been taking a broad approach in defining personal data 

throughout the Directive and the recently implemented GDPR. In 1995, the Directive 

defined the term “personal data” as “information relating to an identified or identifiable 

natural person.”41 Two important keywords in the definition of the Directive are 

“identified” and “identifiable.” Although the Directive does not explicitly define 

“identified,” analyzing data privacy laws of EU member states that have traditionally 

been leaders in privacy regulations indicate that “a person falls in the ‘identified’ 

category if a party can use information relating to her to determine her specific 

identity.”42 In France, for example, the national data protection commission stated that a 

person is identified if “his name appears in a file.”43 Ulrich Dammann explains that under 

German law, “[a] person is identified when it is clear that the data relate to the person and 

                                                        
39 Schwartz and Solove, “Reconciling Personal Information.”  

40 Schwartz and Solove, “Reconciling Personal Information,” 879. 

41 Article 2(a), Data Protection Directive 

42 Schwartz and Solove, “Reconciling Personal Information,” 882. 

43 Schwartz and Solove, “Reconciling Personal Information,” 882. 
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not to another.”44 The Directive defines an “identifiable” person as “one who can be 

identified, directly or indirectly, in particular by reference to an identification number or 

to one or more factors specific to his physical, physiological, mental, economic, cultural 

or social identity.”45 The general rule in EU law is that the collection and processing of 

personal data must be for “specified, explicit and legitimate purposes,” and thus when an 

information is qualified as identified or identifiable, the protections are triggered.46 

There are some changes in the GDPR’s definition of personal information. Article 

4(1) of the GDPR defines “personal data” as: “any information relating to an identified or 

identifiable natural person (‘data subject’); an identifiable natural person is one who can 

be identified, directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one or more 

factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person.”47 Although the GDPR builds on the approach of 

the Directive, it no longer maintains its central focus on the concept of “identified” or 

“identifiable.” Instead, Schwartz and Solove assert that the updates in GDPR’s definition 

reflect a shift from a “notion of identified or identifiable to a concept of direct or indirect 

identification.”48  

                                                        
44 Ulrich Damann, § 3 Weitere Begriffsbestimmungen, in BUNDESDATENSCHUTZGESETZ 

297, 310 (Spiros Simitis ed., 7th ed. 2011). 

45 Article 2(a), Data Protection Directive 

46 Article 6(b), Data Protection Directive 

47 Article 4, GDPR  

48 Schwartz and Solove, “Reconciling Personal Information,” 885. 
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The definition of personal data in the GDPR covers an even wider range of 

information than the Directive. Online identifiers, such as IP addresses and cookies, are 

now categorized as personal data under Recital 30 of the GDPR. Other data such as 

“transaction histories, lifestyle preferences, photographs and even social media posts are 

potentially classified as personal data under the GDPR.”49 The GDPR also made updates 

to the Directive’s definition of “sensitive personal data” to include genetic or biometric 

data. Organizations processing genetic or biometric data are now under greater 

restrictions with their usage of data.  

 

The U.S. Definition of PII 
 

In contrast with the EU, the U.S. does not rely on a broad definition of personal 

information. In fact, the U.S. has no single, coherent definition of PII. Since neither 

federal nor state law agree on a single definition of personal information, privacy laws in 

the U.S. offer multiple definitions. For example, the Children’s Online Privacy Protection 

Act (COPPA) defines PII as “individually identifiable information about an individual,”50 

while California’s Song-Beverly Act defines PII as information concerning a credit 

cardholder “other than information set forth on the credit card, and including, but not 

limited to, the cardholder’s address and telephone number.”51  

                                                        
49 Gabriel Lando, “Personal Data, PII and GDPR Compliance,” FileCloud Blog. February 1, 2018. 

https://www.getfilecloud.com/blog/2018/02/personal-data-pii-and-gdpr-compliance/#.XNMsjC-ZPjA.  

50 Children’s Online Privacy Protection Rule 
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Paul Schwartz and Daniel Solove explain that there are three predominant 

approaches to defining personal information in U.S. laws: (1) the “tautological” 

approach; (2) the “nonpublic” approach; and (3) the “specific-types” approach.52 The 

Video Privacy Protection Act of 1988 (VPPA) is one example of the tautological 

approach.53 The VPPA defines PII simply as “information which identifies a person,” 

functioning as an “open-ended decision-making tool.”54 The Gramm-Leach-Bliley Act of 

1999 (GLBA) is an example of the nonpublic approach, which focuses on identifying 

what is not considered to be PII. The GLBA defines “personally identifiable financial 

information” as “nonpublic personal information.” However, the statute still remains 

ambiguous as it fails to define the scope of the term “nonpublic.” Lastly, the specific-

types approach has been used by states for their individual data breach notification 

laws.55 Schwartz and Solove explain that these laws’ focuses are on whether there was 

any “unauthorized access” [to] personal information.”56 

As the differing definitions in current U.S. privacy laws demonstrate, the U.S. – in 

contrast with the EU – has relied on multiple definitions of PII. PII in the U.S. include, 

but is not limited to: full name, maiden name, social security number, phone number, 

                                                        
52 Schwartz and Solove, “Reconciling Personal Information,” 888. 

53 Schwartz and Solove, “Reconciling Personal Information,” 888. 

54 Schwartz and Solove, “Reconciling Personal Information,” 888. 

55 Schwartz and Solove, “Reconciling Personal Information,” 889. 

56 Schwartz and Solove, “Reconciling Personal Information,” 889. 



 
 
 

 
 
 

 

18 

email address, asset information, and owned properties.57 Although the U.S. have 

categorized information such as IP address and cookies as non-PII, the Federal Trade 

Commission (FTC) in 2016 has modified the definition of personal information to 

include online identifiers. With unprecedented challenges to privacy emerging from new 

technologies, the U.S. seems to be converging with the EU in broadening the scope of 

their definition of personal information.  

 

The PRC Definition of Personal Information 

Similar to the United States, China did not have a single definition of personal 

information, but “the definitions in the various laws, regulations and guidance that 

comprise the data protection framework in the PRC are starting to become aligned.”58 

China’s Cybersecurity Law (CSL), which became effective as of 1 June 2017, defines 

personal information in Article 76.5 as, “all kinds of information recorded by electronic 

or otherwise that can be used to independently identify or be combined with other 

information to identify natural persons.”59 The recently implemented Personal 

Information Security Specification (Standard) expands the scope of the definition in the 

CSL to include “information that reflects a person’s activities, such as browsing 

                                                        
57 Abhishek Srivastava, “GDPR: PII Data vs. Personal data,” Enterprise Architecture Blog. July 

18, 2017. https://abhisrivastava.com/2017/07/18/gdpr-pii-data-vs-personal-data/.  

58 DLA Piper, “Data Protection Laws of the World – China,” 
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history.”60 The Standard now categorizes any information that can be “linked” to an 

individual as personal information, analogous to the scope of protection of the GDPR. 61 

In addition, much like the EU’s GDPR, the Standard includes a definition of “sensitive 

personal information,” which it defines as “any personal information which, if lost or 

misused, is capable of endangering persons or property, easily harming personal 

reputation and mental and physical health, or leading to discriminatory treatment.”62 

Examples of sensitive personal information under the Standard include ID card numbers, 

IP addresses, and healthcare information.  

Despite disparate cultural conceptions of privacy, the EU, the U.S., and China are 

converging in their definitions of personal information. Recent developments have 

demonstrated that the scope of the definition of personal information is expanding to 

include many new factors related to regulating privacy in the digital age, such as IP 

addresses and cookies. Chapter Two will examine how different visions of data privacy 

led the EU, the U.S., and China to adopt divergent regulatory paths. 
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Chapter II: 

Vision and Regulatory Approach of Data Privacy 

 

Significant differences in conceptions of privacy and the definition of “personal 

information” have led the EU, the U.S., and China to develop distinct visions of data 

privacy regulations. Recognizing data privacy as part of its legal culture of fundamental 

rights, the EU focuses on protecting individuals and their rights to data protection. Paul 

Schwartz and Karl-Nikolaus Peifer write that the EU “engages in a rights-focused legal 

discourse centered on the individual whose data is processed.”63 The U.S., on the other 

hand, has maintained its focus of information privacy law in the marketplace. Instead of 

perceiving individuals as “bearer[s] of rights,” U.S. law protects individuals as privacy 

consumers by policing fairness in exchanges of personal data.64 In China, recent 

developments in its data privacy regulation suggest that its focus is on the security of the 

nation, and protecting privacy of consumers to the extent that it does not impede 

developments in big data and artificial intelligence. This section will examine and 

compare the different visions adopted by the EU, U.S., and China. 
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Rights-Focused Legal Discourse in the EU 

European data protection law – unlike that of the United States – is strongly 

anchored at the constitutional level. As discussed in the preceding chapter, the Charter of 

Fundamental Rights is a key constitutional document in the EU that explicitly includes 

the right to data protection in Article 8. It is important to note that Article 8(2) mandates a 

“legitimate basis laid down by law” for data use.65 In order to fulfill this mandate, EU law 

proceeds by enacting omnibus privacy laws which are then “bolstered by sectoral laws 

that single out specific kinds of data processing and increase the specificity of regulatory 

norms.”66 Examples of such omnibus laws are the 1995 Data Protection Directive and the 

recently implemented General Data Protection Regulation. The Directive and the GDPR 

will be discussed in further detail in the later section on EU’s regulatory path. 

The EU’s vision to prioritize the protection of individuals and their fundamental 

rights is reflected in the decisions made by the European Court of Justice. In Google 

Spain v. AEDP (2014), the Court demonstrated that the protection of the rights of 

individuals is of the at most importance even in the absence of sensitive data or harm to 

the individual. Universally known as the “right to be forgotten” decision, Google Spain 

established that an Internet search engine operator must consider requests from 

individuals to remove links that carry personal information of an individual. The Court 
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66 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 128. 



 
 
 

 
 
 

 

22 

decided that the processing of personal data “may only be carried out if the law permits it 

and shapes how the information will be used.”67  

Another important case decided by the European Court of Justice was Max 

Schrems v. Data Protection Commissioner (2015), in which plaintiff Max Schrems 

“challenged the transfer of his data (and the data of EU citizens’ generally) to the United 

States by Facebook.”68 In Schrems, the Court raised a similar argument to that given in 

Google Spain, stating that: “To establish the existence of an interference with the 

fundamental right to respect for private life, it does not matter whether the information in 

question…is sensitive or whether persons concerned have suffered any adverse 

consequences on account of that interference.”69 

 

Data Subject Versus Data Processor 

The EU is well aware of the increasing significance of international flow of 

personal information. One estimate by the U.S. Department of Commerce stated that the 

EU-U.S. economic relationship alone involved approximately $260 billion in annual 

digital services trade.70 Realizing the importance of free flow of information and its 

monetary value in the international context, EU law safeguards free flow of information 
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as well as privacy and data protection. Schwartz and Peifer assert that the EU’s plan is to 

establish an internal market for personal data in which there is “free movement of goods, 

persons, services and capital,” as expressed in the Directive.71 There are, however, other 

interests recognized by EU law that can conflict with data protection, such as the right to 

access information, the right to freedom of expression, and the right to journalistic 

freedoms protected in Article 11 of the Charter. When such interests conflict with data 

protection, the EU has firmly put individual rights before the interest of businesses. 

Schwartz and Peifer observe that EU’s data protection law “does not concern itself 

greatly with how its protection of the data subject might negatively impact useful 

activities of data processors,” and the “economic interests in information and benefits on 

the ‘supply side’ regarding technology” are not of the highest significance in the EU.72 

Google Spain demonstrated this aspect of EU data protection law with the Luxembourg 

Court stating that, “in the light of the potential seriousness of the interference…it cannot 

be justified by merely the economic interest which the operator of such an engine has in 

that processing.”73 In short, free flow of information is protected in the EU but 

safeguarding dignity, privacy, and data protection is of greater importance in its regime, 

and businesses (or data processors) will be held liable in the eyes of the law if they fail to 

protect the data of EU data subjects. 

 

                                                        
71 Recital 3, Data Protection Directive 

72 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 131. 

73 Google Spain v. AEDP, 2014 E.C.R. 317 at Section 80 



 
 
 

 
 
 

 

24 

Vision of Data Privacy in the U.S. 

In contrast with the EU, the U.S.’ vision of data privacy does not center around 

the protection of privacy as a fundamental right. Instead, U.S. law focuses on protecting 

individuals as privacy consumers, treating individuals as participants in market relations. 

Personal information is simply another commodity traded in the market, and “human 

flourishing is furthered to the extent that the individual can maximize her preferences 

regarding data trades.”74 This perception of individuals as “consumers” is depicted in 

many U.S. privacy laws, such as the Fair Credit Reporting Act (FCRA), Gramm-Leach-

Bliley Act (GLBA), and Video Privacy Protection Act (VPPA). These U.S. privacy laws 

all identify the party whose personal data are processed as consumers, situating the 

individuals “squarely in marketplace relations.”75 

The United States does not have any constitutional right to information privacy 

analogous to that of the EU nor do they mandate the creation of statutory laws. The U.S. 

Constitution also does not obligate the government to “take positive steps to create 

conditions to allow for the existence of fundamental rights.”76 Frank Michelman explains 

that this orientation results from the U.S. government’s fear of oppression from 

governmental power “as well as the goal of the U.S. Constitution to create a government 

of only limited powers.”77 In contrast to EU law, U.S. law does not protect data privacy 

                                                        
74 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 132. 

75 Schwartz and Peifer, “Transatlantic Data Privacy Law,” 132. 

76 Deshaney v. Winnebago Cty. Dep’t of Soc. Servs., 489 U.S. 189, 196 (1989) 

77 Frank I. Michelman, The State Action Doctrine, in Global Perspectives on Constitutional Law 
228 (Vikram David Amar & Mark V. Tushnet ed. 2009). 



 
 
 

 
 
 

 

25 

through an omnibus law, but rather “takes the form of a patchwork that includes statutes 

as well as regulations at both the federal and state level.”78 Since the late 1990s, the 

Federal Trade Commission (FTC) has established itself as the ‘privacy cop’ in the U.S. 

with its main goal of protecting consumers and promoting competition in the realm of the 

market. Other sectoral laws in the U.S. also “envision the individual narrowly within a 

specific marketplace relationship: as a person who wishes to obtain credit (FRCA), 

participate in transactions with a financial institution (GLBA), or watch videos 

(VPPA).”79 

 

Privacy Consumer Versus Data Processor 

In the field of data privacy protection, the U.S. largely relies on industry self-

regulation. Such laissez-faire regulation has provided businesses and data processors with 

“wide leeway in their usage of personal data to test new business practices, possibly 

resulting in privacy violations.”80 Schwartz and Peifer explain that in the U.S., the most 

significant constitutional safeguard for information is not concerned with protecting 

personal privacy for the individuals whose data are at stake, but with protecting data 

processors and the free flow of information. They note that U.S. information privacy law 

is “broadly solicitous on the supply side in a way that EU data protection law has never 
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been.”81 Evgeny Morozov adds that policymakers in the U.S. “have long been entranced 

by the positive economic impact of technology companies” and have actively protected 

their growth. In short, the American vision of information privacy law seems to prioritize 

the promotion of growth of technology companies over the protection of individual 

privacy. Sorrell v. IMS Health Inc. (2011) is one case that demonstrated this American 

view to consider free flow of information to be of greater significance than personal 

privacy, with the Supreme Court deciding that a Vermont statute that restricted the sale, 

disclosure, and use of records that revealed the prescribing practices of individual doctors 

violated the First Amendment.82 

 

Vision to Become a Global Leader in AI and Big Data in the PRC 

Artificial intelligence (AI) promises to be a paradigm shift for many applications 

from manufacturing to finance. Recognizing the vast potential of AI, China has been 

focusing on the development of AI as one of the nation’s highest priorities. In the 

summer of 2017, the State Council of China released “A Next Generation Artificial 

Intelligence Development Plan” (the Plan), setting the goal to make China a world leader 

in AI by 2030.83 In response to the Plan, policymakers in Beijing have begun to shape 

legal and policy regimes that favor the development of AI and such influence is evident 
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in China’s recent updates in their data privacy regulation.84 As access to data is crucial 

for the development of AI, China has been attempting to reconcile the tension between 

“citizens’ increased privacy awareness with flexible policy frameworks that allow AI to 

flourish.”85 In their recently implemented Standard, China follows the GDPR’s approach 

to strict and comprehensive protection of personal data. However, one significant 

difference is that the Standard was drafted with the intent to be more “business friendly” 

to ensure that it won’t hinder developments in areas of artificial intelligence and big 

data.86  

 

Consumer Versus Interest of Regime 

Prior to the implementation of the CSL in 2017, data protection law in China was 

found in “a multitude of sector-specific legal instruments.”87 The underlying concept 

present in their approach to data privacy seemed to suggest that China perceives 

individuals as consumers – much like the U.S. Paul de Hert and Vagelis 

Papakonstantinou find that data protection provisions in China were not focused on 

protecting the rights and controls of individuals to data privacy, but rather “intended to 
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foster public trust and boost sales.”88 Analogous to the U.S., developments in China’s 

data privacy regulations suggest that the Chinese government prioritizes the protection of 

businesses and other data processors over the protection of individual rights. This vision 

of China’s data privacy regulation to emphasize the protection of businesses was 

demonstrated in Ms. Zhu Ye v. Baidu (2015), where the Chinese court ruled that “the use 

of cookies by internet service providers, and accordingly delivering targeted advertising, 

does not violate the right of privacy of Chinese citizens.”89  

Although both the U.S. and China envision individuals as consumers in the 

marketplace and prioritize the protection of data processors, it is important to be 

extremely cautious when comparing the laws of democratic and authoritarian regimes. 

China’s new privacy restrictions may look rigorous, but it is “not entirely cynical to 

disclose that privacy laws in China are designed and dynamically adjusted to suit the 

priorities and whims of the current regime and/or head of state.”90 As Article 51 of the 

Chinese Constitution states, the exercise of individual rights can be limited when 

confronted with the interest of the nation. At this particular point in time – with the 

development of AI as their primary objective – the view of the Chinese government is 

aligned with that of businesses. However, it should come as no surprise when the Chinese 
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government inevitably heeds the interest of its authoritarian regime over that of 

individuals or businesses.  

 

Regulatory Paths 

Considering the many differences that the EU, the U.S., and China have about 

data privacy, it is not surprising that they have adopted different regulatory paths. Since 

1995, the EU has relied on a top-down omnibus approach to data privacy, in which a 

single comprehensive law protects personal data in all industries and most contexts. In 

contrast, the U.S. has regulated data protection on a sector-by-sector basis, leading 

different industries to have disparate regulations while other areas are left virtually 

unregulated.91 In the case of China, regulation of data privacy has never been considered 

a prime concern for its government and thus its data privacy framework consisted only of 

“a patchwork of fragmented rules found in various laws, measures and sector-specific 

regulations.”92 Recent developments in China’s data protection regulation, however, 

indicate that there is growing convergence between Europe and China’s approach to data 

privacy regulations, leaving the U.S. to be more isolated in its approach.93 This section 
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will analyze and compare the different regulatory paths adopted by the EU, the U.S., and 

China. 

 

Omnibus Approach in the EU 

Realizing that divergent data protection legislations among EU member states 

hindered free flow of data within the EU, the European Commission proposed the Data 

Protection Directive in 1995. The Directive was adopted with the general purpose of 

regulating the processing of personal data within the EU, and its adoption played a key 

role in harmonizing the preferences for omnibus privacy statutes in Europe. Paul 

Schwartz asserts that one of the main reasons in which the EU nation enacted omnibus 

privacy statutes was because they viewed “preventive action to be more important than 

the risks of legislating under uncertainty.”94 Ulrich Dammann adds that, “the universal 

favoring of omnibus laws in the EU is unsurprising because the Directive requires a 

transposition in ‘its entire range of application.’”95 Dammann further notes that “[a] 

choice of sectoral laws would place a burden on each member state to enact a ‘multitude 

of sectoral regulations,’” and considering the short deadline of three years that the 

Directive established for compliance with its standard, it would have been near 

impossible for member states to create adequate sectoral regulations in time.96 
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1995 Data Protection Directive. The EU implemented the Directive in 1995 in order to 

establish “clear rules and regulations for the collection, storage and processing of 

Europeans’ personal data by all companies and states in the world.”97 According to 

regulation scholar David Vogel, the EU’s motives behind its efforts to export its 

regulatory approaches stem from three reasons: (1) defensive purposes, (2) attempt on 

creating a global profile, and (3) economic purposes. First, the EU wanted as many 

countries as possible to adopt their regulations as it would not be “feasible to argue that a 

set of rules is unnecessary or disproportionate if the majority of the world’s countries are 

endorsing them.”98 With the creation of a global profile, the EU aspired to utilize the 

Directive to place itself as “the organizer of civil and commercial life in the world.”99 

Third, the EU strived to create a common playing field for all companies by requiring 

global competitors to follow the same requirements as that of European firms, making 

countries “feel obliged to adopt European Union rules to retain access to the European 

market.”100 

There were two particular strengths of the Directive: (1) in Article 25, and (2) in 

Articles 28 and 29. Article 25 prohibited the treatment of European data in third countries 

where they had different levels of data protection. This guaranteed the safety of 

Europeans’ personal information in the web, and also prevented companies from simply 
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relocating “their data processing headquarters outside Europe to avoid the European 

Union regulatory burden.”101 Articles 28 and 29 further strengthened the Directive by 

mandating the creation of Data Protection Authorities, which “are granted investigative 

powers, effective intervention powers, and the power to engage in legal proceedings to 

guarantee the right to privacy of Europeans vis-à-vis private and public actors,” and a 

Working Group, “in which the different Data Protection Authorities can coordinate 

actions and draft opinions about the implementation of and changes to the Directive.”102 

With creation of these specialized groups, Articles 28 and 29 ensured that the Directive 

was being adequately applied throughout the European Union.  

Despite many strengths of the Directive, there were two significant loopholes in 

the wording of the Directive that led the EU to reevaluate its efficacy. The first loophole 

is in the sixth paragraph of Article 25, which states that “the European Commission may 

determine unilaterally that a third country offers an adequate level of protection, in virtue 

of domestic law or international agreements, and that member states should respect that 

decision.”103 The United States negotiated with the EU to establish the 2000 Safe Harbor 

Agreement, which allowed “American companies to voluntarily self-certify that they 

offer a European equivalent level of personal data protection by complying with the 

principles of notice, choice, onward transfer, security, data integrity, access and 
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enforcement.”104 A report by Galexia in 2008, however, revealed that only a minority of 

these Safe Harbor listed companies “complied with even the minimum requirements of 

the program, and that some businesses even lied about being members of privacy self-

certification schemes, thereby defeating the purpose of these programs, such as TRUSTe, 

which [was] to build consumer trust.”105 Viviane Reding, the European Commissioner for 

Justice, acknowledged that the US-EU Safe Harbor Agreement “could be a loophole for 

data transfers because it allows data transfers from EU to US companies – although US 

data protection standards are lower than the European ones.”106 Therefore, as a result of 

the safe harbors, US companies have been able to accumulate Europeans’ personal data 

without being subject to the stringent regulations of European legislation.  

 The second loophole is in Article 4 of the Directive, which enabled the EU to 

have a safe harbor of its own inside its borders – such as in Ireland. Many Internet 

companies are attracted to Ireland because of its well-educated English-speaking 

population, extremely low corporate tax, and most importantly its lax law. By forming 

safe harbors in countries such as Ireland, Internet Service Providers (ISPs) can avoid the 

stringent regulations and restrictions of the European privacy regime. For example, in a 

legal dispute between the German government and Facebook, the Schleswig-Holstein 

Data Protection Authority asked Facebook to allow the citizens of the region to use 

pseudonyms in their Facebook profiles. Even though the German Data Protection Law 
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mandated companies to use pseudonyms, the administrative court ruled that “according to 

Article 4 of the Data Protection Directive, the national interpretation of the Data 

Protection Directive that applies to Facebook is the one set down in Ireland, since 

Facebook Ireland is the data controller of relevant personal data.”107 The case thus 

demonstrated that by placing their headquarters in countries with lax laws such as 

Ireland, ISPs can easily sidestep the stringent regulations and restrictions of the European 

privacy regime. 

 

General Data Protection Regulation. Realizing that the Directive was outdated, the EU 

voted to replace the Directive with the GDPR in December 2015. The regulation was 

officially adopted on 27 April 2016, and put into application on 25 May 2018. The 

primary rationale in which the EU decided to implement the GDPR was to provide 

European users with more control over their personal data. According to a recent survey 

by Eurobarometer, “67% of Europeans expressed that they were concerned about not 

having control over their personal data and information they provide online.”108 Unlike 

the 1995 Directive, the GDPR is a “regulation,” which means it will act as a 

comprehensive enforceable law that is uniformly implemented across the EU. There are 

six major changes in the GDPR, involving: (1) the definition of personal data, (2) 

individual rights, (3) data controllers and data processors, (4) information governance and 
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security, (5) mandatory data breach notification and penalties, and finally (6) global 

impact. 

 As discussed in the previous chapter, one of the most significant changes in the 

GDPR is with the definition of personal data. Previously in the 1995 Directive, personal 

data was defined “as a person’s name, photo, email address, phone number, address, or 

any personal identification number (social security, bank account, etc.).”109 The GDPR 

implements a much broader definition of personal data, stating that “IP addresses, mobile 

device identifiers, geolocation, and biometric data (finger prints, retina scans, etc.)” also 

constitute personal data.110 Even individual’s physical, psychological, genetic, mental, 

economic, cultural, or social identity are now covered in GDPR’s definition of personal 

data. This expanded scope of the definition of personal data indicates that, under the 

GDPR, companies will no longer have the liberty to use consumers’ personal data for 

marketing and sales purposes without their consent. In short, the updated definition is 

expected to provide the users with more control, while prohibiting companies from 

collecting users’ information without consent. 

 The second change in the GDPR is with the understanding of individual rights. As 

the main objective of the GDPR is to provide the people with more control over their 

personal data, the GDPR will require an explicit “opt-in” by the users before companies 

are able to collect any data. The EU believes that this system can help “put an end to the 
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long drawn out user agreements that hardly anyone reads these days.”111 The GDPR will 

also provide the users with the right to access their personal data, meaning that people 

will have the right to know how their data is being used and even ask for their data to be 

forgotten. Companies will be mandated to provide a copy of consumers’ personal data 

free of charge and erase all data if that is what the consumer prefers.  

 The third change in the GDPR is the addition of the regulation of data processors 

for organizations directly involved with the processing of data. Data processors are 

defined as “the natural legal person, public authority, agency or other body, which 

processes data on behalf of the controller.”112 As the 1995 Directive only took into 

consideration data controllers – “the natural legal person, public authority, agency or 

other body, which determines the purposes and means of the processing of personal data” 

– this addition of data processor officers will provide more knowledge of how companies 

are collecting or processing personal data.113 The fourth change in the GDPR is with 

information governance and security. The GDPR will implement a new system called 

“privacy by design,” in which it “requires that systems and processes consider 

compliance with the regulation at the inception of their business concept.”114 This new 

system will ensure that the “privacy of the data collected is considered at all steps of the 

                                                        
111 SeeUnity, “The main difference.” 

112 SeeUnity, “The main difference.” 

113 SeeUnity, “The main difference.” 

114 SeeUnity, “The main difference.” 



 
 
 

 
 
 

 

37 

business processes and most importantly at the inception of the product or service 

concept.”115 

 The fifth change is regarding mandatory breach notification and penalties. Under 

the 1995 Directive, EU member states were allowed to adopt their own data breach 

notifications, making it extremely burdensome to have to constantly research the different 

data breach notification laws of each member states. Unlike the Directive, however, the 

GDPR will implement one rule that “requires that data controllers notify the supervisory 

authority of a personal data breach within 72 hours of learning about the breach.”116 “The 

data breached, and the preventive security measures in place at the time of the breach, 

[will then] be evaluated to assess repercussion and ensure future compliance.”117 The 

amount of penalty is also expected to change with the implementation of the GDPR. In 

the 1995 Directive, member states were allowed to administer the amount of penalty and, 

in most cases, the fines were minimal and sometimes were not applied at all. 

Nevertheless, the GDPR will mandate uniform penalties across all 28 EU member states, 

in which the penalties can range from 2-4% of global turnover or 20 Million Euros 

(whichever is greater). 

 The last, but one of the most important changes in the GDPR, is the global impact 

of the new regulation. The GDPR states that “the regulation applies to the processing of 
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personal data of subjects located in the EU, even if the controller or processor is not 

established in the EU.”118 This means that regardless of the physical location of the 

business, if the company markets goods or services to EU residents, they will be subject 

to the GDPR. Unlike the Directive that was not nearly as expansive in its geographical 

reach, the GDPR attempts to become a global law understanding that problems with 

privacy today result from digital personal data, such as IP addresses, in which 

geographical boundaries have no meaning.  

 

Sectoral Approach in the U.S. 
 

The United States does not have a comprehensive omnibus data privacy law 

analogous to the EU. Instead, the U.S. relies on “a patchwork system of federal and state 

laws and regulations that can sometimes overlap, dovetail and contradict one another.”119 

Paul Schwartz asserts that the U.S. chose to adopt a sectoral approach in data privacy 

regulation because legislators were concerned about “an overly broad statutory 

response,” and had doubts as to “whether the private sector even posed much of a threat 

to privacy beyond credit reporting.”120 Priscilla Regan supports this assertion by noting 

that there was considerable caution among congressmen in the 1970s in enacting omnibus 

laws, as “too many factors had to be taken into account to devise a policy that protected 
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individuals and did not unreasonably burden organizations, while also allowing for 

government oversight.”121  

Some of the most prominent sectoral privacy laws in the U.S. include: The 

Federal Trade Commission Act (FTC Act), the GLBA, and the Health Insurance 

Portability and Accountability Act (HIPAA). Since the late 1990s, the FTC has been 

“enforcing companies’ privacy policies through its authority to police unfair and 

deceptive trade practices.”122 Daniel Solove and Woodrow Hartzog state that the FTC has 

become “the broadest and most influential regulating force on information privacy in the 

United States” throughout the years, as they have acted in bringing many enforcement 

actions against companies failing to comply with privacy policies.123 The GLBA 

specifically deals with regulating the “collection, use and disclosure of financial 

information” applying to financial institutions, such as banks, securities firms, and 

insurance companies.124 The GLBA acts to limit “the disclosure of non-public personal 

information,” and in particular cases “requires financial institutions to provide notice of 

their privacy practices and an opportunity for data subjects to opt out of having their 

information shared.”125 
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The HIPAA is used specifically to regulate medical information, and it applies 

broadly to health care providers, data processors, pharmacies and other entities that come 

into contact with medical information.126 The HIPAA Omnibus Rule, which revised the 

Security Breach Notification Rule, “requires covered entities to provide notice of breach 

of protected health information” and also for covered entities to “provide notice of 

acquisition, access, use or disclosure of PHI in a manner not permitted under the Privacy 

Rule.”127 It is important to note that although the sectoral approach has been preferred by 

many U.S. organizations in the past (with each industry wanting to regulate differently), 

such approach has made it extremely difficult for people to understand the scope of 

protection provided by each law. In the case of health information, for example, the 

Family Educational Rights and Privacy Act (FERPA) governs specific areas of the U.S. 

health care system, such as student health immunizations and other school health records, 

but FERPA “intersects with and sometimes conflicts” with the Children’s Online Privacy 

Protection Act (COPPA).128 

 

Recent Developments in Approach Adopted by the PRC 

Until recently China’s data privacy framework was relatively similar to that of the 

United States, consisting of a patchwork of fragmented rules found in various laws. The 
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CSL, however, marked the nation’s first comprehensive set of data protection provisions 

containing “an overarching framework targeting the regulation of internet security, 

protection of private and sensitive information, and safeguards for national cyberspace 

sovereignty and security.”129 The CSL focuses on setting key provisions for “network 

operators,”130 which it broadly defines to include owners, administrators, and also 

network service providers. Companies and organizations in China that provide services 

over the Internet are expected to comply with the CSL, and even foreign companies 

headquartered outside of China may fall within its broad definition.131  

The CSL identifies two main requirements for network operators. First, Article 21 

of the CSL states that network operators are required to “follow certain privacy safeguard 

procedures to protect networks from interference, destruction or unauthorized access, and 

to prevent network data from being leaked, tampered with or stolen.”132 Second, network 

operators are expected to store “personal information” and “important data” within 

China.133 It is interesting to note that unlike the United States that adopted a voluntary 

approach to protect critical infrastructure, the CSL mandates this protection. This 

requirement also demonstrates how the Chinese government has a stronger tendency to 
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emphasize the importance of “localizations of business and personal data,” and the 

security of the nation’s information.134 

The CSL left key issues related to implementation and scope unresolved when it 

took effect in June 2017, and thus the Chinese government subsequently introduced the 

Standard to fill in the gaps. The Standard, which took effect on 1 May 2018, attempts to 

create “a comprehensive framework and process for personal information data collection, 

storage, handling, and sharing.” The main intention of the Chinese government in 

implementing the Standard was to “make Chinese companies more accountable stewards 

of data given rising public concerns over fraud and misappropriation of personal 

information by private sectors and criminal actors.”135 Samm Sacks compares the 

Standard with the GDPR and observes that the Standard may be even more “far-

reaching” than the GDPR with what applies under “sensitive personal information.”136 

Sensitive personal information in the Standard extends to include “any personal data that 

would cause harm to persons, property, reputation, mental and physical health if lost or 

abused.”137 The Standard also contains more rigorous requirements on the content of 

information that must be included in privacy notices, and more specific procedures for 

entities to follow when processing personal information.138 It is, however, salient to note 

that such rigorous requirements may be mere window dressing, as the Standard is not 
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legally binding. In China, there are two types of standards: (1) recommended standards 

and (2) mandatory standards. The Personal Information Security Specification is a type of 

recommend standard, meaning that it “cannot trigger legal actions to relevant violations 

of individual data privacy.”139 The Standard should therefore be viewed more as 

references for the government and guidelines for businesses. A year since the 

implementation of the Standard, it still remains unclear how the Standard will “work in 

relation to the broader legal umbrella of the cybersecurity law in practice.”140 
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Chapter III: 

Triad Comparison of Data Privacy Laws 

 

Figure 1: Dimension of similarities and contrasts 

 

Overview of Comparisons of Data Privacy Laws 

Analyses in Chapter One demonstrated that the EU, the U.S., and China 

developed and maintained disparate conceptions of privacy. The EU’s conception of 

privacy developed from their cultural focus on the protection of dignity, resulting in their 

laws to recognize privacy as a fundamental right. The U.S., on the other hand, has not 
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explicitly recognized privacy as a fundamental right in its Constitution and alternatively 

focused their attention on the protection of consumers’ liberty in the marketplace. Similar 

to the U.S., China lacks a solid constitutional foundation of privacy and has generally 

placed market interests above human rights concerns. The recent implementations of the 

CSL and the Standard, however, marked the beginning of change in China’s attitude 

towards privacy. With President Xi Jinping announcing that national security and 

cybersecurity must go hand-in-hand, China’s primary focus seems to be on the security of 

the nation’s information. 

Chapter Two established that these differing conceptions of privacy led the EU, 

the U.S., and China to adopt divergent regulatory paths concerning data privacy. The EU 

has relied on omnibus laws to protect the privacy of its citizens. Among the three in 

comparison, the EU has the most comprehensive and strongest data privacy protection 

law. In contrast, the U.S. has relied on sectoral data privacy laws shaped by its interest in 

the marketplace. The U.S. data privacy laws can be considered to provide the weakest 

protection of privacy among the three with remaining gaps and overlapping regulations. 

Recent developments in China suggest that China’s data privacy legislation adopted 

attributes from both the EU and the U.S. For example, China’s laws share similar 

fundamental concerns with that of the U.S., focusing more on the protection of data 

processors and innovation rather than on the protection of individual’s rights. On the 

other hand, the structure and wording of the Chinese laws reflect greater resemblances to 

EU law, as the GDPR was used as its primary model in drafting. The wordings and 

requirements in China’s recent Standard suggest that China may provide more protection 

of privacy than the U.S. Nevertheless, it is important to keep in mind that China’s law is 
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composed of legally non-binding standards. As it remains unclear how the Standard will 

be used along with the CSL, China’s data privacy law remains to provide the weakest 

“legal” protection of the three. 

In order to better assess whether a global convergence in data privacy laws will be 

feasible under the GDPR, side-by-side comparisons of the EU, the U.S., and China’s data 

privacy legislations are necessary. The following section examines whether it would be 

possible for the three to cooperate and agree to converge under the GDPR. 

 

Figure 2: Comparison of EU, U.S., and China’s data privacy laws 
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Comparison of the EU and the U.S. 
 

As established in the first two chapters, there are substantial differences in the 

laws of the EU and the U.S., and these differences seem inevitable considering their 

distinct conceptions of privacy and priorities in protection. The divergent regulatory 

approaches the two adopted, however, are interesting considering that the EU had 

initially derived its approach from the U.S. The Council of Europe referred to the five 

principles for data protection, prominently known as Fair Information Practices (FIPs), 

established by the U.S. Department of Health, Education, and Welfare (HEW) in 1973 

when drafting the 1995 Directive.141 The requirements of data minimization, included in 

Article 6 of the GDPR, was also first introduced by HEW in 1973. The American Law 

Institute (ALI) cites U.S. statutes, such as “the federal Privacy Act, Fair Credit Reporting 

Act, Driver’s Privacy Protection Act, Cable Communications Policy Act, Gramm-Leach-

Bliley Act and the Video Privacy Protection Act,” to reflect this norm of data 

minimization. 142  

Michael Rustad and Thomas Koenig further argue that the EU Commission has 

extensively borrowed concepts from the U.S., finding evidences of a “D.C. effect” in the 

GDPR.143 For example, the requirement of “privacy by design” in Article 25 of the 

GDPR was introduced by the FTC in 2010 – six years before the GDPR was officially 

adopted. Edith Ramirez, former chairwoman of the FTC, claims that the EU has adopted 
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the privacy by design requirement from the FTC, which “paved the way for the adoption 

of numerous GDPR principles, including consent, data minimization, reasonable security, 

and substantive privacy.”144 

The U.S. had early opportunities to adopt an omnibus privacy bill analogous to 

that of the EU with Senate Bill 3418 (S. 3418) on the table “during the formative period 

in the United States for information privacy.”145 Legislators’ concerns of an overly broad 

statutory response and successful lobbying from interest groups, however, ultimately led 

the U.S. to adopt its current sectoral approach to regulate information privacy. Paul 

Schwartz terms this U.S. orientation as “regulatory parsimony,” explaining that there was 

“considerable caution in the United States in the 1970s against a broad regulation of 

information use that would include the private and public sectors in one fell swoop.”146 

Despite their differences, the EU and the U.S. have expressed continuing desires for 

cooperation to create an environment in which there is free flow of information across 

borders. Their first attempt at cooperation, the Safe Harbor agreement, ended in failure 

with U.S. companies exploiting the framework’s loopholes and sidestepping the EU’s 

requirements. The subsequent Privacy Shield framework is also currently under great 

criticism with recent report on the Second Annual Review of the EU-U.S. Privacy Shield 

on 22 January 2019 determining that “the Privacy Shield continues to have manifest 
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problems in regard to the protection of fundamental rights.”147 The continuous failed 

attempts at cooperation between the EU and the U.S. demonstrate the difficulties in 

reconciling the inherent cultural differences in conception of privacy and their divergent 

approaches to data privacy. 

 

Comparison of the EU and the PRC  

The EU and the PRC have fundamental differences in their focus of data 

protection. While the EU primarily focuses on the protection of individual’s dignity, data 

privacy law in China suggests that the Chinese are more concerned about the security and 

protection of the nation’s interests in cyberspace. As Figure two demonstrates, the only 

major similarity between the two seems to be with the structure and wordings of their 

laws. This similarity is apparent considering that China heavily referred to the GDPR in 

the drafting of their recent standards.  

The main reason for EU and China’s differences in focus lies in their distinct 

constitutional safeguards. While the EU has emphasized the importance of privacy as a 

human right in its constitutional sources, China lacks any solid constitutional basis for 

privacy protection. The Chinese Constitution, relying on socialism as its foundation, 

provides only “indirect foundations for a right to privacy.”148 As Article 51 of China’s 

Constitution notes, the interest of individuals in China can be restricted when it is in 

conflict with the interest of the nation. The weak human rights foundation in the Chinese 
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Constitution helps explain why China’s data privacy laws are mostly composed of legally 

non-binding standards. It is also significant to note that the protection of data privacy is 

only one aspect of the cybersecurity law in China. Data privacy is only included as part 

of the fourth system from China’s six systems of cyber governance, suggesting that data 

privacy is not China’s main focus in cyber governance.149 Although there have been 

substantial recent developments in privacy regulations in China, China’s limited focus on 

data privacy indicates that recent developments in China’s privacy regulations seem to 

have been triggered more by “political and economic rationales than a legal one.”150 

Despite different priorities in privacy protection, the EU and the PRC are making 

progress in establishing cooperation. In the EU-China 2020 Strategic Agenda for 

Cooperation, initiatives concerning cyberspace and human rights were explicitly included 

to “provide a solid political framework for both sides to bridge their data privacy values 

and regulations.”151 It, however, still remains unclear how China’s non-binding standards 

would work along the EU’s “adequacy requirement” included in Article 45 of the GDPR. 

The differences in legal enforcements may potentially hinder future developments in 

cooperation between the EU and China, as the EU may consider China’s non-binding 

standards to be inadequate. 
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Comparison of the PRC and the U.S. 

The U.S. and China’s data privacy laws share surprisingly many similarities. 

First, both the U.S. and China do not have strong constitutional bases of privacy. Second, 

the U.S. and China have placed market interests above that of consumers, emphasizing 

the importance of new technologies in promoting their economies. Third, the U.S. suffers 

from uncertainties created by overlapping regulations, while China has overlapping 

jurisdictions from the four legislative bodies overseeing the nation’s cybersecurity. In 

China, having multiple legislation bodies with overlapping jurisdictions “create 

additional bureaucratic burdens and add potential enforcement difficulties when conflict 

of interest appears.”152  

Despite similarities, the U.S. and China have fundamentally different priorities in 

privacy protection. U.S. data privacy laws are heavily focused on market interests, 

protecting the liberty of consumers to benefit from free flow of data. Similarly, China’s 

data privacy laws also favor market interests and the facilitation of new technologies. 

This is evident from the fact that the Chinese government has continuously allowed non-

state actors – mostly big tech companies – to participate in the legislative process of data 

privacy regulations.153 However, China’s ultimate focus in data privacy is to protect the 

security of the nation by safeguarding online information. This is clearly demonstrated in 

Article 37 of the CSL, which delineates that “[c]ritical information infrastructure 

operators that gather or produce personal information or important data during operations 
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within the mainland territory of the People’s Republic of China, shall store it within 

mainland China.”154  

Unlike the EU and China that have been making progress in establishing future 

cooperation, it still remains unclear whether the U.S. and China can agree to cooperate 

with one another. The U.S. has previously argued that the CSL’s “security-centered data 

governance” impedes flow of data and that it “violates its commitment to the market 

access principle and the national treatment principle under the General Agreement on 

Trade in Services (GATS).”155 Despite criticism from the U.S., China has been persistent 

in maintaining its security-based approach to privacy regulation. With continuing 

disagreements between the U.S. and China, it still remains rather unclear whether the two 

can agree to converge on privacy standards. 

 

Is Convergence Feasible? 

Side-by-side comparisons of data privacy legislations in the EU, the U.S., and 

China indicate that there remain considerable uncertainties about whether the three can 

converge under the GDPR. Past attempts at cooperation have been unsuccessful between 

the EU and the U.S., and cooperation of the two with China also remain uncertain under 

current conditions. Colin Bennett and Paul Schwartz argue that the shared technological 

environment is a key factor that allows convergence to be feasible in data privacy. Within 
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a common digital context, there is a general consensus among countries on the benefits of 

free flow of data and the concerns of security that follow the benefits.  

The EU, the U.S., and China are well aware of the benefits of global data flow. In 

2014, a report by McKinsey & Company estimated that free flow of data had contributed 

$2.8 trillion to the global economy.156 A following report by McKinsey further 

determined that the figure could reach $11 trillion by the year 2025. Businesses, 

regardless of their location, depend heavily on cross-border data flows. Companies’ 

dependencies on cross-border data flows were clearly revealed post-Snowden when it 

was disclosed that U.S. tech companies “lost profits in the billions of dollars.”157 With 

increasing cases of data breaches in all parts of the world, Schwartz and Peifer assert that 

these “shared security concerns are likely to support development of new agreements in 

this area.”158 

This thesis agrees that convergence in data privacy legislations is feasible 

considering the common interests and concerns in a shared technological environment, 

and predicts that the GDPR will act as a strong force of convergence. However, it would 

be unrealistic to expect the EU, the U.S., and China’s differences to be reconciled easily. 

Their individual conceptions of privacy have developed from distinct histories and 

cultures, and now have become deeply embedded in their way of life. Although the 
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GDPR can speed up the convergence process through its extraterritorial impact, under 

current circumstances – where there remain fundamental differences in priorities of 

privacy protection – the U.S. and China will perceive the GDPR incompatible for their 

specific purposes. The following chapter will examine evidences of convergence and 

remaining areas of divergence in U.S. and China’s data privacy laws after the 

implementation of the GDPR. 
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Chapter IV: 

GDPR: A Strong Force of Convergence 

 

 2018 was indubitably a year of data privacy scandals and data protection 

legislations. Data privacy emerged as a heated topic in the United States in March after it 

was revealed that British political consulting firm Cambridge Analytica had collected 

personal data of as many as 87 million Facebook users without their consent. The 

European Union successfully implemented the GDPR after six years of preparation, 

putting in place “the world’s strongest data protection regime.”159 Chinese officials and 

regulators quickly reacted to increasing global concerns about data privacy by putting 

into effect the nation’s first comprehensive privacy standard – the Personal Information 

Security Specification. Understanding the importance of data privacy in today’s shared 

technological environment, the EU’s GDPR can be viewed as a significant step towards 

harmonizing data privacy standards globally through its extraterritorial impact. Although 

the EU, the U.S., and China have historical differences in their regulations of data 

privacy, it is interesting to observe that there are already increasing signs of convergence 

in data privacy standards after the passing of the GDPR. The first two sections of the 

chapter will analyze increasing signs of convergence in the U.S. and China’s data privacy 

laws with the GDPR.  
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Convergence in the United States 

With the absence of an omnibus federal data privacy law in the U.S., there are 

many laws at the state level that regulate the collection and use of personal data. As of 

March 2018, all 50 U.S. states, as well as the District of Columbia, Guam, Puerto Rico 

and the U.S. Virgin Islands, have “enacted breach notification laws that require 

businesses to notify consumers if their personal information is compromised” – mirroring 

some of the protections provided by the GDPR.160 Furthermore, at least 34 states and 

Puerto Rico have enacted new laws that “require either private or government entities (or 

both) to destroy or otherwise make personal information unreadable or 

undecipherable.”161 Virginia’s HB 2793, introduced on 18 January 2019, is one example 

of such law. HB 2793 states that, “[a] business shall take all reasonable steps to dispose 

of, or arrange for the disposal of, customer records within its custody or control 

containing personal information when the records are no longer to be retained by the 

businesses by shredding, erasing, or otherwise modifying the personal information in 

those records to make it unreadable or undecipherable through any means.”162 Virginia 
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Delegate Haya Ayala explains that, in short, the new bill highlights the importance of 

requiring “care and disposal of customer records.”163 

While many U.S. states have primarily focused on introducing or amending 

existing data breach notifications, some states have gone beyond to expand the scope of 

what is considered under “personal information” and require companies to make 

significant changes in their data processing operations. This section will look into 

changes in the laws of California, Colorado, New York, Vermont, and Washington, and 

analyze the GDPR’s influence in the laws. 

 

California 

On 28 June 2018, California passed A.B. 375, or the California Consumer Privacy 

Act of 2018 (CCPA). The CCPA, which is expected to go into effect from 1 January 

2020, grants California residents with more control and insight over their personal 

information online by introducing new rights unprecedented in U.S. data privacy laws. 

The CCPA will provide consumers with “the right to know, through a general privacy 

policy and with more specifics available upon request, what personal information a 

business has collected about them, where it was sourced from, what it is being used for, 

whether it is being disclosed or sold, and to whom it is being disclosed or sold.”164 Other 

major provisions in the Act include the right to opt out from allowing a business to sell 
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consumer’s personal information, the right to request a business to delete any personal 

information about the consumer, and the right to receive equal service and pricing from a 

business even if they exercise their privacy rights under the Act.165 California Governor 

Jerry Brown, who signed the bill into law, stated that the CCPA will be the first major 

data privacy law passed in the U.S., and that the law will “[forge] a path forward to lead 

the nation once again on privacy and consumer protection issues.”166 

The CCPA, being passed shortly after the implementation of the GDPR, shares 

many similarities with the GDPR. Both laws aim to provide individuals “more control 

over their personal data, restrict what organizations can do with data, and give regulators 

the power to fine non-compliant organizations.”167 The territorial scopes of both laws 

extend “well beyond the physical borders of their respective jurisdictions,” meaning that 

businesses will have to comply with the laws regardless of their physical locations.168 

Article 3(1) of the GDPR establishes that the regulation “applies to the processing of 

personal data in the context of the activities of an establishment of a controller or a 

processor in the Union, regardless of whether the processing takes place in the Union or 

not.”169 Correspondingly, the CCPA applies to businesses that conduct business in the 
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State of California regardless of their physical location, if they process personal 

information of California consumers. The CCPA also adopts a principle of data 

minimization (the Right to Know Whether Personal Information is Sold or Disclosed and 

to Whom), and disclosure/data subject access rules that closely resemble that of the 

GDPR.170 Taking into consideration that the CCPA – as the U.S.’s first attempt at a 

comprehensive data privacy law – has “the potential to become as consequential as the 

GDPR,” it is valuable to look into conformities in key definitions and rights.171 

 

Key Definitions. Table 1 below compares the definitions of personal data, 

controller/business, and processor/service provider in the GDPR and the CCPA. The 

definitions of “personal data” in both the GDPR and the CCPA share a broad scope. Both 

definitions are substantially similar in that they “focus on information that relates to a 

natural person who can be identified.”172 The CCPA definition explicitly includes 

information that can be linked with a particular household, implying that its scope may be 

broader than that of the GDPR. Nevertheless, in practice, “data that identifies a household 

(e.g., a home address for a family) is also likely to be ‘personal data’ for the purposes of 

the GDPR.”173 
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 In regard to the definitions of controller/business and processor/service provider, 

both the GDPR and the CCPA are fairly consistent in their scope of covered entities. 

“Controllers” under the GDPR and “businesses” under the CCPA bear similarities in their 

responsibilities for “complying with the obligations under the respective law.”174 

“Processors” under Article 4(8) of the GDPR and “service provider” under Section 

1798.140(v) of the CCPA share great similarities as well. 

 

Table 1: Similarities in key definitions between the GDPR and the CCPA 

Topic GDPR CCPA 
Personal 

Data 
Article 4(1) defines “personal data” as 
“any information relating to an 
identified or identifiable natural person 
(‘data subject’); an identifiable natural 
person is one who can be identified, 
directly or indirectly, in particular by 
reference to an identifier such as a 
name, an identification number, 
location data, an online identifier or to 
one or more factors specific to the 
physical, physiological, genetic, 
mental, economic, cultural or social 
identity of that natural person.”175 
 
Recitals 26-30 specify that online 
identifiers, such as IP addresses, 
cookie identifiers, and radio frequency 
identification tags, may be considered 
as personal data.176 

Section 1798.140(o) defines 
“personal information” as 
“information that identifies, 
relates to, describes, is capable 
of being associated with, or 
could reasonably be linked, 
directly or indirectly, with a 
particular consumer or 
household. Personal information 
includes, but is not limited to, 
the following”: identifiers; 
commercial information; 
biometric information; internet 
or other electronic network 
activity information; geolocation 
data; audio, electronic, visual, 
thermal, olfactory, or similar 
information; professional or 
employment related 
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information; education 
information; and inferences.177 

Controller/ 
Business 

Article 4(7) defines “controller” as 
“the natural or legal person, public 
authority, agency or other body which 
processes personal data on behalf of 
the controller.”178 

Section 1798.140(c)(1) defines 
“business” as a for-profit entity 
that “determines the purposes 
and means of the processing of 
consumers’ personal 
information, that does business 
in the State of California.”179 

Processor/ 
Service 
Provider 

Article 4(8) defines “processor” as “a 
natural or legal person, public 
authority, agency or other body which 
processes a personal data on behalf of 
the controller.”180 

Section 1798.140(v) defines a 
“service provider” as a for-profit 
entity that “processes 
information on behalf” of a 
CCPA-covered business.181 

 

 

Key Rights. Table 2 below demonstrates the similarities in key rights, such as the right to 

erasure/right to deletion, right to be informed, right of access, and right to data 

portability, in the GDPR and the CCPA.  

 

Table 2: Similarities in key rights provided by the GDPR and the CCPA 
 

Topic GDPR CCPA Comments 

Right to 
Erasure/Right 

to Deletion 
(The Right to 
be Forgotten) 

Articles 12, 17, 
and Recitals 59, 
65-66 introduce 
the Right to 
Erasure: 
 

Sections 1798.105, 
1798.130(a), and 
1798.145(g)(3) 
introduce the Right 
to Deletion: 
 

The GDPR and the CCPA 
allow consumers to 
request for deletion of 
their personal 
information.  
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“Data subjects 
have the right to 
request erasure of 
personal data 
under six 
circumstances (the 
right to be 
forgotten). 
 
Data controllers 
must also take 
reasonable steps to 
inform any other 
data controllers 
also processing the 
data.”182 

“A consumer has 
the right to deletion 
of personal 
information a 
business has 
collected, subject to 
certain exceptions. 
 
The business must 
also instruct its 
service providers to 
delete the data.”183 

Similarities include: 
 
The scope of the right is 
not limited to data 
controller/business, but 
also applies to third 
parties. 
 
The right can be exercised 
free of charge, with 
certain exceptions. 
 
Data 
controllers/businesses 
must have mechanisms to 
“ensure that the request is 
made by the data subject 
whose personal data is to 
be deleted.”184 
 
Exceptions to both rights 
include: freedom of 
speech, processing for 
research purposes, 
establishment or defense 
of legal claims, and for 
complying with legal 
obligations.  

Right to be 
Informed 

Articles 5, 12, 13, 
14, and Recitals 
58-63 introduce 
the Right to be 
Informed: 
 
Consumers must 
be provided with: 
(1) the categories 
of personal data 

Sections 
1798.100(b), 
1798.130(a), and 
1798.135 introduce 
the Right to be 
Informed: 
 
Consumers must be 
provided with: (1) 
the categories of 

Both the GDPR and the 
CCPA agree on the 
necessary elements of the 
Right to be Informed to 
be provided to consumers.  
 
The two laws also state 
that data 
controllers/businesses 
must inform consumers 
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processed; (2) the 
purposes of 
processing; and (3) 
the existence of 
data subjects’ 
rights.185 
 
 

personal 
information to be 
collected; (2) the 
purposes for which 
collected personal 
information is used; 
and (3) the rights 
and methods to use 
the rights must be 
given to 
consumers.186 

before or when the 
personal information is 
collected from the 
consumer, and that they 
cannot collect additional 
information for other 
purposes not informed to 
consumers. 

Right of 
Access 

Articles 12, 15, 20, 
and Recitals 59, 
63, 64 introduce 
the Right of 
Access: 
 
“Data subjects 
have a right to 
access their 
personal data, 
including receiving 
a copy and to 
obtain certain 
information about 
the data 
controller’s 
processing.”187 

Sections 1798.100, 
1798.110, 
1798.130, 
1798.145(g)(3) 
introduce the Right 
of Access: 
 
“Consumers have a 
right to request 
disclosure of their 
personal 
information, and to 
receive additional 
details regarding 
the personal 
information a 
business collects 
and its use 
purposes, including 
any third parties 
with which it shares 
information.”188 

Both laws provide 
broadly similar rights of 
access. The Right of 
Access must be free of 
charge and data 
controllers/businesses 
must have a mechanism in 
place for the consumers to 
make requests. 
 
When responding to an 
access request, data 
controllers/businesses 
must indicate: (1) 
purposes, (2) categories of 
personal data, and (3) 
categories of sources. 

Right to Data 
Portability 

Articles 12, 20, 
and Recital 68 
introduce the Right 
to Data Portability: 

Sections 1798.100, 
1798.110, 
1798.130, 
1798.145(g)(3) 

The GDPR and CCPA 
provide broadly similar 
Right to Data Portability. 
They provide consumers 
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“GDPR includes a 
new right to data 
portability to: (1) 
receive a copy of 
the personal data 
in a structured, 
commonly used 
and machine-
readable format; 
(2) transmit the 
personal data to 
another data 
controller 
(including directly 
by another data 
controller where 
possible).”189  

introduce the Right 
to Data Portability: 
 
“In response to a 
request for 
disclosure, a 
business must 
provide personal 
information in a 
readily useable 
format to enable a 
consumer to 
transmit the 
information from 
one entity to 
another entity 
without 
hindrance.”190 

with the right to receive 
their data in a “structured, 
commonly used, and 
machine-readable 
format,” while allowing 
for the data to be 
transmitted to other third 
parties without 
hindrance.191 

 

Colorado 

Although California’s new consumer privacy law has taken the spotlight in the 

media among state data privacy laws, Colorado has also come out with a strong 

bipartisan data privacy law of their own. On 29 May 2018, just four days after the 

implementation of the GDPR, Colorado Governor John Hickenlooper signed into law HB 

1128, or the Protections of Consumer Data Privacy Bill. The Colorado Legislature 

unanimously passed the Bill, acknowledging the importance of data protection in the 

digital age. The law, which took effect on 1 September 2018, “requires business owning, 

maintaining, or licensing personal information of Colorado residents to maintain a written 
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policy for disposing [of] documents containing personal identifying information; 

implement appropriate security procedures to protect personal information; and comply 

with breach notification requirements, including an accelerated 30-day timeframe for 

notification to Colorado residents impacted by a data breach.”192 Following the path of 

the GDPR, HB 1128 expands the scope of “personal information” to include “medical 

information; health insurance identification number; biometric data; social security 

number; student, military, or passport identification number; or driver’s license number 

or identification card.”193 Attorneys from Denver law firm Brownstein Hyatt Farber 

Schreck explain that HB 1128 will provide consumers with more control over their data, 

resembling the intentions and protections underlying the GDPR. 

 

New York 

On the heels of the GDPR and the CCPA, the state of New York also started off 

2019 with a consumer privacy bill of their own. On 9 January 2019, Senator Brad 

Holyman introduced the New York Senate Bill 224 with the purpose of providing 

consumers with greater transparency over the collection and use of their personal data. 

The proposed legislation would amend the general business law in relation to restricting 

the disclosure of personal information by businesses, requiring any business that retains a 
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customer’s personal information to “provide the customer, free of charge, with access to 

all of the customer’s personal information that the business has retained.”194 Businesses 

will additionally be required to disclose: (1) all categories of the customer’s personal 

information that were disclosed to a third party; and (2) the names and contact 

information of all of the third parties that received the customer’s personal information 

from the business, including the third party’s designated request address if available.195 

Senate Bill 224 follows the GDPR’s approach by expanding the scope of what is 

considered under personal information, consequently including “identity; address; phone; 

account name; SSN and other government-issued numbers, DoB, physical characteristics; 

sexual characteristics; racial, religious, political, professional, educational, medical, and 

commercial information; internet history; and content provided by the customer.”196 

Although the bill is more limited in scope compared to the GDPR and the CCPA, the 

proposed legislation is similar to the two laws in that it will be “relevant to any company 

that does business within the state – regardless of their physical location.”197 

 

Vermont 
 

The State of Vermont passed their version of data privacy law, H.764, in May 

2018, and the law recently went into effect on 1 January 2019. H.764 is noteworthy in 
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that it is the nation’s first law that specifically regulates data brokers that buy and sell 

personal information. The primary purpose of H.764 is to “regulate businesses that 

collect, aggregate, and sell data about consumers with whom the business does not have a 

relationship.”198 Under the law, a “data broker” is defined as “a business that knowingly 

collects and sells or licenses to third parties the brokered personal information of a 

consumer with whom the business does not have a direct relationship.” Data brokers now 

have heightened obligations to protect the personal information of consumers, and 

noncompliance with the law will allow the Vermont Attorney General to take 

enforcement actions against violators. The Vermont legislature noted that H.764 is the 

state’s first step in providing more transparency of personal information for consumers, 

and that it will defer implementing comprehensive laws similar to the GDPR and the 

CCPA while monitoring how the two laws work federally and in other states. 

 

Washington 

Lawmakers in Washington state are following the lead of other states to push for a 

new data privacy law of their own. On 18 January 2019, Senator Reuven Carlyle 

proposed Senate Bill 5376, or the Washington Privacy Act, with the main intention of 

providing consumers with “the right to see what data is collected about them and find out 

whether that information is being sold to a third party.”199 Similar to the CCPA, the 
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proposed bill will apply to organizations that “conduct business within the state, or 

produce services targeted at residents of the state.”200 The bill would require companies 

to “allow consumers to correct inaccurate information, delete their personal data, and 

object to their personal data being used in direct marketing.”201 Washington Chief 

Privacy Officer Alex Alben notes that the bill will grant consumers protection while also 

making it easier for them to understand the way “e-commerce and online advertising 

works.”202 Alben also added that companies that already comply with the GDPR would 

not have much trouble complying with the proposed law. 

It is important to recognize that the Washington Privacy Act, when put into effect, 

would govern the security and privacy of personal data similar to the GDPR. Washington 

residents will be provided comprehensive rights to their personal data, closely resembling 

the European approach. The bill will include, subject to certain exceptions, the right to 

“request that data errors be corrected, to withdraw consent to continued processing and to 

deletion of their data,” and Washington residents “may require an organization to confirm 

whether it is processing their personal information and to receive a copy of their personal 

data in electronic form.”203 Washington’s proposed legislation grants rights beyond those 

provided by the CCPA, and can be considered to be “more closely aligned with the 
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GDPR’s framework.”204 The bill not only directly cites GDPR as providing “the strongest 

privacy protections in the world,” but also adopts GDPR’s broad definition of “personal 

information” and borrows “the concept of data controller and data processor in order to 

delineate the different responsibilities toward personal data.”205 

 

Changing Attitude in U.S. Government 

With the implementation of the GDPR in the EU and the rise of new data privacy 

laws in states, lawmakers in the U.S. have been pushing for the creation of a federal data 

privacy bill. On 13 February 2019, the Government Accountability Office (GAO) issued 

a 56-page report that included recommendations to Congress about the creation of a 

federal data privacy law much like the EU’s GDPR.206 The GAO report cited the 

Cambridge Analytica scandal to emphasize that it is now “an appropriate time for 

Congress to consider [a] comprehensive Internet privacy legislation.”207 Attorneys 

specializing in data privacy assert that “[while] the full scope of the new U.S. privacy 

framework is yet to be seen, a new regulatory regime appears imminent.”208 Considering 

that the U.S. has historically relied on a laissez-faire regulation of data privacy, this 
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change in approach of regulation is especially noteworthy. The residual impact of the 

GDPR and the impending compliance deadline for the CCPA seem to be the key forces 

driving this long-held activity at the federal level. 

 

Convergence in China 

The National People’s Congress of the People’s Republic of China passed the 

Cybersecurity Law on 7 November 2016 – six months after the EU passed the GDPR – 

and implemented the CSL the following year on 1 June 2017. When the CSL was 

implemented, the law laid out broad principles while leaving “key issues related to 

implementation and scope unresolved.”209 Samm Sacks notes that “[t]he idea was that 

follow-on measures and standards would fill in the gaps once stakeholders sorted out 

their differences,” and thus the Chinese government subsequently introduced the 

Standard to fill in these gaps.210 The Standard creates “a comprehensive framework and 

process for personal information data collection, storage, handling, and sharing.”211 Hong 

Yanqing, the lead drafter of the Standard, acknowledged that the GDPR served as its 

primary model in drafting. The GDPR’s influence seems to be evident in the way the 

Chinese legislation defined key terms, most notably the definition of “personal data.”  
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Key Definitions 

 

Table 3: Similarities in key definitions in the GDPR and PRC laws 

Topic GDPR PRC Laws Comments 

Personal 
Data 

Article 4(1) defines 
“personal data” as 
“any information 
relating to an 
identified or 
identifiable natural 
person (‘data 
subject’); an 
identifiable natural 
person is one who can 
be identified, directly 
or indirectly, in 
particular by 
reference to an 
identifier such as a 
name, an 
identification number, 
location data, an 
online identifier or to 
one or more factors 
specific to the 
physical, 
physiological, genetic, 
mental, economic, 
cultural or social 
identity of that natural 
person.”212 

Article 76(5) of the 
CSL defines 
“personal 
information” as “all 
kinds of information, 
recorded 
electronically or 
through other means, 
that taken alone or 
together with other 
information, is 
sufficient to identify 
a natural person’s 
identity, including 
but not limited to 
natural persons’ full 
names, birth dates, 
national identification 
numbers, personal 
biometric 
information, 
addresses, telephone 
numbers, and so 
forth.”213 

Both the GDPR and PRC 
Laws define personal 
data as “data which, on 
its own or combined with 
other information, 
identifies a natural 
person.”214 
 
The Standard, however, 
goes further to introduce 
the definition of 
“personal sensitive 
information,” as “any 
information which, if 
unlawfully disclosed, 
may endanger a person’s 
physical and mental 
wellbeing, their 
reputation and/or their 
property and/or lead to 
discrimination.”215 
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Data 
Subject 

As defined in Article 
4(1) “data subjects” 
are identified or 
identifiable natural 
persons. 

The PRC Laws 
define data subjects 
as natural persons. 

Both the GDPR and the 
PRC laws align in their 
definition of data 
subjects as natural 
persons instead of 
corporate entities. 

Controller Article 4(7) defines 
“controller” as “the 
natural or legal 
person, public 
authority, agency or 
other body which 
processes personal 
data on behalf of the 
controller.”216 

The PRC Laws 
define “controller” as 
“a natural person or 
an organization that 
determines the 
purposes and means 
for processing 
personal data.”217 

Both the GDPR and the 
PRC definitions of 
controllers indicate that 
the natural person or 
organization that controls 
the personal data have 
primary obligations in 
the use of these data. 

 

Galaad Delval and Zhong Lin, specialists in data protection laws at EY Chen & 

Co. Law Firm, explain that both the GDPR and the PRC Laws use broad definitions of 

personal data, and have a general consensus on their scope.218 They further assert that 

such similarities in definition allow “data controllers and network operators to assess 

quickly whether data should be considered personal data in both systems of laws and 

therefore trigger data protection provisions.”219 Delval and Lin find another similarity 

between the two laws in their regulations of sanctions. Both the GDPR and the CSL have 

the potential to impose severe sanctions for noncompliance, and are expected to have 

grievous effects on the violator. 
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Table 4: Similarities in sanction regulation in the GDPR and the PRC laws 

Topic GDPR PRC Laws 

Sanction Article 83(4) states that: 
“Infringements of the following 
provisions shall, in accordance with 
paragraph 2, be subject to 
administrative fines up to 
10,000,000 EUR, or in the case of 
an undertaking, up to 2% of the total 
worldwide annual turnover of the 
preceding financial year, whichever 
is higher.”220 
 
Article 83(5) states that: 
“Infringements of the following 
provisions shall, in accordance with 
paragraph 2, be subject to 
administrative fines up to 
20,000,000 EUR, or in the case of 
an undertaking, up to 4% of the total 
worldwide annual turnover of the 
preceding financial year, whichever 
is higher.”221 

Article 64 of the CSL states that: 
“Network operators, and network 
product or service providers violating 
Article 22 Paragraph 3 or Article 41-
43 of this Law by infringing on 
personal information that is protected 
in accordance with law, shall be 
ordered to make corrections by the 
relevant competent department and 
may, either independently or 
concurrently, be given warnings, be 
subject to confiscation of unlawful 
gains, and/or be fined between 1 to 
10 times the amount of unlawful 
gains; where there are no unlawful 
gains, the fine shall be up to RMB 
1,000,000 and a fine of between 
RMB 10,000 and 100,000 shall be 
given to persons who are directly in 
charge and other directly responsible 
personnel.” 

 

 

Key Rights 

Further analysis of the GDPR and the PRC Laws indicate that the two laws also 

bear substantial similarities in the rights they grant to data subjects. Both laws provide 

data subjects with the right to withdraw consent at any time, request that the purposes for 

which the personal data is to be collected be restricted, request inaccurate data to be 
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corrected, and request that their personal data to be deleted.222 It is noteworthy that the 

Standard introduced new rights, such as the right of erasure and the right of data 

portability, that were unprecedented in China’s data privacy laws. Although the two 

rights have some differences with the GDPR’s right to be forgotten and the right to data 

portability, respectively, the inclusion of similar rights demonstrates the GDPR’s 

influence in China’s laws and indicates that the two are converging in their ideas of 

necessary rights that must be granted to data subjects.  

 

Changing Attitudes in Chinese Government 

There has been, and still is, a widespread perception of China as a surveillance 

state with the concept of privacy being nearly nonexistent. That perception isn’t entirely 

incorrect considering China’s infamous social credit system, and the government’s use of 

“facial recognition and big data to control and monitor its citizens.”223 With recent 

developments of new apps that allow Chinese citizens access to information on the credit 

scores of people within 500 meters, and the instance of “surveillance apparatus in China’s 

restive Xinjiang province,” privacy may still be a distant concept in China.224 Zhang 

Weining, an associate professor at Cheung Kong Graduate School of Business, supports 

this widespread perception claiming that China’s overall cultural attitude to privacy 
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makes privacy “an altogether alien concept.”225 However, with increasing concerns over 

data privacy around the world, privacy awareness seems to be clearly growing among 

Chinese individuals. According to a survey by the China Consumer Association, 85 

percent of the respondents expressed concerns about their privacy stating that “their data 

had been leaked, including phone numbers sold illegally or bank account information 

hacked.”226 When Robin Li, the founder of Baidu, suggested in an interview on March 

2018 “that Chinese people would trade privacy for convenience,” he unexpectedly faced 

“simmering discontent among Internet users upset with the Chinese search giant’s 

invasive data collection practices.”227  

Samm Sacks argues that with growing number of Chinese citizens expressing 

discontent with the processing of their personal information, “the days of collecting data 

without public scrutiny” may be over.228 The Chinese government recently introduced a 

new E-Commerce Law on January 2019, and is in the process of drafting a new Personal 

Information Protection Law and Data Security Law expected to be completed before 

2023.229 The two new laws in drafting are expected to strengthen and build out “a 

framework with rules for consent; personal data collection, use, and sharing; and user-
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226 Sacks and Laskai, “China’s Privacy Conundrum.” 
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requested deletion of data.”230 In an additional sign of changing attitudes, four top 

Internet regulators in China announced on January 2019 that they have blacklisted 

companies, including the popular Chinese travel company Ctrip and Tencent’s QQ 

Music, for excessive collection of sensitive personal data of consumers through their 

mobile apps.231 If the evaluation of the apps disclose unsatisfactory results, the regulators 

have jointly announced that they will revoke the business licenses of the companies. 

Although it is important to keep in mind that China’s authoritarian regime allows many 

rules and laws in the country to be ignored in practice except when officials choose to 

make an example, the considerable change in attitude towards privacy in China is 

noteworthy. At least on paper, the Chinese government is already providing its citizens 

with greater privacy protection than the U.S. 

 

Remaining Areas of Divergence in the U.S. 

Although the CCPA bears many similarities with the GDPR, there still remain 

many differences between the two laws. 

 

Key Definitions and Scope 

First, in regards to who is regulated under the law, the GDPR has a much broader 

scope and territorial reach compared to the CCPA. The personal scope of the GDPR is 

extremely broad with businesses, public bodies/institutions, and non-profit organizations 
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all subject. The personal scope under the CCPA is more limited with only for-profit 

entities covered. The CCPA also sets “thresholds that determine businesses covered by 

the law,” while the GDPR does not.232 Definition of consumers or data subjects is another 

difference between the two laws. Section 1798.140(g) of the CCPA defines a “consumer” 

as “a natural person who is a California resident,”233 while Article 4(1) of the GDPR 

defines “data subjects” as an identifiable natural person regardless of residency or 

citizenship requirements. The territorial scope of the two laws also differ a little in that 

the GDPR applies to both entities or organizations established and not established in the 

EU, while the CCPA only applies to organizations doing business in California. The 

wording of the CCPA, however, seems to imply that businesses established outside of 

California can also be subject if they collect or sell personal information of California 

residents. 

 

Legal Basis of Law 

The legal basis of the laws is where the GDPR and the CCPA seem most 

inconsistent. Article 6 of the GDPR states that “data controllers can only process personal 

data when there is a legal ground for it,”234 and lists six specific legal grounds. These six 

legal grounds are when: (a) the data subject has given consent to the processing of his or 

her personal data for one or more specific purposes; (b) processing is necessary for the 
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performance of a contract to which the data subject is partly or in order to take steps at 

the request of the data subject prior to entering into a contract; (c) processing is necessary 

for compliance with a legal obligation to which the controller is subject; (d) processing is 

necessary in order to protect the vital interests of the data subject or of another natural 

person; (e) processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller; and (f) processing 

is necessary for the purposes of the legitimate interests pursed by the controller or by a 

third party, except where such interests are overridden by the interests or fundamental 

rights and freedoms of the data subject which require protection of personal data, in 

particular where the data subject is a child.235 The CCPA, in contrast, does not list any 

legal grounds that businesses must adhere to, but simply states that “businesses must 

obtain the consent of consumers when they enter into a scheme that gives financial 

incentives on the basis of the personal information provided.”236 

 

Key Rights 

The GDPR and the CCPA also have differences in the key rights they provide to 

data subjects. The table below shows the differences between the rights provided by the 

two laws. 
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Table 5: Differences in key rights provided by the GDPR and the CCPA 

 
Topic GDPR CCPA Comments 

Right to 
Object/ Right 

to Opt-Out 

Articles 12, 21, 
and Recital 70 
introduce the 
Right to Object: 
 
“Right to object 
to processing for 
profiling, direct 
marketing, and 
statistical, 
scientific, or 
historical research 
purposes.”237 

Sections 1798.120 
and 1798.135 
introduce the 
Right to Opt-Out: 
 
“Consumers have 
the right to opt-
out from selling 
of their personal 
information. They 
also have the right 
to opt-out from 
the subsequent 
selling of their 
personal 
information by a 
third party that 
received personal 
information after 
an initial 
“selling.””238 

Although both the GDPR 
and the CCPA provide 
consumers with the right to 
request organizations “to 
cease the processing, and 
selling respectively, of their 
data,” the Right to 
Object/Opt-Out have 
substantial differences. 
 
First, while the CCPA’s 
Right to Opt-Out is absolute, 
the GDPR’s Right to Object 
“has a specific exception 
where the controller 
demonstrates compelling 
legitimate grounds for the 
processing that override the 
rights and interests of the 
data subject.”239 
 
Second, the CCPA grants 
consumers with the right to 
opt-out of the sale of their 
personal data, but exempts 
protection of “collection or 
other uses that do not fall 
under the definition of 
“selling.””240 On the 
contrary, the GDPR allows 
consumers to object from 
any type of processing of 
personal data “by simply 
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withdrawing consent, or by 
objecting to processing that 
is based on legitimate 
interest, or on necessity for a 
task in the public interest.”241 

Right not to 
be subject to 

discrimination 
for the 

exercise of 
rights 

No explicit 
provision. 
 

Section 1798.125 
states that, 
“consumers must 
not be 
discriminated 
because of the 
exercise of their 
rights under the 
CCPA.”242 

The GDPR does not include 
any explicit provision of the 
right and therefore no scope 
is defined.243 

Right of 
Rectification 

Article 16 grants 
data subjects to 
right to: (1) 
correct inaccurate 
personal data; (2) 
complete 
incomplete 
personal data.244 

No explicit 
provision. 

The CCPA does not include 
any explicit provision of the 
right and therefore no scope 
is defined. 

Right to 
Restrict 

Processing 

Article 18 grants 
data subjects with 
“the right to 
restrict processing 
of personal data, 
under certain 
circumstances.”245 

No explicit 
provision. 

The CCPA does not include 
any explicit provision of the 
right other than the right to 
opt-out. 
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EU Statutory Rights Underdeveloped or Nonexistent in the U.S. 
 

As the analysis of differences between the CCPA and the GDPR demonstrates, 

one of the most notable areas of divergence is that some EU statutory rights are 

considerably underdeveloped in the U.S. Many commentators often point to “the right to 

be forgotten” (RTBF) as “the most significant difference between U.S. and EU data 

protection law.”246 Article 17 of the GDPR provides data subjects in the EU a statutory 

RTBF stating that, “[t]he data subject shall have the right to obtain from the controller the 

erasure of personal data concerning him or her without undue delay and the controller 

shall have the obligation to erase personal data without undue delay.”247 Bert-Jaap Koops 

summarizes that the EU’s RTBF takes three forms: (1) the right to have information 

deleted after a preset period; (2) the right to have a clean slate; and (3) the right to be 

connected to current information and delinked from outdated information.248 Although 

the CCPA provides a similar Right to Deletion, there are still remaining differences 

between the two rights. For example, the GDPR sets a broader obligation “to inform 

downstream data recipients of [consumer’s] deletion request.”249 The RTBF in the GDPR 

applies only “if the request meets one of six specific conditions”250 listed, while the 
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CCPA does not limit the right to specific conditions. The CCPA, however, will allow 

businesses “to refuse the request on much broader grounds than the GDPR.”251 

The right of rectification is another right that is underdeveloped in the U.S. 

Article 15 of the GDPR provides all data subjects “a right of access to their personal 

data.”252 The right of rectification is imported from Article 12(b) of the Data Protection 

Directive. Under the right, controllers must provide data subjects with information about 

the length of the storage period, and their rights to rectification to erasure and to lodge a 

complaint.253 Although the CCPA introduced the right of access that bears many 

similarities to that provided by the GDPR, there is no explicit provision concerning the 

right of rectification in the California law. In addition, other rights such as the right to 

data portability and the right to be informed, despite having been recently introduced in 

the CCPA, have also been generally underdeveloped in U.S. data privacy laws. 

 

Lobbying from U.S. Technology Industry 

Despite the fact that there seems to be a general consensus on the need for a 

federal data privacy law in the U.S., disagreements between the technology industry and 

Congress are delaying the process. The adoption of the CCPA has sparked a “lobbying 

blitz” that could potentially undermine the new protections provided by California’s 
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stringent law.254 In January 2019, it was reported that five of the largest U.S. tech 

companies “poured a combined $64.2 million into federal lobbying efforts” – over a ten 

percent increase from the record-setting 2017 lobbying spending.255 The report further 

disclosed that Google alone spent more than $21.2 million in lobbying in 2018, with 

Amazon ($14.2 million), Facebook ($12.6 million), Microsoft ($9.5 million), and Apple 

($6.6 million) following Google’s lead.256 U.S. tech companies are concerned with the 

possibility that the CCPA can become the de facto U.S. standard on data privacy, as the 

California law includes costly and potentially burdensome regulations on businesses.257 

Privacy representatives from Amazon, Apple, AT&T, Charter, Google and Twitter 

argued in Washington for a “federal preemptive framework,” asserting that 

““inconsistent” and “conflicting” rules would lead to a “balkanization of services” and 

hurt consumers.”258 However, the tech industries’ ulterior motives seem to be on 

invalidating the CCPA as it could “pose serious [challenges] to many of the companies’ 
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data collection practices and create serious impediments for businesses that rely on 

targeted advertising.”259 

In spite of the fact that many CEOs of tech companies, such as Apple’s Tim Cook 

and Google’s Sundar Pichai, appeared to publicly embrace the regulation and express the 

need for a GDPR-like federal data privacy law in the U.S., their lobbying efforts suggest 

that the truth is more complex. The tech companies clearly want to ensure a seat at the 

table when the rules are written, as they need to weaken and “effectively invalidate the 

privacy protections” adopted in the CCPA before its 2020 compliance date.260 Even 

within Congress, there is a partisan rift threatening the efforts for a federal data privacy 

law.261 The Republicans, allied with Silicon Valley, are arguing for a national standard 

that would override state regulations such as the CCPA. The Democrats, on the other 

hand, are fiercely resisting the Republicans’ efforts. It comes as no surprise that the tech 

industry has considerable influence in both Republican and Democratic administrations. 

Jeff Chester, the executive director for Center for Digital Democracy, notes that many 

technology companies have recently hired former “high-profile policymakers and 

regulators” that may act to help sway the privacy debate in their favor.262 Many privacy 

advocates are worried that tech companies’ influences in the debate for a federal data 

privacy law will lead to the creation of a weak federal bill. Michelle Richardson, director 
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of the privacy and data at the Center for Democracy & Technology, asserts that a weak 

federal bill could potentially move the nation “backward” in privacy protection by 

preventing the states from enforcing their stringent laws.263 

 

Remaining Areas of Divergence in the PRC 

Although the Standard was drafted with the GDPR as its primary model, there are 

also important differences in the two laws. 

 

Key Definitions  

The table below identifies some differences in key definitions of terms in the two 

laws. 

 

Table 6: Differences in key definitions in the GDPR and PRC laws 

Topic GDPR PRC Laws Comments 

Processor Article 4(8) defines 
“processor” as “a 
natural or legal person, 
public authority, agency 
or other body which 
processes a personal 
data on behalf of the 
controller.”264 

There is no equivalent 
definition of “processor” 
in the PRC Laws. 

Unlike the GDPR, 
the PRC Laws 
don’t include any 
equivalent 
definition of a 
“processor.” 
Therefore, the 
obligations under 
the PRC Laws 
apply only to 
controllers. 
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Processing 
and 

Collection 

Article 4(2) defines 
“processing” as “any 
operation or set of 
operations which is 
performed on personal 
data or on sets of 
personal data, whether 
or not by automated 
means, such as 
collection, recording, 
organization, 
structuring, storage, 
adaptation or alteration, 
retrieval, consultation, 
use, disclosure by 
transmission, 
dissemination or 
otherwise making 
available, alignment or 
combination, restriction, 
erasure or 
destruction.”265 

The PRC Laws define 
“collect” as “[the] act of 
gaining control over the 
personal data, including 
the voluntary provision 
of personal data by the 
Personal Data Subject, 
the automatic collection 
of information through 
interacting with or 
recording acts of 
Personal Data Subject, 
and indirect access to 
data through sharing, 
transferring and 
collecting public 
information.”266 

As the PRC Laws 
do not include an 
equivalent 
definition of a 
“processor,” they 
also do not include 
a separate 
definition for 
“processing.”  

Consent “Consent” is defined as 
“[any] freely given, 
specific, informed and 
unambiguous indication 
of the data subject’s 
wishes by which he or 
she, by a statement or 
by a clear affirmative 
action, signifies 
agreement to the 
processing of personal 
data relating to him or 
her.”267 

“Explicit Consent” is 
defined as when the 
“Personal Data Subject 
gives explicit 
authorization for specific 
processing of Personal 
Information through 
written statements or 
affirmative acts 
voluntarily.”268 

When it comes to 
consent, the PRC 
Laws are “arguably 
stricter and more 
prescriptive than 
the GDPR.”  
 
Although the 
definitions may be 
similarly defined, 
the GDPR’s 
definition requires 
explicit consent 
with affirmative 
actions (e.g., 
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checking a box), 
while the PRC’s 
definition also 
allows “implied or 
silent” consent.269 

 

The definition of consent and other grounds for processing personal data outside 

of consent are two noteworthy differences between the two laws and deserve elaboration. 

The drafters claim that the Standard was drafted with the intention to be more permissive 

and business friendly than the GDPR.270 The drafters’ efforts to not hinder developments 

in the field of AI are evident in “the definition of consent and the exemptions that allow 

for data processing outside consent.”271 In contrast to the GDPR, which defines consent 

to be explicit (e.g. a clear statement or other affirmative action), consent in the Standard 

is less restrictive. Hong notes that the definition of consent in the Standard is designed to 

be “looser than the EU and more in line with the United States,” and that “consent as 

conceptualized under the Chinese framework actually [bears] lower costs and presents 

less compliance risk.”272 Hong’s interpretation seems to be correct considering that the 

Chinese definition of consent would also allow “implied” or “silent” consent. In regards 

to other legal grounds for processing personal data, China’s law is also less cumbersome 

to companies compared to the GDPR. The GDPR sets high costs and regulatory risks for 
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meeting explicit consent requirements.273 In contrast, the PRC laws again have lower 

compliance risks “as consent can be inexplicit and therefore present more pathways for 

companies to utilize user data.”274 

 

Scope, Transfer, and Security 

Territorial scope, transfer of personal data out of the jurisdiction, and security of 

personal data are all areas in which the GDPR and the PRC Laws differ. First, unlike the 

GDPR that applies to both organizations established and not established in the EU, it is 

not clear whether the PRC Laws will apply extraterritorially.275 It also remains not 

entirely transparent whether the PRC Laws will apply to foreign companies that deal with 

the personal data of Chinese consumers. According to Richard Bell, attorney in Clyde & 

Co LLP, the CSL will most likely apply to foreign businesses processing the personal 

data of Chinese citizens if that data is collected from within China, but will probably not 

apply to Chinese companies that process personal data of foreign citizens outside of 

China.276  

Second, the transfer of personal data out of the jurisdiction is an area where the 

two laws are markedly inconsistent. The GDPR allows controllers to transfer personal 

data out of the EEA region without having to obtain consents from data subjects, 
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“provided that one of the potential methods of the transferring data set out in the GDPR is 

used, e.g. standard contractual clauses in the form approved by the European 

Commission.”277 Unlike the GDPR, China is currently in the process of drafting the Data 

Transfer Law which lists onerous obligations for companies in China about processing 

consumers’ personal data outside of China. The Data Transfer Law, although incomplete, 

states that personal data can only be transferred out of China if: (1) the Controller notifies 

the Data Subject of the purpose, scope, content and the recipient of the overseas transfer; 

(2) the Data Subject gives his or her consent; and (3) the Controller undertakes a security 

assessment to ensure the personal data is safe from cyber security risks.278 Bell notes that 

the law may be problematic for international companies doing business in China that may 

have servers outside of China or use cloud based storage providers in other countries.279  

The PRC Laws seem to be more burdensome in their provisions regarding data 

security as well. The PRC Laws consist of many mandatory provisions that require 

controllers to report data security breaches to data subjects and relevant authorities. There 

are no exceptions to the provisions nor any restrictions on the type of data. However, 

unlike the PRC Laws, the GDPR does not explicitly include any provisions that impose 

strict obligations. The provisions that deal with data security threats in the GDPR are 

broadly written, and do not provide any significant detail on what kind of measures the 

controllers and data processors can take to comply with the law. 
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Key Rights 

As briefly mentioned in the preceding section on convergence between the GDPR 

and the PRC Laws, the Standard adopted the right of erasure and the right of data 

portability from the GDPR. Nevertheless, these rights have some differences with the 

right to be forgotten and the right to data portability, respectively, granted in the GDPR. 

The table below looks into the differences between the two rights. 

 
Table 7: Differences in key rights granted in the GDPR and the PRC laws 
 

Topic GDPR PRC Laws Comments 

Right to be 
forgotten/Right 

of erasure 

“Data subjects have 
the right to obtain 
from the controller 
the erasure of 
personal information 
in several 
circumstances, 
including where: (a) 
the personal data is 
no longer necessary 
in relation to the 
purposes for which it 
was collected or 
otherwise processed; 
or (b) the data 
subject withdraws 
consent and there is 
no other ground for 
the processing.”280 

“Data subjects have 
the right to obtain 
from the controller 
the erasure of 
personal information 
in several 
circumstances, 
including where: (a) 
controllers violate 
provisions of the laws 
and regulations in 
collecting or using 
personal information; 
or (b) controllers 
violate agreements 
with the data subject 
in collecting or using 
personal 
information.”281 

The main difference 
between the two 
rights is that the 
PRC laws are 
primarily focused on 
the instances when 
“controllers” violate 
provisions, while the 
GDPR does not. 
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Right to Data 
Portability 

“The data subject 
has a right to obtain 
the personal data that 
he or she has 
provided to a 
controller in a 
structured, 
commonly used, and 
machine-readable 
format, and to 
transmit it or have it 
transmitted to 
another 
controller.”282 

“After a request of the 
data subject, the 
personal information 
controller shall 
provide the data 
subject with a method 
of obtaining the 
following types of 
personal information 
copies, or directly 
transmit the following 
personal information 
copy to the third party 
on the premise of 
technical feasibility: 
personal basic 
information, 
personally 
identifiable 
information, personal 
health physiology 
information, and 
personal education or 
work information.”283 

The right to data 
portability provided 
in the Standard is 
more limited 
compared to that of 
the GDPR. In the 
Standard, the 
exercise of the right 
to data portability is 
limited to four 
specific categories of 
personal 
information: (a) 
personal basic 
information and 
personal ID 
information; (b) 
personal health 
information and 
personal education 
and work 
information.284 

 

 

Requirements 

The Standard consists of specific requirements that the GDPR does not include in 

its provisions. The table below highlights some noteworthy differences of specific 

requirements that the PRC Laws have with the GDPR. 
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Table 8: Differences in specific requirements between the GDPR and the PRC laws 

Topic GDPR PRC Laws 

Prompt 
Management 

No specific 
provision. 

The CSL and the Standard provide specific 
provisions for prompt management for data 
controllers, stating that: 
 
“After personal information is collected, the 
controller of personal information should 
immediately de-identify and take technical 
and administrative measures to store 
separately de-identified data from the 
information that can be used to recover 
personal identity. In addition, controller 
should ensure that there will be no re-
identification in the subsequent individual 
data processing.”285 

Requirements 
on Storage 

No specific 
provision.  

“Personal information controllers should 
adopt security measures such as encryption 
when storing personal sensitive information. 
When storing personal biometric information, 
technical measures should be used to process 
the information before storage, such as only 
the digest of personal biometric information 
can be stored.286 

Local Storage 
of Special 

Information 

No requirements 
about local storage 
of data. .  

“Personal information and important data 
collected and generated by critical 
information infrastructure operators during its 
operation in China must be stored in 
China.”287 

Caution about 
User Portraits 

No distinctions 
between user 
portraits. 

“Distinguish between direct and indirect user 
portraits. In order to accurately assess the 
personal credit status, direct user portraits can 
be used. However, where only for the 
purpose of promotion of commercial 
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advertisements, indirect user portraits is 
suggested to be used.”288 

Detailed 
Privacy Policy 

“Privacy policy 
shall include the 
purpose and legal 
basis for the 
processing of 
personal data.” 

“Privacy policy shall include the purpose of 
collecting and using personal information, as 
well as business functions covered by such 
purpose, such as using personal information 
for the promotion of commercial 
advertisements, using personal information 
for forming direct user portraits and their 
uses.”289 

 

 
Uncertainty in China’s Standard 
 

Although the Standard introduces many specific requirements on the processing 

of consumers’ personal information, it is important to bear in mind that the Standard is 

not legally binding and “cannot be used as a direct basis for enforcement.”290 Hong notes 

that the Standard should be viewed more as a “guideline for organizational compliance 

with the law” and that it may not be the only way to comply.291 Sacks adds that it still 

remains unclear “how this particular standard will work in relation to the broader legal 

umbrella of the cybersecurity law in practice,” and how companies will be certified based 

on the Standard’s criteria.292 Government authorities will likely refer to the Standard thus 
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the companies will have strong incentives to comply with the standards, yet there still 

remains many uncertainties on exactly how it will be utilized. 

 

GDPR: A Step Towards a Global Privacy Standard 

Analyses of the changes in laws after the implementation of the GDPR suggest 

that the European law has helped set the stage for “a privacy regulatory overhaul” in the 

U.S. and China.293 In fact, Graham Greenleaf goes further to assert that the GDPR has 

sparked a growing global diffusion of data privacy standards and laws around the world. 

Greenleaf notes that 126 countries now have data privacy laws which “share the 10 core 

elements established in 1980 by the original version of [the] Council of Europe 

Convention 108 and the OECD’s privacy Guidelines.”294 The EU’s 1995 Directive and 

the GDPR both played pivotal roles in triggering this “widespread enactment of 

principles regarded as most important and desirable.”295 Greenleaf estimates that “the 

average enactment across all 75 non-European laws is at least 7/10 of those principles,” 

while it is closer to 10/10 within European jurisdictions.296 The influence of the GDPR 

seems to be felt in all parts of the world with countries in Africa and Asia also adopting 

GDPR-like principles. Just within Asia, we are witnessing adoption of principles such as 

the right to data portability (Malaysia), regulation relating to administrative fines (South 
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Korea), and the right to be forgotten (Indonesia). Many other countries around the world 

are also in the process of enacting new laws to strengthen their original data protection 

laws following the GDPR’s lead. Brazil and India are recent examples of countries that 

have enacted strong data privacy laws that used GDPR as their primary model.  

Although there are evidently remaining areas of divergences in the laws, current 

trends seem to indicate that there is a continuation of “the progressive convergence of 

information privacy policy” that Colin Bennett noted in 1992. The GDPR, like the 1995 

Directive, offers “an important template of principles and provisions for other 

jurisdictions to emulate.”297 As Colin Bennett asserted:  

“Discrepancies in law are real, but they should not be exaggerated. If one looks  
for discrepancies, one will find them.”298 
 

Vastly different cultures and historical developments of countries around the world make 

discrepancies inevitable in their laws. What is noteworthy, however, is the fact that the 

world is increasingly converging and agreeing on the fundamental elements of data 

privacy laws. Convergence that we are witnessing today does not necessarily imply that 

all countries are moving toward identical end points. With different visions of data 

privacy, different countries are inclined to use their respective legislations to reach ends 

that best serve their needs. Although their visions are different, changes in the U.S. and 

China’s laws after the GDPR demonstrate that, despite some differences, convergence is 

happening not only within the core elements of data privacy but also within key 
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definitions and rights. A year into the GDPR, the EU law seems to be acting as a strong 

convergence force to help advance the world one step closer towards a global privacy 

standard. 
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Chapter V: 

Is Convergence under the GDPR the Optimal Path? 

 

 Analyses in the preceding chapter established that, despite remaining differences, 

the GDPR was successful in initiating a trend for convergence in data privacy laws in the 

U.S. and China. Comparison of the CCPA and the PRC laws with the GDPR 

demonstrated that the European law had considerable influences in the two laws’ writings 

of key definitions and rights. As EU continues to take lead in setting the global privacy 

standard, it is valuable to explore whether convergence under the GDPR would be 

optimal for the U.S. and China. The following two sections will evaluate both arguments 

for and against convergence under the GDPR. 

 

Arguments for Convergence under the GDPR 

Privacy advocates in support of the convergence argue that the GDPR includes 

many features that are essential for satisfactory privacy governance. First, an omnibus 

privacy law like the GDPR has substantial advantages over sectoral privacy laws such as 

those of the U.S. A top-down legislation would create a baseline privacy framework that 

can help fill in the existing gaps in sectoral laws. Second, the GDPR includes 

requirements and rights that can ultimately benefit both consumers and businesses. This 

section will first discuss the advantages of omnibus privacy laws over sectoral laws, and 

subsequently discuss the benefits of the GDPR. 
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Benefits of Omnibus Privacy Laws 

An omnibus privacy law is one overarching law that “typically sweeps in the 

public and private sectors and regulates all sectors of information use.”299 Unlike 

omnibus laws, sectoral laws are directed at specific industries and regulate “only a 

specific context of information use.”300 As discussed in Chapter Two, the U.S. has long 

relied on sectoral laws to regulate information privacy. The U.S. has generally been in 

favor of the sectoral approach as it enabled each industry to regulate differently in 

accordance to their needs. Nevertheless, recent increase in data scandals and breaches 

raise significant concerns about the efficacy of sectoral privacy laws.  

 

The Drawbacks of Sectoral Privacy Laws. One major drawback of sectoral privacy laws 

is that it creates great ambiguity and uncertainty about how particular data is protected. 

Even after decades of use, there still remains substantial complexity and inconsistency in 

U.S. privacy laws with many overlapping regulations. Daniel Solove asserts that such 

unnecessary complexity exists because sectoral laws regulate “based on the type of data 

as well as the type of entity holding that data.”301 The regulation of privacy of health 

information demonstrates a good example of this problem of sectoral laws. Although it is 

widely perceived that HIPPA protects the health information of Americans, this is not 
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entirely true in all cases. HIPPA doesn’t protect all types of health information, as it 

“only applies to health data held by covered entities or business associates.”302 Therefore, 

if a particular data is “held by a company or person that isn’t a covered entity or a 

business associate, it’s not covered by HIPPA.”303 The same health data will be regulated 

differently if it were to be collected by a hospital as opposed to a school. To add to the 

confusion, health data are also protected by FERPA and the FTC Act, making some types 

of health data to be concurrently regulated by different statutes while other types receive 

virtually no protection. 

Another significant drawback of sectoral laws is that it is no longer compatible for 

today’s constantly evolving world. The current sectoral boundaries in the U.S. were set 

during the 1970s and 1990s when the world was very different. Today, sectoral 

boundaries are becoming more and more meaningless with businesses expanding to 

different sectors. Traditional telephone providers, such as Verizon and AT&T, are 

entering entertainment; and big tech giants, such as Amazon and Apple, are investing 

heavily to move into health care. With “startups [also launching] into the provinces of 

financial institutions like currency trading and credit and all kinds of enterprises 

[competing] for space in the autonomous vehicle ecosystem,” Cameron Kerry asserts that 

“the sectoral boundaries that have defined U.S. privacy protection cease to make any 

                                                        
302 Solove, “The Growing Problems.” 

303 Solove, “The Growing Problems.” 



 
 
 

 
 
 

 

100 

sense.”304 With outdated sectoral boundaries, the laws consequently fail to keep up with 

the rapidly changing environment. 

The complexity and inconsistency of sectoral privacy laws along with the 

outdated sectoral boundaries “leave major gaps in the overall privacy scheme.”305 

Although some gaps have narrowed in U.S. sectoral laws, Solove finds that there are still 

remaining gaps in protection. For example, “certain aggregators of data are regulated by 

FCRA but others doing slightly different functions than credit reporting are not 

covered.”306 Remaining gray areas to when the FCRA is triggered makes it even more 

difficult to confront this problem. Furthermore, in regards to the privacy of health 

information, coexistence of overlapping regulations with considerable differences in 

levels of protection makes it extremely difficult to resolve the remaining gaps. For 

example, students’ health information collected by university clinics are regulated by 

FERPA, yet FERPA provides a much weaker protection compared to that provided by 

HIPPA, thus raising questions about why identical information deserve different levels of 

protection depending on the entity processing the information. As Solove asserts, these 

problems of sectoral privacy laws will only exacerbate with time and it is significant for 

the U.S. to reevaluate the efficacy of the sectoral approach to privacy. 
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Advantages of Omnibus Privacy Laws. European countries have historically favored the 

use of omnibus laws to regulate privacy. Germany was the first country to introduce a 

comprehensive federal omnibus law, the Federal German Data Protection Act of 1977, 

which established standards for “information processing by public and private entities 

alike.”307 This German preference for “anchoring data protection law in omnibus privacy 

statutes” became typical of European data protection law with the EU’s implementation 

of the 1995 Directive.308 Paul Schwartz explains that one of the major factors that 

contributed to the EU’s preference of omnibus privacy laws is the EU’s belief that 

preventive action is more important “than the risks of legislating under uncertainty.”309 

Schwartz identifies three noteworthy advantages of omnibus privacy laws. 

First, omnibus privacy laws can help fill in the discussed gaps of sectoral laws 

and ensure less ambiguity in legislations. Sectoral boundaries established in the 1970s 

and 1990s have become outdated, and it is becoming increasingly difficult to categorize 

businesses into sectors. Inventions of new technologies have only amplified the problems 

of sectoral laws. For example, COPPA regulates the use of children’s personal 

information on the Internet, but it does not regulate children’s personal information in 

other new digital platforms independent of the Internet.310 Section 6502 (b)(1)(A) of 

COPPA writes that the regulation only applies to a “website or online service.”311 
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Although COPPA entrusts the FTC with enforcement powers, “scattered FTC 

enforcement actions pursuant to its general statutory authority neither provide 

comprehensive privacy protections nor completely close gaps in legal coverage.”312 

Companies that target children have been able to sidestep COPPA’s jurisdiction by taking 

advantage of Section 6502 (b)(1)(A). In such situations, a comprehensive omnibus law 

can help set a baseline privacy framework that regulates children’s personal information 

regardless of the specific digital platform used. 

Second, omnibus privacy laws allow all industries to be regulated equally, 

leveling “the regulatory playing field where sectoral laws can place unequal burdens on 

industries in closely related areas.”313 For example, Jeff Chester and Kathryn 

Montgomery find that there has been an increase in companies deliberately avoiding the 

jurisdiction of COPPA by marketing food products (mostly unhealthy) to children on 

other digital platforms outside of COPPA’s coverage.314 In the case of companies such as 

Google, they have generally encountered less regulations in their collection of personal 

information compared to telephone companies because the Customer Proprietary 

Network Information (CPNI) does not apply to Internet companies. An omnibus law can 

help confront these problems with advertisers and companies evading regulations of 

privacy, and ensure considerably equal regulations are applied to all industries in closely 

related areas. 
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The final and most important advantage of an omnibus privacy law is that it will 

help smooth global flow of personal data. With most countries already adopting the 

omnibus approach to regulate information privacy, countries like the U.S. embracing the 

sectoral approach have become outliers. The EU has long regarded the protection of U.S. 

privacy laws as inadequate and inferior to that of European laws. Despite their lack of 

respect for the sectoral approach of privacy, the EU recognized the importance of 

transatlantic flow of information and thus negotiated with the U.S. on developing the 

Safe Harbor Framework and subsequently the Privacy Shield Framework. The Safe 

Harbor, however, was declared invalid by the Court of Justice of the EU (CJEU) after 

Schrems. The EU-U.S. Privacy Shield is also currently under great criticism by the 

European Parliament, with EU authorities claiming that the U.S. law does not provide 

equivalent protection to privacy as the EU law does. With U.S. sectoral privacy laws 

continuing to fail the EU’s adequacy test, adopting an omnibus privacy law that is 

compatible with those of other countries may not only help reduce the complexity in 

sectoral laws, but also help reduce the barriers to free flow of data.315 

 

Benefits of the GDPR 

As the world’s strongest data protection law yet to be seen, the GDPR brings 

many benefits. Although it is common for many businesses to view compliance with the 

GDPR as cumbersome, it is important to realize that the rules of the GDPR has many 

benefits for both consumers and businesses.  
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Benefits for Consumers. The GDPR brings many benefits for consumers around the 

world by introducing new rights that allow consumers to access and control their data on 

the Internet. There are four noteworthy GDPR benefits for consumers: (1) change in 

consent request and improved transparency; (2) faster news about data breaches; (3) 

privacy by design and by default; and (4) the introduction of rights that strengthen 

consumers’ rights to their personal information.  

First, change in the GDPR regarding consent allows consumers to be more 

confident that their data is not being stored or processed without their knowledge. Prior to 

the GDPR, consumers had limited knowledge about the processing of their personal 

information online. GDPR compliance requires organizations and businesses to share 

with consumers how they have acquired their information and also disclose how their 

data is being used. Article 7(2) of the GDPR delineates that consent must be given as a 

written declaration that is “clearly distinguishable from the other matters, in an 

intelligible and easily accessible form, using clear and plain language.”316 Furthermore, 

as the GDPR defines consent to be an affirmative action, it eliminates the possibility of 

any implied consent in which silence or inactivity is automatically implied to be an action 

of consent. Consent will also expire after a six-month period and consumers now have 

the right to withdraw from consent, which the controllers have a duty to inform the 

consumers about.317 This change in consent requests will limit the selling of consumers’ 

personal information to third parties without their knowledge, while empowering the 
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individuals with greater control over their personal data. The changes in the GDPR 

regarding consent will help facilitate an environment of improved transparency for 

consumers throughout stringent requirements on data controllers to provide transparent 

privacy notices, in which consumers rights are explicitly upheld and publicized.  

Another benefit of the GDPR is that consumers will be informed much faster 

about data breaches. The GDPR requires organizations and businesses to inform 

consumers about data breaches within 72 hours of discovery. This requirement will help 

avoid future cases, such as with Uber and Yahoo, in which the businesses deliberately 

failed to report massive data breaches that affected millions of users. With Article 83 of 

the GDPR stating that administrative fines “could range from 10,000,000 and two percent 

of the company’s total annual turnover, or anywhere from 20,000,000 to four percent of 

the company’s annual turnover, whichever is higher in either case,”318 businesses will no 

longer be able to take compliance with the new regulation lightly. 

Third, the GDPR requires privacy by design and by default, in which “safeguards 

will be built into products and services from the earliest stage of development and 

privacy-friendly default settings will be the norm.”319 Article 25 of the GDPR states that 

the right of “data protection by design and by default” is the idea that “privacy and data 

protection are, in some way, embedded within the entire life cycle of hard- and software, 

from early design, to use, to disposal.”320 By making this design mandatory, it forces data 
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controllers to minimize the amount of personal data collected by limiting their collection 

to only necessary information for their specific purposes. There are, however, remaining 

uncertainties about how a regulatory authority would apply fines under Article 25 as 

there are too many variables that must be considered.321 

Finally, the most important benefit of the GDPR for consumers is the introduction 

of new rights that put consumers in control over their data. The right to access provides 

consumers with the right to demand any organizations or businesses to provide them 

access to the information that is stored about them. Businesses will be required to provide 

consumers with the requested information within 30 days. Article 16 of the GDPR 

provides consumers with the right to rectification, which allows consumers to rectify 

inaccurate information about them on the Internet. Furthermore, the right to data 

portability, delineated in Article 20 of the GDPR, will allow consumers to request 

organizations for all the personal information they hold on them and easily transfer them 

to another provider upon request.  

 

Benefits for Businesses. Although the primary strength of the GDPR is the benefits that it 

provides consumers, complying with the GDPR has many benefits for businesses and 

organizations as well. There are four notable benefits for businesses: (1) enhanced 

cybersecurity; (2) improved consumer trust; (3) reduced maintenance cost; and (4) better 

alignment with evolving technology. 
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First, compliance with the GDPR will enhance the cybersecurity of businesses, 

creating an environment in which there is improved data security overall. The GDPR 

requires organizations “to identify their security strategy and adopt adequate 

administrative and technical measures to protect EU citizens’ personal data.”322 This 

requirement has fostered many organizations to better determine data that is necessary for 

their business and understand what is currently in place to safeguard it. Furthermore, by 

requiring data protection training, companies are forced to reevaluate their current 

cybersecurity strategy. Michael Fimin asserts that the GDPR provides an opportunity for 

businesses to “establish thorough control over the entire IT infrastructure, [and] build 

healthier data protection workflows and streamline security monitoring,” ultimately 

helping businesses “reduce the attack surface, better understand what is going on across 

[their] network and decrease the likelihood of having to pay what some organizations 

think of as a ‘cyber tax,’ caused by rising attack numbers and system outbreaks.”323 

Improved data management and greater security awareness will ultimately allow 

organizations to increase consumer trust and loyalty. Complying with stringent data 

protection principles of the GDPR and appointing data protection officers (DPOs) will 

improve consumer confidence in the business. According to a research by Cisco, GDPR 

compliance will create “lower likelihood of suffering a data breach, and lower scope for 
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damage.”324 Businesses that have suffered major data breaches, such as Equifax and 

Marriot, are currently struggling to recover consumer trust. With the level of distrust 

among consumers increasing, GDPR compliance is a reasonable place to start for 

companies to build deeper trust and recover their brand reputation. 

The third business benefit of the GDPR is reduced maintenance cost. Although 

the GDPR burdens businesses with high compliance costs, once they become GDPR 

compliant, businesses will encounter reduced maintenance cost in data storage. 

Businesses will cut costs by retiring “any data inventory software and legacy applications 

that are no longer relevant to [the] business.”325 Utilizing tiered storage will further help 

reduce operational costs of storing data “by consolidating information that is present in 

silos or stored in inconsistent formats.”326 In the marketing perspective, restructuring data 

storage can help businesses gain more personalized information about specific customers, 

while saving “the sunk cost of pursuing uninterested consumers.”327 

Finally, advocates of the GDPR assert that the EU law is better aligned with 

evolving technologies. For example, complying with the GDPR requires businesses “to 

move towards improving its network, endpoint and application security.”328 By 
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encouraging businesses to adopt latest technologies – such as cloud computing and The 

Internet of Things (IoT) – GDPR compliance will provide opportunities for businesses to 

“effectively manage the growing demand for data” and “offer end users augmented 

products, services and processes.”329 

 

Reasons Why GDPR is Not a Satisfactory Design for Convergence 

Although there are many valid arguments that support the convergence of global 

data privacy regulations under the GDPR, it is important to consider its drawbacks and 

unintended consequences. First, an omnibus privacy law such as the GDPR can be very 

difficult to amend, and also risks losing potential benefits from experimentation in 

sectoral laws. Second, the unclear and obscure wordings, and the many unintended 

consequences of the GDPR suggest that the European law may not be the optimal model 

for the world. This section will examine the drawbacks of omnibus privacy laws and then 

discuss key unintended consequences of the GDPR. 

 

Drawbacks of Omnibus Privacy Laws 

There are three potential drawbacks of omnibus privacy laws: (1) increased 

compliance cost, (2) difficulty in making amendments, and (3) risks of losing 

experimentation in sectoral laws. First, an omnibus law would burden organizations by 

increasing the overall cost of compliance. For example, although the FTC Act was not an 

omnibus law, many private organizations had to bear increased cost of compliance when 
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it was enacted. An omnibus law like the GDPR would raise the compliance costs even 

higher for organizations than that experienced from the FTC Act. According to one 

survey, 92 percent of those working at companies with over 1,000 employees expected 

GDPR compliance to cost the business over 50,000 dollars.330 23.8 percent of the 

businesses expected compliance cost to be between 100,000 and a million dollars, while 

10.3 percent expected the cost to be over a million dollars. According to a report by the 

U.S. Census Bureau, total GDPR compliance costs for U.S. firms alone could be 

approximately 150 billion dollars.331 This is “twice what the U.S. spends on network 

investment and one-third of annual e-commerce revenue in the U.S.”332 

 
Figure 3333: Expected GDPR compliance cost for U.S. businesses  
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The second drawback of omnibus privacy laws is that it can be much more 

difficult to amend the laws once enacted compared to sectoral laws. With considerable 

influences from industries, privacy advocates, and supporting parties, agreement for 

significant change in omnibus laws can be very difficult. If any changes were to be made, 

it will require much longer duration for the changes to be actually implemented. Schwartz 

compares the case of adopting omnibus laws in U.S. labor law to illustrate this point. 

Schwartz cites Cynthia Estlund’s review of the National Labor Relations Act (NLRA) to 

demonstrate “how an ‘ossification’ of American labor law has taken place and 

contributed significantly to its ineffectuality.”334 Estlund writes that an omnibus law like 

the NLRA turned out to be very difficult to amend, impeding the legislation from keeping 

up with constant changes in circumstances.335 Considering that the regulation of 

information privacy must constantly take into consideration the changes and 

advancements in technologies, the risk of ossification that Estlund found in labor law 

may be greater in data privacy laws. 

 Finally, an omnibus law like the GDPR risks losing important experimentation in 

sectoral laws. The U.S., relying on “a dual system of federal and state sectoral 

regulations,” allows the states to experiment through different legislations – as 

established in Chapter Four.336 This dual system allows the U.S. to simultaneously 
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experiment with different policies and learn lessons about their efficacies. An omnibus 

law with an preemptive scope would hamper this opportunity for experimentation. 

Johannes Masing, a Justice of the German Federal Constitutional Court, has also 

expressed discontent about the EU’s decision to adopt an omnibus law like the GDPR 

that preempts most laws of Member States. Masing contends that such preemption 

disregards the benefits that can be derived from “the discovery and testing of new 

sectoral and differentiated solutions.”337 

 

Unintended Consequences of the GDPR 

Examination of potential drawbacks of omnibus privacy laws suggests that an 

omnibus law that preempts sectoral experimentation risks ossification and has the 

potential to burden organizations with high compliance costs. These drawbacks are also 

reflected in the many unintended consequences of the GDPR. There are four key 

unintended consequences of the GDPR: (1) regarding its overall economic impact, (2) 

restriction of innovation, (3) increased security concerns, and (4) the creation of 

contradictory rights. 

First, the implementation of the GDPR has inadvertently created an environment 

that strengthened the tech giants. Although one of the main intentions of the GDPR was 

to level the playing field, reports since the implementation of the GDPR indicate that the 

regulation is in fact hurting small businesses the most. As discussed in the drawbacks of 

omnibus laws, the high compliance cost of the GDPR is exerting more pressure on 
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smaller businesses. Although big companies, such as Google and Facebook, need to pay 

higher costs compared to smaller businesses, the important difference is that the big tech 

giants have the money to afford compliance. On the other hand, smaller companies that 

do not have enough funds to afford compliance must either give up on EU customers or 

risk the intense administrative fines of the GDPR. Recent research conducted by Jian Jia 

et al. found that the enactment of the GDPR has led to greater reluctance of venture 

capitalist firms to invest in startups.338 The study finds that there was a 17.6 percent 

decline in weekly venture deals since the enactment of the GDPR, with startups less than 

three years old struggling the most.339 On that account, the GDPR has inadvertently 

created greater barriers to market entry and even if smaller companies make it inside, it 

has now become immensely difficult for them to generate profits due to increased costs. 

The graph below from the Reuters Institute for the Study of Journalism illustrates how 

smaller ad tech companies are losing ground to the duopoly – Google and Facebook – 

after the enactment of the GDPR. 
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Figure 4340: Change in market control after the GDPR 

 

 The second unintended consequence of the GDPR is that it restricts innovation in 

emerging technologies, such as artificial intelligence, blockchains, and cloud computing, 

that rely on extensive pools of data. Many critics of the GDPR assert that the regulation 

“may actually diminish the value of user data – and, with it, users’ ability to obtain 

beneficial goods and services in exchange for sharing information about themselves.”341 

For example, the data minimization requirement in the GDPR would limit the amount of 
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information available for researchers to accomplish new breakthroughs. Considering that 

“future beneficial uses of data are often unforeseen at the time of its collection,”342 the 

data minimization requirement will severely impair the progress of innovation.  

 The third unintended consequence is that the GDPR may, ironically, increase 

security concerns by reducing the ability to track cybercrime. Few days prior to the 

enactment of the GDPR, the International Corporation for Assigned Names and Numbers 

(ICANN) announced a Temporary Specification in order to comply with the GDPR’s 

requirements.343 The Specification “allows registries and registrars to obscure WHOIS 

information they were previously required to make public.”344 WHOIS is a collection of 

web databases used by law enforcements and cybersecurity professionals to identify 

information about website owners.345 The information derived from WHOIS includes 

technical details of the domain, and has been utilized by law enforcements to identify and 

track illegal activity online. Nevertheless, the Temporary Specification will make it 

extremely difficult for law enforcements to combat unlawful activity online by obscuring 

necessary information. Rob Joyce, a cybersecurity official who formerly served in the 

U.S. National Security Council, shares the concern that ICANN’s GDPR compliance will 

lead to increased cases of cybercrime as “the automatic privatization of these databases 

under GDPR could mean a loss of access for independent groups or individuals 
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monitoring cybercrime.”346 Furthermore, the GDPR’s requirement to make personal data 

easily accessible and downloadable by consumers make data highly vulnerable to 

cybercrime. This GDPR requirement can potentially make it easier for criminals to access 

sensitive personal information, as they will be able to request access and download the 

information once they get hold of one’s account. It is interesting to note that rights, such 

as the right to access, which advocates of the GDPR have considered to be beneficial for 

consumers can, in practice, act as a double-edged sword. 

 Finally, the last key unintended consequence of the GDPR is that it creates new 

rights that contradict with legislations of other countries. Considering the extraterritorial 

impact of the regulation, the GDPR should have been crafted with other country’s 

legislations in account. The right to be forgotten (RTBF), included in Article 17 of the 

GDPR, can be considered the most controversial. In the U.S., freedom of speech or 

expression is explicitly protected by the First Amendment. Nevertheless, the RTBF poses 

significant challenges to the protection of freedom of speech as “the requirements for 

data processing are so onerous that they would be found to limit expression.”347 Previous 

district court cases regarding the RTBF in the U.S., such as Search King, Inc. v. Google 

Technology Inc. (2003) and Christopher Langdon v. Google Inc. et al. (2007), 

demonstrated the U.S. district court’s reluctance to put delinking rights above the 

protection of freedom of speech. The Supreme Court also expressed similar tendencies to 

favor the protection of free speech in their decision in Florida Star v. B.J.F. (1989). 
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Although the Supreme Court acknowledged that individual’s privacy interests are 

important, they decided that truthful information obtained lawfully should not be 

forgotten. As the RTBF also has the potential to disrupt free flow of data in the 

marketplace – the priority in protection of U.S. privacy laws – the GDPR’s RTBF is not 

well suited for the U.S.  

In the case of China, a similar right to RTBF has been almost nonexistent and 

considering its early stage in development, it seems unlikely that the Chinese government 

will consolidate the right into hard law. As of now, China has included the RTBF in the 

Standard, but as the Standard is legally non-binding it still remains unclear how this right 

will be interpreted by the courts. Previous court cases pertinent to RTBF in China, such 

as Ren Jiayu v. Beijing Baidu Netcom Science & Technology (2015), indicate that there is 

no legal basis for the RTBF in China with the appellate court deciding that the court 

“shall not support the claim that the search terms automatically generated by search 

engines should be forgotten.” 348 Considering the Chinese courts’ tendencies to favor the 

protection of innovation over their citizens’ rights to privacy (see Ms. Zhu Ye v. Baidu 

(2015)), it also seems unlikely that the Chinese courts will legally recognize the RTBF 

anytime soon. 

 

Loopholes in the GDPR 

Along with the many unintended consequences, privacy experts are already 

finding potential loopholes that can be exploited in the GDPR. These loopholes are 
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created by unclear and obscure wordings of the regulation. This thesis will discuss three 

potential loopholes vulnerable to exploitation in the GDPR: (1) regarding the concept of 

“legitimate interests;” (2) regarding the concept of “profiling;” and (3) in Article 3(2) and 

Recital 23. 

The GDPR includes a stringent provision on consent, stating that “[p]rocessing 

personal data is generally prohibited, unless it is expressly allowed by law, or the data 

subject has consented to the processing.”349 The provision further notes that there are five 

other bases in which the GDPR allows the processing of personal information. These are: 

“contract, legal obligations, vital interests of the data subject, public interest and 

legitimate interest as stated in Article 6(1) [of the] GDPR.”350 The problem here is with 

the ambiguity of the term “legitimate interest.” The GDPR does not provide extensive 

explanation of the term, thus leaving it subject to many different interpretations. 

Attorneys from law firm SS Rana & Co. assert that it remains unclear “whether consent is 

to be taken in case of legitimate interest or whether data subjects are to be informed about 

processing of information.”351 Robert Madge explains that a major problem is that the 

procedures in the GDPR allow data controllers to be in full control of deciding whatever 

“legitimate interest” they have in consumers’ personal information.352 The only 

requirement the GDPR puts on data controllers is under Article 13(1)(d), which states 
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that controllers must provide the data subjects that the processing was based on legitimate 

interests pursued by the controller. Besides Article 13(1)(d), however, there is no explicit 

requirement for data controllers to provide reasons to why particular personal information 

was considered a “legitimate interest” to the controller. Furthermore, not only is there no 

supervisory authority overseeing the controllers’ bases of legitimate interest, there is also 

“no process defined for a potential independent assessment.”353 Thus, data controllers can 

exploit this loophole in the GDPR by collecting more personal information under the 

reasoning that the information were legitimate interests. 

The second loophole in the GDPR is regarding the concept of “profiling.” The 

concept of profiling is included in Article 22 and Recital 71 of the GDPR. Although the 

GDPR provides consumers with the right to object to direct marketing based on profiling, 

the regulation includes “no obligation on the controller to inform the data subject that any 

profiling is taking place.”354 Thus, it remains unlikely for consumers to even realize that 

their personal information is being used for profiling. Furthermore, as controllers are not 

required to inform data subjects about profiling, they can easily sidestep cases in which 

data subjects request access to their personal information by transforming the information 

to algorithms, while “deleting the individuals’ original raw data on the principle of data 

minimization.”355 
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The final loophole in the GDPR is in Article 3(2) and Recital 23. Article 3(2) of 

the GDPR states that the regulation “applies to the processing of personal data of data 

subjects who are in the Union by a controller or processor not established in the Union, 

where the processing activities are related to: (a) the offering of goods or services, 

irrespective of whether a payment of the data subject is required, to such data subjects in 

the Union; or (b) the monitoring of their behavior as far as their behavior takes place 

within the Union.356 The problem here is with the phrase “offering of goods or services,” 

as it can be interpreted to allow personal information to be used for other purposes that 

are not seen as offering goods or services. In such situations, the processing of personal 

information will be outside of the scope of the GDPR. Furthermore, the phrase “related to 

the offering” does not effectively “cover any processing of personal data that arise from 

the ‘offering,’ but only the processing activities related to the offering.”357 Thus, the 

phrase can be narrowly interpreted to mean that all the processing of personal 

information that occur after the offering may not receive GDPR protection.358 To add to 

the ambiguity, Recital 23 states that, “[i]n order to determine whether such a controller or 

processor is offering goods or services to data subjects who are in the Union, it should be 

ascertained whether it is apparent that the controller or processor envisages offering 

services to data subjects in one or more Member States in the Union.”359 Madge notes 
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that the word “envisages” creates greater confusion as it is open to different 

interpretations.360 Attorneys at SS Rana agree that companies can easily sidestep Article 

3(2) when one company accumulates personal information following GDPR standards, 

but later sells this information to another company “for a purpose not related to offering 

goods and services”361 – making the regulation of processing outside of GDPR’s scope. 

 

GDPR as a Template for a Global Privacy Standard 

After examining both the advantages and drawbacks of omnibus privacy laws and 

the GDPR this thesis concludes that while omnibus privacy laws should be preferred over 

sectoral laws, it would not be in the best interests of the U.S. and China to converge 

under the GDPR. First, omnibus privacy laws seem to be more compatible in today’s 

world compared to sectoral laws, as sectoral boundaries have incrementally become 

obsolete. Adopting omnibus laws can help set a baseline privacy framework, which can 

help fill in the existing gaps in sectoral laws. However, it will not be optimal for the U.S. 

to adopt a GDPR-like omnibus law that preempts existing state laws. Such preemption 

would only raise the risks of ossification with great potential to move the nation 

backward in privacy protection. In the case of China, data privacy laws have recently 

become more aligned with the EU, yet the Chinese government currently has no incentive 

to adopt a legally binding omnibus privacy law. As of now, their current use of non-

binding standards seems to be sufficient for their purposes of protecting the security of 
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the nation’s information, while sending the world a message that they are taking privacy 

more seriously than in the past. Nevertheless, considering the 2019 report from 

AlphaBeta, an economics consulting firm, that predicted that China may potentially lose 

5.5 trillion-dollar growth opportunity if they don’t properly confront issues of data 

privacy,362 China may soon realize incentives for converting their non-binding standards 

into hard laws. 

As discussed earlier in the chapter, the GDPR has the potential to bring benefits 

for both consumers and businesses. However, examining the unintended consequences 

and loopholes of the GDPR suggest that significant amendments – that take into 

consideration the discussed drawbacks – are necessary. As established in Chapter Four, 

the world is already witnessing increasing signs of convergence in key definitions and 

rights in data privacy laws. This thesis believes that such adoptions of definitions and 

rights from the GDPR is in the right direction, as they take into consideration the 

evolving digital economy. Nevertheless, converging under the GDPR will not be in the 

best interests of both the U.S. and China because of their clear fundamental differences in 

focuses of privacy protection with the EU.  

In the case of the U.S., it is important for the nation to progressively recognize 

privacy as a fundamental right analogous to the EU. However, the federal data privacy 

law currently under negotiation in Congress should not take the form of the GDPR. First, 

an omnibus law like the GDPR that preempts state and sectoral laws could possibly 
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exacerbate the conditions of privacy protection in the U.S. As Martha Derthick noted, 

“[s]tate governments are usually first to act in response to new problems or issues, of 

which many arise in a time of rapid technological and cultural change.”363 The federal 

government, on the other hand, has continuously suffered from congressional gridlock 

concerning issues of data privacy regulation. Creating an omnibus privacy law that 

preempts developments in states will nullify strong state data privacy laws already on the 

table (i.e. CCPA), and provide more room for influences from the tech industry. Even the 

Federal Council of Germany (the Bundesrat) and the French National Commission on 

Information Technology and Liberties (CNIL) seem to agree that an omnibus regulation 

like the GDPR that displaces data protection rules in Member States can concentrate too 

much power in the Commission and reinforce “bureaucratic and distant image of 

community institutions.”364 As Johannes Masing noted, “the power of every federal 

structure lies in its diversity,” and an omnibus law like the GDPR “leaves too little room 

for policy experiments.”365 The U.S. should, therefore, not make the EU’s mistake of 

turning away from privacy federalism, and instead attempt to utilize the GDPR as a 

template to create a more suitable regulation of information privacy of their own. 

In the case of China, converging under the GDPR will not be in their best interest 

because the GDPR’s unintended consequences conflict with China’s primary goal to 

make the nation a world leader in AI. Beijing has been focusing on shaping legal and 
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policy regimes that favor the development of AI, and this was clearly expressed in their 

recent Standard. It would be unrealistic to expect China to converge under the GDPR 

considering that the EU regulation includes significant drawbacks for the development of 

AI. Stringent regulations of the GDPR on data handling and processing will “inhibit new 

technology development and use, and will inevitably increase the cost to develop new 

technologies.”366 Specifically in regards to the development of AI, Articles 13 and 22 of 

the GDPR – which “require that certain algorithm decisions need to be reviewed and 

explained by humans”367 – are expected to substantially increase the labor costs in its 

development. Article 17 of the GDPR, which “provides user with erasure of personal data 

without undue delay,” also has significant potential to “destroy key rules underpinning 

the AI system…thus resulting in a decrease in the efficiency and accuracy of algorithms, 

or even breaking it entirely.”368  

European companies have generally fallen behind U.S. and Chinese companies in 

the digital economy. The 2018 Internet Trends Report by Kleiner Perkins revealed that 

European companies have not made the “Mary Meeker’s list of top Internet companies 

since 2013.”369 Thus, the EU has much less to lose from tough regulatory standards on 

data privacy compared to the U.S. and China that have relied on technological innovation 

to promote their market economies. Considering the U.S. and China’s prioritized focuses 
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on market interests and their heavy reliance on the development of new technologies, the 

EU’s GDPR is incompatible for both the U.S. and China. 

 

Recommendations for the Future 

As Paul Schwartz and Karl-Nikolaus Peifer assert, the future path for data privacy 

should be one of collaboration and concessions.370 In order for the world to agree on one 

global privacy standard, it is imperative to first identify core differences among nations’ 

interests in data privacy and use that knowledge to form a “critical baseline for future 

collaboration.”371 Although the GDPR marked a significant step towards the creation of a 

global privacy regime, EU regulators failed to accommodate the inherent differences in 

the conception and protection of privacy in the world – thus making the GDPR unsuited 

to be the global privacy standard. One critic of the GDPR, Alexander Roßnagel, goes far 

to describe the GDPR as a “centralized and monopolized regulation.”372 EU regulators 

must realize that considerable work is needed in the GDPR to minimize the unintended 

consequences and close potential loopholes vulnerable to exploitation.  

With constant technological advancements, laws pertinent to cyberspace have 

been unable to keep up with the rapidly changing environment. Problems concerning 

information privacy are expected to escalate with future developments in new 

technologies, such as in AI and Big Data, that make “data collection, analysis, and 
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sharing practices easy and seamless.”373 Analogous to how AI experts around the world 

have gathered on January 2017 to develop the Asilomar AI Principles to better guide 

developments in AI, privacy experts around the world must engage in more discussions 

to help harmonize essential principles of privacy that can be relied on irrespective of 

future advancements in technology. As there are already growing global convergences in 

data privacy laws on the ten core elements established in the Council of Europe 

Convention 108 and the OECD’s privacy guidelines, updating these core elements to 

reflect modern problems will be a great place to start.  

The GDPR has brought the world one step closer to a global privacy regime, yet 

the difference in data privacy regulations around the world remains real and a global 

consensus on privacy standards may not occur anytime soon. In order to confront 

continuing problems pertinent to privacy, nations must acknowledge their differences and 

continue to strive in creating common grounds among their privacy systems. In this new 

age of Big Data, international cooperation may be the only way to ensure people, 

regardless of their nationality, receive the protection of privacy that they deserve. 
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