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Abstract

Entropy notions from information theory have many applications in cryptographic analyses
and constructions, where it is most common to consider adversaries with only (polynomially)
bounded computational power. Therefore, some computational relaxations of entropy, which
capture some properties of entropy from the view of computationally bounded parties are also
useful in cryptography and computational complexity. In this thesis, we study computational
notions of entropy from several different angles.

First, in many constructions of basic cryptographic primitives, computational entropies
serve as key ingredients. For instance, “next-block pseudoentropy” and “next-block accessible
entropy” are used in the best known constructions of pseudorandom generators and statistically
hiding commitments from one-way functions, respectively. We contribute along these lines in
two aspects:

e We introduce a new notion of hardness for one-way functions called KL-hardness,
which implies both next-block pseudoentropy and inaccessible entropy, and formalizes
the duality between them. By the new notion, we also obtain a more modular and
illuminating proof that one-way functions imply next-block inaccessible entropy, similar
in structure to the proof that one-way functions imply next-block pseudoentropy (Vadhan
and Zheng, STOC 2012).

e One common step in the constructions of basic primitives (including pseudorandom
generators, statistically hiding commitments, and universal one-way hash functions)
from one-way functions is entropy flattening, which converts an average-case entropy

(e.g., Shannon) to a worst-case entropy (e.g., min-entropy). We show that any flattening
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algorithm has to make Q(n?) queries to the function serving as the entropy sources
(analogues to the one-way functions in the constructions of cryptographic primitives)
where n is the input length of the functions. The result can be viewed as a step towards
proving that the current best construction of pseudorandom generators from arbitrary

one-way functions (Vadhan and Zheng, STOC 2012) has optimal efficiency.

Then we study the complexity of the problem “simulating auxiliary input”: given a joint
distribution (X, Z) on X x {0,1}¢ and a class of distinguishers F : X x {0,1}* — {0,1},
construct an “efficient” simulator h : X — {0,1}¢ such that (X,Z) and (X,h(X)) are
indistinguishable by any distinguisher f € F up to advantage €. The efficiency of h is measured
by circuit size of relative to F, the optimal complexity was known to be poly(e_l, 2£) The
existence of such a simulator implies many theorems connected to computational entropies
such as the Dense Model Theorem, Impagliazzo’s Hardcore Lemma, and the Leakage Chain
Rule for “relaxed-HILL pseudoentropy” We improve the existing results from both directions
showing a tight complexity bound é(s‘Q . 25) for h, which in particular improves the security
analysis of some stream-cipher protocols in leakage-resilient cryptography.

Finally, we initiate the study of computational entropies in the quantum setting by
proposing several quantum computational notions of entropy that generalize classical notions,
studying which classical properties of computational entropies extend to the quantum case
and which does not, and illustrating the application of quantum computational entropy in
post-quantum cryptography. Specifically, we develop the Quantum Nonuniform Min-max
Theorem to prove some properties of quantum computational entropies such as the equivalence
between quantum HILL entropy and metric entropy. Notably, we also solve the problem
of simulating auxiliary quantum input, which we further use for proving the security of
Dziembowski and Pietrzak’s (FOCS 2008) leakage-resilient stream-cipher against quantum

adversaries with quantum leakage in the bounded-quantum-storage model.
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Chapter 1

Introduction

Entropy notions can be used to measure the uncertainty in a random variable. They play
essential roles in cryptography for both upper bounds (e.g., arguing security) and lower
bounds (e.g., minimum key lengths needed). Specifically, traditional entropy notions can be
used to prove information-theoretic (unconditional) security properties, where adversaries are
modeled with unlimited computational power. Information-theoretic security is invulnerable
to future developments in computational power, algorithms, or even quantum computers.
However, many interesting cryptographic objects and systems in modern cryptography are
provably impossible under information-theoretic security. To bypass this barrier, in modern
cryptography, it is most common to study models where adversary’s computational power is
bounded and base security on the hardness of some computational problems for such adversaries.
For example, Goldwasser and Micali defined computational indistinguishability [GM84] as the
computational analogue of statistical distance to circumvent Shanon’s impossibility results on
perfectly secure encryption [Sha49]. Similarly, as entropy notions describe the uncertainty
of a random variable “information-theoretically”, computational notions of entropy (the
subjects of this dissertation) describe the uncertainty of a random variable from the eyes of
computationally bounded parties.

In this thesis, we study computational notions of entropy from three different angles.

First, computational entropies are the key ingredients in many constructions of cryptographic



primitives. Second, the notions are connected to many results in cryptography and complexity
theory, where most of them can be derived from the Leakage Simulation Lemma. Finally,
we propose a number of computational entropy notions in the quantum setting and show
their applications. In the rest of the chapter, we first review some of the essential ideas of

computational entropies, then summarize our contributions for each of the three perspectives.

1.1 Background: Computational Notions of Entropies

Depending on purposes, there are many different kinds of computational notions of entropy,
where each of them tries to catch some properties of entropy from the view of computationally

bounded parties. We categorize these notions into three types:

1. Pseudoentropy: a distribution “behaves” like one with higher entropy form a view of a

computationally bounded adversary.

2. Accessible entropy: for a given distribution X, the entropy of the distribution X’
generated by a computationally bounded adversary (under the constraint that the

support of X contains the support of X’) is lower than the true entropy of X.

3. Computational KL-divergence: a generalization of pseudoentropy, which describes a

“distance” between two distributions from a view of a computationally bounded adversary.

Now we introduce the computational entropies in more details.

1.1.1 Pseudoentropies

One of the first proposed notions of pseudoentropy is due to Yao [Yao82], which is based
on efficient compression. Then, Hastad, Impagliazzo, Levin, and Luby introduced another
class of pseudoentropies [HILL99] based on computational indistinguishability. We call
them HILL-type entropies. For example, we say a distribution X has HILL (Shannon)
entropy at least k (written Hyys,(X) > k) if there exists a distribution X’ such that

(1) X and X' are computationally indistinguishable, and (2) the Shannon entropy of X’



(written Hsp(X') > k) is at least k, namely E_» ., [log(1/Pr[X’ = z])] > k." The notions
by Hastad et al. [HILL99] were introduced as part of their construction of pseudorandom
generators (PRGs) from arbitrary one-way functions (OWFs). They also have inspired many
other pseudoentropy notions. One of them is a refined notion called next-block HILL entropy,
which was defined by [HRV10] to get simpler and more efficient constructions of PRGs from
OWFs (see Section 1.2).

Another natural class of definitions of pseudoentropies called metric-type entropies® were
defined by Barak, Shaltiel, and Wigderson [BSW03|, where the quantifiers in the definition
of HILL-type entropies are switched. That is, a distribution X has metric entropy at least
k if for every polynomial-size distinguisher D, there exists a distribution X’ with entropy
at least k that is indistinguishable from X by D. Barak et al. also showed the equivalence
(up to some parameter losses) between HILL and metric entropies. With this equivalence,
metric-type entropy is a useful intermediate notion for obtaining tighter security proofs in
some applications [DP08, FOR15].

Most of the pseudoentropy notions we consider in this thesis are HILL-type and metric-type
entropies, both of which are based on computational indistinguishability. There are more
variants of pseudoentropy that are less relevant to our works. See [HLRO7] and [FR12] for

more details about the definitions and the relationships between different notions.

1.1.2 Accessible entropy

On the other hand, an accessible entropy captures the forgeability of random variables by a
computationally bounded adversary. A random variable could have accessible entropy lower
than its true entropy. Here we provide some intuition of this type of notion through an
example [HRVW09].

Let f:{0,1}?" — {0,1}" be sampled from a family of collision-resistant hash functions.

!Thorough the thesis, all logarithms are binary unless specified. That is, information quantities are measured
in bits.

2The name “metric” is from considering distributions in a metric space, where the distance is defined by a
family of distinguishers.



Suppose the random variable X is sampled from {0,1}?" and Y = f(X). For a typical element
y € Supp(Y), there are 2" possible x such that f(x) = y, so the entropy of X given that
Y =y is n. Now consider the same process executed by a computationally bounded adversary.
After y is fixed, since f is collision-resistant, the adversary cannot find 2’ # z such that
f(@') = f(z) except negligible probability. Therefore, we say the (computational) “accessible
entropy” of X given Y is negligible. More specifically, we say that X has accessible entropy
at most k give Y if for every computationally bounded adversary cannot generate a random
variable X’ with conditional entropy (given Y and the adversary’s coin toss) greater than k
and Supp(X) C Supp(X’).

Accessible entropy is useful as an upper bound on computational entropy, and is interesting
when it is smaller than the real entropy. The gap between true entropy and accessible entropy
is called inaccessible entropy.

The intuitive concept of inaccessible entropy was used implicitly in [Rom90] and [HNO™09],
which were the first construction of universal one-way hash functions (UOWHFs) and
statistically-hiding commitment schemes (SHCs) from arbitrary one-way functions (OWFs),
respectively. Then the inaccessible entropy was formally defined in [HRVW09, HRVW19] to
improve the construction of SHC. Subsequent to that, a variant of inaccessible entropy is used

to have a more efficient construction of UOWHZFs.

1.1.3 Computational KL-divergence

Let X and Y be distributions on X. The KL-divergence (a.k.a. relative entropy) from X
to Y is defined as Dk (X || Y) &f E_: [log(Pr[X = z]/Pr[Y = z])]. It is a generalization
of entropy as Hgp(X) = log |X| — DkL(X || Ux) where Uy is the uniform distribution over
X. For computational relaxations, we in particular consider the “worst-case” notion, maz-
divergence (also called max-relative entropy in some literatures), defined as Dpmax (X || Y) def
maxgex log(Pr[X = z]/ Pr[Y = z).

Since max-divergence involves two random variables, there are more ways to define its

computational relaxations than for ordinary entropy. Here we only consider the relaxations that



follow the idea of defining HILL-type entropies. First, we say that the HILL-1 max-divergence
from X to Y is small if there exists a distribution X’ that is computationally indistinguishable
from X, for which the max-divergence between X’ and Y is small. Alternatively, the HILL-2
maz-divergence between distributions X to Y is small if there exists a distribution Y’ that
is computationally indistinguishable from Y, for which the max-divergence from X to Y’ is
small.

With those definitions, the Dense Model Theorem [GT08, RTTV08] can be equivalently
stated as small HILL-2 max-divergence implies small HILL-1 max-divergence. Another appli-
cation of the computational max-divergence is in computational differential privacy [MPRV09].
The definition of differential privacy [DMNS06, DKM ™ 06] can be stated using max-divergence.
That is, a mechanism M satisfies e-differential privacy if for all data set x and x’ differing
only on single row, we have Dmax (M () || M (z')) < € and Dpax (M (2') | M (z)) < €.* Analo-
gously, computational differential privacy can be described in the language of computational

max-divergence.

1.2 Application in Constructing Cryptographic Primitives

A one-way function (OWF) [DH76] is the most basic and unstructured object with crypto-
graphic hardness, and is the minimal assumption for complexity-based cryptography [IL89].
Yet a rich class of cryptographic primitives such as CCA-secure symmetric encryption [Lub94,
BDJROI7], digital signature [DH76], pseudorandom function [GGM84], and zero-knowledge
proofs for NP [GMW86] are implied by one-way functions [GGMS86, HILL99, Rom90, GMW91,
GMWS7, Nao91, HNO"09]. The above constructions from OWFs start with one or more of
the following three basic but more structured building blocks: (1) pseudorandom generators
(PRGs) [BM82, Yao82] (2) statistically hiding commitments (SHCs) [BCC88], and (3) univer-
sal one-way hash functions (UOWHEFs) [NY89]. Therefore, the constructions of PRGs, SHCs,

and UOWHFs from OWFs are fundamental and important research topics in complexity and

3In this definition, we use natural logarithms in max-divergence to match the convention in differential
privacy.



cryptography.

The original constructions of those primitives [ILL89, Has90, Rom90, HNO™(09] are rather
complicated and inefficient. Since then, a series of subsequent work improved and simplified the
constructions: [Hol06, HHR06, HRV10, VZ12] for PRGs, [HRVW19] for SHCs, and [HHR*10]

for UOWHEFs. Our contribution is in making progress along these lines of work in two aspects:

1. Unifying computational entropies. (§2, [ACHV19])

In many constructions of the three basic primitives, the first step is to design a com-
putational entropy generator G based on OWF f, which creates a gap between real
entropy and some form of computational entropy. One of the keys for the improved
constructions is using a “good” notion of computational entropy, which on the one hand
can be obtained from one-way function efficiently, and on the other hand, characterizes
the essential properties of the target primitives. For example, next-block HILL entropy
and inaccessible entropy are used in recent state-of-the-art constructions of PRGs and

SHCs from OW€Fs, respectively.

We introduce a new notion of hardness called KL-hardness for search problems which
on the one hand is satisfied by all one-way functions (corresponding to the generator
G(z) = (f(x),z)) and on the other hand implies both next-block HILL entropy and
inaccessible entropy. Therefore our KL-hardness notion unifies those two computational
entropies and sheds light on the apparent duality between them. Additionally, it provides
a modular way to obtain next-block inaccessible entropy from one-way functions, which

is similar to the proof that one-way functions imply next-block HILL entropy in [VZ12].

2. Lower bound for flattening entropies. (§3, [CGVZ18))

One of the criteria to measure the efficiency of constructions of those basic cryptographic
primitives from OWFs is the number of queries to the OWF. The most expensive step
in those constructions is entropy flattening, which converts, an “average-type” entropy
(e.g., Shannon) to a “worst-type” entropy (e.g., min- or max-entropy). In particular,

this step has query complexity of é(nQ), where n is the input length of the OWF, and



this is the main efficiency bottleneck in the construction of PRGs.

We model this this problem with the notion of a flattening algorithm. A flattening
algorithm is also used in reductions between problems complete for statistical zero-
knowledge [Oka00, SV97, GSV99a, Vad99]. We show that any flattening algorithm has
to make 2(n?) queries to the functions that provide entropy sources (analogous to the
OWFs in the constructions of cryptographic primitives) where n is the input length of
the source function. In particular, this result can be viewed as a step towards proving
that the current best construction of pseudorandom generators from arbitrary one-way

functions by Vadhan and Zheng [VZ12]| has optimal efficiency.

1.3 Simulating Auxiliary Input (§4, [CCL18])

Besides their usage for constructing cryptographic primitives, computational entropies also
directly connect to a number of results in cryptography and computational complexity.
For instance, the security of the leakage-resilient stream-cipher in [DPO8] relies on the
Leakage Chain Rule (Theorem 5.5.14) for conditional HILL min-entropy [DP08, RTTV08],
Impagliazzo’s Hardcore Lemma [Imp95] is a special case of the equivalence between conditional
HILL min-entropy and unpredictability entropy [HLR07, Zhel3], and the (complexity-theoretic
version of) Dense Model Theorem [RTTV08] can be viewed as an equivalence between HILL-1
and HILL-2 relative max-entropy. In fact, all these results can be obtained from the Leakage
Simulation Lemma [JP14].

In the leakage simulation lemma, we are given a joint distribution (X, Z) where Z is “short.”
The goal is to find an “efficient” randomized simulator h such that (X, Z) and (X, h(X)) are
indistinguishable by a family of distinguishers. The non-triviality comes from the efficiency
requirement on h. Otherwise, one can simply hardcode the conditional distribution of Z given
X =g for all z.

Besides the results mentioned above, in [TTV09, JP14], they showed that the Leakage
Simulation Lemma also implies the Regularity Theorem in [TTV09], Weak Szemerédi’s Regu-

larity Lemma [FK99], some connections between various zero-knowledge notions (e.g., every



interactive proof system satisfies a weak notion of zero-knowledge) [CLP15].

Our results

The efficiency is measured in how much more complex the simulator h is than distinguishers
in the family, which we call its relative complexity. Specifically, let £ be the bit length of Z
and € be a desired bound on the distinguishing probability. The relative complexity should be
polynomial in both e and 2¢. In this paper, we achieve O(2‘~?2) for the relative complexity
which is better than all previous results [VZ13a, JP14, Skol6a, Skol6b]. On the other hand,
we also prove that our simulator is almost optimal by proving a black-box lower bound,
where black-box means the simulator can only use distinguishers in a black-box way. We also
make a mild assumption that the simulator does not query the distinguisher with same input
x € Supp(X), which are also assumed implicitly in [LTW11, Zhall, PS16].

An implication of our upper bound result is in leakage-resilient cryptography. In par-
ticular, for analyzing the provable security level of the leakage-resilient stream-ciphers by
Pietrzak [Pie09], our complexity bound is the first one that provides a non-trivial and security

guarantee in some legitimate parameters.

1.4 Computational Notions in Quantum World (§5, [CCL"17])

In this thesis, we initiate the study of computational notions of entropy in the quantum
setting. Some of our results consider the “post-quantum cryptography” setting where the
adversary has access to a quantum computer, but the object we measure entropies on remains
classical. However, we begin by investigating the more general settings where we consider the
computational entropies of quantum states instead of only classical random variables.

In more detail, we begin with defining some quantum extensions of computational pseu-
doentropy notions and study the connections between them. Most of the pseudoentropy
notions, including HILL-type, metric-type, and unpredictable entropies can be naturally
extended to the quantum setting by replacing the polynomial-size circuits by polynomial-size

quantum circusts. Then we study which classical theorems about computational entropy



extend to the quantum setting. We show that metric (min-)entropy and HILL (min-)entropy
are also equivalent in the quantum setting (as shown in the classical case [BSW03, RTTV08]).
In the course of that, we develop the quantum analogue of the “Nonuniform Min-max The-
orem” [Zhel3], which we prove using the generalization bound for Rademacher complexity.
We also prove that the Leakage Simulation Lemma still holds when the “simulation part” is
quantum. Based on that, we prove that the construction of leakage-resilient stream-ciphers
in [DP08] is secure against a quantum adversary with logarithmic quantum storage even if
some quantum information is leaked during computations. Also, it implies that the Leakage
Chain Rule for relaxed-HILL entropy holds when the leakage is quantum. On the other
side, we have counterexamples showing that the natural quantum versions of Dense Model
Theorem do not hold in general. That implies the an inequivalence between different types of
computational max-divergence notions, while the notions are equivalent in the classical case

by the (classical) Dense Model Theorem.

1.5 Preliminaries

1.5.1 Notation and convention

For a random variable X over X, Supp(X) e {z € X : Pr[X = z] > 0} denotes the support
of X. A random variable is flat if it is uniform over its support. Random variables will
be written with uppercase letters and the associated lowercase letter and calligraphic letter
represent a generic element from its support and the sample space of the random variable.
For a distribution X over X, x <~ X means z is a random sample drawn from X.

For a natural number n, [n] denotes the set {1,2,...,n} and U, denotes the uniform
distribution over {0,1}". For a finite set X', |X’| denotes its cardinality, and Uy denotes the
uniform distribution over X.

poly denotes the set of polynomial functions and negl the set of all negligible functions.
That is € € negl if for all p € poly and large enough n € N, e(n) < 1/p(n). We will sometimes

abuse notations and write poly(n) to mean p(n) for some p € poly and similarly for negl(n).



For a function f, O(f) means O(flogk f) and Q(f) means Q(f/logk f) for some constant
k > 0. PPT stands for probabilistic polynomial time and can be either in the uniform or

non-uniform model of computation.

1.5.2 Information theory

Definition 1.5.1 (entropies). For a random variable X and x € Supp(X), the sample entropy

(also called surprise) of x is
def
HI(X) = log——.
+(X) = log PriX — 1]

The (Shannon) entropy of X is

def 1
Hsh(X) = E |HI(X)| = E [log ]
0% E[meo] = B leenm—y
The min-entropy of X is
Hpmin(X) © min WY (X)= min_log _ .
z€Supp(X) v z€Supp(X) PI‘[X = ZE}

The maz-entropy of X 1is

Hipax(X) “ log|Supp(X)| < max  H;(X),
z€Supp(X)

where Supp(X) = {x : Pr[X = z] > 0}.
Definition 1.5.2 (conditional (average) min-entropy [DORSO08]). Let (X,Y") be jointed dis-

tributed random variables. The average min-entropy of X conditioned on'Y is

1

def
Hmin(XY) =1
min (X[Y') = log E,«y [max, Pr[X = z|Y = y]]

Proposition 1.5.3 (chain rule for entropy). Let (A, X) be a pair of random variables, then
H(A, X) = H(A|X) + H(X) and for (a,r) € Supp(4, X), H, ,(A, X) = H . (A]X) + H;(X).

Definition 1.5.4 (KL-divergences). For distributions X and Y on X, and x € Supp(Y'), the
sample KL-divergence (log-probability ratio) is

Di(X | Y) def log Pr[i/( = 2]

PrlY =a]°

10



The KL-divergence (also called relative entropy) from X toY is

D (X [V) % B [Di(X V)] = E |log

X X

The mazx divergence (also called maz-relative entropy) between X and Y is

def *
Dmax(X || Y) < xeéﬂgﬁX) Dx(X || Y) = xegﬁ;{(}{) log PI“[T .

Proposition 1.5.5. Let X be a distribution on {0,1}". Then

HSh(X) =n-—- DKL(X H Un)

Hmin(X) =n-— Dmax(X H Un)

1.5.3 Cryptography

Definition 1.5.6 (statistical distance). Let Random variable X; and Xo be two random

variables on X. The statistical distance (a.k.a. total variation) is

def

drv(X1, X2) < max [Pr[X; € T] - Pr[X, € 7]|.

TCX

We also say X1 and Xo are e-close if dyy (X1, X2) <e.

Definition 1.5.7 (computational indistinguishability [GM84]). Let X and Y be distribu-
tions over {0,1}", and f : {0,1}" — {0,1} be a distinguisher. We say X and Y are

e-(computationally) indistinguishable by f if
Prf(X) =1] - Pr[f(V) = 1]| <.

More generally, X andY are e-indistinguishable by a family of distinguishers F if X and Y
are e-indistinguishable by f for all f € F.

One common choice for the family of distinguishers is all distinguishers with bounded circuit
complezity. We say X and Y are (t,¢)-indistinguishable if X and Y are e-indistinguishable
by all distinguishers of size t.

In the asymptotic setting, let n be a security parameter, we say X and Y are com-

11



putationally indistinguishable if for some t(n) = n*M) and e(n) = n=*W, X and Y are

(t(n),e(n))-indistinguishable.

Definition 1.5.8 (one-way function). Let n be a security parameter, t =t(n) and ¢ = e(n).

A function f:{0,1}" — {0,1}" is a (t,e)-one-way function if:

1. For all time t randomized algorithm A, Pr_r [A(f(z)) € f1(f(2))] < e, where U, is

uniform over {0,1}".
2. There exists a PPT algorithm B such that B(x,1") = f(x) for all x € {0,1}".

If f is (n°,1/n%)-one-way for every ¢ € N, we say that f is (strongly) one-way.

12



Chapter 2

Unifying Computational Entropies

via Kullback—Leibler Divergence

In this chapter, we introduce a new notion of hardness called KL-hardness for search problems
which on the one hand is satisfied by all one-way functions and on the other hand implies
both next-block HILL entropy [HRV13] and inaccessible entropy [HRVWO09, HV17]. Two
forms of computational entropy are used in the state-of-the-art constructions of pseudorandom

generators [VZ12] and statistically-hiding commitment schemes [HRVW19], respectively.

2.1 Introduction

2.1.1 One-way functions and computational entropy

One-way functions [DH76] are on one hand the minimal assumption for complexity-based
cryptography [IL89], but on the other hand can be used to construct a remarkable array
of cryptographic primitives, including such powerful objects as CCA-secure symmetric en-
cryption, zero-knowledge proofs and statistical zero-knowledge arguments for all of NP, and
secure multiparty computation with an honest majority [GGM86, GMW91, GMW87, HILL99,
Rom90, Nao91, HNOT09]. All of these constructions begin by converting the “raw hardness”

of a one-way function (OWF) to one of the following more structured cryptographic primi-
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tives: a pseudorandom generator (PRG) [BM82, Yao82], a universal one-way hash function
(UOWHF) [NY89], or a statistically hiding commitment scheme (SHC) [BCCSS].

The original constructions of these three primitives from arbitrary one-way functions
[HILL99, Rom90, HNO'09] were all very complicated and inefficient. Over the past decade,
there has been a series of simplifications and efficiency improvements to these constructions
[HRVWO09, HRV13, HHR 10, VZ12], leading to a situation where the constructions of two of
these primitives — PRGs and SHCs — share a very similar structure and seem “dual” to

each other. Specifically, these constructions proceed as follows:

1. Show that every OWF f : {0,1}" — {0,1}" has a gap between its “real entropy”

?

and an appropriate form of “computational entropy”. Specifically, for constructing
PRGs, it is shown that the function G(z) = (f(x), z1,x2,...,zy) has “next-block HILL
entropy” at least n + w(logn) while its real entropy is Hsn(G(U,)) = n [VZ12]. For
constructing SHCs, it is shown that the function G(z) = (f(z)1,..., f(Z)n,x) has
“next-block accessible entropy” at most n — w(logn) while its real entropy is again
H(G(U,)) = n [HRVWO09]. Note that the differences between the two cases are whether
we break z or f(z) into individual bits (which matters because the “next-block” notions

of computational entropy depend on the block structure) and whether the form of

computational entropy is larger or smaller than the real entropy.

2. An “entropy equalization” step that converts G into a similar generator where the real
entropy in each block conditioned on the prefix before it is known. This step is exactly

the same in both constructions.

3. A “flattening” step that converts the (real and computational) Shannon entropy guaran-
tees of the generator into ones on (smoothed) min-entropy and max-entropy. This step

is again exactly the same in both constructions.

4. A “hashing” step where high (real or computational) min-entropy is converted to uniform
(pseudo)randomness and low (real or computational) max-entropy is converted to a

small-support or disjointness property. For PRGs, this step only requires randomness
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extractors [HILL99, NZ96], while for SHCs it requires (information-theoretic) interac-
tive hashing [NOVY98, DHRS07]. (Constructing full-fledged SHCs in this step also
utilizes UOWHFs, which can be constructed from one-way functions [Rom90]. With-
out UOWFHs, we obtain a weaker binding property, which nevertheless suffices for

constructing statistical zero-knowledge arguments for all of NP.)

This common construction template came about through a back-and-forth exchange of
ideas between the two lines of work. Indeed, the uses of computational entropy notions,
flattening, and hashing originate with PRGs [HILL99], whereas the ideas of using next-block
notions, obtaining them from breaking (f(x),x) into short blocks, and entropy equalization
originate with SHCs [HRVWO09]. All this leads to a feeling that the two constructions, and
their underlying computational entropy notions, are “dual” to each other and should be
connected at a formal level.

In this paper, we make progress on this project of unifying the notions of computational
entropy, by introducing a new computational entropy notion that yields both next-block HILL
entropy and next-block accessible entropy in a clean and modular fashion. It is inspired by
the proof of [VZ12] that (f(z),x1,...,xy) has next-block HILL entropy n + w(logn), which

we will describe now.

2.1.2 Next-block HILL entropy from OWF

First, we review the definitions of next-block HILL entropy and next-block accessible entropy,
and how they are obtained from OWFs [VZ12, HRVWO09]. For succinctness, we use the

notation z<; = (z1,...,%).

Definition 2.1.1 (next-block HILL entropy [HRV10], informal). Let n be a security parameter,
and Z = (Z1,...,Zp) be a random variable distributed on strings of length poly(n). We say
that X has next-block HILL entropy at least k if there is a random variable Z = (Zl, ey Zm),

jointly distributed with X, such that

1. For alli € [m], (Z<;, Z;) is computationally indistinguishable from (Z<,-,Z~).
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2. > Hsh(Zi|Z<i) > k.

i=1
It was conjectured in [HRV10] and proven in [VZ12] that next-block HILL entropy can be

obtained from any OWF by breaking its input into bits:

Theorem 2.1.2 ([VZ12], informal). Let f: {0,1}" — {0,1}" be a one-way function, X be
uniformly distributed on {0,1}", and X = (X1,...,Xmm) be a partition of X into m blocks
where block lengths are O(logn). Then (f(X),X1,...,Xm) has next-block HILL entropy at

least n + w(logn).

The intuition behind Theorem 2.1.2 is that since X is hard to sample given f(X), then it
should have some extra computational entropy given f(X). This intuition is formalized using

the following notion of being “hard to simulate”:!

Definition 2.1.3 (KL-hard for simulating). Let n be a security parameter, and (Y, X) be a
pair of random variables, jointly distributed over strings of length poly(n). We say that X is

A-KL-hard for simulating given Y if for all probabilistic polynomial-time S, we have
DL (Y, X [|Y,S(Y)) > A.

That is, it is hard for any efficient adversary S to simulate the conditional distribution of
X given Y, even approximately.

The first step of the proof of Theorem 2.1.2 is to show that X is w(logn)-KL-hard for
simulating given f(X). Next, X is broken into short blocks (X = (X1,..., X)), and the
sum of “next-block KL-hardness for simulating” is preserved. That is, for all i € [n] X;
is A;-KL-hard to sample given f(X), X<;, where > ; A; = w(logn). Finally, they showed
that the KL-hardness of X for simulating is equivalent to the gap between conditional HILL
entropy and real conditional entropy when the length of X is O(logn).

We remark that breaking X into short blocks is necessary for showing the equivalence

between the KL-hardness for simulating and conditional HILL entropy. Indeed, one cannot

n [VZ12], it was called “KL-hard for sampling”. Here we emphasize that the algorithm is simulating the
randomness used by the one-way function.
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expect any X’ with Hg,(X'|f(X)) noticeably larger than Hgp(X|f(X)) and (X', f(X)) is
computationally indistinguishable from (X, f(X)). An algorithm can easily distinguish them

by checking whether f maps the first block to the second block.

2.1.3 Next-block accessible entropy from OWF

We say generator G = (6}1, ..., Gy,) which takes a sequence of uniformly random string

R = (Ry,...,R,,) is online if for all i € [m)], Gi(R) = él(ég) only depends on the first ¢

random strings of R.

Definition 2.1.4 (next-block inaccessible entropy, informal). Let n be a security parameter,
and Z = (Z1,...,Zy) be a random variable distributed on strings of length poly(n). We say
that Z has next-block accessible entropy at most k if for all online generator G= (61, ey Cm)

such that Supp(G(R)) C Supp(Z), we have
> Hsp, (éi(égi) ’ 15«1') <k,
i=1

where R = (Ry,..., Ry) is uniformly distributed.

The accessible entropy adversary Gis trying to generate the random variables Z; conditioned
on the history rather than recognize them. Note that we condition on not only the previous
blocks (Zl, - Z_l), but also the coin tosses (El, o ,Ei_l) used previously.

Similarly to next-block HILL entropy (Theorem 2.1.2), it is known that one-wayness

implies next-block inaccessible entropy.

Theorem 2.1.5 ([HRVWO09]). Let f :{0,1}" — {0,1}" be a one-way function, X be uni-
formly distributed in {0,1}", and (Y1,...,Yy) be a partition of Y = f(X) into blocks of length

O(logn). Then (Y1,...,Ym, X) has next-block accessible entropy at most n — w(logn).

Unfortunately, the existing proof of Theorem 2.1.5 is not modular like that of Theorem 2.1.2
outlined above. In particular, it does not isolate the step of relating one-wayness to an entropic

hardness or the significance of having short blocks. Another unsatisfactory aspect is that when
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the random variable Z is not uniform on its support, there can be an adversary G achieving

accessible entropy even higher than Hsp,(Z), for example by making Z uniform on Supp(Z).

2.1.4 Our unified notion — KL-hardness

We remedy the above issues by proposing a new, more general notion of KL-hardness. This
notion provides a unified way to capture the hardness inside the jointly distributed random
variables G(X) = (f(X),X) = (Y, X), which allows us to obtain both next-block HILL
entropy and next-block inaccessible entropy.

In KL-hardness for simulating, the hardness is characterized by the KL divergence from the
true distribution (Y, X) to (Y, S(Y")), which produced by “simulator” S. On the other hand, for
next-block accessible entropy, we would like to capture the hardness in approximating the joint
distribution (Y, X). That is, we ask a generator G to output (Y, X) = G(R) = (Gy (R), Gx (R))
such that Supp((f/,f()) C Supp((Y, X)) and (}7,5() is “close” to (Y, X). We combine both
ideas by looking at the “distance” between distributions inferred from G and S. Similar to the
definition of accessible entropy, where the measurement of accessible entropy is conditioned on
the coin tosses of the generator, we ask S to output the randomness of G instead of X (which
can be seen as the randomness of G where G(z) = (f(x),z) as above). In our KL-hardness

definition, the adversary gets to choose both G and S to reduce the KL-divergence.

Definition 2.1.6 (KL-hard, informal version of Definition 2.3.4). Let n be a security parame-
ter, and (Y, X) be a pair of random variables jointly distributed over strings of length poly(n).
We say that (Y, X) is A-KL-hard if for all probabilistic poly(n)-time algorithms G = (éy, ém)

and S such that Supp(G(R)) C Supp((Y, X)), we have
Dt (Gy(R), R || v,5(Y)) > A,
where R denotes uniformly distributed coin tosses for G.

Similar to KL-hardness for simulating, one can show that if f : {0,1}" — {0,1}" is a
OWF, then (f(X),X) is w(n)-KL-hard (Theorem 2.3.5) with a one-line calculation.

The KL-hardness measures on both how well éy approximates the distribution of Y and
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how well S simulates the corresponding coin tosses of éy. Potentially, there is a trade-off
between the two criteria. In fact, we will see that one of each hardness leads to HILL entropy
or accessible entropy.

First, to focus on the hardness in the simulator S, we can fix G(R) = G(R) to be “honest”
by mimicking G. Then the definition reduces to KL-hardness for simulating (Definition 2.1.3).
Thus, (Y, X) being A-KL-hard implies X is A-KL-hard for simulating given Y, and then the
gap between next-block HILL entropy and true entropy follows as [VZ12] have shown.

On the other hand, to focus on the hardness in the generator 6, a natural simulator
S on input y simply keeps guessing the coin tosses r for G until ay(r) = y, and outputs
r. The simulator outputs L if it fails to find correct coin tosses. It can be shown that
Dk (Gy(R), R |Y,S(Y)) =~ DL (Gy(R) || Y) if S(Y) outputs L with small probability.

Unfortunately, the probability that the simulator succeeds can be exponentially small in
general. Therefore, we break Y into short blocks Y = (Y7,...,Y},) and consider G to be an
online generator as in the definition of accessible entropy. Then we can obtain a simulator
for G in an “online fashion” as well: it guesses the coin toss 7; one at a time by matching
éi(?g) to Y;, so it only fails with negligible probability in each step. As before, if it fails
in guessing within polynomial trials, it outputs L for all remaining 7;s (See Algorithm 2.4.1
for the formal definition of the simulator). We denote such a simulator as Sim® and define

next-block KL-hardness for generating as follows. (Note that the adversary can only choose G

but Sima(Y) also depends on G.)

Definition 2.1.7 (next-block KL-hard for generating, informal version of Definition 2.4.1).
Let n be a security parameter, and (Y1,...,Ym,X) be a random variables, jointly distributed
over strings of length poly(n). We say that (Y1,...,Yy, X) is next-block A-KL-hard for
generating if for all probabilistic polynomial-time online generator G = (éyl, ey éym, éx)

such that Supp(G) C Supp((Y1,- -+, Ym, X)), we have
DKL(?L ey ?m,é H Yl, ce ,Ym, Slma(Y)) > A,

where R is uniformly distributed and Y; = Gy, (R<;) for all i € [m).
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It can be shown that if (Y, X) is A-KL-hard and we break Y = (Y1,...,Y},) into blocks
of length O(logn), then (Y1,...,Yn,X) is next-block A-KL-hard for generating. Once we
have the next-block KL-hardness for generating, the next step is to deduce the next-block
inaccessible entropy among (Y7,...,Y,,, X) from “next-block KL-hardness for generating”.
In fact, we obtain the slightly more general notion, which we call “next-block inaccessible

relative entropy”:

Definition 2.1.8 ((next-block) inaccessible relative entropy, informal version of Defini-
tion 2.4.4). Let n be a security parameter, and Z = (Zi,...,Zmy) be a random variable
distributed on strings of length poly(n). We say that Z has next-block-inaccessible relative
entropy at least A if for all probabilistic polynomial-time online generator G= (qu e ézm)

such that Supp(G) C Supp(Z), we have

> DL (Z\fiq, Z<;
i=1

Zi\R<z'7Z<i) > A,

where R is uniformly distributed, Z; = ézi (égl) and R = (Ry,...,Ry) is a dummy random

variable independent of Z.

A nice property of the definition of next-block inaccessible relative entropy compared to
next-block inaccessible entropy is that it is meaningful even for non-flat random variables,
as KL-divergence is always nonnegative. Moreover, for flat random variables (which is the
case for Z = (f(X), X)), both definitions are equivalent. Intuitively, this is an analogue of
the equality HSh(Z) = Hsn(Z) — Dko (Z | Z) when Z is flat and Supp(Z) C Supp(Z2).

With these new notions, we obtain a new, more modular proof of Theorem 2.1.5, which

outlined as:

f is a one-way function
= (f(X),X) is w(log n)-KL-hard
= (f(X)1,..., f(X)n, X) is next-block w(logn)-KL-hard for generating

= (f(X)1,..., [(X)n, X) has next-block inaccessible (relative) entropy at least w(logn) .
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The reduction implicit in the second-to-last step is the same as the one in [HRVWO09], but
the analysis is different (In particular, [HRVWO09] makes no use of KL-divergence.). Similar
to the existing proof of Theorem 2.1.2 in [VZ12], this proof separates the move from one-
wayness to a form of KL-hardness, the role of short blocks, and the move from KL-hardness
to computational entropy. Moreover, this further illumination of and toolkit for notions of

computational entropy may open the door to other applications in cryptography.

2.2 Preliminaries

2.2.1 Information theory.

Definition 2.2.1 (Conditional KL-divergence). For pairs of random variables (A, X) and

(B,Y), and (a,x) € Supp(A, X), the conditional sample KL-divergence is:

def ,  Pr[A=a|lX = z]
D! . (AIX||BJY) =1
a0 (AIX ]| BIY) °8 Pr[B=alY =z’

and the conditional KL-divergence is:

def Pr|
DkL(A|X || BlY) = E log
(Alx || BlY) (02)(A.X) Pr[B = a|Y = x]

Definition 2.2.2 (smooth min*-KL-divergence). For distributions X and Y, the min*-

divergence® between X and Y is

. ) . Pr[X = z]
Do (X ||y % DX I|Y) = log ———.
mi (X[ Y) = goin Do(X V)= min log 5 o)

For § € [0,1], we define the §-smooth min*-divergence from X to Y, D°. (X ||Y) to be the

min*

quantile of level 6 of DL(X || Y). Equivalently it is the smallest A € R satisfying

Pr [D3(X ] Y) < A] >4,

X

2This is not the standard Rényi divergence D, with o = 0. We use min* to emphasize the difference and
indicate that the minimum is taken over sample notions.
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and it is characterized by

Dy (X [ Y) > A& Pr [D(X[|Y) <A] <4,

min*
X
Proposition 2.2.3 (chain rule for KL-divergence). For pairs of random variables (X, A) and

(Y, B),

Dk (A, X || B,Y) = Dy (A|X || B]Y) + D (X || V) .
For (a,x) € Supp(A4, X),

Do (A, X || B,Y) = Dg , (A[X || BIY) + DL(X [|Y) .

Proposition 2.2.4 (data-processing inequality). Let (X,Y) be a pair of random variables

and let f be a function defined on Supp(Y), then:

D (X [|Y) > Do (F(X) || F(V)).

2.2.2 Block generators.

Definition 2.2.5 (block generator). An m-block generator is a function G : {0,1}* —
[12,{0,1}%. Gi(r) denotes the i-th block of G on input r and | G; | = £; denotes the bit length

of the i-th block.

Definition 2.2.6 (online block generator). An online m-block generator is a function G:
m {0,135 — [17,{0,1}% such that for alli € [m] and r € T[7,{0,1}%, Gi(r) only depends

on r<i. We sometimes write G;(r<;) when the input blocks i+ 1,...,m are unspecified.

Definition 2.2.7 (support). The support of a generator G is the support of the random
variable Supp(G(R)) for uniform input R. If (G, Gy) is an online block generator, and II is

a binary relation, we say that (Gy, Gy) is supported on II if Supp(Gy(R), G, (R)) C II.

The subscripts we use for a block generator often match the random variables they

correspond to.
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2.3 Search Problems and KL-hardness

In this section, we first present the classical notion of hard-on-average search problems and
introduce the new notion of KL-hardness. We then relate the two notions by proving that

average-case hardness implies KL-hardness.

2.3.1 Search problems

For a binary relation IT C {0, 1}* x {0,1}*, we write II(y,w) for the predicate that is true
iff (y,w) € II and say that w is a witness for the instance y.> To each relation II, we
naturally associate (1) a search problem: given y, find w such that II(y,w) or state that
no such w exist and (2) the decision problem defined by the language Ly def {y € {0,1}* :
Jw € {0,1}*, TI(y,w)}. FNP denotes the set of all relations II computable by a polynomial
time algorithm and such that there exists a polynomial p such that II(y, w) = |w| < p(|y|).
Whenever II € FNP, the associated decision problem Ly is in NP. We now define average-case

hardness.

Definition 2.3.1 (distributional search problem). A distributional search problem is a pair
(ILY) where IT C {0,1}* x {0,1}* is a binary relation and Y is a random variable supported
on L.

The problem (IL,Y) is (t, )-hard if Pr[II(Y, A(Y))] < ¢ for all time t randomized algorithm

A, where the probability is over the distribution of Y and the randomness of A.

Example 2.3.2. For f:{0,1}" — {0,1}", the problem of inverting f is the search problem
associated with the relation TIF % {(f(x),z) : @ € {0,1}"}. If f is a (t,&)-one-way function,
then the distributional search problem (Hf, (X)) of inverting f on a uniform random input

X €{0,1}™ is (t,e)-hard.

Remark 2.3.3. Consider a distributional search problem (I1,Y). Without loss of generality,

there exists a (possibly inefficient) two-block generator G = (Gy, Gy) supported on I such that

3We used the unconventional notation y for the instance (instead of ) because our relations will often be
of the form II for some function f; in this case an instance is some y in the range of f and a witness for y is
any preimage = € f!(y).
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Gy(R) =Y for uniform input R. If G, is polynomial-time computable, it is easy to see that
the search problem (T1%, Gy(R)) is at least as hard as (IL,Y"). The advantage of writing the
problem in this “functional” form is that the distribution (G1(R), R) over (instance, witness)
pairs is flat, which is a necessary condition to relate hardness to inaccessible entropy.
Furthermore, if Gy is also polynomial-time computable and (I1,Y") is (poly(n), negl(n))-
hard, then R — Gy(R) is a one-way function. Combined with the previous example, we see
that the existence of one-way functions is equivalent to the existence of (poly(n),negl(n))-hard

search problems for which (instance, witness) pairs can be efficiently sampled.

2.3.2 KL-hardness

Instead of considering an adversary directly attempting to solve a search problem (II,Y),
the adversary in the definition of KL-hardness comprises a pair of algorithm (é, S) where
G= (éy, éw) is a two-block generator outputting valid (instance, witness) pairs for IT and S
is a simulator for G: given an instance y, the goal of S is to output randomness r for G such

that éy(r) = y. Formally, the definition is as follows.

Definition 2.3.4 (KL-hard). Let (IL,Y) be a distributional search problem. We say that
(IL,Y) is (t, A)-KL-hard f

Do (R, Gy (R) H S(Y),Y) > A (2.1)

for all pairs (é, S) of time t algorithms where G= (éy, éw) is a two-block generator supported
on Il and R is uniform randomness for éy. Similarly, (ILY") is (t,A)—Dfnin*-hard if for all

such algorithm pairs:

Diins (R, Gy (R) H S(¥),Y) > A.

Note that a pair (G,S) achieves a KL-divergence of zero in Equation (2.1) if E}y(R) has
the same distribution as Y and if éy(S(y)) =y for all y € Supp(Y). In this case, we have
that G, (S(Y)) is a valid witness for Y since G is supported on II.

More generally, the composition Gy oS solves the search problem (II,Y) whenever

(~§y (S(Y)) = Y. When the KL-divergences in Equation (2.1) are upper-bounded, we can
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lower bound the probability of the search problem being solved (Lemma 2.3.7). This immedi-

ately implies that hard search problems are also KL-hard.

Theorem 2.3.5. Let (II,Y) be a distributional search problem. If (II,Y") is (t,e)-hard, then
it is (', A')-KL-hard and (', A")-D°

min

«-hard for every § € [0, 1] where t' = Q(t),A" =log(1/e)
and A" =log(1/e) — log(1/9).

Remark 2.3.6. As we see, a “good” simulator S for a generator G = (éy,éw) is one for
which éy (S(Y)) =Y holds often. It will be useful in Section 2./ to consider simulators S
which are allowed to fail by outputting a failure string r ¢ Supp(ﬁ), (e.g., r = L) and adopt
the convention that Ey(r) = 1 whenever r ¢ Supp(R). With this convention, we can without
loss of generality add the requirement that G,(S(y)) = y whenever S(y) € Supp(R): indeed, S
can always check that it is the case and if not output a failure symbol. For such a simulator
S, observe that for all r € Supp(é), the second variable on both sides of the KL-divergences
in Definition 2.3.4 is obtained by applying Gy on the first variable and can thus be dropped,

leading to a more concise definition of KL-hardness: Dk, (E | S(Y)) > A.
Theorem 2.3.5 is an immediate consequence of the following lemma.

Lemma 2.3.7. Let (IL,Y) be a distributional search problem and (é, S) be a pair of algorithms

with G = (éy,éw) a two-block generator supported on II. Define the linear-time oracle

algorithm Aaw’s(y) o Gw(S(y)). For A € R and 6 € [0,1]:

1.1 D (R, Gy () [ S(0V),Y) < A then Pr[T(y, ASS(v)] > 1/22.

2. 1f Do (R Gy(R) || S(V),Y) < A then Pr[T1(y, ASS(v))] > 5/22.

Proof. We have:

> Pr {éy (S(Y)) = Y} (G is supported on II)
= > B Pr[S(Y) =rA\NY = éy(r)}
reSupp(R)



5 lPr[S(Y) =rAY = éy(r)]]
OB Pr [fi =]
_ [2— Dz, (RG,(R) || S(Y),Y)] .

R
y+Gy(r)

Now, the first claim follows by Jensen’s inequality (since 2 — 277 is convex) and the second
claim follows by Markov’ inequality when considering the event that the sample-KL is smaller

than A (which occurs with probability at least 6 by assumption). O

Relation to KL-hardness for simulating. In [VZ12]%, the authors introduced the notion
of KL-hardness for simulating: for jointly distributed variables (Y, W), W is hard for simulating
given Y if it is hard for a polynomial time adversary to approximate—measured in KL-

divergence—the conditional distribution W given Y. Formally:

Definition 2.3.8 (KL-hard for simulating, Def. 3.4 in [VZ12]). Let (Y, W) be a pair of random
variables, we say that W is (t, A)-KL-hard to sample given Y if for all time t randomized

algorithm S, we have:

DKL(Y, w H Y, S(Y)) > A.

It was shown in [VZ12] that if f : {0,1}" — {0,1}" is a one-way function, then
(f(X),X1,...,X,) has next-bit HILL entropy for uniform X € {0,1}" (Theorem 2.1.2).
The first step in proving this result was to prove that X is KL-hard to simulate given f(X).

We observe that when (Y, W) is of the form (f(X), X) for some function f : {0,1}" —
{0,1}™ and variable X over {0,1}", then KL-hardness for sampling is implied by KL-hardness
by simply fixing G to be the “honest simulator” G(X) = (Gy(X), G.(X)) = (f(X), X). Indeed,

in this case we have:
D (X, Gy(X) H S(Y),Y) = Dk (X, f(X) H S(Y),Y).

Corollary 2.3.9. Consider a function f : {0,1}"* — {0,1}" and define T1/ «f {(f(z),z) :

“In their work, they named it KL-hardness for sampling. We call it KL-hardness for simulating as S is more
specifically simulating the conditional distribution of “randomness” W.
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xz€{0,1}"} and Y e f(X) for X uniform over {0,1}". If f is (t,&)-one-way, then (II/,Y)

is (t',1og(1/e))-KL-hard and X is (t',1og(1/¢))-KL-hard for sampling given Y with t' = Q(t).

Witness KL-hardness. We also introduce a relaxed notion of KL-hardness called witness-
KL-hardness. In this notion, we further require (é, S) to approximate the joint distribution of
(instance, witness) pairs rather than only instances. For example, the problem of inverting a
function f over a random input X is naturally associated with the distribution (f(X),X).
The relaxation in this case is analogous to the notion of distributional one-way function for

which the adversary is required to approximate the uniform distribution over preimages.

Definition 2.3.10 (witness KL-hardness). Let II be a binary relation and (Y,W) be a pair
of random variables supported on I1. We say that (II,Y, W) is (t, A)-witness-KL-hard if for

all pairs of time t algorithms (é, S) where G= (@y, (~§w) is a two-block generator supported on

11, for uniform R,
DKL <}~%7 ay(é>7 aw(é> H S(Y)a Ya W) > AL
Similarly, for 6 € [0,1], (IL,Y, W) is (t, A)—Witness—D‘fnin*—hard, if for all such pairs,

Dyine (B, Gy(R), Gu(R) || S(V), Y, W) > A

min*

We introduced KL-hardness first, since it is the notion which is most directly obtained
from the hardness of distribution search problems. Observe that by the data processing
inequality for KL divergence (Proposition 2.2.4), dropping the third variable on both sides of
the KL divergences in Definition 2.3.10 only decreases the divergences. Hence, KL-hardness
implies witness-KL-hardness as stated in Theorem 2.3.11. As we will see in Section 2.4
witness-KL-hardness is the “correct” notion to obtain inaccessible entropy from: it is in fact

equal to inaccessible entropy up to 1/ poly losses.

Theorem 2.3.11. Let II be a binary relation and (Y, W) be a pair of random variables
supported on 11. If (IIY) is (t,e)-hard, then (ILY,W) is (¢',A")-witness-KL-hard and
(t', A")-witness-DS, -hard for every & € [0,1] where t' = Q(t), A’ = log(1/e) and A" =
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log(1/e) —log(1/9).

We cannot actually get the parameter for D+ in Theorem 2.3.11 simply by data processing
inequality. That is, it does not follow with the claimed parameters in a black-box manner
from Theorem 2.3.5. However, the proof essentially identical to the one for Theorem 2.3.5

gives the result.

Proof. Let (é, S) be a pair of algorithms with G = (éy, éw) a two-block generator supported

on II. Define the linear-time oracle algorithm AGw:S (v) Lo (S(y)). Then

Pr[TI(Y, A®S(Y))| = Pr[I(Y, Gu(S(Y)))]

> Pr[G,(S(Y)) =Y][2] (G is supported on II)
= Z Pr[S(Y) :r/\Y:éy(r)}
TGSupp(ﬁ)
> Z Pr[S(Y):T/\Y:ay(T)/\W:w}
rESupE(E)~
weSupp(Gw (R))
_ E Pr[S(Y)=rAY = Gy,(r) AW = w]
B r&R Pr[R:T/\awr):w
WGy (1)
_ g 9= D7y (RGy (B),Gu(R) | S(Y),Y,W)}
r&R
(y,w)«G(r)

The witness-KL-hardness then follows by applying Jensen’s inequality (since x +— 277 is
convex) and the witness-Dpyn<-hardness follows by Markov’s inequality by considering the

event that the sample-KL is smaller than A (this event has density at least 9). O

2.4 Inaccessible Entropy and Witness KL-hardness

In this section, we relate our notion of witness KL-hardness to the inaccessible entropy
definition of [HRVW19].
In the KL-hardness definition, the adversary can choose both G and S. Contrary to the

fixing G to be honest in the definition of KL-hardness for simulating, now we fix S to be the
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sampler that generate the randomness of G by rejection sampling for defining KL-hardness for
generating. In order to have the simulator runs in polynomial time and succeeds in finding
the randomness with high probability, we restrict G to be online and its the output blocks
to be short, so the sampler S generates the randomness of the online generator G block by
block. The hardness we obtain via making G online and fixing S called next-block (witness)
KL-hardness for generating.

By next-block witness KL-hardness for generating, we show it implies the next-block
(min*-)inaccessible relative entropy (Definition 2.4.4), which is equivalent to (min-)inaccessible
entropy defined in [HRVW19] when the joint distribution is flat (Proposition 2.4.5). Together,
these results provides a modular proof of that if f is a one-way function, the generator

G/ (X) = (f(X)1,..., f(X)n, X) has super-logarithmic inaccessible entropy.

Next-block KL-hardness for generating

Consider a binary relation II and a pair of random variables (Y, W) supported on II. For

an online (m + 1)-block generator G = (éy, éw) = (éyl, e éym, éw) supported on II, it is

natural to consider the simulator Simgy that exploits the block structure of éy: on input

y & (Y1,...,Yn), Simgy (Y) generates randomness R = (El, ey ]%m) block by block using

rejection sampling until (~SZ (Egz) =Y;. The subscript T is the maximum number of attempts

after which Simgy gives up and outputs L. The formal definition of Simgy is given in

Algorithm 2.4.1.

Algorithm 2.4.1: REJECTION SAMPLING SIMULATOR Simgf’
Input: y1,...,ym € ({0: 1}*)m
Output: 71,...,7, € ({0,1}" U {J_})m
Fori=1—-m

1. Repeat sampling 7 <~ {0,1}? until G,,(F<;) = y; or > T attempts

2. If G, (F<;) # yi then 7; = L for all j > i. return
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Once we fix the simulator to be Simgy for a given ?;, we can define next-block KL-hardnesses

for generating:

Definition 2.4.1. Let IT be a binary relation, (Y, W) be a pair of random variables supported
onIl. andY = (Y1,...,Yy). We say that (Y1,...,Y, W) is (t, A, T)-next-block witness-
KL-hard for generating if for every time t online (m + 1)-block generator G = (Gy, éw) =
(éyu e éym» (NSw) supported on (Y1,...,Ym, W), we have

Die (R, Gy (R). Gu(R. ) | SimS, v, 1) > A,

where R = (Rl,...,ém) and Ry are uniformly random. Similarly, (Y1,..., Y, W) is

(t, A, T)-next-block witness—Dfnin* -hard for generating if for such online generator, we have
Dhiee (. Gy (R), Gu (B, R || SimS, v, W) > A
min (] ) Sw ) +tw T » > .

In the definition of next-block witness-KL-hardness for generating, we consider special
cases for adversarial (é, S). Thus, the implication from KL-hardness to next-block witness

KL-hardness for generating is straightforward.

Theorem 2.4.2. Let II be a binary relation and let (Y, W) be a pair of random variables sup-
ported on I1. LetY = (Y1,...,Yy,). For every T < t/m, if 1LY, W) is (t, A)-witness KL-hard,
then (Y1,...,Ym, W) is (O(t/(mT)), A, T)-next-block witness-KL-hard for generating. Simi-
larly, if if I, Y, W) is (t, A)-witness D2y« -hard, then (Y1, ..., Y, W) is (O(t/(mT)), A, T)-

. 5 .
next-block witness-Dy.;.«-hard for generating.

Proof. In Definition 2.4.1, let the running time of the online generator G be t'. Without

loss of generality, the maximum length of an input block v for simulator Simgy is at most t'.

Therefore, the running time of the simulator is O(mTt'). O

Inaccessible relative entropy

We first recall the definition of inaccessible entropy from [HRVW19], slightly adapted to our

notations.
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Definition 2.4.3 (inaccessible entropy). Let Z = (Z1,...,Zy) be a joint distribution. We

say that (Z1,...,Zy) has t-inaccessible entropy A if for all m-block online generators G

running in time t and consistent with Z:

S (H(Zi | Z<) —H(Zi | R<i)) > A
i=1
where (21, ey Zm) = é(ﬁl, ey Rm) for a uniform ]:égm_,_l. We say that (Z1,...,Zmn) has

(t,d)-min-inaccessible entropy A if for all m-block online generators G running in time t and

consistent with (Z1,...,Zm):

m
PI‘ lZ(H;zvz<z (Zz ’ Z<z) HZ e (ZZ ’ R<z>) < Al <6.
T<m(_R<m =1
ySmFG(TSm)

One unsatisfactory aspect of Definition 2.4.3 is that inaccessible entropy can be negative
since the generator G could have more entropy than Z = (Zy,...,Z,): if all the Z; are
independent biased random bits, then a generator G outputting unbiased random bits will
have negative inaccessible entropy. We introduce the notion of inaccessible relative entropy,
which remedies the above issue. Also, we will soon see that this notion more directly connects

to our KL-hardness for generating.

Definition 2.4.4 (inaccessible relative entropy). The joint distribution Z = (Z1, ..., Zm) has

t-inaccessible relative entropy A, if for every time t online m-block generator G supported on

Z, writing Z = (Zy,..., Z )dﬁf G(R) for uniform R= (Ry,...,Ry), we have

m
ZDKL(Zi |ReiyZ<i || Zi | R<iuZ<i> > A,
i—1

where R; is a “dummy” random variable over the domain of él and independent of Z. Similarly,
for 6 € [0,1], we say that (Z1,...,Zm) has (t,0)-min*-inaccessible relative entropy, if for

every G as above, we have

ZDzz,r<z,z<l (Zl | R<ia Z<i < 5,

LR, z(—G (r) |J 1

Zi| Reiy Z<i) < A

where Z, R, R are defined as above.
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In the definition, since Z<i is a function of ]§<Z~, the first conditional distribution in the
KL is effectively Z|1§<z Similarly the second distribution is effectively Z;|Z.;. The extra
random variables are there for syntactic consistency.

In the case where Z is a flat distribution, then no distribution with the same support can
have higher entropy. Moreover, (min-)inaccessible entropy Definitions 2.4.4 and 2.4.3 coincide
to (min*-)inaccessible relative entropy as stated in the following observation. For example, the
distribution Z = (f(X), X) for a function f and uniform input X is always a flat distribution

even if f itself is not regular.

Proposition 2.4.5. Let Z = (Z1,,...,Zy) be a flat distribution and G be an m-block
generator consistent with Z<,,. Then for Z = 6(1:2) for uniform R = (El, el ém) we have

that for every z,r € Supp(Z, R),

Z(HZ,ZQ (ZZ | Z<Z) - HZ,T<¢ (ZZ ‘ ‘é<l)) = iDZ,ZQ,TO (ZZ ’ E<i72<i ZZ | R<i7 Z<z) .
=1

i=1
In particular, (Z1,...,Zm) has (t,0)-min*-inaccessible relative entropy at least A iff it has
(t,9)-min-inaccessible entropy at least A; (Zy, ..., Zy) has t-inaccessible relative entropy at

least A iff it has t-inaccessible entropy at least A.

Proof. For the sample notions, the chain rule (Proposition 2.2.3) gives:

m
STHE L (Zi| Z<i) = Hi(Z<m) = log [Supp(Z)|
=1

for all z since Z is flat. Hence:

log [Supp(2)| - iﬂyy (2 | Rei) = i(H (i | Zei) = W, (Zi | Ba))

m
= ZDZ,ZQ.,TQ. (Zi | Reiy, Zei || Zi | R<i7Z<i> -
=1

Taking the expectation over (Z, R) on both sides yields the equivalence between inaccessible

entropy and inaccessible relative entropy. O
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KL-hardness to inaccessible relative entropy

The last piece of the main result of this section is to show that next-block witness-
KL-hardness for generating implies inaccessible relative entropy. The “approximation
error” of the pair (a,Simg’w) for next-block witness KL-hardness for generating, namely

DkL (ﬁi, éy(]?i), Guw(R, Ry) | Sim%(Y),Y, W), can be decomposed into two terms:
1. How well éy approximates the distribution Y in an online manner.

2. The success probability of the rejection sampling procedure.

The second term can be made arbitrarily small by setting the number of trials 7" in Sim% to
be a large enough multiple of m - 2¢ where £ is the length of the blocks of G, (Lemma 2.4.7).
This leads to a poly(m) time algorithm whenever /¢ is logarithmic in m. That is, given an
online block generator G for which éy has short blocks, we obtain a corresponding simulator
“for free”. This let us connect the definition to inaccessible relative entropy, which makes no

reference to simulators.

Theorem 2.4.6. Let II be a binary relation and let (Y,W) be a pair of random variables

supported on I1. Let Y = (Y1,...,Y,,) where the bit length of Y; is at most £. Then we have:

1. If (V1,...,Y, W) is (t,A,T)-next-block witness-KL-hard for generating, then

(Y1,..., Y, W) has t-inaccessible relative entropy (A —m -2°/(Tn2)).

2. If (Y1,..., Y, W) is (t, A, T)-next-block witness-D?

Cinx-hard for generating, then for

every 0’ € [0,1 — 0], (Y1,...,Ym, W) has (t,0 + §')-min*-inaccessible relative entropy
(A —m-2°/(T¢ In2)).

Proof. We will prove by contradiction: assume there exists an online generator that breaks the
conditions of having (min*-)inaccessible relative entropy, then show that the same generator
also breaks the next-block witness-KL(Dpin+)-hardness for generating.

Let G = (éy,éw) = (éyl,...,éym,c ) be an (m + 1)-block online generator. Define

e (R) for uniform R = (Rl, .. ,Rm) and W Gu (R, Rw) where R,, is also uniform.

We also define B % SimT( ) and Y e G(R).

33



First, we ignore the witness block and focus on sample notions. For every r € Supp(R)

and y def G(r), we have

D;, (R, Gy(R) H Simgy(y),y) =0;,(RY ‘R, v)

= Z( i,y (Ez | §<i7)~/§i j:l\)z | §<i,?§i) + D:yy (2 | ~§<i7Y<z Yz | R<i75><i))
=1

= iD?,y (571 | Rei, Yei || Y | §<z‘,?<z')
i=1

=30, (V| R | T | Res).
=1

The first equality is by the fact that E}y (Sim;,G:y (y)) = y whenever Simgy (y) # L (See Re-
mark 2.3.3. The penultimate equality is by definition of rejection sampling;: éi‘é<i,?§i
and R;|R;, 17'9- are identical on Supp(R;) since conditioning on Y; = y implies that only
non-failure cases (R; # L) are considered. The last equality is because Y.; (resp. Y;) is a

deterministic function of R.; (resp. R<Z)

We now relate 2@@ to Y;|Y<y:

Pu[Fs = il R = 1

ZPY[ﬁ:quzyz‘!ﬁq:Tq} Yi=yioYi=yAYi=y)
=Pr [i}z = |V = yi, Rey = T<i:| - Pr [Yz =yi|Re; = 7“<z1 (Bayes’ Rule)

Pl‘[fﬁ‘ =y|Vi = yi, Re; = 7’<¢] 'Pr{Yz‘ =yilY<i = y<z‘] ,

where the last equality is because when r € Supp (]5;), ]§<i =r.; = Y.; = y; and because Y;

is independent of }A%Q- given Y; (as }A%Q- is simply a randomized function of Y.;). Combining
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the previous two derivations and putting back the witness block we obtain
D}y (R Gy (R). Gu(R. Ry) | Sim&(v), v, W)

=D;,(R.G,(B)|| sim§(v),Y) + D},

(Gu(B. Ru) | B.Gy(R) | W | Simfi(x).Y )
(2.2)

:iDﬁ’y (Vi | R, Vei | Vi | Bt Yai) + Dy (W | RY | W RY)
=1

m
1
+ > log ~ _ .
z‘zz:l Pr[Y; = yi|Vi = yi, Rei = <]

When taking the expectation the last logarithmic term by the following lemma.

Lemma 2.4.7. Let G be an online m-block generator, and let L; def 2'61'| be the size of the

codomain of Gy, i € [m]. Then for alli € [m], ro; € Supp(1§<i) and uniform R;:

Li—1 L;
<log (1 < .
Og(+ T >T1n2

Now, the first claim of the main lemma follows by taking expectations on both sides of

1
E [log = =
yiLGi(T<i,Ri) Pr [Yz = yz|YZ =Y, R<i = 7ﬁ<i}

Equation 2.2 and directly applying Lemma 2.4.7.

D (R, Gy (R), Gu(R, Ry | SmE(v), v, W)

YZ-|R<Z-,Y<i)+DKL(W|}~%,?HW|R,Y)+%.

Gy
m ~ ~ ~
< ZDKL(Y% | Rei, Yo
i=1

For the second claim, assume for contradiction. That is, when sampling r <~ R, 7y <~ Ru

and letting y < C}y(r), w < Gy (7, 1), the following inequality holds with probability at least

d+¢
- * (v | p v * W | p v m - 2"
;Dy,r (Vi | B, Ve | Vi | Rein Vi) + D5, (W RY [ W | RY) 28— 22
Applying Markov’s inequality on Lemma 2.4.7 we have
m 1 m - 2(
Pr log — — — > <
(y,r)& (Y ,R) Lz:l PrY; =yi|Rei = rei, Yei = y<) 10 ln21
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Combining these inequality along with Equation 2.2, we have that

Pr [D;y,w (R, Gy(R), Gu(R, Ry || Sim$(v), v, W) > A] >4,
£<—R,rw<:Rw
yG(7),w+ Gy (r,rw)

which breaks the next-block witness-D° . .-hardness for generating. O

Proof of Lemma 2.4.7. By definition of Sim;G;, we have:
~ ~ ~ ~ T
Pr {Yz =yilYi = yi, Rei = 7"<z} =1- (1 = Pr[Gy,(r<i, Ri) = ?Ji]) :

Applying Jensen’s inequality, we have:

=~

1
_E llog = ]
yﬂLGyi (r<i,Ri) Pr [YZ = yZD/Z = Yi R<i = r<i]

1
<log _E _ l — _ ]
yit-Gy, (rei,Ri) | PT Y = uilYi = yi, Rei = 7<)
Dy
=1 ~ -y
og (ZyeImage(Gyi (7’<i,')) 1— (]_ _ py)T>

where p, = Pr[Gy, (r<;, Ri) = y]. Since the function z — z/ (1 —-(1- :z)T> is convex (see
Fact 2.4.8 below), the maximum of the expression inside the logarithm over probability
distributions {p,} is achieved at the extremal points of the standard probability simplex.

Namely, when all but one p, — 0 and the other one is 1. Since lim,0z/1 — (1 — z)T = 1/T:

1og<z py)T> < log (1 +(Li—1)- ;) .

yGImage(Eyi (7"<z‘»')) 1—(1-p,

Fact 2.4.8. Forallt > 1, f : & — y——y is conves over [0, 1].

Proof. We instead show convexity of f : z — f (1 —x). A straightforward computation gives:

xt=2 —x)(at — x —at

so that it suffices to show the non-negativity of g(z) = t(1 — z)(z' + 1) — (1 + 2)(1 — z*) over

[0,1]. The function g has second derivative #(1 — z)(t> — 1)z'~2, which is non-negative when

36



x € [0,1], and thus the first derivative ¢’ is non-decreasing. Also, the first derivative at 1
is equal to zero, so that ¢’ is non-positive over [0, 1] and hence g is non-increasing over this
interval. Since g(1) = 0, this implies that ¢ is non-negative over [0,1] and f is convex as

desired. O

Remark 2.4.9. For fized distribution and generators, in the limit where T grows to infinity,
the error term caused by the failure of rejection sampling in time T vanishes. In this case,

KL-hardness implies block-KL-hardness without any loss in the hardness parameters.

By chaining the reductions between the different notions of hardness considered in this
work (witness-KL-hardness, block-KL-hardness and inaccessible entropy), we obtain a more
modular proof of the theorem of Haitner et al. [HRVW19], obtaining inaccessible entropy

from any one-way function.

Theorem 2.4.10. Let n be a security parameter, f:{0,1}" — {0,1}" be a (t,€)-one-way
function, and X be uniform over {0,1}". Fort € {1,...,n}, decompose f(X) def (Y1,..., Y, )

into blocks of length £. Then:
1. For every 0 < A < log(1/e), (Y1,...,Yye, X) has t'-inaccessible entropy at least
(log(1/e) — A) for t' = t/O("%Z).

2. For every 0 <6 <1 and 0 < A <log(1/e) —1log(2/9), (Y1,...,Yye, X) has (t',6)-min-

inaccessible entropy at least (log(1/e) —log(2/d) — A) fort' = t/O(’gZ%).

Proof. Since f is (t,&)-one-way, the distributional search problem (TI/, f(X)) where I1/ =
{(f(z),x): 2 € {0,1}"} is (¢,e)-hard.

For the first claim, clearly (f(X),X) is supported on II/, so by Theorem 2.3.11,
(I, £(X), X) is (Q(t),log(1/e))-witness KL-hard. Then by Theorem 2.4.2, (Y1,... Y0, X)
is (Q(t¢/nT),log(1/e), T)-next-block witness-KL-hard for generating. Take T' = n - 2¢/¢AIn2
and apply Theorem 2.4.6. (Y1,...,Y, /s, X) has Q(t - AL?/(n? - 2%))-inaccessible relative
entropy at least (log(1/¢) — A), and hence inaccessible entropy (Proposition 2.4.5).

Proving the second claim is similar. By Theorem 2.3.11, (II/, f(X),X) is
(2(¢),log(1/e) — log(2/d))-witness D/2

min*

-hard. Then by Theorem 2.4.2, (Y1,...,Y},;, X) is
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(Q(tl/nT),log(1/e), T)-next-block Witness—D(;/ii*—hard for generating. Take T = 2n-2¢/5¢A In 2
and apply Theorem 2.4.6. (Y1,...,Y, /s, X) has (Q(t- Al?/(6-n*- 2%)), §)-min*-inaccessible
relative entropy at least (log(1/e) — A — log(2/d)), and hence min-inaccessible entropy

(Proposition 2.4.5). O

Remark 2.4.11. For comparison, the original proof of [HRVW19] shows that for every
0<d<1, (Y1,..., Y, X) has (t', 0)-min-inaccessible entropy at least (log(1/¢)—21log(1/6)—
0(1)) fort' = t/é(%), which in particular for fived t' has quadratically worse dependence
on § in terms of the achieved inaccessible entropy: log(1/e) — 2 -log(1/0) — O(1) rather than
ourlog(1l/e) —1-log(1/6) — O(1).

Corollary 2.4.12 ([HRVW19, Theorem 4.2]). Let n be a security parameter, f : {0,1}"
— {0,1}™ be a strong one-way function, and X be uniform over {0,1}". Then for every
¢ = 0®ogn), (fF(X)1.tr--s F(X)n—ts1..ms X) has n*M-inaccessible entropy w(logn) and

(n*M) negl(n))-min-inaccessible entropy w(logn).
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Chapter 3

Entropy Flattening

We study entropy flattening: given a circuit Cx implicitly describing an n-bit source X
(namely, X is the output of Cx on a uniform random input), construct another circuit Cy
describing a source Y such that (1) source Y is nearly flat (uniform on its support), and (2)
the Shannon entropy of Y is monotonically related to that of X. The standard solution is
to have Cy evaluate Cx altogether ©(n?) times on independent inputs and concatenate the
results (correctness follows from the asymptotic equipartition property). In this paper, we
show that this is optimal among black-box constructions: any circuit Cy for entropy flattening
that repeatedly queries Cx as an oracle requires Q(n?) queries.

Entropy flattening is a component used in the constructions of pseudorandom generators
and other cryptographic primitives from one-way functions [HILL99, Rom90, Hol06, HHRO06,
HRVWO09, HRV13, HHR 10, VZ12]. Tt is also used in reductions between problems complete
for statistical zero-knowledge [Oka00, SV97, GSV99a, Vad99]. The ©(n?) query complexity is
often the main efficiency bottleneck. Our lower bound hints that the current best construction
of pseudorandom generator from arbitrary one-way functions by Vadhan and Zheng [VZ12] is

likely to be optimal in terms of query complexity.
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3.1 Introduction

We say a source X is flat if it is uniform over its support. Then a source X is flat iff its
Shannon entropy, min-entropy, and max-entropy (written Hgp(X), Hmin(X), and Hmax(X),

respectively) are all equal.

The task. The entropy flattening is defined as the following task: given a circuit Cx
implicitly describing an n-bit source X (namely, X is the output of Cx on a uniform random
input), efficiently construct another circuit Cy describing a “flattened” version Y of X. The
goal is to have the output source Y (or a small statistical modification of it) be such that its
min- and max-entropies are monotonically related to the Shannon entropy of X. Concretely,

one interesting range of parameters is:

— if nput sources Xy and X| exhibit a 1-bit Shannon entropy gap, Hsp(Xy) > Hep (X )+1,

— then the respective output sources Yy and Y| must witness Hpin(Yy) > Hpax (Y1) + 1

(modulo a small modification to Yy and Y{).

max
max min
1 min/max
Shanmon — flattening T gap/
gap - W max
S
. min —
min
Xo Xu Y Yu

Entropy flattening is not only an ingredient in constructions of cryptographic primitives
from one-way functions as mentioned before, it is also used in reductions between problems

complete for (non-interactive) statistical zero-knowledge [Oka00, SV97, GSV99a, Vad99].

A solution: repeat X. The standard strategy for entropy flattening is to construct Y
as the concatenation X? of some ¢ i.i.d. copies of the input source X. That is, in circuit

language, Cy (z1,...,24) = (Cx(21),...,Cx(xq)). The well-known asymptotic equipartition
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property in information theory states that X9 is e-close! to having min- and max-entropies
closely approximated by ¢ - Hsp(X). (It is common to say that X? has a certain e-smooth

min- and max-entropy [RW04].)

Lemma 3.1.1 ([HILL99, HR11]). Let X be an n-bit random variable. For any q € N and

e > 0 there is an nq-bit random variable Y' that is e-close to Y = X9 such that

I'Imin (Y/)7 Hmax(Y/> € q- HSh(X) + O(“\/ q- log(l/E)) .

In particular, it suffices to set ¢ = (:)(nQ) in order to flatten entropies in the aforementioned
interesting range of parameters (1-bit Shannon gap implies at least 1-bit min/max gap). The
analysis here is also tight by a reduction to standard anti-concentration results: it is necessary

to have ¢ = Q(n?) in order for the construction Y = X? to flatten entropies.

3.1.1 Our result

We show that any black-box construction for entropy flattening—that is, a circuit Cy which
treats Cx as a black-box oracle—requires Q(n?) oracle queries to Cx. This is formalized in
Theorem 3.1.2 below.

In particular, the simple “repeat- X" strategy is optimal among all black-box constructions.
Besides querying Cx on independent inputs, a black-box algorithm has the freedom to perform
adaptive queries, and it can produce outputs that are arbitrary functions of its query/answer
execution log (rather than merely concatenating the answers). For example, this allows the
use of hash functions and randomness extractors, which is indeed useful for variations of the

flattening task (e.g., Lemma 3.2.2).

Query model. In our black-box model, the input source is now encoded as the output
distribution of an arbitrary function f : {0,1}" — {0,1}"™ where m = O(n) (not necessarily

computed by a small circuit); namely, the input source is f(U,) where U,, denotes the uniform

'Random variables Z; and Z» on Z are e-close if drv(Z1, Z2) < € where dtv(Z1 , Z2) is the usual statistical
(or total variation) distance, given by dtv(Z1, Z2) = maxypcz|Pr[Z1 € T — Pr[Z; € T|.
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distribution over n-bit strings. We consider oracle algorithms A/ that have query access to f.
Given an n/-bit input w (thought of as a random seed) to Af, the algorithm computes by
repeatedly querying f (on query x € {0, 1}" it gets to learn f(x)), until it finally produces some
m/-bit output string A/ (w). We denote by A/ : {0,1}" — {0,1}™ the function computed by

AJ. Thus A/ (U,) is the output source.

Inputs/outputs. Our input sources come from the promise problem ENTROPY-
APPROXIMATION; the circuit version of this problem is complete for the complexity class
prBPL (non-interactive statistical zero-knowledge), as shown by Goldreich, Sahai, and
Vadhan [GSV99a]. The ENTROPY-APPROXIMATION promise problem is (here 7 € N is a

threshold parameter):

e YES input: (f,7) such that Hsn(f(Uy,)) > 7+ 1.

e NO input: (f,7) such that Hsp(f(Uy)) <7 — 1.
The goal of a flattening algorithm Af (which also gets 7 as input, but we supress this in
our notation) is to produce an output distribution that is statistically close to having high
min-entropy or low max-entropy depending on whether the input source f is a YES or a NO
instance. We say that A/ is an (e, A)-flattening algorithm if (here k = r(7) is a parameter
that A/ gets to choose):

e (f,7)is a YES input = Af(Un/) is e-close to a distribution Zy with Hmin(Zy) > k + A.

e (f,7)is a NO input = Af(U,) is e-close to a distribution Z, with Hma(Z) < k — A.

Main theorem. Our main result is the following theorem.

Theorem 3.1.2. There exist constants €, A > 0 such that every (e, A)-flattening algorithm

for n-bit oracles f requires Q(n?) oracle queries.

In fact, our proof yields an even more fine-grained lower bound. Suppose we allow ¢ and
A to vary subject to n/25 > A >log(1/¢). Then our lower bound becomes Q(n?log(1/¢)),

which is tight in both n and €.
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3.1.2 Relevance to cryptographic constructions

Many constructions of PRG [HILL99, Hol06, HRV10, VZ12], SHC [HNO*09, HRVWO09,
HRVW19], and UOWHF [Rom90, KK05, HHR " 10] use the flattening technique to transform
Shannon-like entropies to min or max-like entropies. To illustrate the usage of flattening, we
take HILL’s construction [HILL99] as an example, which was also the first use of flattening in
complexity-based cryptography.

The first step is to show any one-way function f : {0,1}" — {0,1}"™ is also a HILL entropy
generator. That is, Y = f(U,) is computationally indistinguishable from a random variable
Y’ such that Hgp(Y”) is noticeably higher than Hgp(Y). In other words, for some threshold 7

and a non-negligible gap parameter A it holds that:
1. HHILL—Sh (f(Un)) Z T+ A, and
2. Hgpy (f(Un)) <7 -—A.

Then the recipe of flattening algorithm is applied. Specifically evaluating f on many
independent inputs yields a distribution that is close to having low max-entropy yet is
computationally indistinguishable from having high min-entropy. Note that even thought
the flattening algorithm we stated is for real entropies, it also applies to HILL-type entropies
(which can be a simple reduction.).

After flattening, universal hashing (or randomness extraction) is applied to obtain a
pseudorandom generator G/ : {0, 1}”/ — {0, l}m/, where Gf (Uy) is computationally indistin-
guishable from U,/ (i.e. indistinguishable from min-entropy at least m’) yet has max-entropy
at most n’ < m’ — 1 (due to having a seed length of n’). Note that in HILL’s construction,
the query complexity due to the flattening step is é(n4), rather than é(nz) in Lemma 3.1.1
since the gap A is ©(1/n) in this case.

A series of subsequent works [Hol06, HHR06, HRV10, VZ12] improved the efficiency of
the HILL construction. The state-of-the-art constructions [HRV13, VZ12] replace the HILL
entropy with the more refined pseudoentropy notion next-block HILL entropy introduced

previously and thereby obtain A = (:)(1) in the entropy gap. In the best constructions the
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query complexity is C:)(n3), an extra cost of (:)(n) due to the fact that how the entropy is
spread out among the bits of the output of the next-block HILL entropy generator.

In the best constructions, there is still an exact cost of (:)(n) due to the fact that we don’t
know how the entropy is spread out among the bits of the output of the next-bit HILL entropy
generator f.

Overall, with the most efficient constructions to date, the pseudorandom generator makes
O(n?) queries to the one-way function, of which a ©(n?) factor is due to flattening. This
complexity renders the constructions too inefficient for practice, and thus it is important to

know whether a more efficient construction is possible.

Lower bound in constructing PRG. The work of Gennaro, Gertner, Katz, and Tre-
visan [GGKTO05] gave the first lower bound on constructing pseudorandom generators from
one-way functions. Specifically they proved that any “black-box” construction of a pseudo-
random generator G/ : {0,1}" — {0,1}" from a one-way function f : {0,1}" — {0,1}™
requires Q((m’ — n')/logn) queries to f. Thus, many queries are needed to construct a pseu-
dorandom generator with large stretch. However, their lower bound says nothing about the
number of queries needed to obtain a pseudorandom generator with small stretch (i.e., where
m’ =n’+O(logn)), and indeed it applies even to one-way permutations f, where no flattening
is needed and a pseudorandom generator with small stretch can be obtained with a single
query to the one-way function [GL89].

For constructing pseudorandom generators with small stretch from one-way functions,
Holenstein and Sinha [HS12] proved that any black-box construction requires @(n) queries.
Their lower bound is also independent to flattening, as it applies even to regular one-way
functions, which directly (with one query) give a separation between HILL min-entropy and
max-entropy. Rather, their lower bound corresponds to the efficiency costs coming from not
knowing the entropy thresholds 7 (or how the entropy is spread across the bits in the case of
next-bit HILL entropy).

Our lower bound for flattening (Theorem 3.1.2) can be viewed as a first-step towards

proving that any black-box construction of pseudorandom generators from one-way functions
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requires (n2) queries. One might hope to also combine this with [HS12] and obtain a lower

bound of Q(n3) queries, which would match the best-known construction of [VZ12].

Seed length. Another important and well-studied efficiency criterion for pseudorandom
generator constructions is how the seed length n’ of the pseudorandom generator G’ -
{0,1}" — {0,1}™ depends on the input length n of the one-way function f : {0,1}" —
{0,1}". The standard method for flattening (Lemma 3.1.1) requires independent samples
from the distribution being flattened, and thus the query complexity of flattening contributes
a multiplicative factor to the seed length of the pseudorandom generator. For example, the
construction of [VZ12] gives a pseudorandom generator with seed length ©(n?) - n = ©(n?),
as (:)(nQ) independent evaluations of the one-way function (or corresponding pseudoentropy
generator) are used for flattening. An interesting open problem is to show that independent
evaluations are indeed necessary, and extend our lower bound on query complexity to a
lower bound on the input length n’ of the flattening algorithm A/ : {0,1}" — {0,1}™".
This could be a first step towards proving a superlinear lower bound on the seed length
of pseudorandom generators constructed (in a black-box way) from one-way functions, a
long-standing open problem. We note that the existing lower bounds on query complexity of
[GGKTO05, HS12]cannot be turned into seed length lower bounds, as there are constructions
of large-stretch pseudorandom generators from regular one-way functions with seed length

O(n) [HHRO06]. That is, although those constructions make polynomially many queries to the

one-way functions, the queries are highly correlated (and even adaptive).

Other cryptographic primitives. Flattening is also an efficiency bottleneck in the con-
structions of other cryptographic primitives from arbitrary one-way functions, such as univer-
sal one-way hash functions [Rom90, KK05, HHR"10] and statistically hiding commitment
schemes [HNO™09, HRVW09, HRVW19]. In both cases, the state-of-the-art constructions
begin by constructing a function f where there is a gap between its output entropy Hsh(f(Uy,))
and a computational analogue of Shannon entropy (namely, a form of “inaccessible entropy”).

Then flattening is applied, after which some (possibly interactive) hashing techniques are
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used to obtain the final cryptographic primitive. Again, our lower bound on flattening can be
viewed as a first step towards proving an efficiency lower bound on black-box constructions.

We note that there was a very fruitful interplay between this sequence of works on construc-
tions of cryptographic primitives from one-way functions and general results about SZK and
prBPL, with inspirations going in both directions (e.g., [NV06, HRVW09, OV08, HRVW09]).
This reinforces the feeling that our lower bound for flattening the prBPL-complete problem

ENTROPY-APPROXIMATION can help in understanding the PRG constructions.

3.2 Proof Overview

Our proof builds on the recent result of Lovett and Zhang [LZ17], who showed that
there is no efficient black-box reduction (making polynomially many queries) from
ENTROPY-APPROXIMATION to its complement, thereby giving evidence that prBPL is not
closed under complement and hence that prBPL # SZK. The result of [LZ17] a qualitative
one, whereas here we are concerned with a quantitative question: What is the exact query
complexity of flattening? Nevertheless, we use a similar construction of hard instances

as [LZ17] and make use of a variation of their key lemma.

3.2.1 Simplification: the SDU problem

We find it convenient to work with a slightly simplified version of the flattening task, having

one fewer parameter to worry about.

Definition 3.2.1 (statistical distance from uniform (SDU)). We say an algorithm A :

{0,1}" — {0,1}™ is a k-SDU algorithm if for all f : {0,1}"* — {0,1}™, we have

e If (f,7) is a YES input to ENTROPY-APPROXIMATION, then Af(U,/) is 27%-close to

Uy

e If(f,7) is a NO input to ENTROPY-APPROXIMATION, then |Supp(A (U,))| < 27 ~*.

Note that a k-SDU algorithm is a (27% k/2)-flattening algorithm (with threshold x =

m’ — k/2). Conversely, we can transform any flattening algorithm to a SDU algorithm using
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hashing techniques similar to [GSV99a]:

(see Section 3.5.3 for the proof)

Lemma 3.2.2. If there exists a (g,A)-flattening algorithm AS = {0,1}" — {0,1}™ for
function f:{0,1}™ — {0,1}™ with query complexity q, then there exists a k-SDU algorithm
AT {0,13" = {0,1}"' 3% where n” = O(n' +m') for function f : {0,1}" — {0,1}™ with
query complezity ¢ and k = Q(min{A,log(1/¢)}). In particular, there exists such a k-SDU

algorithm with query complezity O(k - min{n, m}?).

Remark 3.2.3. Note that Lemma 2.2 guarantees not only that A is a k-SDU algorithm but
also that its output length is only 3k bits shorter than its input length. This additional property

will be useful in our proof.

By Lemma 3.2.2, for our main result (Theorem 3.1.2), it suffices to prove an Q(kn?)
query lower bound for any k-SDU algorithm A : {0,1}" — {0,1}" with m’ = n/ — 3k and

k <mn/25.

Theorem 3.2.4. Let k < n. Every k-SDU algorithm Af : {0,1}" — {0,1}™ for function

f:{0,1}" = {0,1}™ has query complexity Q(kn?).

3.2.2 Hard instances

We consider two input distributions Fyy and F{ over functions f : {0,1}"™ — {0, 1}>" such that
the entropies of most functions in Fyy and F| are at least 7+ 1 and at most 7 — 1 (where
T = 0(n)), respectively. To sample a function from Fy, we randomly partition the domain of
f into many blocks By, Bo, ..., Bg, each of size T = 2"/S where S = 237/ For each block

Bi7

 with probability 1/2 4+ ©(1/n) we insert a high-entropy block: f|p, will be a uniformly

random mapping from B; to {0,1}3"; and

o with the remaining probability 1/2—0(1/n), we insert a low-entropy block: all elements

of B; are mapped to the same random element of {0, 1}3".

47



The distribution F| is the same, except we swap the two 1/2 + ©(1/n) probabilities.

Note that since the range {0,1}>" is much larger than the domain {0,1}", with high
probability f will be injective on the high-entropy blocks and have no collisions between
different blocks. Under this condition, if we let Blo(x) denote the block containing x (which
is determined by f(z)) and p be the fraction of high entropy blocks, we have

Hsh (f(Un)) = Hsn(Blo(Uy)) + Hsn (f(Un) | Blo(Un)) (3.1)

n

2 3
:10g5+p-10g§+(1—p)-02 n+p-

T (3.2)

n
T
Under Fy we have p = % + 9(%) whp, and under F| we have p = % — @(%) whp, which yields

a constant gap in Shannon entropies, as desired.

3.2.3 Basic intuition—and a warning!

The first natural instinct—Dbut too naive, we argue—is that since the bias between observing
a high-entropy block versus a low-entropy block is only ©(1/n), an anti-concentration bound
should imply that distinguishing the two distributions takes Q(n?) queries.

This intuition indeed applies to simple bounded-error randomized decision trees (which
output just a 1-bit answer). Concretely, suppose for simplicity that our input is just an
n2-bit string z (instead of an exponentially large oracle f): each bit z; represents either a
high-entropy block (z; = 1) or a low-entropy block (xz; = 0). We are given the following
gap-magority promise: the relative Hamming weight |z|/n? is either 1/2+1/nor 1/2—1/n. It
is a well-known fact that any bounded-error query algorithm needs €(n?) queries to distinguish
these two cases.

But surprisingly enough, there does exist? a flattening/SDU algorithm A that solves the

gap-majority promise problem with only O(n) queries! This suggests that any superlinear

2Consider the following algorithm A® on input a random seed w: query a sequence of random positions i
(according to w) until a position with z; = 1 is found, output A*(w) = ¢. It is easy to verify that this is an
(0,©(1/n))-flattening algorithm with expected query complexity O(1). Repeating the algorithm ©(n) many
times yields an (0, Q(1))-flattening algorithm with expected query complexity O(n). Finally, we can make the
algorithm abort if any run exceeds the expected query complexity by a large constant factor; this results in an
(e,9(1))-flattening algorithm of worst-case query complexity O(n).
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lower bound must somehow hide from the algorithm the type (high vs. low) of a queried
block. Our choice of distributions Fy and F] does indeed achieve this: since there are so
many blocks, a single run of the algorithm is unlikely to query more than one point in a single
block, and the marginal distribution of such a single query is the same in both Fy and Fj.
The more precise way in which we exploit the hidden type of a block is in invoking the main
result of [LZ17]: when switching a high-entropy block in an f to a low-entropy block, the

support of an SDU algorithm’s output distribution, Supp (A7 (U,)), cannot increase by much.

3.2.4 Technical outline

Recall that A/ (U,) is almost-uniform when f has high entropy. For almost all z € {0, 1},
most of the high-entropy functions f make the algorithm A/ output z (on some random seed):
Pr [Fw e {0,1}", Al (w) = 2| > 1 - 27, (3.3)
FEFy
On the other hand, since the support of A/ (Uyy) is small when f has low entropy, there should
be many z such that when we sample f from F|, with high probability Af (w) does not output
z:
Pr |3w e {0, 13", A (w) = 2| <27, (3.4)
J<FL
To connect the high-entropy and low-entropy cases, we essentially prove that for many
z € {0,1}™ and every algorithm A making o(kn?) queries, we have
Pr [Fw € {0,1}", Af(w) = 2] <2°W . Pr [Fw e {0,1}", A (w) = 2] + 0(27%).  (3.5)

f&Fy feF
As long as there exists z such that Equation (3.3), (3.4) and (3.5) hold, combining those
equations contradict inequality (3.5).

Our inequality (3.5) is similar to the key lemma of Lovett and Zhang [LZ17]. However,
the inequality is reversed, we have an extra multiplicative factor of 2°%), and our lemma
(necessarily) only applies to algorithms making o(kn?) queries (where the [LZ17] lemma applies

even to exponentially many queries).
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One key step toward Inequality (3.5) is to reverse the direction of the inequality by the
following trick. We name elements of {0, 1}”l as wi, ..., Wy, in some arbitrarily fixed order.
Then
Pr [Fuw € {0,1}", A (w) = |
fEF

/

2n
= Z Pr {Af(wg) =z and fw € {wl,...,wg,l},Af(w) = z]
=1 [<F

/

§
=5 (1 e g = 0 =) e [ =]

Having a negative sign, now we wish to relate the probability of

Pr [Hv e {wy,..., w1}, Al (w) =z ’ A (wy) = z}

&R

over Fyy and F| in the same direction as [LZ17]. It is not a direct application of their lemma
due to the fact that the block size is constant in their construction and our probability is
conditioned on the event A/ (wy) = z, but we prove a generalization (Lemma 3.5.3) of their
lemma that suffices for our purpose. In fact, the proof we provide in Section 3.5.2 is potentially
simpler than the one in [LZ17] and yields better parameters.

Like in [LZ17], instead of considering the event 3w, A/ (w) = z in all the probabilities
above, we further impose the restriction that Af (w) queries each block B; of the domain
at most once, since this event happens with high probability. Furthermore (unlike [LZ17]),
we also restrict to the case that the number of high-entropy block queries is in the range
q-(1/2+ (0(1/n) + O(1/\/q))) out of a total of ¢ queries, which also occurs with high

probability.

3.3 The Hard Distribution

Let A7 : {0,1}" — {0,1}™ be a potential k-SDU algorithm for functions f : {0, 1}"* — {0, 1}™.
Throughout, we will consider a fixed oracle algorithm Al with query complexity ¢, and will

omit the dependency of A in most notations. For a vector X , We use x (j) to denote the j-th
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element of X, and X means the unordered set {5()(]) 1je HEEH }

It is equivalent to interpret an element {0,1}" as an integer in [N] where N = 2", since
we do not make a use of any structure in {0,1}". Under this notation, we are considering a
fixed oracle algorithm A/ : [N'] — [M’] for functions f : [N] — [M] where N’ = 2% M’ =
2™ N = 2" and M = 2™. Actually, we will allow N, M, N’ and M’ to be arbitrary positive

integers (not necessary a power of 2).

Partition. Given parameters S,7° € N where ST = N, and a function f : [N] — [M],
we will partition the domain [N] into S blocks X1,...,Xs each of size T. We will also
fix an order for the blocks and the elements in each block: X = (/'_YH, . .,/'—\;S). So X;(5)
denotes the j-th element of the i-th block. Given a vector Y e [M]T| we use the shorthand
f(jf)l) — Y, to denote the assignments f(/'_fz(j)) = 522(]’), for all j € [T]. Therefore, once
vectors 55 Toeoen, 55 s € [M]" and a partition X are determined, the function f is fully defined

as f(jél) =Y forallie [S].

Distributions.

—

o Let Xg be a uniform distribution over an ordered partitions X = (Xq,..., X s) of [N]

where |)_()@] =N/S =T forall i € [5].

« Let Yy and Y be distributions on vectors ) € [M]T defined as follows,

For Yy, uniformly sample an element y < [M], and output y 1)=---= y (T) = =.

—>

For Y1, uniformly and independently sample y (1),...,Y(T) from [M].

—

« Given a vector b € {0,1}* and a partition X = (/'_V)l, ce 56)5) of [N], we define the
distribution F(é_t:, Z)) of function f : [N] — [M] such that f(é—\i) = Y, where ; « Y3
for all i € [S]. Essentially, b indicates whether each block is “high entropy” or “low

entropy”.

e For 0 < a <1, let B, be a distribution over vectors b e {0, 1}5, so that each entry of

b is sampled from the Bernoulli distribution Bern(«) independently.
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e For 0 < a <1, F, is a distribution on functions f : [N] — [M], a partition X, and
an indicator vector b, where (f, _b), .;_Yb) & F, means that b ¢ B., X & Xg and

[ FRD).

Block-Compatibility. When an algorithm A runs with input w € [N’] and oracle f :
[N] — [M], let Query ;(w) C [N] be the set of the queries made by the algorithm Al (w) to f.
We say w is block-compatible with (f, X) if |Query ;(w) N X[ < 1 for all blocks X € X. The

set of block-compatible inputs with (f, X) is denoted

BC(f, X) = {w : w is block-compatible with (f, X)}

Construction. Set m = 3n, so M = N3. Also, set S = 23%/4 = N3/% and T = 27/4 = NV/4,
Let the high entropy distribution be Fy def Fi/215/, and the low entropy distribution be
R e 1/2+5/n- We claim that with high probability, a function f from Fiy and Fi has entropy

at least 7 + 1 and at most 7 — 1 for 7 = Tn/8.

Lemma 3.3.1. Let the parameters be as above. Then we have
Pr  [Hsp(f)>7+1]>1-270%"
(f?i;z‘i‘))éFH

Pr  [Hsp(f) <7—-1]>1-2799"
(f,?;,f)LFL

Proof. For any pair of independent and random mappings to M, the collision probability is
1/M. There are no more than N? pairs of inputs, so with probability at least 1 — N?/M =
1—27", there is no collision when two images are sampled independently. Under that condition,
as shown by Equation (3.1), let p be the fraction of high entropy blocks, namely p is the

hamming weight of b divided by S, the entropy of the function f is

3n

Hsh(f(Un)) = — +p

n
4 4

Recall that when we sample b from Fy, —b>(z) < Bern(1/2 + 5/n) for all i € [S]. By the
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Chernoff bound,

which implies

Pr HSh(f) > 3—n + (1 4) . n = @ + 1:| >1— 2—%5-(1/71)2 9" 19709
(f.5,2)¢ Fy 4 2 n) 4 8
Similarly, when sampling from £,
Pr HSh(f) < Bj + (1 - 4) : n = @ — 1] >1 2_%'3'(1/”)2 9N 1 _ 909
(f,0.2)&FR 4 2 n) 4 8
Taking 7 = %" concludes the lemma. O

3.4 Query Lower Bound for SDU Algorithms

Let Af be a k-SDU algorithm making exact ¢ oracle queries to f and all the query positions
are distinct. We may assume that since it is useless to query same positions, and if the number
of queries is less than g then we simply make some dummy queries. We derive the lower

bound (Theorem 3.2.4) from the following two lemmas.

Lemma 3.4.1. Let Af be a k-SDU algorithm making q queries. For every n > 25k and

z € [M'] that satisfies

E “{w A (w) = 2}” < 2, (3.6)
(f,5,2)L Fy
we have
Pr  [Jw € BO(f,X), Al (w) = |
(fvyu‘it)LFH

(3.7)

ol <+ kg
2 <n2+ n2). Pr [HweBC(f,X),Af(w)zz}+0(2—’“)
(£,5,2)L R

Lemma 3.4.2. There exists a universal constant ¢ > 0 such that for every sufficiently large

n and k < n, there is an output z € [M'] that satisfies

[Fw € BO(f, %), A (w) = 2| > 1—27% >

N =
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2. Pr [Elw € BC(f, X), Al (w) = z} <27,

3. E “{w:Af(w):z}” < 2%,
(f.5,2)L Fy

Theorem 3.2.4 follows by plugging z that satisfies the inequalities in Lemma 3.4.2 into
Inequality (3.7). If ¢ = o(kn?), then the exponent in Equation (3.7) is o(k), which yields a
contradiction.

In the following section, we prove that most inputs are block-compatible and hence we
can only consider the block-compatible inputs rather than the whole domain [N']. Then we

prove Lemma 3.4.1 and 3.4.2 in Section 3.4.2 and 3.5.1, respectively.

3.4.1 Block-compatible inputs

As in [LZ17], we only consider block-compatible inputs, where each block is queried at most
once. In that case, it is easier to compare the behavior of the SDU algorithms. Since there are
exponentially many blocks but only polynomially many queries, intuitively, the probability of
having block-compatible property is overwhelming if we randomly partition the domain of f.

Formally,

Lemma 3.4.3. For every w € [N'] and « € [0, 1],

Proof. In order to handle adaptive algorithms, we consider Procedure 3.4.1 for sampling
(f, F, X ), which is equivalent to sampling from F,,. The essential idea is sampling the parts
that are related to w first. By the principle of deferred decisions, it can be verified that the
joint distribution of (f, 7)), X ) is identical to Fy,.

Notice that w € BC(f, 7;, X ) if and only if the sequence of ¢ values of ¢ selected in Step 2(a)
are all distinct. The probability that the (r + 1) value of i is the same one comparing to
the previous r values is at most rT/(ST —r) < ¢q/S, since r < ¢ — 1 and gr < ST. So the

probability that there are any repetitions is at most ¢?/S. 0

By Markov’s inequality, almost all inputs are block-compatible:
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Procedure 3.4.1

—

1. Initially, X;(j) = * and F(z) =« forall i € [S],j € [T].
2. Simulate A7 (w) handling the r-th oracle query z, as follows. For r = 1,...,q,

(a) Based on previous queries and results as well as w, let the r-th query be
zy. Select (4, j) uniformly at random from [S] x [T7 subject to X;(j) = *
and assign X;(j) = z,.

(b) If —b>(z) = «, then assign B)(z) + Bern(a) and Vi & Y3

(c) Set f(x,) = 55,(]) and return f(z,) as the answer to the query.

3. Assign the rest of the vectors X and b by executing Step 2(a)-2(c) for all
z € [N]\{z1,...,24}.

Corollary 3.4.4. For every o € [0,1],

Pr [[BC(f, ) > N (1—270m)] > 1 — 2705
(f,8,2)LF,

3.4.2 Proof of Lemma 3.4.1

Lemma 3.4.1 (restatement). Let A be a k-SDU algorithm making q queries. For every

n > 25k and z € [M'] that satisfies

E “{w A (w) = Z}” < 2%k, (3.6)
(,5,2)LEFy
we have
Pr  [Jw € BO(f,X), Al (w) = |
(f,5,2) < Fy 57)
3.7
o(#+/4) ; —
2 \nZ TV Pr 3w e BC(f, X), Al (w) = 2| + 0(27F)
(f,8,X) R
Proof. Define the set
W.(f, ) = {w:weBC(f,X) , Al(w) = z}.
Let wq, -+ ,wys be all possible inputs sorted in arbitrary but fixed order. The first step is to
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break the event Jw € W,(f, X) to the events that wy is the “first” one in W, (f, X) for all

¢ e [N'].

LPro [BweWL(f,X)]
(f,b,X)(—Fa

Z Pr [wg EW.(f,X) Awr,..., w1 ¢ Wz(f,X)}

N/
=Y P fwwe WAL [we e Wo(F,X)] - Pro [w e W(f,X)]
=1 (f;0,X)&Fa (f,0,X)Fa

Our goal is to switch the distribution from Fy to F| and see how the probability changes. We

switch using the following two claims.

Claim 3.4.5. For every wy € [N'], Pr [we € W(f,X)] does not depend on o €

[0,1]. In particular,

Claim 3.4.6. For every wy € [N'] and z € [M'],

Prfwnewe ¢ WS, X) | wee Wa(f, X))
(f,b,X)«Fy

f) 4 9ok

§20("%+\/sig)- Pr [wl,.. swe—g & Wo(f, X ’ngW(f, )}+O(S

(£, 0, X)ER

The intuition behind Claim 3.4.5 is that as long as wy is block-compatible, the query results

are independently uniform over [M] in both Fy or F| case. Note that unlike Lemma 3.4.1,

Claim 3.4.6 refers to non-membership in W, (f, X), which allows us to use the main lemma of

Lovett and Zhang [LZ17], which provides an inequality in the opposite direction of Lemma 3.4.1.
See the formal proofs of those Claims after the main proof.

Once we have the above claims, we can prove the lemma:
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(o)) g, wento=ai
<20<ni2+ %q) _Pr [awewz(f,X)] +0(27%

The second inequality is by the assumption of n > 25k, and the last inequality is by
Inequality (3.6). O

Proof of Claim 3.4.5

Claim 3.4.5 (restatement). For every wy € [N'], Pr we € Wo(f,X)] does not

(f,0.2)LF, [

depend on « € [0,1]. In particular,

Prlw e Wo(f,X)| = Pr|w e W(f,X)].

-

(f7 b 72)<LFL
Proof. We factorize the probability into two parts and prove that both of them are independent

of a.
Pr [wg e W.(f, X)}

b [Af(wg) =z ‘ wy € BC(f,X)} - Pr [wg € BC(f,X)}
(f,0,2X)&F, (f,5,X)&F,

We use Procedure 3.4.1 to sample (f, F, X ). We will prove the second factor is independent
of a by induction over r. Conditioning on the first (r — 1) values of i selected in Step 2(a)
being all distinct, that is, the block-compatible property has not been violated in the first r
rounds, we have T;(z) = * at the beginning of Step 2(b) in the r-th round. Thus no matter
what « is and what _b)(z) is assigned, ¥ (7) is uniform over [M] in the r-th round. Therefore,
under the assumed condition, the distribution of z, and f(z,) are independent of o and the
probability of maintaining the block-compatible property in the r-th round is independent of

«. By induction, we know that the probability of maintaining the block-compatible property

o7



in all ¢ rounds is independent of «.
For the first factor, as discussed above, conditioning on the block-compatible property,
the distributions of z, and f(x,) are independent of «, so the probability of getting z as the

output of A/ (wy) is also independent of «. O
Proof of Claim 3.4.6

Claim 3.4.6 (restatement). For every wy € [N'] and z € [M'],

P fwi,.we ¢ Wa(F, ) | we € Wa(f, X))
<2O<"%+ "72) Pr [wl,.. swe—g & Wo(f, X ’ngW(f, )}+O((§)+2_5k

Proof. We consider the Procedure 3.4.2 for sampling (f, 3, X ), which is equivalent to sampling
from F,, conditioned on wy, € W, (f, X) (Namely, A/ (w;) = z and w, € BC(f, X)). We denote
such a distribution as (f, 3, X ) < F,(wy, 2). Tt follows the same idea as in Procedure 3.4.1
— sampling the blocks that are queried by Af (wy) first, and using the rejection sampling to
handle the condition w, € W,(f, X'). Notice that until Step 5, information (including the
partition x * function mapping f* and the indicator 5)*) on exactly ¢ blocks is decided.

The probability we consider then can be written as

Pr {wl,.. swe—1 ¢ Wo(f, X ’ngW(f, )}

= P (Wi, wes ¢ Wa(f, X))

(1.5 R) ¢ Fa(we.2)

- p e we EWL(FX) | (F A * b X
(fﬁ%?(’*)(ff«_\”)érFa(wz,Z)[wl ues EWAE3) | I )

Now we introduce a property of a partial indicator. We say a partial indicator is balanced if

the number of zeros (low entropy block) and ones (high entropy block) are about the same.

Definition 3.4.7 (balanced). Let b e {0,1,%}° be a “partial” indicator vector where there

are q non-star entries. We say it is balanced if the number of 1’s is in [q- (1/2 —5/n —

V/25k/q),q - (1/2+5/n+ /25k/q)].
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Procedure 3.4.2: PROC:W-FIRST-BC

—

1. Initially, X;(j) = * and T;(Z) = x for all i € [S],j € [T] and f(x) = * for all
x € [N].

2. Simulate A/ (wy) handling the r-th oracle query z, as follows. For r =1...,q¢,

(a) Based on previous queries and results as well as w, let the r-th _query be
y. Select (4, j) uniformly at random from [S] x [T] subject to X'(j) = *
and assign X;(j) = x,.

(b) If 3(@) = %, then assign 3(2) + Bern(a) and V& Y30

(c) Set f(x,) = ¥ (7) and return f(x,) as the answer to the query.

3. If ¢ values of i in Step 2(a) are not all distinct, or A/ (w,) # z, restart.

4. For all (i,7) such that 3(@) # x and /—‘(2(]) = x, randomly sample z € [N] that
has not been assigned to any partition. Set X;(j) = x and f(z) = Y;(j)-

5. Denote the partially assigned Lgorri()a of them are mapped to *) function and
vectors sampled so far as (f*, b*, X*) < FZ(wy, 2).

6. Assign the rest of the vectors X , b and the mapping f by executing Step
2(a)—(c) for all z € [N]\ {z1,..., 24} (instead of ;).

According to Procedure 3.4.2, each non-star entry of b s sampled uniformly and inde-

pendently from Bern(«). When « € [1/2 — 5/n,1/2 4+ 5/n], by Chernoff bound, we have

Pr F;* is balanced } >1— 9275,
(F*, 0%, 25 EFx (wy,2)

And thus we can sum over only balanced b by paying an additive term.

Profwi,wen ¢ Wo(F,X) [ we € Wa(F, )]
X)—F,

(.5,

<24 % LBt Jwn ey @ WL(FX) | (F5 5 X))
(f*73*75(>*) (f, b,X)Fo(wg,z)

where b* is balanced

x  Pr [(f*, b, 7\6’*)] (3.8)

Now we use the following two claims (proved in the later paragraphs) to connect the high
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entropy case (Fy) and the low entropy case (F]) on those two factors.

Subclaim 3.4.8. For every wy € [N'], z € [M'] and (f*,_b)*,z_Y)*) € Supp(Fjy(wy, 2)), we

have

Pr )|:w17"'7wf—1 ¢ Wz(f7X) ’ (f*az;*az*)}

Fy(wg,z

(3.9)
< Pr [wl,...,wf—l ¢ W.(f, X) ‘ (f*’g*’}*)} +0 <qQ>

FL(?U@,Z) S
Subclaim 3.4.9. For every wy € [N'], z € [M'] and every (f*, b, .?*) where b* is balanced,

[(f b* X*)} O<$+\/§jg). Pr [(f*,z*,f*)] (3.10)

F*(we,Z) i (we,2)

Inserting Inequalities (3.9) and (3.10) to Equation (3.8) with a = 1/2 + 5/n, we conclude

the claim. ]

Proof of Subclaim 3.4.8. This claim is heavily relied on a variant of the main lemma (Lemma 3)

in [LZ17] (see the proof in Section 3.5.2):

Lemma 3.4.10. Let A’ - [N'] = [M'] be an algorithm making at most q oracle queries to
f: [N] — [M] Let By = F1/2+5/n and Fj, = F1/2_5/n be the distribution over a function
f:[N] = [M], a partition X € ([N]T)S where TS = N, and an indication vector b € {0,1}°

defined in Section 3.53. Then for all z € []\7’],

Pr HweBC(f/f’)A():z}— Pr [ElweBC(fAA:')A():z}g
(f.b,2)Fy, (f.b,%)F
For a fixed (f*, 7))*, X *), apply the above lemma in the following way:

. LetS’:S—q,T:T,andsoN:S’-T:N—qT.

e Let Z = {z| f*(x) = +} C[N], T = {i | b*(i) = +} C [S] and 7y : Z — [N],
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— [S’] be arbitrary bijection mappings. Then we define f , X and b as follows.

Ve [V , f@) Y frcl(2))

VA e x ] A0) Y ml@, 00
B

Vie 9]

« For & € [N], define Af(zf)) to simulate A/ (w) and w € {wy,...,we_1} in the following
way. It first check that if w ¢ {wj,...,wp_1}, output something not equal to z.
Otherwise simulate A/ (w) and when A makes a query x € X*, A hardwire the result

f(x) as the answer. When z € Z, return f(m,()) as the answer.

By the above mapping, we have

_ Pr [3w € BO(f, X) N {wi, ..., w1 },Af (w) = 2 \ (f*, b*, Fc’*)}
(fabzx)(LFa(wfzz)

By Lemma 3.4.10,

Pr {’wh-- , We— 1¢W(fx)‘(f 7?)*7"?*)}

FH(’LU47Z)

=1- Pr [BweBC(f, )N {wr,..., w1}, Al (w) = 2 | (£, 57, 27)]

Fy(wy,z2)
=1- _Pr [BweBC(f,X)A T (w ) =2
FR) &by
N, e
<1- _Pr [BuweBC(f,2),Aw)=z+0(%
(FhX)EEL S
-, — 2
=1- Pr [3weBC(f,X)N{wr,..., w1}, Al (w) = 2| (/55 29| + 0 T
Fi (wg,z) S

— Pr Z)[wl,...,wg_l ¢ W.(f,X) ] (f*,?*,;‘r’*)} +0 (i) .

Proof of Subclaim 3.4.9. We restate the subclaim:
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Subclaim 3.4.9 (restatement). For every wy € [N'], z € [M'] and every (f*, b, 1')*) where

b is balanced,

P [(f5,5%,2%)] < 20(7%+ ).

Ii_‘ﬁ< (wﬁ 72)

ngjl;’z) [(f*, b 35*)] (3.10)

Proof. The only difference between distributions Fj (wy, z) and Fy(wy, z) is when sampling
b*. Recall that a balanced partial indicator means the hamming weight is within the range
q- (1/2:&(1/71 + \/25]{2/(])). Since we only consider the cases where b* is balanced, the ratio

can be bounded as follows.

Pl 520 (g ) gy O (/)
PrFf(we,Z)[(f*ag*w’?*)] “\s—1 142
5(”17?)%@+ *) (-2 () (3.11)

3.5 Appendix

3.5.1 Proof of Lemma 3.4.2

Lemma 3.4.2 (restatement). There exists a universal constant ¢ > 0 such that for every

sufficiently large n and k < n, there is an output z € [M'] that satisfies

1. Pr [EIwGBC(f,X),Af(w):z} >1-2"%>
(f.5,2) Fy

| =

2. Pr {Elw e BC(f, X), A (w) = z} < 27k,
(f.5,2) R

3. E
(fvg)’?)LFH

‘{w : A (w) —z}” < 2%,

Proof. In this proof, we abuse notation by denoting BC(f, X) also to be the uniform distri-
bution over the set BC(f, X). We will show that that for a random z sampled from [M'], it

satisfies each property with probability at least 1 — 27() and hence by the union bound, it
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satisfies all three properties with probability at least 1 — 272() In particular, there exists

z € [M'] satisfying all three conditions simultaneously.

|Supp(Af(BC(f, X)))|
[M]

Pr[2¢ AJ(BC(f, X)] =1~
2&-{0,1}m/

< dTv<Af(BC(fa X)), Um’)

< dry (A (Un), Unr) + dry (BC(f, X), U )

[BC(/, X))

=dtv (Af(Un/) , Um/) +1 - [N/}

(3.12)

Take the expectation over (f, 7)), /'_Y’) from Fy for Equation (3.12). By Lemma 3.3.1,

Definition 3.2.1 and Corollary 3.4.4 we have

Pro ¢ AIBC(£X))| < Pro [Hsu(f) <7+1] 427k 4270
(f,b,2) & Fy (f,0.2) &Ry
2 [M]
< 9=09n | 9=k | 9=03n _ 9—0.2k
By the Markov inequality,
Pr Pr {Elw e BC(f, X), Al (w) = z} >1-270k > 9701k
ZG[M’] (f

2. By Lemma 3.3.1 and Definition 3.2.1, we have

Pr [Fw € BC(f, %), Af (w) = 2]
(f,6,2) &Lz M)

IN

Pr [Elw e [N'],Af (w) = z}
(f,5,2) &R 28 (M)

2 [M]

By the Markov inequality,

Pr [ Pr [Elw € BC(f7 X), Af(’u)) = Z:| S 2—0-1k] Z 1— 2—0.7k )
(f
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(3.14)

< Pr [Bwe N[ A (w) =z |Hsn(f) <71+ Pr o [He(f)>r—1]



3. Since m' = n’ + 3k,

AS _ _on' 9g—m' _ 93k
zel[%/[’}“{w‘A (w)—z}’]—Q 2 2°% .

In particular,

L E “{w:Af(w):z}”:23k.
(f,5.2) & Fy,z€[M]

By the Markov inequality,

>1-27F.

Pr [ E \{w;Af(w):z}HSQ%
2 M |(f, 5, X) & Fy

3.5.2 Entropy Reversal Lemma

We restate the Lemma 3.4.10 with simplified notation for clarity. Note that it is unnecessarily

that N = 2" or being a power of two (and similarly for M, N’ and M’).

Lemma 3.5.1. Let A7 : [N'] — [M'] be an algorithm making at most q oracle queries to
[ [N] = [M]. Let Fy = Fyjaq5/m and Fi. = Fy/o_5,, be the distribution over a function
f:[N] = [M], a partition X (IN]T)S where TS = N, and the indication vector be {0,1}°

as defined in Section 3.3. Then for all z € [N],

O(¢*)

Pr 3w eBC(f,X),Al(w)=z| = Pr[3weBC(f,X),A (w) = 2| < S

(£, 0.2)< R (1.5, 2)L By

Besides the parameters difference, a key difference between Lemma 3.5.1 and the key
lemma in [LZ17] is that in our construction, the indicator vectors b consist of S independent
Bernoulli random variables, while in their case, the number of ones, namely the Hamming

weight is fixed. Formally, they consider the following distribution.

Definition 3.5.2. For i € [S], F; is the distribution over functions f : [N] — [M] and

partitions X defined as follows. Let b = (1,...,1,0,...,0). Then (f, /?) & F, denotes that
X & Xg and f @F(:’(},b_;)
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A more direct analogue of the main lemma in [LLZ17] with improved parameters stated

using our notation:

Lemma 3.5.3. Let A/ : [N'] — [M’] be an algorithm, which makes at most q queries to its
oracle f : [N] — [M]. If 2¢> < i, then for all z € {0,1}",

O(¢*)

= %)

Pr_ [3weBC(f,X), A (w) =2 = Pr _[JweBC(f,X), Al (w) = | ;

(£, X)L F;y F,

(f.X)EF,
The improved parameters is also proved implicitly in [L.Z17]. For completeness we also
provide a (arguably simpler) proof of Lemma 3.5.3 below. Now we prove Lemma 3.5.1 using

Lemma 3.5.3.

Proof of Lemma 3.5.1. By telescoping over i in Lemma 3.5.3, we get that for i <a<p<l1

where .S and S are integers, we have

Pr_ Fwe BC(f, X), Al (w) = z} - Pr_|Fwe BC(f, X), A (w) = z}
(fvx)[_F&S (va)J_FﬁS
L OB -a)
- S

Conditioning on the Hamming weight of b being aS when we sample Dy jo_5/,, or Dy j945/y, the
probability of the event Jw € BC(f, X), A (w) = z is same as sampling from F,g, because this

event is invariant to permuting the indices of the S blocks, so the vector b= (1,...,1,0,...,0)
—— ——

aS S—as
is equivalent to any other vector of the same Hamming weight. Hence, we have

L Pt [BweBC(f,X),Af (w) = 2]
(f,0,X)¢D1 215
S
=Y Pr_[BweBC(f,X), Al (w) = 2| - Pr[Bin(S,1/2+5/n) = |,
h=0 (f7X)<LFh

where Bin denotes the binomial distribution. By the Chernoff bound,

Pr {HwGBC(f,X),Af(w) :z} - Pr [EIwEBC(f,X),Af(w) :z}

<27 3 Pr _ [Jw € BO(f, X), Al (w) = 2| - Pr[Bin(S,1/2 + 5/n) = h]
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~ Y Pr_[GweBC(f, X),A (w) = 2| Pr[Bin(S,1/2  5/n) = h] .
S/4<h<35/4 (/.X)&Fn

Then by symmetry (Pr[Bin(S,p) = h] = Pr[Bin(S,1 — p) = s — h]) and the bound we got at
the beginning by telescoping, the difference is bounded by
( Pr_[BweBC(f,X),A(w)=21— _Pr_ [BweBC(f,x),A (w) = z]>
S/a<h<38/a \(f,X)Fp (f,X)&=Fs_n
x Pr[Bin(S,1/2 — 5/n) = h] + 2~ 9)[2]
O (¢*(S — 2h)/8)

< > S - Pr[Bin(S,1/2 — 5/n) = h] + 279 <
S/4<h<S/2

O(¢?)
et

O

Proof of Lemma 3.5.3. Distributions F;_1 and F; differ only on the block X - S0 an equivalent
way to sample both distributions is that we can first sample the partition x , and the mapping
except on the set X;. In particular, we sample 57’1, e Vi1 & Yo and 551’+17 e Vs &Y.
After that, for fixed X and 551, .. .,5)2_1,55141, .. .,j;g, we sample 551 from Y7 or Y for
distribution F; or Fj_1, respectively.

For notational convenience, we define

- def , = - -
X = (X, ., X, X1, -, Xs)
— def = —

Xgi é (Xb 7‘)(2)

= def , = .

X = (X1, Xn)

We denote the difference of the probabilities by A; to be

E

=

_| Pr [Elw e BC(f, X), A (w) = z}
Y_i, X

¥i<Yo

- _E

=

Y i X

LPr [Elw e BC(f, X), A (w) = ZH
Yi<Y1

(3.15)

Conditioning on X; being not queried, A/ (w) behaves identically under the two distributions.

Thus, to compare two probabilities better, we refine the event 3w € BC(f, X), Al (w) = =z
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based on the block X;. For given f, X and z, we define the following events.

Y€ T], B;z.() = [FweBC(f, X) st. Af(w) = 2 A Xi(j) € Query ;(w)]

def

Eﬂ}’,z(L) = [Hw € BC(f, X) s.t. Af(w) =2 A Query p(w) N X; = @} ,

where Query ;(w) denotes the set of the queries made by AJ(w) to the f with input w.

The main events that we care about is the union of the above events we defined, so for
Y e {Yo, Yl}

Pr |Twe BC(f,X)} = Pr [Efy;(»,zu) v ( ;ZlEﬁzZ(j))}

= _Fr [Ef,f,z(i)} + Pr [ﬂEf,z‘v’,z(i) A (Via Ef,if’,z(j))]'
Vi<Y Vi<Y

An important observation is that the event E, 3 (L) does not depend on f(X;), so sampling
572- from Y or Y; does not affect the probability of the event. Hence, Equation (3.15) can be

written as

Ai=_E
YV_i,X

P [PEp L) A (Vi Ef,z,zu))}]

o, B0 (Vs Er2,0)] |

_‘}E

Y. X

Now, for the probability over Yy part, we apply the union bound.

E

=

SE LB Bz (Ve Byz.0))]

Yi&Yo

- — 7

Y_i, X j=1Yi<Yo

< E [zt: Pr [=E; 3 (1) AE %.0)]

For the Y; part, we bound the probability via the inclusion-exclusion principle.

Observe that Af (w) only queries X; at most once for all w € BC(f, X), and the marginal
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distributions of the mapping on x i(7) for every j € [T] are the same in both Y; and Y cases,
so for every j € [T]

L Pr [ﬁEf,;Y;Z(L) A Ef;(,z(j)} = Pr [ﬁEﬁzz(L) A Ef},z(j)}

Yi<Yo Yi<Y1

Therefore, the difference between two cases is bounded as

A; < LE
Y_i, X

_,Prl" {3] # i _‘Efjé,z(J—) N Efj’7z(j) A Ef7,3c",z(]'/)”
Vi<Yy

- }E’)rr R [Hj #3,-E; 3 (L) NE; 3 () A Ef’zz(jl)] _ (3.16)
LX)

o>

To bound the term, we consider another way to sample (f, X ) from F,. Given (f, X ), we

define the function Blo : X<; — [i] by
Blo(z) = the block that x is in = the unique i’ < i s.t. 3j, Xy (7) = x.

We will re-sample the “block structure for X<;” after getting (f, X ). Namely, we will sample
Blo given fixed f and X ;) using principle of deferred decisions. Note that conditioned on f
and X ~i, Blo is a uniformly random regular mapping from X <i to [i] where regular means
that all preimage sets B~1(i) are of size t.

Along the way of sampling Blo, we abuse the notation and consider a more general block
assignment Blo : X <i — [i] U {*} where “x” represent values not yet determined as before.
Initially, Blo(z) = * for all z € /_Y)gz‘- For an input w € [N'], we say w is partially block
compatible, written as w € PBC(f, .?—\,’)>Z-, Blo) if A/ (w) queries each block (defined by /'—\,’)>Z- or
Blo) at most once (among the queries whose block is determined).

The procedure for sampling Blo given fixed f and x < is as follows.
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Procedure 3.5.1

1. Set Blo(z) = = for all z € [N]\ Xs;.
2. While Jw s.t. w € PBC(f, 2_\,’)>1',B10) and A/ (w) = 2,

(a) Randomly assign Blo on undetermined element of Query ;(w) conditional

on assignment to Blo so far. That is, for each z € Query;(w) s.t.

Blo(z) = * set Blo(z) = ¢’ with probability ;ﬂf{i,%ﬁg?;;}}“

3. Randomly assign Blo on all undetermined elements conditioned on assignment

to Blo so far.

By considering the above sampling procedure, let wy be the value of w chosen in the ¢-th

iteration of the while loop (Step 2). Then we define the following events for ¢ € N.

Eéo) =[None of the new assignments to Blo in (-th iteration equal 4
A after (-th iteration, wy # PBC(f, /'_\,’)>i, Blo).]
Egl) = [Exactly one of the new assignments to Blo in ¢-th iteration equals i.]

EéZQ) = [At least two of the new assignments to Blo in /-th iteration equals i.]

Denote the assignments of Blo after the first £ — 1 rounds in the while loop as Bloy_1. Suppose

gl <iT/2 and ¢* < i/2, then we have

(0) 7 T 1
Pr|E,” | Bloes] < (2) iT—q ((-1) "2

(1) . 24
PT{EZ |Blo¢_1]§q iT—q ((—1) < ;

q ) (3.17)
(>2) e L 2
b [ Blo] <3 (7=7w=n) <7
q i /9oNI q I 92g2
q q q
< S 5) <2 5) <5
—Z<2) ) = (i) =%

7=2 =2

Let L be a parameter to be chosen later. The event in Equation (3.16) happens only if
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the event E() happens at least twice in the while loop and for the rest of the while loops,
EO) or E(22) happens. We focus on the sampling procedure for the first L rounds. Then

Equation (3.16) can be bounded as

Pr|3j# 7, -E;z (L) AE; 3.0) A B, 3.(7)]

(LX) EF
< > ee[(BOAnEBD )ANED A (ED A AED ) AE (3.18)
0<{1<la<L
+ 3 Pr[(BAABY)NED A (B A nED)] (3.19)
0<¢<L
+ 3 Pre[(BO A A B ) A EFY (3.20)
0<t<L
+Pr| B Ao ABD (3.21)

As long as gL < iT/2, we can bound Equation (3.18), (3.19), (3.20) and (3.21) using
Equation 3.17:
: 1 4¢° by ¢ 'S
Equation (3.18) < Z 5T T <16 Z o= o
0<l1<l2<L 0<to<L

Equation (3.19) < 3 %%q =0(27%)

0<4<L

: 1 2¢° q°
0<¢<L

Equation (3.19) < O (27F)

If we choose L = 2log(i/q) (which satisfies ¢L < iT'/2q), then all Equation (3.18), (3.19),
(3.20) and (3.21) is at most O (¢%/i?), and so is A;. O

3.5.3 From flattening to SDU algorithm (Lemma 3.2.2)

Lemma 3.2.2 (restatement). If there exists a (g, A)-flattening algorithm AY : {0,1}" —
{0, 13" for function f : {0,1}"* — {0,1}™ with query complexity q, then there exists a k-SDU
algorithm AY - {0,1}"" — {0,1}"" =3 where n” = O(n’+m') for function f : {0,1}" — {0,1}™

with query complexity ¢ and k = Q(min{A, log(1/¢)}). In particular, there exists such a k-SDU
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algorithm with query complezity O(k - min{n, m}?).

Proof. The Lemma follows directly by chaining Claim 3.5.4 and 3.5.5. O

Claim 3.5.4. If there exists a (e, A)-flattening algorithm A' : {0,1}"" — {0,1Y™ for function
f:{0,1}" — {0,1}™ with query complexity q, then there exists an k-SDU algorithm B
{0,1}"" = {0,1}™" where n” = O(n’ +m') and m" = O(n’ +m/) for function f : {0,1}" —

{0, 1}™ with query complexity q and k = Q(min{A,log(1/e)}).

Proof. This proof mostly follows the idea in [GSV99b]. It suffices to prove the existence of Q(k)-
SDU algorithm for & = min{A,log(1/e)}. Let H,p be a family of 2-universal hash function
from a bits to b bits. We sample hash functions hy and ho from M, and <= Hyy /3>
respectively, where & is the parameter chosen by the flattening algorithm A/. We will show
that

BY (w, h1, ha) = (h1, hi (AT (w)), ha, ha(w))

is a Q(k)-SDU algorithm. We denote the output of B/ (w, hy, hs) as a jointly distributed

random variables (Hi, Z1, Hy, Zo) when w <— Uy, hy <= Hyy , and ho < Hot mt ——ke )3+

1. When (f,7) € ENTROPY-APPROXIMATIONy, there exists a distribution Zy with
Hsh(Zg) > K + A such that drv(AT(Uy), Zy) < e. First, we show that (Hy, Z;) is
close to uniform. By the Leftover Hash Lemma, drv((Hy, Hi(Zy), (H1,Uy)) < 272/3,

and so

drv((Hy, Z1), (H1,Uy)) <drv (A (Un), Zu) + drv((Hy, Hi(Zg)), (Hy, U))

<9 A3 4 o < o0k,

For the (Ha, Z2) of part, we will show that with high probability over sampling (h1, 21)
from (Hy, Z1), the distribution (H2, Z2) conditioned on (hq, z1) is close to uniform. Since
(Hy, Z1) is 2-*)_close to uniform, by the Markov inequality, with probability at least

1 — 27920 over choosing (hi, z1) from (Hy, Z;), we have

—_

Pr [hl(Af(Un/)) = 21] =Pr [Zl = Zl‘Hl = hl} > . 27h,

2
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Thus, except for 2=2(*) probability over (hi, z1), the number of w such that hy (A (w)) =
21 is at least 27 ~%~1. Again, by the Leftover Hash Lemma, (Ho, Z3) is 2~ k) _close to
uniform conditioned on any such (hi,z1). We then can conclude that (Hy, Z1, Ha, Z5)

is 2792(%)_close to uniform.

2. When (f,7) € ENTROPY-APPROXIMATION, there exists a distribution Z; with
Hmax(Z1) < k — A such that dTV(Af(Unr) , Z1) < e. For every fixed hy and ho, we will
bound the support size of (Z1, Ha, Z) conditioned on H; = hy and Hy = hy. We divide

Supp(Z1, Z2) into three subset according to z; € Supp(Z;).

S1 = {(21,22) : 21 € Supp(ZL)}

Sy = {(21,22) : Pr[Z1 = 2] > 27%72K/3 and 2 ¢ Supp(Z1)}

Ss3 = {(21,22) : Pr[Z1 = 21] < 2757 2%/3 and 21 ¢ Supp(Z;)}

Since, Supp(Zi, Z») = S; U Sy U 83, it suffices to show that |S;| < 27k . |{0,1}* x

{0,137 =5K/3| for all i = 1,2, 3.

(a) For Sy, by definition, Hyax(Z1) < k — A implies that |[Supp(Zz)|/[{0,1}%| < 274,

and so
S <278 10,11 s {0,137 53] < 20 {0,137 {0, 17 .

(b) For Sy, since drv (A (Uy), Z1) <, > zigsupp(z,) Pr[Z1 = 21] < e. Each 2z such

that Pr[Z; = z1] > 275=2k/3 contributes at least 2757 2%/3 towards ¢, so
‘{21 :Pr[Zy = »] > 271 2k/3 and 2 ¢ Supp(ZL)}’ < g . 2nt2k/3,

Then we have |Sy| < 27K . |{0,1}% x {0, 1} ~*~#/3|  since k < log(1/e).

(c) For S, if Pr[Z; = z] < 277 2%/3 then the number of w € {0,1}" such that
hi(Af(w)) = z is at most 2% ~#~2k/3_ which is at most a 27%/3 fraction of

{0, 1}n’—n—k/3‘ Therefore, |S3| < 9—Q(k) . |{O’ 1}& % {0’ 1}71'—&—1@/3“
Thus, we conclude that B is a Q(k)-SDU algorithm. 0
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Claim 3.5.5. If there exists a k-SDU algorithm A’ : {0,1}" — {0,1Y" for function f :
{0,1}* — {0,1}™ with query complexity q, then there exists an (k — 1)-SDU algorithm B
{0,1}"" = {0,1}™" where n” = O(n') and m" =n" — 3k for function f :{0,1}" — {0,1}™

with query complexity q.
Proof.

Lemma 3.5.6 (Generalized Leftover Hash Lemma [DORS08, Lemma 2.1]). Let (X,Y) be
a jointed distributed random variables such that Hsy(X|Y') > k. Let Hppm = {h : {0,1}" —
{0,1}™} be a family of universal hash function where h can be described in (n + m) bits and

m =k —2log(1/e) + 2. Then
dTV((h(X)aKh)v (Um7Y7 h)) <e

where Uy, s a uniform m bits string.
Let Hp pr—mr—sk = {h : {0,1}" — {0,1}} be a family of universal hash function
where h can be described in d = 2n’ — m/ — 3k bits. Based on the given k-SDU algorithm

AT :{0,1}" — {0,1}™, we define the algorithm B/ : {0, 1}"+¢ — {0, 1} +d=3k 55
B (w, h) © (Af (w), h(w), h).
By the chain rule of average min-entropy ([DORS08, Lemma 2.2b])
Hsh(w| A(w)) > Hsp(w) — len(A(w)) =n' —m’,

and hence
dTV((A(w)7 Ext(w, U)) ) (A(w)7 Un’fm’erkafO(l))) < 27k,

Therefore, when Hgp(f) > 7+ 1

drv(B (Upta) s U a—sk)
= dTV((Af(w)7 h(w)’ h) ) (Um’v Un’—m’+d—3k))
=dtv (Af(w) ; Um’) + dTV((Af(w)v h(w)v h) ’ (Af (w)a Un’—m’+d—3k))

<9k 4ok —g-(k-1)

73



The last inequality is by the property of k-SDU algorithm and Lemma 3.5.6.
On the other hand, if Hgp(f) <7 —1,

Supp(BY (Uya))| < 27 F -9 =3k < gln =30k

Therefore, BY is an (k — 1)-SDU algorithm with desired parameter.
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Chapter 4

Simulating Auxiliary Input

In this Chapter, we study the complexity of the problem “simulating auxiliary input” defined
in [JP14]. We construct a simulator with complexity better than all previous results and prove
the optimality up to logarithmic factors by establishing a black-box lower bound. Specifically,
let ¢ be the length of the auxiliary input and € be the indistinguishability parameter. Our
simulator is 6(2552) more complicated than the distinguisher family. For the lower bound, we
show the relative complexity to the distinguisher of a simulator is at least (~2(2£5_2) assuming
the simulator is restricted to use the distinguishers in a black-box way and satisfy a mild

restriction.

4.1 Introduction

In the leakage simulation lemma, we are given a joint distribution (X, Z) where Z is “short”.
The goal is to find an “low complexity” simulator h such that (X,Z) and (X,h(X)) are
indistinguishable by a family of distinguishers. The non-triviality comes from the efficiency
requirement. Otherwise, one can simply hardcode the conditional distribution Z given x for

all z.

Theorem 4.1.1 (Leakage Simulation Lemma, informal). Let F be a family of deterministic

distinguisher from X x {0,1}. There exists a simulator function h : {0,1}"™ — {0, 1} with
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relative complezity poly(?g,e_l) relative to F' such that for all f € F,
Pr[f(X, Z) = 1] = Pr[f(X,h(X))]| <e.

The Leakage Simulation Lemma implies many theorems in computational complexity and
cryptography. For instance, Jetchev and Pietrzak [JP14] used the lemma to give a simpler
and quantitatively better proof for the leakage-resilient stream-cipher[DP08]. Also, Chung,
Lui, and Pass [CLP15] applied the lemma (also an interactive version) to study connections
between various notions of Zero-Knowledge. Moreover, the leakage simulation lemma can
be used to deduce the technical lemma of Gentry and Wichs [GW11] (for establishing lower
bounds for succinct arguments) and the Leakage Chain Rule[JP14] for relaxed HILL min-
entropy [HILL99).

Before Jetchev and Pietrzak formally described the Leakage Simulation Lemma as in
Theorem 4.1.1, Trevisan, Tulsiani and Vadhan proved a similar lemma called Regularity
Lemma [T'TV09], which can be viewed as a special case of the Leakage Simulation Lemma
by restricting the family of distinguishers in certain forms. In [TTV09], they also showed
that all Dense Model Theorem [RTTV08], Impagliazzo’s Hardcore Lemma [Imp95], and Weak
Szemérdi Regularity Lemma [FK99] can be derived from the Regularity Lemma. That means
the Leakage Simulation Lemma also implies all those theorems.

As the Leakage Simulation Lemma has many implications, it is essential to understand
what is the best relative complexity of h to F in terms of 2¢ and e~! that we can achieve and
how to achieve. In particular, the provable security level of a leakage-resilient stream-cipher
can be improved significantly using better complexity bound for Leakage Simulation Lemma.

We provide an improved complexity bound 6(285*2) and also show that it is almost optimal.

!The “relative complexity” means the circuit complexity of h when it has an access to oracle gates that
compute functions in F.
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4.1.1 Upper bound

In [TTV09], they provided two different approaches for proving the Regularity Lemma. One
is by the Non-uniform Min-max Theorem, and another one is via boosting. Although it is
not known whether the Regularity Lemma implies the Leakage Simulation Lemma directly,
[JP14] adopted both techniques and used them to show the Leakage Chain Rule with relative
complexity bound O(2%c~*)2. Later on, Vadhan and Zheng derived the Leakage Simulation
Lemma [VZ13a, Lemma 6.8] using so-called “Uniform Min-max Theorem”, which is proved
via multiplicative weight update (MWU) method incorporating with KL-projections. The
circuit complexity of the simulator they got is O(t - 2%c=2 + 2¢c~%) where ¢ is the size of
the distinguisher circuits. After that, Skoérski also used a boosting-type method to achieve
the bound O(2%c~2) [Skol6a]. Tt was further improved to O(23‘e2) later by another
boosting-type algorithm called subgradient method [Skol6b]. Note that the complexity bound

in [VZ13a] has an additive term, so their result is incomparable to the others.

Our Results. In this paper, we achieve 6(2%_2) for the relative complexity, which contains
the best components out of two worlds. The core algorithm in our proof is also the multiplicative
weight update (MWU) method as in [VZ13b]. The additive term 2‘c~* in [VZ13a] is due to
the precision issue when performing multiplication of real numbers. The saving of the additive
term is based on the observation mentioned in [VZ13a] — the KL-projection step in their
MWU algorithm is not necessary when proving the Leakage Simulation Lemma. We make use
of that and prove that proper truncations on weights help in reducing the circuit complexity,

yet accurate enough for h to simulate the auxiliary input.

Implication in leakage-resilient cryptography Leakage Simulation Lemma can be
used to prove the security of Pietrzak’s leakage-resilient stream-cipher [Pie09]. However, the
previous security proofs suffer from the term e~* or 2% (additively or multiplicative) in the

complexity bound for the Leakage Simulation Lemma mentioned above. In particular, in

2In the original paper, they claimed to achieve the bound 5(2345_2). However, Skorski pointed out some
analysis flaws [Skol6a].
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Literature Techinque C01.11plex1ty of
simulator
[JP14] Min-max / Boosting t-O2%e)
[VZ13a] Boosting with KL-projection t-0(2'e2)+0(2%)
[Skol6a] | Boosting with self-defined projection t-0(2%e2)
[Skol6b] | Boosting with Subgradient Method t-0(2%2)
) Boosting t-0(2?)
This work
Black-box lower bound t-Q(2%?)

Table 4.1: Summary of exisiting upper bound results and our results.

some legitimate examples mentioned by [Skol6a], the security parameters obtained from the
complexity bounds provided in [JP14] and [VZ13a] only guarantee trivial security when ¢ is
set to be 274, On the other hand, the factor 23 (or even 2%¢) is significant and makes the
guaranteed security bound trivial when the leakage is longer. Consider the following concrete
settings. We use the block cipher AES-256 as the underlying block cipher for Dziembowski
and Pietrzak’s construction. Suppose the target security to be 2740 and the stream cipher
runs for 16 rounds. Let the complexity bound for the Leakage Simulation Lemma is 2% /&2,
then it can prove to against adversarial circuit of size ~ 2%*/2(¢*1D¢ [JP14, Lemma 2]. One

can see that only our complexity bound (a = 1) can provide a non-trivial security guarantee.

4.1.2 Lower bound

Our results. We show that the simulator must have the relative complexity £(2¢~2) to
the distinguisher family by establishing a black-box lower bound, where a simulator can only
use the distinguishers in a black-box way. Our lower bound requires an additional assumption
that the simulator on a given input x, does not make a query an =’ # x to distinguishers.?
Querying at points different from the input does not seem helpful. Indeed, all the known

upper bound algorithms (including the one in this work) satisfy the above assumption. Still,

3Many black-box lower bounds in related contexts [LTW11, Zhall, PS16] make the same mild assumption
(implicitly). See Section 4.3.2 for more details.
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we leave it as an open problem to formalize this intuition and close this gap completely.

Comparison to related results. In [JP14], they proved a ©(2¢) lower bound for relative
complexity under a hardness assumption for one-way functions. Besides, there are also lower
bound results on the theorems that implied by the Leakage Simulation Lemma, including
Regularity Lemma [TTV09], Hardcore Lemma [LTW11], Dense Model Theorem [Zhall],
Leakage Chain Rule [PS16] and Hardness Amplification [SV10, AS14]. The best lower bound
one can obtain before this work is Q(¢~2) [LTW11, SV10, Zhall] and Q(2%~') [PS16]. Thus
our lower bound is the first tight lower bound Q(2‘c~2) for Leakage Simulation Lemma. See

Section 4.3.2 for more detailed comparisons.

4.2 Efficient Simulating Auxiliary Inputs

The formal description of Leakage Simulation Lemma with our improved parameters is as

follows.

Theorem 4.2.1 (Leakage Simulation Lemma). Let n,¢ € N, ¢ > 0 and F be a collection of
deterministic distinguishers f : {0,1}" x {0,1}¢ — {0,1}. For every joint distribution (X, Z)
on {0,1}" x {0,1}¢, there exists a (randomized) simulation circuit h : {0,1}"™ — {0,1}* such

that

1. h has complexity 5(255_2) relative to F. That is, h can be computed by an oracle-aided

circuit of size 6(2%_2) with oracle gates computing functions in F.
2. (X,Z) and (X,h(X)) are e-indistinguishable by F. That is, for every f € F,

E [/~ E [Fh@)| <e.
(z,2)+(X,2) h,x+X

In particular, let F be a set of boolean circuits of size at most ¢, then we have the following

corollary.
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Corollary 4.2.2. Let s,n,¢ € N and € > 0. For every distribution (X,Z) over {0,1}" x
{0,1}¢, there exists a simulator circuit h of size t' = t-O(2%e~2) such that (X, Z) and (X, h(X))

are (t, €)-indistinguishable.

The proofs of Leakage Simulation Lemma [JP14, Skol6a, Skol6b] are purely based on the
Nonuniform Min-max Theorem or some “boosting-type” argument. In order to apply the
Nonuniform Min-max Theorem, we have to Approximate a distribution over circuits by a
small circuit (see Section 5.5.2 for an example), which incurs the e =2 factor in the complexity
additional to the e~2 from the Nonuniform Min-Max Therefore, boosting-type of proofs are

more favorable, which we also adopt in this work.

Proofs via boosting. The structure of a boosting-type proof for constructing h is as

follows:

Meta Algorithm 4.2.1: BOOSTING-TYPE SIMULATOR h
Input: = € {0,1}"
1. Maintain the weights {w;}.c[o) and let h be a randomized function such that
Prih(z) = z] ox w,
2. Fori=1-=1T
(a) Let f € F be some function that violates the indistinguishability require-

ment. (or the one distinguishes (X, Z) and (X, h(X)) the most)
(b) Use f to update the weights {w,} (and h).

Basically, it keep updating h until the first requirement (indistinguishability) is satisfied.
Th keys to have a small complexity h are how to bound the number of round and how to
update h efficiently.

Starting from [TTV09], then followed by [JP14] and [Skol6a], they use additive update
on the probability mass function of each h(x). However, additive update may cause negative
weights, so it takes extra efforts (both algorithm-wise and complexity-wise) to fix it. Vadhan
and Zheng use multiplicative weight update instead [VZ13a], which not only avoids the issue

above but also converges faster. However, the number of bits to represent weights increases
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drastically after multiplications, and that causes the O(2c™*) additive term in the complexity.
Since the backbone of our algorithm is same as in [VZ13a], we review their idea first in the

next section, and then show how the additive term can be eliminated in Section 4.2.2.

4.2.1 Simulate leakage with multiplicative weight update

In this section, we review that by using the MWU algorithm as the update rule, we obtain an
algorithm with low round complexity. It is convenient to think Z as a randomized function of
X. That is, we can define g : {0,1}"* — {0,1}¢ such that Pr[g(z) = 2] = Pr[Z = 2| X = 7],
then (X, Z) = (X, g(X)). Essentially, the goal is to find an “small circuit” h to simulate g.

First, we recall the multiplicative weight algorithm and the main theorem of it.

Multiplicative weight update

One canonical usage of the multiplicative weight update is in the following prediction game.
The game consist of T' rounds of predicting. There are L experts who also make there
prediction that we can refer to in each round. Our goal is to minimize the difference between
the error to the best expert and ours, which usually called regret in literatures. That is, we

want to minimize
T A T
;jg(i) F96)] - max ;ﬂ (4)
where f(j) is the error of the j-th expert’s strategy in the i-th round, and D™ a distribution
on [L] is our strategy in the i-th round.
The multiplicative weight update algorithm stated in Algorithm 4.2.2 provides a good way

to minimize the regret. The regret of the multiplicative weight update algorithm is guaranteed

by following theorem.

Theorem 4.2.3 (e.g., [AHK12]). For given error functions f*) : [L] — [0,1] for all i € [T],
let DWW be distributions defined in Algorithm 4.2.2 with the parameter n € (0,1/2). Then for

every j* € [L], we have

log L

T T
S E [190)] - 007 < 22T,
i=1

i=1Jj<D
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Algorithm 4.2.2: MULTIPLICATIVE WEIGHT UPDATE
Parameter: 1 € (0,1/2)
Set wéo) =1 for all j € [L].
Fori=1—-1T v
1. Vj e [L], wj(»i) = w}i_l) (11— n)f(l)(j). |
2. Let D™ be such that Pr[D® = j] w]@.

In particular, if we set n = +/log L/T, we have
Z E [f } Zf“) O(v/TlogL).
—1j¢D®
An important phenomena of Theorem 4.2.3 is that the regret grows sub-linear to 7.

Therefore, the predictor can achieve arbitrarily small “average” regret for large enough 7.

Corollary 4.2.4. For the same setting as in Theorem 4.2.3, there exists T = O(log L/<€2)

such that for all 7* € [L],
T T
> E UG- 00" <e.
i=1j¢-DW i=1
Now we show how to construct a simulator for the Leakage Simulation Lemma via MWU
algorithm. The first step is to remove the one-sided error constraint. Let F’ denote the
closure of F under complement, namely, f' = {f,1— f: f € F}. Then the indistinguishability
constraint is equivalent to
VieF, E [fwh@)]- E [f(z,g()] <e.
h,xX g,x—X
One can see that the simulating auxiliary input has a similar structure as the task that
MWU tries to solve. The output of the simulator h is the strategy for prediction, and g is the
error criteria. The challenging part is there exists an input x, and our strategy should handle
different z’s. Tackling them separately would be trivial but the circuit complexity will be too
high.
While the framework Vadhan and Zheng’s considered is more general, the proof is also

more complicated. Below we give a simpler proof which only uses the no-regret property of
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MWU.* Note that any no-regret algorithms for making prediction based on experts works
for this proof. Indeed, by applying online gradient descent instead of MWU we will get an
additive boosting simulator. Nevertheless, multiplicative weight update is optimal in expert

learning, which explains why MWU converges faster than additive boosting proofs.

Algorithm 4.2.3: SIMULATOR h
Input: z € {0,1}"
Parameter: € > 0
1. Let T =0(¢/?) and n = \/log L/T.
2. Vz € {0,114, 0w (2) = 1.
3. Let h® be a randomized function such that Pr[h(®(z) = 2] « w” (x).
4. Fori=1—=1T

) Define adv(f) & B [F(X,h0D(X))] = B (X, 9(X))].

(a)

(b) Let fmax = argmax fe 5/ adv( )(f).

(c) If adv(®) (fmax) <e Return h(i_l)(m)

(d) Vz € {0,1}, set w(z)( ) = w(i_l)(x) (1 - n)erwie?x(x7z)
)

(¢) Let h® be a randomized function such that Pr[h® (z) = 2] w? (z).

5. Return h(™(z)

Note that since fr(,fgx depends on h(~(z) for all z € {0,1}", we have to run the simulator
h “in parallel” to properly define fﬁgx. However, f,SQX does not depend on any particular x.
That is, no matter which = € {0,1}" is the input of h, f, rgnigx’s are the same. This is crucial
since we will hard code fr(TQX’s as advice to the simulator h. It would be too long if it does

depend on x.
Lemma 4.2.5. Let X be a distribution over {0,1}" and g : {0,1}" — {0,1}* be a randomized

function. For a given error parameter €, the function h defined by Algorithm 4.2.3 satisfies

vfeF, E [f@h@)]- E [fg@)]<e.

h,z+X g X

4We say an online decision-making algorithm is no-regret if the average regret tends to zero as T approaches
infinity. See, e.g., [RW16].
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Proof. If there exists i such that adv(f,gfgx) < ¢, let #* be the smallest one, then h = h(")
satisfies the requirement.

Otherwise, Vi € [T] , adv(frgfgx) > ¢. By Corollary 4.2.4, for every x € {0,1}" and
z€{0,1}¢,
T

Y 1 & i
E 00w - 53 10 <e

el

(2

Taking (x, z) over the distribution (X, g(X)), we have

lh

Ly iy-Lly O (. p(® RS 0
T ZA:ZIadV( max) = T ; E [f (IL’,h (:L’))} — TZ E [f (x,g(g;))] <e,

12z X,h@ (z) im1 v X,g(z)

which contradict the assumption. ]

4.2.2 Efficient approximation

Algorithm 4.2.3 provides a simulator which fools all distinguishers in F by error up to e.
However, we have only proved a bound for the number of iterations, but not for the complexity
of h itself. In fact, the circuit complexity of a naive implementation of Algorithm 4.2.3 is not
better than using additive boosting due to the precision issue. We provide another way to
approximates h, which has complexity not much worse than evaluating the distinguishers T
times.

Define s(z,z) = Y1 f®(z, z). Then h(z) effectively outputs z with probability propor-
tional to (1 — n)s(x’z), Note that T and f0, ..., f(T) can be provided by advice string and
here we define T" as the number of rounds that h actually runs since it may terminate early.

A natural way to approximate h is to compute (1 —7)*(*?) for each z and output the result
randomly using rejection sampling. It takes O(log(1/n)) bits to represent (1 — 1), and thus it
takes at most O (klog(1/n)) to represent (1 —n)¥ for k € N. Also, because s(z, z) is at most T,
it takes O(T't + T?log?(1/7)) complexity to compute (1 — 7)*®?) by naive multiplication, or
O(Tt +T?log T log(1/n)) via lookup table. Therefore, there exists an approximation of hr of
size O((T?log?(1/n) + Tt) - 2¢), which is O(t - 22 4 2%c=%)) after expanding T and 7. This
is the complexity claimed in [VZ13a]. As mentioned in [Skol6a], this bound is incomparable

to the ones in [JP14, Skol6a, Sko16b], and the 6(2%*4) term may dominate in some settings.
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Now we state the idea of approximating normalized weights efficiently. Observe that
weights are of the form (1 — 77)5(7”’2). If the total weight is guaranteed to be at least 1, then
intuitively, truncating the weight at each z € {0,1}* a little amount does not influence the
result distribution too much. Hopefully, if the truncated values can be stored with a small
number of bits, a lookup table which maps s(x, z) to the truncated value of (1 — 1)*®?) is

affordable.

By the above idea, we define h to approximate h as follows:

Algorithm 4.2.4: SIMULATOR h
Input: z € {0,1}"
Parameter: € > 0
1. Vz € {0,1}*, compute s'(z,2) = s(x, z) — min, s(x, 2’).

2. Let k be the smallest integer such that 2% < Then let w,(z) be

1
25(1+n)"
(1 —n)*@2) truncated down to the closest multiple of 2.
3. Build a lookup table consists of truncated value of (1 —n)’ for j € [r] where T
is large enough such that it contains all @, (x).

4. Output h(z) such that Pr [H(m) = j] o @w;(z) by rejection sampling up to 7

accuracy (in terms of statistical distance).

First we show that h can be implemented by a circuit of size O(2%?). Recall that
T = O(£/<?) and = O(e). For the step 1, since s(x, z) € {0} U[T], F'(x, z) for all z € [2]
can be calculated by a circuit of size O(2¢ - (tT + TlogT)) =t - 6(2525). For step 2 and 3, we
have that k = O(¢log(1/n)) and 7 = O(k/n) and storing one truncated value takes klog
bits. Therefore, the size of the table is O(k7log7) = O(c™!). In the last step, to achieve the 7
accuracy, each rejection sampling step takes O(€log(1/n)) time, so the total time complexity
for this step is O(2%).

Now we want to show that h is indeed a good approximation of h.

Claim 4.2.6. For every x, dtv (ﬁ(:n), h(z)) < 2n.
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Proof. Since h(z) is n-close to the distribution defined by {w.(x)}, cpae it suffices to show

that {w,(z)} | is n-close to h(x), which is the distribution defined by {w, ()},

z€[2¢

First we have the following subclaim.

Subclaim 4.2.7. Suppose there are two sequences of positive real numbers {7.}.er), {w-} e[z
such that Vz € [L], v, < w,. Letr =% ,7v./> ,w, and Z,Z' be a distribution on [L] such

that Pr[Z = z] occ w, and Pr[Z’ = 2] o< (w, — 7,), respectively. Then dtv(Z, Z') < .
1-r

Proof. By the definition of statistical distance (total variance),

1 Wy Wy — Yz

dTV(Z’ Z/) - 5 zz: Zz/ Wy a Zz’(wz/ - 'YZ/)

_ 1 Z Yz Zz’ Wy — Wy Zz’ Yzt
2 < (> w21 =)
1 W Y Ve Ve D Wy

< Z

S32 (> wa)*(1 =)

_ Zz’ Wy Zz’ V! _ r
> wy)2(1—7r) 1—7r

By the definition of @, (x), w,(z) = w,(x) — v,(x) where

v.(x) < min{(l — n)s(w’z) , ﬁ . ;(1 _ n)s(m,z)} )

Clearly, (3, 7:)/ (3, w,) < 2 m < 7. Apply Subclaim 4.2.7, we conclude the claim. [J

By Claim 4.2.6, we have

E |flh@)| = E_|fg()]

/h\,a:<—X gweX
< E [f@h@)] - E [f@g@)]+2

<e+2m=0(),

which conclude Theorem 4.2.1.
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4.3 Lower Bound for Leakage Simulation

We have seen that there exists an MWU algorithm which combines only O(fe~2) distinguishers
to make a good simulator h. Besides, for every chosen distinguisher f the algorithm queries
f(z, 2) for every z € {0,1}* when computing h(z). Therefore the algorithm makes O(£ - 2¢c~2)
queries in total. In the previous section, we also showed that evaluating the O(fe~2) chosen
distinguishers is the bottleneck of the simulation. Then a natural question arises: can we
construct a simulator which makes fewer queries? It might be possible to find a boosting
procedure using fewer distinguishers, or maybe we can skip some z € {0,1}¢ when querying
f(z, 2) for some f. However, in this section we will show that the MWU approach is almost
optimal: any black-box simulator which satisfies an “independence restriction” has to make

Q(2%72) queries to fool the distinguishers.

4.3.1 Black-box model

To show the optimality of the MWU approach, we consider black-box simulation, which means
simulators only use the distinguishers as black-boxes. Note that all known results of leakage
simulation ([VZ13a, JP14, Skol6a, Sko16b]) are black-box. Indeed, all the leakage simulation
results are in the following form: first find a set of distinguishers {fi, ..., f;} which does not
depend on input z, then query f;(x, z) for every z € {0,1}¢ and i € [¢]. Finally combine the

results to obtain the distribution of h(x). Formally, we define a black-box simulator as follows.

Definition 4.3.1 (black-box simulator). Let ¢, m,a € N and € > 0. A black-box construction
of a simulator h®) : {0,1}" x {0,1}% — {0,1} takes two inputs: = € {0,1}" and an advice
string a € {0,1}%. h0) : {0,1}" x {0,1}* — {0,1}¢ is a e-black-box simulator for F if for

every joint distribution (X, Z) on {0,1}" x {0,1}¢, there exists o € {0,1}* such that

VfeF,

E[f(X, 2)] = E[f(X,h(X))]| <.

We call a black-boz simulator same-input if for, for every f € F,a € {0,1}?, h(:;a) only

queries f(x,-).
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The lower bound we prove in this paper is for same-input black-box simulator. The
same-input assumption is also made in related works including [LTW11, Zhall, PS16]. See
the next section for more discussions about the black-box models in related results.

It is not hard to see that all the boosting approaches we mentioned above are in this model:
the advice « is of length O(qlog |F|) and is used for indicating “which distinguishers should
be queried”, and h queries every chosen distinguisher f with input (z,z) for every z € {0,1}*
when computing h” (z; ). Moreover, these simulation algorithms are non-adaptive. We can

write the MWU approach as the following corollary:

Corollary 4.3.2. For every 0 < € < %, £,m € N, there exists a non-adaptive same-input
e-black-box h : {0,1}" x {0,1}* — {0,1}¢ for F with query complexity ¢ = O(£2°c2) and

a = O(qlog|F]).

Besides capturing all known simulators, our lower bound also rules out the adaptive
approaches. Whether there exists a faster simulation not satisfying the same-input restriction

is left open, but intuitively, querying oracles on different inputs does not seem useful.

4.3.2 Main theorem and related results

Theorem 4.3.3. Let n be the security parameter. For every 270" < £ <0.001, ¢ = o(n),
and a = 2°) | there exists a family of distinguisher F of w(2¢/e®) < |F| < 22" such that
a same-input e-blake-box simulator h : {0,1}" x {0,1}* — {0,1}* for F must have query

complexity q = Q(22).

Note that the lower bound of the size of F is needed so the simulator must “simulate” the
function instead of fooling distinguishers one by one.
Before this paper, there were some lower bounds for Leakage Simulation Lemma itself or

its implications. We discuss some of the results based on their models:

« Non-adaptive same-Input black-box lower bounds. Recall that Leakage Simu-

lation Lemma implies Impagliazzo’s Hardcore Lemma and Dense Model Theorem. Lu,
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Tsai and Wu [LTW11] proved an (log(1/8)/e?) query complexity lower bound for Im-
pagliazzo’s Hardcore Lemma where ¢ is the density of the hardcore set. Taking § = O(1)
yields an Q(1/e2) query complexity lower bound for Leakage Simulation. Similarly,
Zhang [Zhall] proved a lower bound for query complexity in Dense Model Theorem
proof which implies the £(1/£2) lower bound as well. The black-box models considered
in both works have some restrictions. In fact, the black-box model in [LTW11] does not
contain Holenstein’s proof [Hol05]. Nevertheless, after converting to the lower bound
for Leakage Simulation Lemma, their models fit into our setting. Also, Pietrzak and
Skérski [PS16] proved a €(2¢/¢) lower bound for Leakage Chain Rule for relaxed HILL
entropy, which also implies a Q(2¢/¢) lower bound for Leakage Simulation Lemma.
These lower bounds assume both the non-adaptivity and the independence of inputs.
Interestingly, in the reduction from Leakage Chain Rule to Leakage Simulation, there
exists a distinguisher in the reduction which only need to be queried on one adaptively
chosen input. In this case the non-adaptivity causes a 2¢ additive loss. This can be

viewed as an evidence that adaptivity might be useful.

o Non-Adaptive Black-Box Lower Bounds. Impagliazzo [Imp95] proved that the
Hardcore Lemma implies Yao’s XOR Lemma [Yao82, GNW11], which is an important
example of hardness amplification. Since the reduction is black-box, it is not hard to see
that the Q(log(})/e%) lower bound for hardness amplification proved by Shaltiel and
Viola [SV10] is also applicable to Hardcore Lemma. Again, by setting § = ©(1) we get
a Q(1/€?) lower bound for Leakage Simulation. Their model is incomparable to ours as

they do not require the “same-input” assumption, but require the non-adaptivity.

o General Black-Box Lower Bounds. Artemenko and Shaltiel [AS14] proved an
2(1/¢) lower bound for a simpler type of hardness amplification, and removed the non-
adaptivity. Their result implies a general black-box lower bound for Leakage Simulation

Lemma, but with less optimal parameters.

e« Non-Black-Box Lower Bounds. Trevisan, Tulsiani and Vadhan show that the
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simulator cannot be much more efficient than the distinguishers [TTV09, Remark 1.6].
Indeed, for any large enough t € N they construct a function ¢ such that any simulator
h of complexity ¢ can be distinguished from g by a distinguisher of size 6(nt) Jetchev
and Pietrzak [JP14] also show an ©(2-¢) lower bound under some hardness assumptions

for one-way functions.

None of the existing results imply an optimal lower bound for Leakage Simulation. However,
proving a lower bound for Leakage Simulation Lemma might be a simpler task, and it turns
out that we can prove a lower bound of Q(2%c72). The ideas for proving the lower bound are as
follows. To capture the 2¢ factor, for each distinguisher f and input z we hide information at
f(z, 2) for a random z, similar to the idea in [PS16]. Then checking all z over {0, 1}* is necessary.
Although the claim is quite intuitive, a formal analysis is more involved in an adaptive model.
The 2 factor is from the anti-concentration bound — it takes Q(1/e%) samples to distinguish
Bernoulli distributions Bern(1/2 + ¢) and Bern(1/2) with constant probability. The concept
is also used in the some related lower bound, e.g., [Fre95, LTW11, PS16]. Note that in [PS16]
they only require an advantage of € when distinguishing such Bernoulli distribution from

uniform, which causes an O(1/¢) loss in complexity.

4.3.3 Proof of the lower bound

Overview. We would like to show the existence of function g and a set of distinguisher F
such that any simulator h with limited queries to F cannot approximate g well by probabilistic
method. More specifically, we first consider a randomly-chosen function g randomized
distinguishers and show that with high probability, a black-box simulator with fixed advice
cannot simulate well. Then show the existence of a fixed g and derandomize the distinguisher
by union bound over all possible advice string of the black-box simulator.

Let G be the uniform distribution of a function g : {0,1}™* — {0,1}¢. Given g, let fq(z, 2)
be a random bit drawn from Bern(1/2+ ¢i¢) for some constant ¢; if z = g(x), or from Bern(3)

otherwise. In other word, fy(x, z) “leak” some information about ¢ if and only if the “correct”

z is provided. Providing ¢g and distinguishers in this way, f provides very little information
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about g, yet it can distinguish g from trivial functions (the ones do not know what g(z)
is) with advantage . Intuitively, since f(x,g(z)) is only O(e) away from uniform, f can
distinguish g and any bad simulator h which does not approximate g with constant probability.
To approximate g well, we need to test O(QE) keys to find the correct one. Besides, it requires
Q(1/?) samples to distinguish Bern(1/2 + ©(¢)) and Bern(1/2) with constant probability, so
Q(1/ 52) queries are required for each key to make sure we can distinguish the real key from
other fake keys. Therefore a successful simulator h should make at least Q(e722¢) queries.
Now we proceed to the formal proof. Assume for contradiction that h : {0,1}" — {0, 1}¢
is a e-black-box simulator with query complexity ¢ < ¢y - 272, where ¢y = m. Let
g:{0,1}™ — {0,1}* be a function randomly chosen from G. Thus for every = € {0,1}", g(x)
is chosen uniformly at random from {0,1}¢. Let F be a set of random function defined above
with ¢; = 30. First, we prove that given any fixed advice string o, the h” (, @) cannot guess g

correctly with high enough probability over the choice of g and the randomness of f € F.

Lemma 4.3.4. For every x € {0,1}" and o € {0,1}*, we have

Pr [n7 (@:0) = g(a)] <1- >,
g(lG €1

where the probability is taken over the choice of g(x), f(x,-) for every f € F (abbreviated as
F(x)), and the randomness of h.

Proof. Without loss of generality, assume that h has no randomness other than oracle queries
(We can obtain the same bound for probabilistic h by taking average over deterministic
circuits.), and h always make ¢ different queries. Now h is fully decided by the ¢ query
answered it makes to the oracle denoted as b = (b1,...,b,) € {0,1}7 where b; is the answer to
the i-th query. Let B be a random variable for randomized b (due to the random distinguishers
f € F). Here we use h' : {0,1}9 — {0,1}* to denote the function maps query results to the
output of h” (z; ). Then we have

Pr {h]:(a:;oz) = g(m)] = Pr [h/(B) = g(:z:)} = Z Pr [B =b,g(x) =k, b (b) = k}
g<—G,F B,g<G bk 9—G

)

Use F* to denote the set of distinguishers with uniform random function (with no bias) and let
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B* be the corresponding “ideal” transcript (basically U,). For every (b,k) € {0,1}9 x {0,1}¢,

P [B* = b,g(z) = k] = 270, Since for b uniquely determines h/(b), only 27 pairs

T, x
B* ,g+G
(b, k) are correct. In the ideal case, we have Pro. ca [ (z;0) = g(x)] = 27¢ where h*

denotes the ideal variant of h. while in the real case, Pr Bl

& olB =0b,g(z) = k] can be as large

as 27¢ (% + c1€)? (when h queries with correct key in every query and all the responses are 1).
However, for most b that is not the case. Also, most of the pairs (b, k) € {0,1}% x {0,1}¢ do
not satisfy h'(b) = k. Therefore we can expect that a large fraction of pairs are chosen with
probability ©(2~(@+0) and h/(b) # k. The above statement provides an intuition of the lower
bound for Prfvgg_G[h]:(a:; a) # g(x)].

Next we formally prove the above statement. Consider any b = {b1,b2,...,b,}. Recall
that the queries made by h are uniquely determined by b: the first query is fixed, the second
query is determined by the first bit of b, and so on. Let (21, 22, ..., 24) be the sequence of key
such that the i-th query is ) (z, z;) for some f) € F. For any k € {0,1},b € {0,1}9, let u;
denote the index of the i-th “useful query”, which means the ¢-th index satisfying z,, = k.

Then we define Ng(b, k) o >ilaw, = B] for 5 € {0,1}, which represents the number of useful

7

queries with response 8. For convenience, we also define

N (b, k) % Ny(b, k) + Ni(b, k) and Na(b,k) % No(b, k) — Ni(b, k) .

We further define more refined notation: for j < N (b, k), we define Ng(b, k, j) def zzl [ay, = B]

for p € {0,1} and Na(b,k,7) def No(b,k,7) — N1(b,k, j). That is, only first j useful queries
are considered. Recall that for f, € F, f,(z,2) is uniform when z # g(z) and biased when

z = g(x). For every fixed (b, k),

1\ (E+a-N(bR) /1 No(bk) /1 N (b)
Pr [g(z)=k,B=1b]= (2) (2 — 016> (2 + 616)

1\ (+9) Ni(b,k
<2) (1- QCls)NA(b’k) (1 - 4C%€2> L)

1\ (t+9) N(bk
<2) (1 2c12)"2CP (1 - ache?) ) (4.1)

v
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We say a pair (b, k) is normal if Na (b, k) = O(1/¢) and N (b, k) = O(1/€?). We claim that a

large enough fraction of pairs over {0,1}7 x {0, 1} are normal and »/(b) # k:

Claim 4.3.5. Let ¢/ = 5q/2° < 5coe™2. Then for at least 1/5 fraction of pairs (b, k) over
{0,1}9 x {0,1}* satisfy (1) h'(b) # k, (2) N(b,k) < ¢, and (3) Na(b, k) < /5¢ .

Proof of Claim. We consider each condition one by one.
(1) Only 27 of pairs satisfies h/(b) = k: This is obvious since i’ is a deterministic function.

(2) At most & of pairs (b, k) satisfy N(b,k) > ¢': For any b we have Exg,[N(b, k)] = -

By Markov’s inequality, at most 221(1, = % of pairs satisfy N (b, k) > ¢ .

(3) For at most & of pairs (b, k), N(b,k) < ¢’ and Na(b, k) > /5¢":
Let B* be a random transcript which is uniform over {0,1}%. For a fixed k, consider a

sequence of random variable {Y;} depending on B* such that

NA(B*7k7j) lfj<N(B*vk)
Yj:

NaA(B*, k) otherwise.

It’s not hard to see that {Y;} is a martingale with difference at most 1. By Azuma’s
inequality, we have Pr[Yy, > 1/5¢'] < e27/2d < (.1. Since B* is uniform, the statement
above is the same as saying for at most 0.1 fraction of ¢t € {0,1}9, Y (b) > /5b¢.

Restricting b to satisfy N (b, k) < ¢’ we have Na(b, k) =Y, (b) > 1/5¢.

By union bound, all three conditions in the claim hold simultaneously for at least % of pairs

over {0,1}9 x {0,1}*. O

Now consider any pair (b, k) which satisfies condition (2) and (3) in the claim above, in

other word a normal pair. By inequality (4.1), we have

Prlg(z) = k, B =b] > (1/2)"T7 (1 — 2¢16)Va®F) (1 — 4c2e2)N(R)
> (1/2)579 (1 — 2612) V37 (1 — 4227 (4.2)

= (1/2)(4"!‘11) (1 _ 2016)5\/6571(1 . 40%62)562872
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> (1/2)1+9(0.3)10¢1v/e2( 3) 20t 2 (4.3)

> (1/2)47.0.5. (4.4)

The inequality (4.3) holds because (1 — §)*/? > 0.3 for any 0 < § < 0.1. Since L of pairs
satisfy the conditions above, we have
Prfh(z) # g(a)] = 3 g(x) = k, B = b, W'(b) £ > 0.1.
kb

Therefore Pr[h(z) = g(2)] <0.9=1- 2 O

c1’

With the lemma above, we can finish the proof by a concentration bound and probabilistic
method. We extend the distinguisher class F such that each randomized distinguisher f, € F
is replaced by many deterministic distinguisher {fg,}, with different random coins as input.
Fix an advice a. For every z € {0,1}", f; € F such that f;, is not queried by h(z), we have
Egécm[fw(x, h(z))] = 5 + Pr . [h” (z;) = g(z)] - c1¢ by definition of f. Since h makes
at most ¢ query when computing h(z), when f,, is sampled randomly, it chooses a query
coincident with queries in h with probability ¢/|F|. Even in the worst case that f,, returns 1

in all these cases, we still have

E Ul h@ia)) < 5+ Prlge) =W o)l e + (4.5
S%+M—%E (4.6)

when |F| > ¢g/e by Lemma 4.3.4. Also we have EgéG,r[fw(a;,g(x))] = 1 4 cie by def-
inition. Therefore, E ca. [for(z, g(x)) — for(z,h(z;0))] > 2¢. Let X be the uniform
distribution. Note that for different x, g(z) and F(z) are chosen independently. There-
fore Ep g, [fgr(7,9(x)) — for(z,h(z))]® for different x are independent since it is only de-
cided by randomness of g(z) and F(z). By Chernoff-Hoeffding bound, E_ , [fg,(z,g(2)) —

fr(z,h” (z;2))] < € holds with probability 2-2"2") gver the choice of g and r. By taking

®The expectation is taken over the local randomness of h, which does not need to be considered in the
probabilistic argument.
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union bound over « € {0,1}%, we have

va € {0,132 E [for(@,9(x) = fyr(z,h (z;0)] < e (4.7)

X

with probability 2*9(52271)*20(”), which is less than 1 for large enough n. Thus, there exists a
function g and a set F such that
E |forl(w,9@) = for(@h (2,0)] > e (4.8)
z& X
By averaging argument, for all «, there exists f,, € F such that f,, can distinguish
(X,h”(X,a)) and (X, g(X)). Therefore the simulation fails no matter what «a is, which
contradicts to the assumption. Thus there is no e-simulator with query complexity co(2¢c72).
To summarize, we proved an Q(2€€_2) for black-box simulator, while the upper bound
is only O(£2°c=2). Note that in order to apply Chernoff bound, we need the same-input
assumption (i.e. h(z;a) cannot query F(a') for 2’ # x) to guarantee the independence of
different x, even though querying with different input does not seem helpful. A general

black-box tight lower bound is left for future work.
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Chapter 5

Computational Notions of

Quantum Min-Entropy

Computational notions of entropy have many applications in cryptography and complexity
theory. In particular, we consider the notions that measure how much (min-)entropy a source
X has from the eyes of a computationally bounded party who may hold certain “leakage
information” Z that is correlated with X. They have several applications in cryptography,
such as leakage-resilient cryptography [DP08], memory delegation [CKLR11], deterministic
encryption [FOR15], zero-knowledge [CLP15], pseudorandom generators [HILLI9] and other
cryptographic primitives [HRVW09, HHR ™10, HRVW19], and also have close connections to
important results in complexity theory, such as Impagliazzo’s hardcore lemma [Imp95], and
in additive number theory, such as the Dense Model Theorem [GT08, TZ08, RTTVO08].

In this chapter, we initiate the study of computational entropy in the quantum setting,
where X and Z may become quantum states and the computationally-bounded observer is
modeled as a small quantum circuit. We find that some classical phenomena have (nontrivial)
extensions to the quantum setting, but others in the quantum setting behave quite differently
and we can even prove that the natural analogues of classical theorems are false. As an
application of some of our results, we construct a quantum leakage-resilient stream cipher in the

bounded-quantum-storage model, assuming the existence of a quantum-secure pseudorandom
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generator. We expect that computational notions of quantum entropy will find other natural
applications in quantum cryptography. Moreover, by blending quantum information theory
and quantum complexity theory, our study may provide new insights and perspectives in both

of these areas.

5.1 Introduction

5.1.1 Brief review of quantum information and computation

Recall that a pure state in an n-qubit quantum system is a unit vector |[¢)) € C?". The
standard (“computational”) basis is denoted by {|z) : z € {0,1}"} and it represents the set of
classical bit strings « € {0, 1}". Until they are measured (observed), quantum systems evolve
via unitary operations (2" x 2" complex matrices U such that UTU = UUT = I, where UT is
the conjugate transpose of U). A projective binary measurement on the quantum system is
given by a linear subspace A C C?". If the system is in state 1)) € C?", then the result of
the measurement is determined by the decomposition [¢) = [¢) 4 + [1)) 4., where |¢)) 4 is the
orthogonal projection of |¢) to A. With probability ||[1) 4]|3, the measurement returns 1 and
the system collapses to state 1) 4/|||1) 4[|2, and with probability |||¢) 4o ||3, the measurement
returns 0 and the system collapses to state |¢) 4. /]||1)) 41 ]l2. We write D4 (1)) to denote the
{0,1} random variable that is the outcome of the measurement defined by the space A. Here
D4 can be viewed as a (randomized) distinguisher. There is a more general form of binary
measurement (described by a “projective operator value measurement” (POVM)), but we
only need a projective binary measurement to discuss most concepts in the introduction, and
defer the definition of POVMs to where we need it.

A mized state p of a quantum system can be specified by a probability distribution
{pi} over pure states {|¢;)}. If we evolve p by applying a unitary transformation U, it
will be in the mixed state given by distribution {p;} over the pure states {Ul|y;)}. If
instead we perform a measurement defined by the space A on such a mixed state p, then by

definition, Pr[Da(p) = 1] = X, pi - Pr[Da(J¢ys)) = 1] = 3, pi - [|[¥i) 41|3- The representation
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of a mixed state as a probability distribution over pure states is not unique, in that two
such representations can yield exactly the same behavior under all sequences of unitary
transformations and measurements.! For example, the mazimally mized state p™™ is defined
as the uniform distribution over the standard classical basis {|z) : 2 € {0,1}"}, but using any
orthonormal basis of C?" yields an equivalent mixed state (and thus all of them are regarded
as the same mixed state p™™).

Recall that the min-entropy of a classical random variable X is given by

1
max; Pr[D;(X) = 1]’

Hmin(X) = mgn ].Og m = log

where D, is the indicator function for z. When we have a mixed quantum state px instead

of a classical random variable X, we generalize from indicator functions to one-dimensional

binary measurements [RW05]. That is, if px is a mixed quantum state, then:

1

Honin(X), =1o ,
( )p & HlaXW,) PI‘[DW) (pX) = 1]

where Dy is the binary measurement given by the one-dimensional subspace spanned by
|1). This generalizes the classical definition. If p is given by a distribution {p,} over the
classical basis {|)}, then Pr[Dy, (p) = 1] = >, pe|(¢|2)|* where (ip|z) denotes the standard
(Hermitian) inner product between vectors |¢) and |x). This is maximized by taking |¢)) = |z*)
for #* = argmax, p,. On the other hand, if p is a pure state, with all of its probability
on a single unit vector |¢), then the maximum probability is 1 (yielding zero min-entropy),
obtained by taking ¥ = ¢.

Informally, a quantum circuit computes on a quantum state (which may be a classical input
|x) for = € {0,1}") by applying a sequence of local gates, which are unitary transformations
and measurements that apply to only a constant number of qubits in the state. Quantum
circuits are also allowed extra ancilla qubits (in addition to the n input qubits). We usually

require those ancilla qubits to be initialized to |0”). The size of a quantum circuit is the

! A unique representation of a mixed state is given by its density matric >, pilthi) (¥i], which is a 2" x 2"
positive semidefinite matrix of trace one, and thus we use the density matrix formalism in the technical sections
of the paper.
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number of gates in the circuit.

5.1.2 Quantum computational notions

Quantum indistinguishability. In many applications of cryptography and complexity
theory, we only require the security against adversaries with restricted power. Here we consider
adversaries with only polynomial-time circuits/algorithms.

In the classical world, there are two different computational models that are widely studied.
First, in the nonuniform computation model, circuits can depend on the input size, while
in the uniform computation model, the same algorithm is used for inputs of any size, or
equivalently, there is a uniform algorithm that can generate the ensemble of circuits. Once
the universal gate set is fixed, we can define the size of a circuit. Then both models can
be extended to the quantum setting naturally by replacing circuits with quantum circuits.
In this article, we mostly focus on the nonuniform settings, as adversaries have more power
in this model. Consider two quantum state ensembles {p,} and {o,} where n bounds the
number of qubits in p,, and o, and serves as the security parameter. We say {p,} and {o,}
are quantum-indistinguishable if for every poly(n)-size family of quantum circuits nonuniform
quantum algorithm {D,}, we have |Pr[D,(pn) = 1] — Pr[D,(0y) = 1]| < negl(n). Sometimes,
we consider the asymptotic setting implicitly by omitting the index n. A quantum state p
on n-qubits is quantum-pseudorandom if it is quantum-indistinguishable from the maximally
mixed state p™™.

Classically, an equivalent way to define a nonuniform circuit ensemble is giving a uniform
algorithm (e.g., a Turing machine) an advice string that only depends on the input length. In
the quantum setting, this formation of uniform algorithms with advice matches the above
definition of nonuniform quantum circuits if we restrict the advice strings to be classical. But
one can consider an even more general computational model by giving the circuits arbitrary
advice, for example by allowing some of the quantum ancilla bits to be initialized to the
quantum advice. In this model, the quantum analogue of the classical complexity class P /poly

is BQP /qpoly, which was defined by Nishimura and Yamakami [NY04]. An intriguing and
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well-known question is whether quantum advice provides more power for solving decision
problems. That is, does BQP/gpoly = BQP /poly?? Analogously, one can also define
indistinguishability with respect to quantum advice. Some of our results hold in this model
as well. However, for the sake of simplicity, in the rest of the introduction, we only consider
classical advice.

An interesting fact about quantum indistinguishability (with classical advice) is that
there exist pure states that are pseudorandom (i.e., indistinguishable from the maximally
mixed state p™™), as shown by Bremner, Mora and Winter [WWO08], and Gross, Flammia and
Eisert [GFE09]. This is a sharp contrast from the classical setting, as a classical distribution
needs min-entropy at least w(logn) to be pseudorandom, but a pure quantum state has zero

entropy.

Quantum pseudoentropies In this paper, we investigate computational notions of entropy
in the quantum setting. One of the most natural ways to define pseudoentropy is that we
say a state has computational (min-)entropy at least k if it is quantum-indistinguishable
from a state with (min-)entropy at least k. If k equals n, the number of qubits of the state,
then this is simply the definition of pseudorandomness described above, as the maximally
mixed state is the unique state of (min-)entropy n. In the classical setting, this definition of
pseudoentropy was proposed by Hastad, Impagliazzo, Levin and Luby [HILL99], who used it
as an intermediate step for constructing pseudorandom generators from arbitrary one-way
functions and thus it is hereafter referred to as “HILL-type entropy”.

Metric-type entropy [BSWO03] is another natural definition of computational entropy,
which switches the quantifiers in the definition of HILL-type entropy. We say a state
px has metric (min-)entropy at least k if, for every efficient distinguisher, there exists
another quantum state oxs with (min-)entropy at least k such that px and ox/ cannot be
distinguished by a polynomial-size quantum distinguisher. In the classical case, it is known

that the HILL and metric entropies are interchangeable up to some degradation in the size of

2A related questions is whether QMA = QCMA, i.e., whether quantum witnesses are more powerful than
classical ones for quantum verifiers? [AKO07]
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distinguishers [BSW03]. With this equivalence, metric entropy is a useful intermediate notion
to obtain tighter security proof in a number of cases (e.g., [DP08, FOR15]). We similarly
can show the equivalence in the quantum setting (Theorem 5.3.12) using the “Quantum
Nonuniform Min-max Theorem”.

There are a number of notions of computational entropy (e.g., Yao-type pseudoen-
tropy [BSW03], inaccessible entropy [HRVWO09]) with many different applications and inter-
esting connections to other fields. As the HILL and metric-type entropies are equivalent and
they are more natural and widely used notions in the classical setting, we will focus primarily

on the HILL-type computational notions.

5.1.3 Quantum nonuniform min-max theorem

Nonuniform Min-max Theorem is formalized in [Zhel3] and it is useful not only in proving
the equivalence between HILL and metric (min-)entropies, but also the Leakage Simulation
Lemma, Impagliazzo’s Hardcore Theorem, and Dense Model Theorem.? Here we formulate
the Quantum Nonuniform Min-Max Theorem and also use it to prove the equivalence between
quantum HILL and metric (min-)entropies and the Quantum Leakage Simulation Lemma

later.

Theorem 5.1.1 (informal version of Theorem 5.3.8). Consider a zero-sum game
between two players where the strategy space of Player 1 is a convex set A C
{N-dimensional density matriz} and the strategy space of Player 2 is B, a set of N-
dimensional Hermitian matriz IT with 0 < II < 1. For strategies p € A and 11 € B, the
payoff to Player 2 is g(p,1I) def Tr(Ilp). Suppose that for every strategy p € A of Player
1, there exists a pure strateqy b € B such that g(I1,p) > p. Then for every ¢ € (0,1/2),
there exists a mizred strategy II of Player 2 such that for every strategy p € A of Player 1,

Eq, 1 lg(p,II)] > p — . Moreover, II is the uniform distribution over a multi-set S consisting

of at most O(log N/&?) strategies in B.

3In [Zhel3], they proved the uniform versions of these theorems using “Uniform Min-max Theorem”, which
is more general.
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Note that, if we restrict the matrices in A to be diagonalized, namely a € A represent
a distribution over [N], then the theorem reduces to the classical Nonuniform Min-Max
Theorem [Zhel3].

By von Newmann’s Min-max Theorem, we already know that there exists a mixed strategy
B such that E, 5[g(p,II)] > p for all p € A. So the key is to show the existence of
“low-complexity” strategy II to “approximate” II. Inspired by the connection between the
Nonuniform Min-max Theorem and statistical learning theory observed by Skorski [Skol7], the
task reduces to the problem “how many samples from quantum measurements are sufficient for
learning quantum states.” In [Aar(07], Aaronson used the fat-shattering dimension to bound
the number of samples needed, while in [CHY15] they used Rademacher complexity to yield
a better bound. We use a different method to bound the Rademacher complexity and achieve

an even tighter bound, especially when the entropy of p € A is lower bounded.

5.1.4 Simulate quantum auxiliary input

As introduced in Section 1.3, The (classical) Leakage Simulation Lemma (Theorem 4.2.1)
implies many theorems in computational complexity and cryptography which connect to
computational entropies. We prove a generalize the Lemma, where the auxiliary input (namely

the “Z part”, cf., Theorem 4.1.1) becomes a quantum state till holds.

Theorem 5.1.2 (Quantum Leakage Simulating Lemma (informal)). Let pxz =
> ze{0,1}n pzlx) (x| ® p% be a cq-state consist of n classical bits and ¢ qubits. Leg D
be a family of quantum distinguisher. There exists a quantum circuit C with relative complexity

poly(n, 2t ) mapping from n classical bit to £ qubits such that for all distinguisher D € D,

E[D (Socqourn peloal © C@)] ~E[D(pxz)] <.

The main challenge of proving the lemma is that unlike ¢ classical bits, there are infinity
many different ¢-qubit pure states, so we cannot enumerate all possible outputs. We resolved
the issue using techniques from quantum tomography and again, the generalization bound for

Rademacher complexity as we proved the Quantum Nonuniform Min-max Theorem.
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Despite in classical settings, the Leakage Simulation Lemma implies a rich class of theorems.
Many of the quantum extensions of the implications do not come with the Quantum Leakage
Simulating Lemma we have. One of the obstacles is that some implications rely on conditioning
on Z part, which only makes sense when Z is classical. Still, the Quantum Leakage Simulating
Lemma immediately implies the Leakage Chain Rule for (relaxed)-HILL min-entropy of
ccq-state. Also, we have an application of the Quantum Leakage Simulating Lemma in
leakage-resilient cryptography—the provable security of Dziembowski and Pietrzak’s stream-
cipher [DP08] against quantum leakage to a quantum adversary with logarithmic quantum

storage.

Leakage Chain Rule

Most entropy notions H satisfies the chain rule in the following form
H(X|Z)> H(X) —len(Z)

where len(Z) is the length of the variable Z measured in bits/qubits. It is called a “Leakage”
Chain Rule because it quantifies how much uncertainty is left in a source X after a short piece
of information Z is “leaked”. In cryptographic applications, we often consider adversaries that

have prior information Y, in which case the leakage chain rule is generalized to
H(X|YZ)> H(X|Y)—len(Z).

In the classical case, computational analogues of Leakage Chain Rule have a number of
applications in cryptography, such as leakage-resilient cryptography [DP08], memory dele-
gation [CKLR11], and deterministic encryption [FOR15]. Before starting our new Leakage
Chain Rule for Quantum HILL min-entropy, we review the conditional min-entropies in both

classical and quantum setting.

Conditional Min-Entropy. A popular and useful measure of conditional min-entropy
in the classical setting is the notion of average min-entropy by [DORSO08], which has a

nice operational interpretation in terms of the guessing probability: Let (X, Z) be a joint
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distribution over {0,1}"*¢. The guessing probability of X conditioned on Z is defined as the
maximum probability that an algorithm can guess X correctly given Z. That is, P&=(X|Z) def
max 4 Pr[A(Z) = X], where the maximum is taken over all (even computationally unbounded)
algorithms A. Then the conditional min-entropy (also known as average min-entropy) of X
given Z is defined as Hpin(X|Z) = — log(P=*=(X|Z2)).

The definition of conditional min-entropy Hmin(X|Z), for bipartite quantum states px
was given by [RW04], which generalizes the aforementioned definition of average min-entropy.
For the special case of classical X and quantum Z, which is called a classical-quantum-
state (cq-state), Konig, Renner and Schaffner proved that the generalized guessing game
described above captures conditional min-entropy [KRS09]. When two parts are quantum (a
qq-state), the guessing probability may give higher entropy then Renner’s definition. (Instead,
an operational interpretation of Renner’s definition is as the maximum achievable singlet
fraction [KRS09].) In fact, when pxz is entangled, the conditional min-entropy can be
negative, which is impossible to capture by a guessing probability.

The cqg-state case is particularly useful in quantum cryptography, such as quantum key
distribution (QKD) [BB14, Ren08, VV19], device-independent cryptography [VV12, MSI16,
CSW14] , and quantum-proof randomness extractors [DPVRI12]. Also it has a more natural
operational interpretation. Thus, we focus on conditional min-entropy for cq-states in this
paper, and leave the study of conditional min-entropy for qg-states and computational

analogues for future work.

Conditional Pseudoentropy. Classically, for a joint distribution (X, Z7), we say that
X conditioned on Z has conditional relazed HILL pseudo(min-)entropy at least k if there
exists a distribution (X', Z’) that is computationally indistinguishable from (X, Z) with
Hpmin(X'|Z") > k. (This definition is called relazed HILL (min-)entropy because we do not
require that Z’ is identically distributed to Z. For short, we will write rHILL to indicate that
we are working with the relaxed definition.)

In the quantum setting, let pxz € X ® Z be a bipartite state with n + m qubits. We

say that X conditioned on Z has conditional quantum relaxed HILL min-entropy at least
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k (informally written as Hr_H|LL_min(X|Z)p > k) if there exists a quantum state oxyz such
that (i) Hmin(X|Z)s > k and (ii) pxz and oxz are computationally indistinguishable by all

poly(k)-size quantum distinguishers.

Leakage Chain Rule for quantum HILL entropy. The classical Leakage Chain Rule
for relaxed HILL entropy, first proved by [DP08, RTTV08] states that for a joint distribution

(X,Y, Z) where Z consists of £ = O(log k) bits,
Hoiimn(X|Y) >k = Hoguwwn( XY, Z) > k— L.

(Note that under standard cryptographic assumptions, the analogous statement for (non-
relaxed) HILL entropy is false [KPWW16].)

As the corollary of the Quantum Leakage Simulation Lemma, the Leakage Chain Rule can
be generalized to handle quantum leakage Z when both the source X and the prior knowledge

Y remain classical.

Theorem 5.1.3 (Quantum Leakage Chain Rule (Theorem 5.5.14); informal). Let pxyz be a
ccq-state, where X and'Y are classical, and Z consists of  qubits, for £ = O(log k), where Kk

is the security parameter. Then
Hr—HILL-min(X|Y)p >k = Houwm (XY, Z)p >k -/

An interesting open question is to prove the Leakage Chain Rule when the source X and/or
the prior leakage Y are quantum. In particular, handling a prior quantum leakage Y seems
important for applications to leakage-resilient cryptography with quantum leakage (see the
following paragraph). This is not likely to be a direct generalization of Theorem 5.1.3 as the
information theoretic Leakage Chain Rule loses 2¢ rather than ¢ bits of entropy [WTHR11]. In
Section 5.7.2, we discuss a general barrier to further generalize our proof to handle quantum

X and Y as well as many other proofs of classical theorems.
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Leakage-resilient stream-cipher against quantum adversary.

In leakage-resilient (or side-channel resilient) cryptography (see [KR19] for a survey), we seek
to construct cryptographic protocols that maintain the security even if the side information
about the honest parties’ secrets leak to an adversary. Here we particularly consider a quantum
leakage.

A stream cipher is an online and stateful analogue of a pseudorandom generator, where
the output length is not determined in advance. It is defined by a function SC: {0,1}"™ —
{0,1}™ x {0,1}". Initially, the internal state S is uniformly random over {0,1}". In
the i-th round, (S, X®) = SC(S“V) is computed, where the output of this round is X
and the internal state evolves to be S¥. The security requirement is that for all i, X is
pseudorandom given X, ... X1,

Classical leakage-resilient stream ciphers were investigated in the seminal work of Dziem-
bowski and Pietrzak [DP08], where they consider the security of a stream cipher SC in the
“only computation leaks” model [MR04] with continual leakage. Specifically, let S¢~Y be
the secret state of SC at the beginning of the i-th round. When stream cipher evaluates
(S@, X®) = SC(S¢~Y), an adversary can learn the leakage A\, which only depends on
the part of S“~Y involved in the computation of SC(S“~Y). They assume that the leakage
functions are efficient and of bounded output length ¢ = O(log x),* and proved the following
security property: the output of the i-th round remains pseudorandom given the output and
leakage from the first ¢ — 1 rounds. Note that even though the length of each leakage is
bounded, the adversary can collect a long leakage accumulated over many rounds.

Dziembowski and Pietrzak [DP08] gave the first construction of leakage-resilient stream-
cipher based on randomness extractors and pseudorandom generators, and proved its security
using the classical Leakage Chain Rule for HILL entropy. Pietrzak [Pie09] gave a sim-
pler construction based on any family of weak pseudorandom functions, and Jetchev and

Pietrzak [JP14] gave an improved analysis of Pietrzak’s construction using the (classical)

4Both assumptions are necessary. Without the efficiency assumption, the leakage function can invert the
secret state and leak on the initial secret so bit by bit; without the length bound, the adversary can learn the
entire new secret state.
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Leakage Simulation Lemma.

Now we consider the case where the leakage is quantum (the construction of the stream-
cipher remains classical). Namely, the outputs of the leakage functions are bounded-length
quantum states. It is conceivable that such an attack may exist in the future with the
emergence of quantum computers. We prove that the construction of Dziembowski and
Pietrzak [DP08] remains secure against quantum leakage in the bounded-quantum-storage
model [DFSS08, KT08, WWO08], where the adversary has a limited quantum memory (but no
restriction on its classical memory).

The reason that we can only prove the security under the bounded-quantum-storage
limitation is that we only know how to a simulate quantum auxiliary input when the given
jointly distributed string is classical. If the adversary can accumulate the quantum information
with unlimited quantum storage, then we need a leakage simulation lemma where the simulator
takes quantum inputs.

When proving the quantum security of classical cryptographic constructions, it often
suffices to assume the quantum security of the underlying primitives, since typically the
security reductions can be directly carried through in the quantum setting. For example,
using a classical construction from OWFs to PRGs, a “quantum-proof” OWFs also yields a
quantum-proof PRG. Song gives a nice framework to formalize this observation and show a
class of reductions satisfies this property [Sonl4]. However, the leakage-resilient stream-cipher

is not the case here due to the presence of quantum side information.®

5.1.5 Dense Model Theorem

First, we recall the “computational complexity version” of the Dense Model Theorem by

Reingold, Trevisan, Tulsiani, and Vadhan.

Theorem 5.1.4 (Dense Model Theorem [RTTV08]). Let X,Y,Y’ be three distributions on

{0,1}™ such that Y, Y’ are computationally indistinguishable and X is §-dense in'Y'. That

There are several other challenging cases such as when the reduction needs to rewind the adversary [Wat09,
Unr12], or when the setting involves oracles [BDF*11, Zhal2] (Leakages from previous rounds).
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is, for all x € Supp(X), Pr[X = 2] < ; Pr[Y’ = z]. Then there exists a distribution X' such

that X and X' are computationally indistinguishable and X' is §-dense in Y .

The Dense Model Theorem can also be used to prove the Leakage Chain Rule for conditional
HILL min-entropy, and thus the security of leakage-resilient stream-cipher by [DP08]. Another
application is in the study of computational differential privacy [MPRV09]. See [Trell] for
more discussions about the applications of Dense Model Theorem.

Using the definitions of HILL-type relative max-entropies (see Definition 5.1.5 for general-

ized definitions), the Dense Model Theorem can be equivalently stated as
DHILL—2-max(X H Y) <A = DHILL-I-max(X H Y) <A

for A = O(logk), where k is the security parameter. Also, we can prove the converse
(Lemma 5.4.14): Dyigma(X [|Y) < A = Dpioma (X || Y) < A . Therefore, the two HILL-
type computational relative max-entropies are equivalent in the classical setting.

In the quantum settings, first, the definitions of HILL-type computational relative max-

entropies can be naturally generalized to quantum states.

Definition 5.1.5 (HILL-type relative max-entropies). We say the HILL-1 relative max-
entropy between quantum states p and o is at most X\ (written Dy yma(p || 0) < A) if there
exists a quantum state p' such that p and p’ are quantum-indistinguishable and Dmax (0" || o) < A;
we say the HILL-2 relative max-entropy between quantum states p and o is at most X (written
Dutama(p|l0) < X) if there exists a quantum state o’ such that o and o' are quantum-

indistinguishable and Dmax(p || o) < .

Interestingly, we can show a separation between those two notions, which can be interpreted
as the impossibility of the “Quantum Dense Model Theorem”: there exists quantum states
p, o such that

DHlLL-z-max(p || 0') <1 but DHILL—l—max(p || 0') = .

The counterexample is based on the existence of a pure states that is pseudoran-

dom [BMWO09, GFE09], which is an interesting phenomenon. As in the classical settings,
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a random variable must have entropy w(x) to be pseudorandom where « is the security

parameter. Note that out negative result does not contradict to the existence of the
Leakage Chain rule for conditional relaxed HILL-entropy (Theorem 5.5.14) since in our

counterexample, ¢ is not a maximally mixed state.

5.2 Preliminaries

5.2.1 Quantum information

Quantum state. We begin with some notation. Let X be a finite-dimensional complex
vector space with a Hermitian inner product. A vector in X is denoted by |v) and its conjugate
transpose is denoted by (v| = |v)!. The inner product and outer product of two vectors

|v), Jw) € X are denoted by (v|w) and |v){w|, respectively. The norm of |v) is defined by

H’v>H2 =y (v|v) .

The set of all unit vectors in X is denoted by Ball(X). Let Lin(&X’) denote the set of all
linear operators on X'. Let Herm(X') denote the set of all Hermitian operators on space X,
i.e., Herm(X) o {T € Lin(X) : TT = T}, where T is the conjugate transpose of T. The

Hilbert-Schmidt inner product on Lin(X) is defined by
(S, T)="Tr(S'T), VS, T € Lin(X).

A Hilbert space of a quantum system X is denoted by the corresponding calligraphic letter
X. When the quantum system consists of m qubits, the space is the complex Euclidean vector
space X = C?". An m-qubit quantum state is represented by a density operator p € Herm(X),
which is a positive semidefinite Hermitian operator on X with trace one. When p is of rank
one, it refers to a pure quantum state, which can also be represented by a unit vector |v) in
Ball(X). In that case, the density operator p can be written as |v)(v|. Otherwise, the density

operator p refers to a mized quantum state. Thus in any basis that diagonalizes p, we can

5Tf we consider quantum distinguishers with quantum advice, then similar to the classical case, a random
variable must have entropy w(k) to be quantum pseudorandom.
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think of p as a classical distribution on the pure states corresponding to the basis elements.
In general, the expression is not unique. The set of all quantum density operators on X is

denoted by
Dens(X) &t {p € Herm(X) : p > 0,Tr(p) =1} = Conv({]v)(v\ o) € Ball(é’()}) :

where Conv(S) is the convex hull of set S and p > 0 means that p is positive semidefinite.
Likewise, 0 > p means that o — p is positive semidefinite. Let 1 denote the identity operator
on X (or 14 when the dimension of X' (denoted as dim (X)) is known to be d), p3™ = m]lx

denotes the maximally mixed state in Dens(X) (or p7™ when dim(X) = d).

Composite system and partial trace. The Hilbert space of the composite system of
two quantum systems X and Y is their tensor product space X ® ), and similarly for
multiple systems. For a multi-partite state, e.g., pxyz € Dens(X ® Y ® Z), its reduced
state on some subsystem is represented by the same state with the corresponding subscript.
For example, the reduced (marginal) state on system X of pxyz is px = Tryz(pxyz),
where Tryz(-) denotes the partial trace operation over the composite system Y Z. That is,
Try z (|z1)(z2| @ |[y1){y2| ® |21)(22]) = |z1)(z2| € Dens(X), where |x;), |v;), |2) for i = 1,2 are
vectors in Ball(X), Ball(}), Ball(Z), respectively, and Try 7 is a trilinear map on Y'Z. When
all subscript letters are omitted, the notation represents the original state (e.g., p = pxyz)-
A bipartite state pxy is call a product state if and only if pxy = px ® py. A bipartite state
pxy is separable if and only if pxy can be written as ) p. - p’)“( ® p’f/.

A classical discrete random variable X with distribution p, = Pr[X = z] can be represented
by a density operator p = Y. p.|z)(z| over state space X with orthonormal basis {|x)} of
X. When restricted to the basis |x), we will say that the system X is classical. A classical-
quantum-state, or cq-state p € Dens(X ® )) indicates that subsystem X is classical and
subsystem Y is quantum. We use lower case letters to denote specific values assigned to
the classical part of a state. Then a cq-state can be represented (uniquely) in the form
PXY = 2p Pa|T) (x| ® pY-, where p; = Pr[X = z] and pj, € Dens()). The marginal state py

is >, pepy.
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Quantum measurements. A positive-operator valued measure (POVM) on the Hilbert
space X with outcomes in [k] is a collection of Hermitian and positive semidefinite operators
{I; }iefx) such that >ici IIi = Lx. Each POVM element II; can serves as an instrument to

perform a yes-no measurement. We denote the space of possible POVM elements IT as
def
Meas(&) < {I1 : IT € Herm(X),0 < T < Tr .

When this POVM is applied to a quantum state p € Dens(X'), the probability of obtaining

outcome i € [k] is (II;, p). If outcome ¢ is observed, the quantum state p will collapse to the
state /II;pv/IT;/(II; , p), where /II is the unique positive semidefinite operator T such that
T2 =1L

Matrix Norms. The trace norm of T' € Lin(X) is defined as
|||, = T (VTIT).
One important measure on the distance between two quantum states p,o € Dens(X) is the

trace distance, defined as

)<

1
dre(o, 7)< 2o~ ol

which equals the total variation distance between p and o if they are both classical. Similar
to the classical case, the trace distance of two quantum states is an upper bound on the

difference of their probabilities of obtaining the same measurement outcome [NCO02]:

dre(p, o) = | max Tr(Il(p—0)).

Also, trace distance is contractive under applying a general quantum circuits (a.k.a. TPCP

maps or quantum operations).

Proposition 5.2.1. Let p,o € Dens(X) and let C' be a general quantum circuits mapping

from Dens(X) to Dens(Y). Then we have

dre(C(p), Clo)) <dnlp, o).
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The operator norm of T € Lin(X) is

def
ITllop & sup{[|T[0}]l, : [v) € Ball(¥)} .

When T is Hermitian, the operator norm of T equals the magnitude of the largest eigenvalue

of T. Once we fix an orthonormal basis {|i)} of X', the maz norm of T' € Lin(X) is defined as

def
17| max = H%E}X |T”| )

where T;; = (i|T|j). We can connect ||T'||max to |T'||op by the following inequality.
[T]lop < dim () - [[T'][max - (5.1)

For operational interpretation of these norms, see [HJ12].

Quantum circuits. The evolution of a closed quantum system X is described by a unitary
operator U € Lin(X), i.e., an operator U satisfying UU' = U'U = 1. The quantum system
then evolves from state p € Dens(X) to UpUT € Dens(X). If p = [4) (3|, then UpUT = |¢) (4|
for |¢) = Uly) € Ball(X'). Herein we consider a multipartite system, where each subsystem
is a two-dimensional quantum system C? with an ordered computational basis {|0), [1)}. A
quantum state in Dens((CQ) is called a qubit (quantum bit), as opposed to a classical bit 0 or
1. Thus an m-qubit state space is C2” with a computational basis {|z) : z € {0,1}™}. Simple
unitary operators that act non-trivially on a constant number of qubits are called elementary
quantum gates. A set of elementary quantum gates is called universal if any unitary operator
can be approximated arbitrarily closely by a composition of gates from this set. We fix one
universal gate set for the remainder of this paper.

Let W =X ® A = C?" denote the work space of a quantum circuit C, which is an m-qubit
space that consists of both an /-qubit input space X = (CQZ, taking some quantum/classical
input p € Dens(X), and some m — ¢ ancilla qubits initialized as 7 € Dens(A). Usually, we
assume 7 = |0 4), meaning that the circuit has only classical nonuniform advice (corresponding
to gates and wires). Occasionally, we allow for quantum advice, where 7 could be an arbitrary

quantum state. A quantum circuit C is a sequence of elementary quantum gates from the
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universal gate set, followed by some measurements. (In general, measurements can be deferred
to the end of quantum circuits [NC02]). That is, C applies a unitary Uc = U1Us - - - U where
U; denotes the ith gate and s is the number of elementary quantum gates, and the performs
some measurements. We say the size of the quantum circuit C is ¢. The number of quantum

circuits of size t is tO),

Quantum distinguishers. In cryptography, we usually have a circuit with binary output
as a distinguisher between two random variables. Here we define the quantum analogue.
A quantum distinguisher is a quantum circuit with binary measurement outcome 0 or 1.
Without loss of generosity, we assume that we measure after applying a unitary Uc. That is,
we measure p' = Uc(p ® 7) Ug according to the POVM {Ily, IT; }, where 7 is the initial ancilla
state and II; = |i)(i| ® Lgm-1 € Meas(W). Thus

Pr[C outputs i on input p] =(p’, IL;)

where IT, = Tra (Ly ® 7)UL (i) (i] @ Tym-1)Uc).

Consequently, applying this quantum circuit is equivalent to applying a corresponding
POVM ({II{,, IT} } on the input space X as above. For our purpose, a quantum distinguishers
will be considered as binary POVMs on the space X. Since Iy 4+ 1I; = 1y, the POVM can be
fully determined by II;. Therefore, we can describe a quantum distinguisher by a measurement

operator I and vice versa. In particular, we say the corresponding measurement operator of

the distinguisher D : Dens(X) — {0, 1} is IT € Meas(X) if
Vp € Dens(X) , E[D(p)] = (I, p) .

One can easily generalize the binary output to larger domains. In that case, any quantum
circuit can still be effectively deemed as a general POVM with a large outcome set. We also

consider more general quantum circuits that output general quantum states. These circuits
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can be deemed as mappings from Dens(X) to Dens()), where X is the input space and )
is the output space. (In general, these mappings are called super-operators from Lin(X') to
Lin(}).) Similar to quantum distinguishers, a general quantum circuit C applies a unitary Uc
on the space W = X ® A consisting of an input and ancillas, and perform some measurements
on W. Then it outputs a state in space ) where W = Y ® B is the decomposition of the

space after applying Uc. We abuse the notation for convenience as
p— C(p) € Dens())

for input p € Dens(&X), so
C(p) = Trp(Uc (po 1) UE),
where 7 is the ancilla state.

Uniformity. A family of uniform quantum circuits {C,,}  _ is a set of circuits indexed by n
where the inputs length (measured in bit/qubit) of C,, is n, and there exists a polynomial time
classical algorithm A such that A(1") = C,,. BQP is a class of language £ for which there
exists a (family of) uniform quantum circuits {Cy}, .y with binary outputs such that for all

n € N and z € {0,1}", if z € £, then Pr[C,(z) = 1] > 2/3, Otherwise, Pr[C,(z) =1] < 1/3.

5.2.2 Information-theoretic notions

Definition 5.2.2 (Quantum min-entropy). Let p be a density operator on state space X .

Then min-entropy of p is defined as

1

def
Hmin(p) = Hmin(X)p = log

’
)\max

where Amax 15 the largest eigenvalue of p.

To define the conditional quantum min-entropy [RWO05], we first define the max-divergence
(a.k.a. max-relative entropy) between two quantum states. Max-divergence can be seen as a
distance between two quantum states, which measures, in log-scale, how much more likely an

event happens for one state than for the other.
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Definition 5.2.3 ((quantum) max-divergence). Let p and o be two density operators on a

space X. The max-relative entropy between two quantum states p and o is defined as
Dmax(p || o) def inf{)\ ER:p< 2’\0}.

Equivalently, quantum max-divergence can be defined in an operational way using binary

measurement.

Proposition 5.2.4. Let p and o be density operators on a state space X. Then

Dmax(p| o) = log(sup{ gg: gi Il e Meas()()})

Pr[D(p) =1
= log (sup{Pll:[[DEgH : D is a quantum distinguisher})

Proof. 1t suffices to show that for v > 0, v-0 > piff y-(II, o) > (I, p) for every II € Meas(X).

Ify-0—p=>0,then (I, y-0 — p) > 0, since (A, B) > 0 for A and B are positive
semidefinite and Hermitian (Let A = Y, \;|1;) (4], then (A, B) = 3", A (¢;| B|y;) > 0). On
the other hand, suppose (II, v -0 — p) > 0 for every II € Meas(X). For every |¢) € Ball(X),
taking IT = [¢)(¢)|, we have

([l -0 =p) = (¥|(r-o = p)|¥) > 0.

Thus v -0 — p > 0. The formulation in terms of quantum distinguishers D follows from the
fact that every distinguisher D has an associated measurement operator and conversely every

measurement operator can be approximated arbitrarily well by a distinguisher. O

The definition of quantum max-divergence agrees with the definition of classical max-

divergence definition when the two quantum states are equivalent to classical random variables.

Proposition 5.2.5. If p and o are mized quantum states corresponding to two discrete

classical random variables X, and X, respectively. Then

Pr(X, = z]

Dmax =1 5.1v _ 1"
(o H o) =log (zesri;%)((xp) Pr[X, = w])
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x] = pg, Pr[Xs = z] = ¢;. Then

Proof. By the assumption, we can write p = Y. p,|z)(z| and 0 = 3, ¢.|x) (x| for Pr[X, =
Pr[X

. Dz x
Dr(p o) =i {x: v pr < 200} = tog((may 2 ) =tos(_gmox Gt =71)

O]

Definition 5.2.6 (Conditional quantum min-entropy). Let p = pxy € Dens(X ® )) be a
density operator describing a bipartite quantum system (X,Y’). The min-entropy of system X

conditioned on system Y 1is defined as

Howin (X[Y), “ og(dim(X)) —  inf (y){DmaX (pxy || o3 & gy)} .

oy €Dens

Similar to the conditional von Newman entropy, the quantum min-entropy can be negative
as opposed to the classical cases [CA97]. In particular, when a bipartite state has entanglement,
the conditional min-entropy may be negative. For instance, let p € Dens(X ® ) where its

systems X and Y are maximally entangled, Hmin(X[Y), = —log dim(&X) [CA97, KRS09].

Proposition 5.2.7. If X and Y are discrete classical random variables, then

1
H . (X]Y) = = Hmin (XY
mln( ‘ )p IOg Zy Max, Pry mln( ’ )a

where Hmin is the definition of average min-entropy in the classical case (Definition 1.5.2).

Proof. Since X,Y are classical random variables, we abuse the notation X, Y to be the finite
spaces that X and Y are distributed over, respectively. Let Uy be the uniform distribution
over the set X. The following claim shows that it suffices to only consider diagonal density

operator oy for the infimum in Definition 5.2.6 when pxy is diagonal.

Claim 5.2.8. Let pxy and ox be diagonal density matrices

_nf o) Dimax (pXY H ox ® UY) = _inf o) Dmax (PXY H ox ® O’Y)
o ens o ens
! oy 7,Z diagonalized

Proof of Claim 5.2.8. Suppose oy € Dens()) satisfies that v-ox ® oy — pxy > 0, Let oy

be the diagonal matrix having the same diagonal entries as o,. Clearly, 0y, € Dens(}).
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v-0x @ oy — pxy is diagonal. Moreover, v-ox ® oy — pxy is positive semidefinite implies

the diagonal entries are non-negative. Thus, v-ox ® oy — pxy > 0. O

By Definition 5.2.6,

Hin (X V), = log(dim (X)) — L onf - Dinax (pxv H o3 9 oy )
o . _ . / .
= log(dim(X)) —  inf  Diax (X, Y H U, Y) (Claim 5.2.8)
. . Dzy
= log(dim(X)) — 1 f
og(dim()) Ogy«dié{.lovery{ 23 Pr|(Ux, Q) = (z ,y)}}
= —log inf {max w}
yQyzl Y Qy

= —log ( Z max pxy)
Yy

where ¢, = Pr[Y’ = y|. The last equality is by

maXg Py > Zy maXxgy Pry

max = = Z max pxy N
Y Qy Zy Qy Y z

with equality if and only if (max, pyy)/qy is constant. O

Another way to define min-entropy is through guessing probability. Here we only consider
the case that pxy is a cg-state: pxy = >, pa|z) (x| ® pj. € Dens(X ® V). Recall that a
quantum circuit with classical output can be seen as a POVM. The probability of guessing X

correctly given Y by a given quantum circuit C is

uess def
PE=(X]Y), = sz x> PY)

where {II, } is the effective POVM for C, demonstrating the guessing strategy. Accordingly,

the probability of guessing X correctly given Y is defined as

Pguess(X|Y)p — Sup Péuess(X|Y)p’
C

where the maximization is taken over arbitrary quantum circuits C of unbounded size. As

in the purely classical case [DORS08], the guessing probability captures the conditional
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min-entropy of X given Y:

Lemma 5.2.9 ([KRS09]). Suppose pxy is a cq-state on the space X @ Y. Then

1

Hmm(X|Y)p — log W .

5.3 Quantum Pseudoentropy

One of the first proposed notions of (classical) pseudoentropy is by Yao [Yao82], which
based on efficient compression. Then, Hastad, Impagliazzo, Levin, and Luby introduced
another class of pseudoentropies [HILL99] based on computational indistinguishability. We
call them HILL-type entropies. Also, there is another class of pseudoentropy notion called
metric-type entropy defined by Barak, Shaltiel, and Wigderson [BSWO03], which is also based
on computational indistinguishability. In this section, we extend those types of pseudoentropy
to quantum settings and study their properties. First, we define quantum (computational)

indistinguishability.

5.3.1 Quantum indistinguishability

Computational indistinguishability is a fundamental concept in computational complexity
and cryptography. It provides a relaxed way to describe the similarity of two random objects.
Informally, computational indistinguishability only requires that two random objects cannot
be distinguished by efficient algorithms/circuits. Two objects may be indistinguishable by
bounded algorithms even if they are statistically very far from each other (e.g., have very
different entropies).

We consider two variants of indistinguishability in the quantum setting, depending on
whether the ancilla bits are initialized to 0 (so the circuit can only have classical nonuniform
advice corresponding to the gates and wires) or whether the ancilla qubits can be initialized

to an arbitrary quantum state (corresponding to quantum advice).

Definition 5.3.1. Quantum states p and o on Dens(X') are (t,e)-quantum-indistinguishable
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if for all quantum distinguishers D of size t with ancilla qubits all initialized to |0)’s,
[Pr[D(p) = 1] = Pr[D(0) = 1]| <.

Moreover, we say that p is an (t,e)-quantum-pseudorandom state if p is (t,e)-quantum-

indistinguishable from the mazimally mized state on Dens(X).

Definition 5.3.2. Quantum states p and o on Dens(X) are (t,¢)-quantum™-indistinguishable

if for all quantum distinguishers D of size t with arbitrary ancilla qubits,
‘Pr[D(p) — 1] — Pr[D(0) = 1}] <e.

Moreover, we say that p is an (t,e)-quantum™-pseudorandom state if p is (t,€)-quantum™ -

indistinguishable from the mazimally mized state on Dens(X).
Now we give an asymptotic formulation of the above definitions.

Definition 5.3.3. Lett : N — N and ¢ : N — R be two functions. Let {pp}nen and {op }nen
be two quantum state ensembles where py, o, € Dens(C*"). We say {pn}nen and {op}nen
are (t(n),e(n))-quantum-indistinguishable (resp., (t(n),e(n))-quantum™-indistinguishable ),
if for every n € N, p, and oy, are (t(n),e(n))-quantum-indistinguishable (resp., (t(n),e(n))-
quantum™ -indistinguishable).

We say that p, and o, are quantum-indistinguishable (resp., quantum™-indistinguishable)
if they are (t(n),e(n))-quantum-indistinguishable (resp., (s(n),e(n))-quantum™-

indistinguishable) for some functions t(n) = n

5.3.2 Pseudo (min-)entropy

Similar to the definition of pseudorandomness as a computational analogue of the uniform
distribution, one can naturally generalize the concept of entropy in information theory to
computational notions of entropy. In the classical setting, the definition of HILL-type entropy
says that a random variable X has HILL (min-)entropy at least k if it is indistinguishable

from some random variable X’ with (min-)entropy at least k. Another natural definition of
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computational entropy is metric-type entropy which switches the quantifiers in the definition
of HILL-type entropy. That is, X has metric (min-)entropy at least k if for every efficient
distinguisher D, there exists a random variable X’ with (min-)entropy at least k such that X
and X' cannot be distinguished by the D.

Recall that one can equivalently define the conditional min-entropy using guessing proba-
bility (cf., Lemma 5.2.9). We can also get a relaxed notion by restricting the complexity of
guessing algorithms, and we call it guessing pseudoentropy.

Below, we formally define the quantum analogues of those relaxed notions.

Definition 5.3.4 (Conditional (relaxed-)HILL (min-)entropy). Let p = pxy be a bipartite
quantum state in Dens(X ® Y). We say X conditioned on Y has (t,¢)-relaxed-HILL (min-
Jentropy at least k (written “Hfﬁ.LL,min(X 1Y) p 2k ”) if there exists a bipartite quantum state

oxy € Dens(X ® Y) such that
1. Hain(X]Y), > k.
2. pxy and oxy are (t,e)-quantum-indistinguishable.

In addition, if Trx(pxy) = Trx(oxy), we say X conditioned on Y has (standard) HILL

(min-)entropy at lease k (written “Hﬁ’iL_min(X\Y)p > k7).

As in the classical case [HLR07], we do not require the reduced states py and oy being
equal in relaxed-HILL (min-)entropy. In the classical case, the relaxed HILL notion satisfies a
chain rule even when a prior knowledge is present, while for standard HILL (min-)entropy, a
counterexample exists (under a standard assumption) [KPWW16]. Also, in the classical case,
when the length of Y is O(logn), the two definitions are equivalent up to a poly(n) factor in
s. However, we do not know whether that is still the case if Y is a quantum state of O(logn)
qubits.

We now state the quantum analogues of metric entropy and guessing pseudoentropy.

Definition 5.3.5 (conditional (relaxed-)metric (min-)entropy). Let p = pxy be a bipartite

quantum state in Dens(X ® )). We say that X conditioned on'Y has (t,e)-relaxed-metric
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(min-)entropy at lease k (written “Hff,et,ic,min(X|Y)p > k7) if for every quantum distinguisher

D of size t, there exists a bipartite quantum state oxy € Dens(X ® )) such that
1. Hpin(X|Y), > k and
2. [E[D(pxv)] — E[D(oxy)]| <.

In addition, if Trx(pxy) = Trx(oxy), we say X conditioned on Y has (standard) metric

(min-)entropy at least k (written “Hﬁ,’ft,ic,min(X|Y)p > k7).

Definition 5.3.6 (guessing pseudoentropy (cq-state)). Let pxy = X ,cq0,13n Pul®) (7] @ p§ €
Dens(X ® V) be a cg-state. We say that X conditioned on'Y has (t,€)-quantum guessing
pseudoentropy at least k (written “H%E (X|Y)p > k7) if for every quantum circuit D of size

guess

t, PE(X|Y), <27F te.

HILL entropy v.s. metric entropy By definition, the metric (min-)entropy of the quan-
tum state is at least as large as its HILL (min-)entropy. In the classical case, it is known
that metric entropy implies HILL entropy [BSW03]. We will show the analogous implication
in the quantum setting in Section 5.3.4. As a useful intermediate step, we introduce the
quantum min-max theorem in Section 5.3.3 first, which is also an essential tool for proving

the Quantum Leakage Simulation Lemma (Theorem 5.5.1).

Guessing pseudoentropy v.s. HILL min-entropy As in the classical case, guessing

pseudoentropy implies HILL entropy.

Proposition 5.3.7. Let pxy = > ,cq0,1}» Pa|T) (2] ® py be a cg-state. If HtH’,ELL_min(X|Y)p >k
then HL OWe(X|Y) > k.

guess

Proof. Suppose for contradiction, there exists a quantum circuit A : Dens()) — {0,1}" of
size ¢ such that P*(X|Y), > 27% + c. Define A’ : Dens(X ® Y) — {0,1} to be a quantum
distinguisher A'(pxy) = 1 iff A(py) = X, then E[A (pxy)] > 27 + . Also, A’ can be

implemented by a size ¢t + O(n) circuit.
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For every oxy with Hmin(X|Y), > k, by Lemma 5.2.9, we know that P§*(X|Y), < 27,
which implies E[A'(pxy)] < 27*. Therefore, oxy and pxy are not (t + O(n), €)-quantum-

indistinguishable. That is, Hﬂtgg:‘)’a (X|Y) p <k O

Vadhan and Zheng showed that in the classical case, HILL entropy and guessing pseudoen-
tropy are equivalent when n is logarithmic in the security parameter [VZ12]. Also, when n = 1,
the equivalence between HILL entropy and guessing pseudoentropy implies Impagliazzo’s
Hardcore Theorem [Imp95] and vice versa. [Zhel3]

However, in the quantum case, we do not know whether these two definitions are equivalent.
All the proofs suffer the same barrier discussed in Section 5.7.2. Briefly speaking, a proof
cannot be extended to the quantum case if it relies on estimating the acceptance probability
of a given quantum state. Therefore, connections between guessing pseudoentropy and other

pseudoentropy notions remain as interesting open problems.

5.3.3 Quantum nonuniform min-max theorem

We begin with von Neumann’s Min-Max Theorem for zero-sum game with two players. Let the
strategy spaces of Player 1 and Player 2 be A4 and B, respectively, and the payoff function be
g: Ax B — [—1,1]. The theorem says that if for every mixed strategy A € Conv(.A), Player 2
can respond b € B so that the expected payoff E,. 4[g(a,b)] is at least p, then Player 2
has an universal mixed strategy B € Conv(B) that guarantees the same payoff regardless
of the strategy of Player 1. Namely, for all a € A, Ey.pglg(a,b)] > p. In many applications
in cryptography and complexity theory, (e.g., [Imp95, RTTV08, DP08, GW11, VZ12], the
strategy space A is taken to be a convex set of distributions over {0,1}". Also, those
applications require not only the existence of a universal mixed strategy B, but also with low
complexity (measured in support size). In such settings, the theorem is called Nonuniform
Min-maz Theorem [Zhel3] (contrary to the Uniform Min-Max Theorem where it further
requires an explicit construction of the universal mixed strategy B.). In this section, we
generalize the classical Nonuniform Min-max Theorem to the quantum setting where the

strategy space A becomes a set of quantum states.
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Theorem 5.3.8 (Quantum Non-uniform Min-Max Theorem). Consider a zero-sum game
between two players where the strategy space of Player 1 is a convex set A C Dens((Cd) and
the strategy space of Player 2 is B. For strategies a € A and b € B, the payoff to Player 2
is g(a,b) = (a, M (b)) where M : B — Meas(C?). Suppose that for every strategy a € A of
Player 1, there exists a pure strategy b € B such that g(a,b) > p. Then for every e € (0,1/2),
there exists a mized strategy B of Player 2 such that for every strategy a € A of Player 1,
E,, slg(a,b)] > p—c. Moreover, B is the uniform distribution over a multi-set S consisting

of at most

(log d — minge 4 Hsp (a))
) =

strategies in B.

Note that if we restrict Player 1’s strategies to be diagonal and set d = 2", then the above

theorem replicates the classical Non-uniform Min-max Theorem.

Proof. By von Newmann’s Min-max Theorem, there exists a distribution B on B such that
for all a € A, Epe {g(a, b)} > p. Therefore, it suffices to show that there exists a “small”

multi-set S = {b1,...,br} such that for all a € A,

T
B lo(a.b)] - E lo(ab)] = | B lo(e.b)] - 1Y glab)| <
=1

Observed by Skorski [Skol7], the above statement can be obtained from a generalization
error bounds in statistical learning theory. We particularly use the bound for Rademacher
complexity.

Recall the definitions of Rademacher complexity and the generalization error bound for it:

Definition 5.3.9 (Rademacher complexity ([BM02])). Let F be a class of functions from

W = R, and (wy,...,wr) € WL, The empirical Rademacher complexity of F is defined as

3 def
9{wl,...,wT (]: E E{?EETZ’W wj ] >

where the expectation is over y;’s, which are sampled from Rademacher distribution (uniformly
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over {1,—1}) independently.

Let W be a distribution on W. Then the Rademacher complexity of F is defined as
def 3
Rwr (F) B[Ry, wr (F)]

where the expectation is over w;’s sampled from W independently, and independent to ;’s.

Theorem 5.3.10 (generalization bounds via Rademacher complexity [BM02]). Let F be a
class of functions from W — [0,1] and W be a distribution on W. If wi,...,wp are drew

i.i.d. from W, then for every § € (0,1),

Pr |vieF, | E [f( )]—lszf( ) <% (;)+0< 10g(l/fs)) o1
wl,..‘I:wT L P 7 74 w T P wi)| = Nw,T T .
In particular, there exists wy, ..., wr € W such that

T

1
B [fw)] == 3 flw)

=1

VfeF,

S%I/V,T(]:)-FO(\/U*T).

Now we bound the Rademacher complexity of F by the following theorem:

Theorem 5.3.11. For d € N, let W = Meas(C%), A C Dens(C%), and F = {(-, p) : p € A}.

For every distribution W on W and T > logd — min,c 4 Hsp(p),

log d — min H

Taking W = M(B),T = O((logd — min,e 4 Hsn(p))/€?),6 = 0.5, and by Theorem 5.3.11

and Theorem 5.3.10, we have

T
P [w‘ e F, | B )] - 5 flw)| < 5]
we i=1
=, Pr_ [Va €A, bINEB[<a, M(b))] - ;;@, M(bi)>' <el>05

which implies there exists {b1,...,br} such that for all a € A

T

£ [9(a,b)] 5> gle.b)

b«B =1

<e.
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Proof of Theorem 5.3.11. 1t suffices to bound the empirical Rademacher complexity for every

wy, ..., wr € W:

{)\{wl,...,wT (F) = Z v f ] E {sup Tr(Hp)}

Y15 /YTLGJ:T VLT LpeA

where IT = £ YT ~.w;. Note that II depends on random variables 7;’s.
T 2.5=1"YjW;j g

By the non-negativity of KL-divergence, we have for every ¢ > 0,

P (v ity )

exp(tII
= Tr <plog(Tr(§;(ﬂ)I)))> < Tr(plogp)

=t - Tr(Ilp) < log(Tr(exp(tIl))) + Tr(plog p). (5.2)

By the Inequality (5.2), we have that for every ¢ > 0,

%w17_,,7wT (F) < %7 EWT lilelg{log( (exp(tH))) + Tr(plogp)}]
— % (717 - log Tr(exp(tH)))} - f,%iEHSh(p))
< % (10g<71,.1?w [Tr(exp(tﬂ))]) — gg}é\l HSh(p)> , (5.3)

where the last inequality is by Jensen inequality. Now we bound the term E., -, [Tr(exp(¢II))]

by Golden Thompson inequality:

Y ,-I?W [Tr (exp(tl_[))} Y 7E77T {Tr <exp (%71101) .- exp (;’YTU]T) ﬂ

=Tr <’IE [exp(%')’lwl)} . ’Iy[-?; [exp(;'yTwT)}> (5.4)

Then by Taylor expansion, we have for all i € [T

= i (;w)zj <lg- i (;>2j (5.5)

Jj=0 Jj=0

o0

> ()
j=0

By the fact that B > C implies Tr(AB) > Tr(AC) when A, B, C are positive definite matrices,

el (o) -

k3
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we can plug in Inequality (5.5) to Equation (5.4) to get

(
{0
(

exp(t/T) + exp(—t/T)\ "
4. (&P . p )
<d-(1+ t2/T2>T (5.6)
<d- (exp(tz/TQ))T =d-exp(13/T) (5.7)

for t/T € [0,1]. Finally, we put Inequality (5.7) back to Inequality (5.3), then have

1
R, op (F) < - (logd ~ min Hsp(p) + tQ/T) |
t pEA

Take t = \/(logd — min,e 4 Hsn(p))/T, we concludes the proof. O

5.3.4 Metric entropy implies HILL entropy

In the classical case, it is known that the HILL and metric pseudoentropies are interchangeable
up to some degradation in the size of distinguishers [BSW03]. With the equivalence, metric
entropy is a useful intermediate notion to obtain tighter security proof in a number of

cases (e.g., [DP08, FOR15]). Here we will show the equivalence in the quantum setting.
Theorem 5.3.12 ((relaxed-)HILL < (relaxed-)metric). Let pxy be a bipartite quantum

system in Dens(X®Y) and dim(X®Y) = d. Ifo;,ft,ic_min(X]Y)p >k (resp., H'S (X|Y), >

r-metric-min

k), then for every 6 > 0, we have Hﬂ,,ﬁ,_min(X]Y)p >k (resp., Hf_,}i,iL_min(X\Y)p > k), where
e=e+dandt' =t/O ((logd — k)/5?).

Proof. Consider the following zero-sum game between Player 1 and Player 2:

 The strategy space of Player 1 A = {oxy € Dens(X ® Y) : Hnin(X|Y), > k,0y = py }.

o The strategy space of Player 2 B is a set of all quantum distinguishers D : Dens(X®)) —

{0,1} of size at most t'.

o For the payoff function g : A x B — [0, 1], we first define the auxiliary mapping M. For

an input distinguisher D € B, let IIp be the corresponding measurement operator, and
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define

Then for oxy € A and D € B,
g(oxy,D) = (oxy, M(D)) = %(E[mpxyn +1-E[D(oxy)])-

Note that the strategy space A is convex. Also, since 0 < IIp < 14, we have 0 < M (D) < 1,
and so M (D) € Meas(X ® )). Therefore, the above game satisfies the requirements in
Theorem 5.3.8.

!

Now suppose for contradiction, let Hyp i (X|Y) p < k Then for all oxy € A, there exists

a quantum distinguisher D : Dens(X ® Y) — {0, 1} of size ¢’ such that
E[D(PXY)} - E[D<UXY)} > ¢,

namely, g(oxy,D) > (1+¢')/2. By Theorem 5.3.8, there exists a quantum circuit D of size

- O((logd — k) /&%) such that for all oxy with Hmin(X|Y), > F,
gloxy,D) > (1+¢€)/2—6/2.
That is,
E[B(pxy)] - E[B(UXY)] >e —§=¢,

which contradicts the assumption.
The proof for the case of H, i mn is identical except the requirement of oy = py in A is

removed. O

Remark 5.3.13. In the above discussion, we define the computational entropies and state
the theorems only respect to quantum distinguishers with classical advice. One can also
consider HILL /metric entropy respect to quantum distinguishers with quantum advice. The
transformation between metric and HILL entropy can be extended to this model. Indeed, in

the proof of Theorem 5.3.12, we only use the fact that distinguishers (strategies of Player 2)
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can be given as measurement operator and that taking a distribution over a small number of

such operators incurs a small blow-up in circuit size.

5.4 Computational Quantum Max-divergence

In this section, we consider computational analogues of max-divergence, a.k.a max-relative
entropy in the quantum setting. Recall that the max-divergence is a generalization of
min-entropy. That is, the max-divergence between a quantum state p € Dens(C?") and a
2"-dimensional maximally mixed state pgn" is exactly n minus the min-entropy of p. Similar
to min-entropy, we can also consider computational relaxations of max-divergence. Since
max-divergence involves between two states, there are more ways to define its computational
relaxations.

Classically, relations between some computational notions of relative min-entropies are
given by the Dense Model Theorem [RTTVO08]. In Section 5.4.2, we review the theorem
and prove a variation that establishes more connections among the various notions. For the

quantum case, we show in Section 5.4.3 that some computational notions are not equivalent,

which can be interpreted as saying that a “Quantum Dense Model Theorem” does not hold.

5.4.1 Definition

Following the idea of defining HILL-type entropy, there are already two ways to relax
max-divergence (Definition 5.2.3) to computational notions. First, we can say p has small
computational max-divergence with respect to o if there exists p’ that is indistinguishable
from p, but has small max-divergence with respect to o entropy. Alternatively, we can ask that
there exists ¢’ indistinguishable from o such that p has small max-divergence with respect to

o’.

Definition 5.4.1 (HILL-1 max-divergence). Let p and o be density operators of the same
system. We say DE’,‘ELL,l,max(p ||o) < X if there exists p' that is (t,e)-quantum-indistinguishable

from p and Dpax(p' || o) < A.
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Definition 5.4.2 (HILL-2 max-divergence). Let p and o be density operators of the same
system. We say DE’,ELL_Q_maX(p ||o) < X if there exists o’ that is (t,€)-quantum-indistinguishable

from o and Dmax(p || 0’) < .
By switching the quantifiers, we can also have two metric-type generalizations:

Definition 5.4.3 (metric-1 max-divergence). Let p and o be density operators of the same
system. We say Dﬁft,ic_l_max(p lo) < X if for all t-size quantum distinguishers A, there exists p

such that (i) Dmax(p' || o) < A, and (ii) |E[A(p)] — E[A(p)]| < e.

Definition 5.4.4 (metric-2 max-divergence). Let p and o be density operators of the same
system. We say Dﬁft,ic,}max(p lo) < X\ if for all t-size quantum distinguishers A, there exists o’

such that (i) Dmax(p || 0’) < A, and (i) |[E[A(0)] — E[A(0))]] < e.

Another approach is to directly compare the behavior of distinguisher on the states p and

o, by restricting the distinguishers in Proposition 5.2.4 to be small quantum circuits:

Definition 5.4.5 (pseudo max-divergence). Let p and o be density operators of the same

t,e

system. Then D lcwoma (0 || 0) < A if for all t-size quantum distinguishers A, we have Pr[A(p) =
1] <2)-Pr[A(o) = 1] +e.

Remark 5.4.6. When we restrict p,p’,0,0" to be classical discrete random variables, and
distinguishers to be classical, we get the definitions of computational relative min-entropy

notions in the classical case.

Taking o to be the maximally mixed states in Dﬂ’ﬁ_l_max(p | o) and Dﬁftric_l,max(p || o), recovers

our computational analogues of min-entropy.

Proposition 5.4.7. For s € N, € > 0, p € Dens(C%), and k € [logd], we have
1. Dttt | PP™) <logd — k if and only if Hiji n(p) > .
2. Divicama(p || PF™) < logd — k if and only if Hficrin(p) > k.

We also have the following relations:
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Proposition 5.4.8. For s € N, e,\ > 0, p € Dens(C?%), we have

1' DE’IaLL»l»max(p H U) S A = Dfr::tric-l»max(p H U) S )\ = Dt7€

pseudo-max

(pllo) <A
2. DY n(pllo) A =D s(pllo) <A =D (pllo) <\, wheree =2 -c.

pseudo-max

Proof. Suppose D' . (p|l o) > A. Let A be such that
Pr[A(p) =1] > 2*-Pr[A(o) = 1] +e.
Then for all p’ with Dpmax(p' || o) < A,

Pr[A(p) =1] > 2*-Pr[A(o) =1] +¢ > Pr[A(Y)) = 1] +¢,

which implies D,tn’ft,ic_l_max(p |lo) > A. On the other hand, for all ¢/ with Dpax(pl| o’) < A,

1 g
Pr[A(c") =1] > o5 Pr[A(p) =1] > Pr[A(0) =1] + 5
which implies D55/ (o || o) > . -

Similarly to Theorem 5.3.12, the HILL-type and metric-type relative min-entropies are

also interchangeable up to a small parameter loss.

Theorem 5.4.9. Let o and p be quantum states in Dens(X) where dim(X) = d. If
D)ri':::tric-l-max(p || O-) S )\ (TeSP-; Dfn’:tricQ—max(p || O’) S >\)} then D::Iii—l-max(p || O-) S )\ (Tesp-’

Dﬂ/ﬁ/_z_max(p o) < \), where ¢’ = 2¢ and t' =t - O(2?/logd).
Proof. Suppose for contradiction that Dﬁ/,ﬁ/_l_max(p |o) > X. That is for all p/ with
Dmax(p' || o) < A, there exists a distinguisher A of size ¢’ such that E[A(p)] — E[A(p))] > &'

We consider the following zero-sum game:
o The strategy space of Player 1 A = {p’ € Dens(X) : Dmax(p' || o) < A}.

o The strategy space of Player 2 B a set of all distinguishers A : Dens(X’) — {0, 1} of size

at most t'.
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o For the payoff function g : A x B — {0,1}, we first define the auxiliary mapping M. For
an input distinguisher A € B, let IIp be its corresponding measurement operator, and

define

MA) = o ((BIAG)] +1) - 14~ T1a).

Then for p' € A and A € B,
9, D) = (¢!, M(A)) = £ (BIA(p)] + 1 — E[A)).

Note that the strategy space A is convex. Also, since 0 < IIp < 14, we have 0 < M(A) <
14, and so M(A) € Meas(X). Therefore, the above game satisfies the requirements in
Theorem 5.3.8.

By the nonuniform Quantum Min-max Theorem (Theorem 5.3.8), there exists a universal

distinguisher A of size t = ' - O(log d) /2 such that for all p with Dmax (0 || o) < A,

t,e

By the definition of metric relative entropy, we get Dicvicims(2||0) > A, which yields a
contradiction.

Similarly for the type-2 notions, the strategy space of Player 1 becomes a convex set
A = {0’ = Dens(X) : Dmax(p | 0’) < A}, B remain the same, and for the payoff function,
we replace p, p' by 0,0, respectively. The conclusion for type-2 notions follows the same

argument. [

Because of this equivalence, in the rest of the section, we focus on the HILL-type and

pseudo notions.

5.4.2 Classical Dense Model Theorem

In the classical case, relations between HILL-1, HILL-2, and pseudo max-divergence are given
captured by the Dense Model Theorem [RTTV08, GT08] and variants. Specifically, the form

of the Dense Model Theorem by Reingold, Trevisan, Tulsiani, and Vadhan [RTTV08] says
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Dense Model Theorem

Proposition 5.4.8 ————— Strong Dense Model Theorem
ﬂpseudo

Lemma 5.4.14

Figure 5.4.1: Relationships between computational relative min-entropies in the classical setting

that HILL-2 max-divergence implies HILL-1 when the divergence is A = O(log k) where k
is the security parameter. The Strong Dense Model Theorem [MPRV09] says that pseudo
max-divergence implies HILL-1 max-divergence. Here we additionally show that HILL-1
max-divergence also implies HILL-2 max-divergence (Lemma 5.4.14). Therefore, all three

notions are equivalent in the classical setting. (See Figure 5.4.1 for their relationships)

Definition 5.4.10 (density (classical)). Let X and Y be distributions over X. For 0 < § < 1,

we say X is 0-dense in Y if

Vee X, Pr[X =z] <= Pr[Y =zl

Equivalently, Dmax (X | Y') < log(1/9).

Definition 5.4.11 (pseudo-density (classical)). Let X and Y be distributions over X. For

0<6<1, wesay X is (3, (t,¢€))-pseudo-dense in Y DLZ. . (X ||Y) < log(1/6).

pseudo-max

The statement of the Strong Dense Model Theorem is as follows.

Theorem 5.4.12 (Strong Dense Model Theorem [MPRV09]). For every t,n € N and
0 <ed <1, let X,Y be distributions over X such that X is (9, (t,))-pseudo-dense in
Y. Then there ewists a distribution X' over X such that X' is 0-dense in'Y, and X' is

(t', ') -indistinguishable from X where t' =t/ poly(1/e,log(1/0)) and ' = O(g/9).

Corollary 5.4.13. Foranyt,n e N, 0 <e <1 and A >0, let X,Y be two distributions over
X such that DY o (X | V) < A, then DYE Lo (X ||Y) < A where ¢ =t/ poly(1/e, \) and

e =0(-2").
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Note that the dependency on A in &’ is exponential. Therefore we usually limit A\ = log(k)
where & is the security parameter to maintain the negligibility of ¢'.
Here we observe that that HILL-1 max-divergence also implies HILL-2 max-divergence

without any parameter loss, which is also true in the quantum case:

Lemma 5.4.14. Let p,p',0 € Dens(X) such that p' is §-dense in o, and p' is (t,€)-quantum-
indistinguishable from p. That is, Dy, 1 vo(p || o) < log(1/8). Then there exists o' € Dens(X)
such that p is d-dense in o', and o' is (t,e)-quantum-indistinguishable from o. That is

Df—l,l‘ls_L-Z-max(p H O—) < log(]‘/é)

Proof. Define a state 7 = (0 — ¢ - p')/(1 — §). Since p’ is d-dense in o, 7 > 0, and so
7 € Dens(X). Let o/ =6 -p+ (1 —06) -7 € Dens(X). Clearly p < 30’. Also, o and o’ are

, € —quantum—ln 1stinguisnanle aue to equantum mdistinguisnapill etween an .
) indistinguishable due to th indistinguishability b pand p/. O

Therefore, by Theorem 5.4.12 (Strong Dense Model Theorem), Lemma 5.4.14, and Propo-
sition 5.4.8, all the three notions, pseudo, HILL-1 and HILL-2 max-divergence are equivalent

up to some parameter losses in the classical case.

5.4.3 Impossibility of Quantum Dense Model Theorem

In this section, we will show a separation between the Dy 1max and Dy omex max-divergence
for quantum states. More specifically, we show that there exist quantum states p and ¢ such
that Dyioma (P ]| 0) < 1 but Dy 1max(p || 0) is unbounded. To this end, we use the language

of density. We first generalize the notion of density for quantum states:

Definition 5.4.15 (density (quantum)). Let p and o be quantum states on Dens(X'). For

0<6<1, wesay p is 6-dense in o if p < %a. Equivalently, Dmax(p || o) < log(1/9).

Recall the Dense Model Theorem statement and what the counterexample should achieve
to show the non-existence of Quantum Dense Model Theorem. Suppose o and ¢’ are two
computationally indistinguishable quantum states and p is a quantum state that is é-dense in o”’.
That is Dyioma(p || o) < log(1/6). A Quantum Dense Model Theorem would imply that there

exists p’ that is §-dense in ¢ and indistinguishable from p. That is Dy 1me(p || o) < log(1/9).

133



However, we show that this is false by constructing p, o, and ¢’ such that for every p’ that is
d-dense in o, it can be distinguished from p. That is Dy 1ma(p ] o) = 0.

Our counterexample is based on the following two observations: 1) the only state that is
dense in a pure state is the pure state itself; 2) there exists a pure state that is pseudorandom.

We state the observations formally as follows.

Lemma 5.4.16. Let X ® Y be a bipartite quantum state space. Suppose o = |z)(x| ® oy €
Dens(X ®Y) where |z) € Ball(X) and oy € Dens()). For every 0 < § <1, a density operator

p that is 0-dense in o must be of the form |z)(z| ® py, where py is §-dense in oy .

Proof. Let oy = >, pilyi){y:| be the spectral decomposition of oy. Then o = |z)(z| ® oy =
> pilz, i) (z,y;|. Suppose for contradiction, the spectral decomposition of p € Dens(X ® )
is 3, qi|vi) (1| but for some j, ¢; > 0 and Try ([¢;) (1)) # |=)(z].

Let [v) = [45) — 32;(2, yilvh;) - |, yi) Then (v|z,y;) = 0 for all i, and since Try ([¢;) () #
|) (x|, |v) is non-zero and is not orthogonal to v;. Let |¢) = |v)/[||v)|| € Ball(X ® )). Then

(@lpld) = [{@l))]I* > 0, but (glold) = 32;(¢| |z, yi)(x,yil) |¢) = 0, which contradicts the

assumption that p < %0 for some ¢ > 0. O

Theorem 5.4.17 ([BMWO09, GFE09]). There is a constant ¢ > 0 such that for all t,m € N,
e > 0 such that m > c-log(t/¢), there exists a pure state p = |1b)(1)| € Dens(C?") on m qubits

that is (t, €)-quantum-pseudorandom.

Remark 5.4.18. In [BMW09, GFE09], they showed that a uniformly random pure state
p = |) (1| € Dens(C?") is (t, €)-quantum-indistinguishable with all but 2=*C™) probability.
We can show that sampling a pure state 1)) uniformly at random from {Zie{o,l}m a;li) -
a; € {i2*m/2}} is (t,e)-quantum-indistinguishable with all but 2-Q(2™) probability. See

Appendiz 5.7.1 for the formal statement and proof.
The following theorem says that a Quantum Dense Model Theorem does not exist.

Theorem 5.4.19. Fort,n € N,e,d € (0,1), and integers mi,ma > O(log(t/e)) with mi +
mo =n. Let X = C2™ Y = C?™. There exist quantum states p, o, o' € Dens(X ® Y) with

Huin(0) = ma, Hmin(0) = my such that
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1. p is §-dense in o’.
2. ¢’ and o are (t,e)-quantum-indistinguishable.
3. p and p' are not (O(n),e’)-quantum-indistinguishable where ¢ = 35 — 1 —¢.
Proof. Let d; = 2™ = dim(X) and dy = 22 = dim()). First, we have the following claim:

Claim 5.4.20. Let px € Dens(X) and oy € Dens()) be two quantum states that are (t,€)-
quantum pseudorandom. Then the quantum states (px ® pg;m), (pg‘lm ®oy) € Dens(X ® )

are (t — O(log(max{dy, dz})), 2¢) -quantum-indistinguishable.

Proof of Claim 5.4.20. Since it only takes O(m) ancilla qubits and O(m) many Hadamard
gates to prepare a 2™-dimensional maximally mixed state, px ® pJ" and pg™ ® pg"

m

are (s — O(log(d1)), ¢)-quantum-indistinguishable. ~Similarly, p7™ ® pa and pf™ ® p™

mm

are (s — O(log(dz)), e)-quantum-indistinguishable. Therefore, p1 ® p7™ and p™ ® py are

(s — O(log(max{di,d2})), 2¢)-quantum-indistinguishable from each other. O

By Theorem 5.4.17, there exists pure states ox € Dens(X) and o}, € Dens()) that both

are (t + O(log(did2)), €/2)-quantum-pseudorandom. Then by Claim 5.4.20,
c=ox®pp" and o =pf" @oy

are (t, €)-quantum-indistinguishable. Moreover, the min-entropies of o and ¢’ are logdy = mo

and logd; = my, respectively. Let

p= 2%(IOMO\ ® p3m,) @ o + (1 - 2%) (10)41] @ o) © o -

Then p is d-dense in ¢/. By Lemma 5.4.16, for every p’ that is d-dense in o, p’ must be of
the form ox ® p} for some pi € Dens()). Now we define a quantum distinguisher A whose

corresponding measurement operator is

II= |0><0| ® ]ld1/2 ® ]ldzv
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which essentially measures the first input qubit in the standard basis and output its complement.

Thus it can be implemented by a circuit of size O(logd; + logds) = O(n). Then

Pr[A(p) = 1] = (IT, p) = o

On the other hand,

Pr[A(p') = 1} =Pr [A(O‘X ® py) = 1}

Pr[A(ox @ pfm) = 1]

IN

1
PG © ") = 1] e = 5 +e.
Therefore, [PrA(p) = 1] = Pr(A(p)] = 1] > 5 — } — . =

Corollary 5.4.21. Givent € N,n > O(log(t/e)), and ¢ € (0,1/4), there exist quantum states

p,0 € Dens(C?") such that Df{,‘fL_Q_max(p lo) <1 but Dﬁﬁf)fmﬁf(p | o) = cc.

Summarily, in the quantum setting, HILL-1 max-divergence being small does imply HILL-2
max-divergence being small (Lemma 5.4.14, and then pseudo max-divergence being small
(Proposition 5.4.8. However, we show an counter example where HILL-2 max-divergence is

small, but HILL-2 max-divergence is unbounded.

Remark 5.4.22. The existence of a pseudorandom pure state (Theorem 5.4.17) only holds
when we consider quantum distinguishers without quantum advice. Otherwise, for a pure
state p, one can hardwire the same state as advice, allowing it to be distinguished from a
mazximally mized state by using a Swap Test. (See Appendiz 5.7.1 for more about pseudorandom
pure states against quantum distinguishers with quantum advice.) Therefore, the separation
between HILL-1 and HILL-2 type of computational relative entropies only holds when quantum

distinguishers do not have quantum advice.

5.5 Simulating Quantum Auxiliary Input

Let (X,Z) be a classical joint distribution over {0,1}" x {0,1}¢. The classical Leakage

Simulation Lemma asserts the existence of “low complexity” simulator function h: {0,1}" —
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{0,1}* such that (X, Z) and (X, h(X)) are indistinguishable by a family of distinguishers.

The Leakage Simulation Lemma implies many theorems in computational complexity
and cryptography. For cryptographic applications, Jetchev and Pietrzak [JP14] used the
lemma to give a simpler and quantitatively better proof for the leakage-resilient stream
cipher by Pietrzak [Pie09]. Chung, Lui, and Pass [CLP15] also apply the lemma to study
connections between various notions of Zero Knowledge. Moreover, the Leakage Simulation
Lemma can be used to deduce the technical lemma of Gentry and Wichs [GW11] (for
establishing lower bounds for succinct arguments), and the Leakage Chain Rule [JP14] for
relaxed-HILL pseudoentropy [HILL99, GW11, Reyl1]. For complexity theory, the Leakage
Simulation Lemma implies the Regularity Lemma [TTV09], thus also the Impagliazzo’s
Hardcore Lemma [Imp95] and the Dense Model Theorem [RTTV08].

Here we generalize the Leakage Simulation Lemma to the quantum setting where the

simulated system is quantum.

Theorem 5.5.1. Let pxz = > ,cq0,13» Pa|7) (2] ® p% € Dens(X ® Z) with dim(X) = 2" and
dim(Z) = d. For everyt € N and ¢ > 0, there exists a quantum circuit C : {0,1}" — Dens(Z)
of size t' = poly(t,n,d,1/e) such that the cg-state 3 cqo13n Pol2)(2| @ C(x) and pxz are

(t, €)-quantum-indistinguishable.

We will prove the theorem in Section 5.5.2. Before that, we introduce some basic lemmas
that will be used in the proof. In Section 5.5.3, we derive the Leakage Chain Rule for quantum

relaxed-HILL entropy as a corollary of the Quantum Leakage Simulation Lemma.

5.5.1 Basic Lemmas
Rademacher Complexity

Cheng, Hsieh, and Yeh showed the bound on the Rademacher complexity of quantum

measurements:

Theorem 5.5.2 ([CHY15, Theorem 4.2] (implicit)). For d € N, let W = Dens(C%), and

F ={{II, ) : I € Meas(C%)}. Then for every wi,...,wr € W, the empirical Rademacher
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complexity of F is i?{wl,._,ij (F)=0(/d/T).
It is straightforward to show the linear property of (empirical) Rademacher complexity:

Proposition 5.5.3. Given classes of functions Fi,...,Fn mapping from W to R, use
p1F1+ -+ pyFN to denote the class
N
{g WY SR g(wr,. .., wy) = ij - fi(w;) where f; € F; Vj € [N]}
j=1
Let W; = (wi1,...,wiN) € WH for all i € [T). If D?iwlyj,m,wm (Fj) <y for all j € [N],

then R,z (G) < SN pyrj, where G = p1Fy + -+ + pyFi.

Proof.

1 T

- N
= E sup = > Vi > pi- fj(wz‘,j)}
j=1

Y15 VT LVjE[N],f;€F; T =1

N | T
= E_ D p;j- sup TZ'Yifj(wi,j)}
=1

Y1y sVT L — fje]—' i=1

N R N
= ij 'mwj,17---7wj,T (]:J) < ijTj .
Jj=1 Jj=1

Tomography

In a quantum tomography problem, the goal is to learn the behavior or even a description
of a quantum circuit or quantum state. Our form of this will come up in the proof of the
Quantum Leakage Simulation Lemma (Theorem 5.5.1), where we would like to find a quantum
state that maximizes the acceptance probability of a given quantum distinguisher. This task
is formulated in Definition 5.5.9 below. Here we provide a solution with runtime poly (¢, d),
which suffices for our applications.

Our tomography algorithm also uses a solution to the QCKT-VALUE Problem (Defini-

tion 5.5.4) and the QCKT-TOMOGRAPHY Problem (Definition 5.5.7), described as follows.
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Definition 5.5.4 (QCKT-VALUE Problem). The QCKT-VALUE(t,e) problem is a computa-

tional problem defined as follows:

e Input: a description of a quantum distinguisher D with no input (only ancillas) of size t

with binary output {0,1}, and an error parameter 0 < e < 1.
o Task: output an estimate p of the probability p = Pr[D() = 1] such that |p —p| < €.

Lemma 5.5.5. There exists a uniform quantum algorithm A that solves QCKT-VALUE(t, €)

with probability at least 1 — v in time O(t - log(1/7)/€?)).

Proof. The algorithm independently runs the circuit D ¢ times (with fresh ancilla qubits each

time) and set p to be the fraction of times D outputs 1. By a Chernoff bound, we have

Prlp—p| >¢] < 9~ Ute?) <

for t = O(log(1/v)/€?). Each trial takes O(t) time. Therefore, the total running time is

O(t - log(1/7)/22). m

Remark 5.5.6. It is worth mentioning that by using a quantum speed-up (e.g., [Monl5]),
one can improve the dependence on 1/e quadratically, although this improvement is not crucial
for our purposes. On the other hand, there is a lower bound [HHJ' 16] saying a significant

improvement on the dependency on t is impossible.

Definition 5.5.7 (QCKT-TOMOGRAPHY Problem). The QCKT-TOMOGRAPHY(t,d, ) prob-

lem is a computational problem defined as follows:

o Input: a description of a quantum distinguisher D : Dens((Cd) — {0, 1} of size t, and an

error parameter 0 < e < 1.

o Task: let II be the corresponding quantum measurement of C. Qutput an explicit

description (as a d X d matriz) of a quantum measurement I such that |1 — ﬁHop <e.

Lemma 5.5.8. There exists a quantum algorithm running in time poly(t,d,1/e,1og(1/7v))

that solves QCKT-TOMOGRAPHY(t,d, e) Problem with probability at least 1 — . .
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Proof. The strategy is to estimate each entry of the matrix Il by feeding special input states
to circuit C and observing the statistics of the output bit (i.e., a tomography process for the
POVM II (e.g., [LFCT09))).

It only costs O(tlog s) time for a quantum algorithm to execute C once [Val76]. The total
running time then depends on the number of executions of C for the desired efficiency. To
that end, we will leverage the following set of special input states, which suffice to determine
the value of any positive semidefinite operator over the input space. Let {|1),---,|d)} be any

orthonormal basis in C?. Define the following set of density operators:

VYn=1,---.,d, Apn = |n)(n|, (5.8)
Vi<n<m<d, A7, =[Ynm){¥nml|¥nm) = %(W +|m)), (5.9)
Vl<n<m<d, A;’l,n?m = |Pnm) (Vnmls [Pnm) = %(|n> + Z’?TL)) (5.10)

Also let
ap n(IT) = Tr (A, ,1I)
0y (IT) = Tr (A7, 1)
ai® (IT) = Tr(A)S,10)
The collection of values ap () for n = 1,--- ,d, and ¢, (I) and o, (IT) for 1 <n < m < d

uniquely determines any positive semidefinite operator I1.7 It suffices to collect these o values
to within small error to approximate II. We will use Lemma 5.5.5 for this purpose. Overall,
by a union bound, with probability 1 — -, we can collect a set of & values that approximate

the original a values each within an additive error 1 in time d? - O (¢ - log(d/v)/n?) =

" Tt is not hard to see that a, ., (II) determines all the diagonal entries. Every off-diagonal entries (n,m) (or
re/im

its conjugate at (m,n)) is then determined by aun/m (II) together with the information about the diagonal
entree (n,n) and (m,m).
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poly(t,d,log(1/v),1/n). Namely, for all n, m, we have

’dn,n - O‘n,n(H)’ <n

ae,, —ake, () <p - (5-11)

a5 — i (D] <

n,m =

We can thus solve the following semidefinite program (SDP) to recover an approximate I1:

Goal: find a II

‘dn,n - O‘n,n(ﬁ)’ <,

Subject to: < |gre/im _ re/im(ﬁ)‘ <,

n,m An.m

0<I<1y,

By Equation 5.11, this SDP is feasible. We claim that any feasible solution Iis a good
approximate of II. Specifically, by Equation 5.11, the definition of the SDP and the triangle

inequality, we have

|G (IT) — Qi  (IT)| < 21

@5, () — g, (I < 27

|, (1) — g, (ID)] < 20
which implies [|TI — If|max < v/(27)2 + (27)2 = O(7). By Equation (5.1), we have

Hﬁ—n

<a |
op

= O(dn).

max
It then suffices to choose n = O(g/d). Overall, the above algorithm succeeds with probability

at least 1 — v and runs in poly(t,d, 1/e,log(1/7)) time. O

Once we know how to approximate the quantum effect matrix of a given quantum
distinguisher, we are ready to solve the our main tomography problem:
Definition 5.5.9 (QCKT-MAX-SAT Problem). The QCKT-MAX-SAT(¢,d,e) problem is a

computational problem defined as follows:
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e Input: a description of a quantum distinguisher D : Dens(C%) — {0,1} of size t, and an

error parameter 0 < e < 1.

o Task: output an explicit description (as a density matriz) of a quantum state p €

Dens(C?) such that D(p) > max, D(co) — .

Theorem 5.5.10. There exists a (uniform) quantum algorithm A that solves QCKT-MAX-SAT(¢, d, €)

with probably at least 1 — ~ in time poly(t,d,1/e,log(1/7)).

Proof. The proof follows from Lemma 5.5.8 and an application of a spectrum decomposition.
Specifically, let 1I be the corresponding quantum measurement of D. By Lemma 5.5.8, there
exists a quantum circuit of time complexity poly(¢,d, 1/¢,log(1/7)) and outputs a description

of I such that ||TT — H||op < /2 with probability 1 —~. That means for all 7 € Dens(C%),
(T, 7y = (I, )| < /2. (5.12)

We then run a spectrum decomposition on II and choose p = |¥) (1| to be the density operator
corresponding to the eigenvector |¢)) with the largest eigenvalue of II. This step can be done

in poly(d) given that dimension of II is d. Thus, we have
(I, p) > m;ix(ﬁ, o). (5.13)
By Equation (5.12), we have

<H,p> > <ﬁ,p>—€/2

mgxx(l'[, o)y —¢/2

v

v

mgx(l_[, o)y—¢e/2—¢/2

= mgx(l_[, o) —e.

The overall complexity is poly(¢,d, 1/¢,1og(1/v)), which completes the proof.
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5.5.2 Proof of Quantum Leakage Simulation Lemma

Theorem 5.5.1 (restatement). Let pxz = 3 cq01)n Po|2)(2| ® p% € Dens(X @ Z) with
dim(X) = 2" and dim(Z) = d. For every t € N and € > 0, there exists a quantum circuit C :
10,1} — Dens(Z2) of sizet’ = poly(t,n,d, 1/€) such that the cq-state 3=, 1o 13n Px|7) (2| @ C(2)

and pxz are (t,e)-quantum-indistinguishable.

Proof. Suppose for contradiction that for all size ¢’ quantum circuits C : {0,1}" — Dens(C9),

there exists a quantum distinguisher on the space Dens(C2?") x Dens(C?) of size ¢ such that

E[D(pxz)} — E{D(Zajpﬂx)(ﬂ ® C(x))} >e. (5.14)

We can characterize a quantum distinguisher D by a set of measurement operators {II, } ¢ {0,1}7
by letting the corresponding measurement operator of D(z, -) be II,.

Then Equation (5.14) can be written as

S pallle, p%) = po(lly, C(z)) > e

First, we extend the above statement about circuits C of bounded size to distributions of

circuits C of bounded size via the following claim.

Claim 5.5.11. For every distribution C over size t" quantum circuit with t" = t'/O(d/<?),

there exists a distinguisher D of size t such that

pr<Hac ) pqé> -

where Il is the measurement operator of D(z,-).

E [, (e, C@)] > ¢/2,
C+—C

Proof of Claim 5.5.11. Suppose for contradiction, there is a distribution C over size ¢ circuit

such that for all distinguisher D of size t,

Zpa:<H:r ) p%> -

As in the proof of Theorem 5.3.8, we will use the generalization bound of Rademacher

E (2 pa(lle, C(@))] < /2. (5.15)

complexity (5.3.10) to argue the existence of a low complexity circuit C that approximates C.
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Define g,y : (Dens((Cd))2 — [0,1] to be gy, ({p” }) Z pe(Iz, p*). Let G; contains
the set of functions g1, where {Il,} is the corresponding set of measurement operator of
some D on {0,1}" x Dens(C%) of size < t, and W = (Dens((Cd)) By Theorem 5.5.2 and

Lemma 5.5.3, we know that for every wy...wp € W,

%w17...7wT (goo) = §{w1, W Zx Pz F pr : d/T (\/ d/T)7

where F = {(IT, -) : TT € Meas(C%)}

Thus, for every distribution W on W, we have Ry (Goo) = O(1/d/T). In particular,
letting W = C(x), and by the monotonicity of Rademacher complexity, we have Re() 7 (Gs) =
O(\/d/T). Applying Theorem 5.3.10, there exist circuits Cy,..., Cr of size at most ¢’ such
that

<e/2

LSl ) - B [;Mnx, Ca))

i=1 x

for some T' = O(d/e?). Let C be the quantum circuits that choose uniformly at random from

Ci,...,Cp to run. Then the circuit size of C is ¢/ - O(d/e?) = ¢/, and

S &) - rlsz@[x,c >“<a/2

which together with 5.15 contradicts our assumption above that every circuit C of size ¢’ has

a distinguisher D of size t such that Equation 5.14 holds. 0

Once we have Claim 5.5.11, we apply the Nonuniform Quantum Min-Max Theorem

(Theorem 5.3.8) to the following game:

o The strategy space A of Player 1 is the convex hull of

{cq—states > Pl (x| @ C(x ‘ C: {0,1}" — Dens(C%) of size t”}

o The strategy space B of Player 2 is the set of all distinguishers of size at most t.

o For the payoff function g : A x B — [0, 1], we first define the mapping M to be
1
M(D) = 5 ((ED(px2)] +1) - Lasz — o).
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where Ilp is the corresponding measurement operator of D. Then for oxz € A and
DebB,
1
9(0x2,0) = (M(D), pxz) = 5 (E[D(px2)] + 1 - E[D(0x2)])

Claim 5.5.11 tells us that for all oxz € A, there exists D € B such that g(oxz,D) >
(1+¢/2)/2. By the Nonuniform Quantum Min-Max Theorem, we deduce that there exists
a quantum distinguisher D of size 5 =1-0 (é(n + log d)) such that for all oxz € A,
g(oxz,D) > (1 +¢/2)/2 — £/8. That is, for all quantum circuit C : {0,1}" — Dens(C%) of
size t”,

~

E[D(pxz)| — E[D(Z, pele)(@| ® C(a))] > /8. (5.16)

Writing the corresponding measurement operator of D(z, -) as II, for € {0,1}", we have
E{D(pXZ)] = Z p:r:<Hxa ,0%>
z€{0,1}"

Now, define the quantum circuit C : {0,1}" — Dens(CY) as follows on input = € {0, 1}".

1. Apply Lemma 5.5.10 to solve the (tﬁ’ d,£/32)-QCKT-MAX-SAT Problem (Defini-
tion 5.5.9) with the quantum circuit D(z, -). Therefore, there exists an algorithm with
running time poly(ta, d,1/e) outputting the description (in density matrix) of o, such
that with probability at least 1 —e/32,

9

(e, ) > max (I, p) [2] — 1.

2. Construct and output the quantum state o, based on the its density matrix description,

which can be done by a circuit of size poly(d) [SBMO05].

The total running time of C is poly(¢,n,d, 1/¢). Suppose the running time of C is at most ¢”,

we have

E[D(Sopele)al @ C@)] = >0 pu(Tle, o)
ze{0,1}"
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€ €
(1—) Z prmax(Il;, p —)
) (5 o) -
€ ~ €
>(1- — E|D(p" - —
o ( 32) <ﬂz(ﬂggzrglfﬁz(ﬁxz) [ (pXZ)} 32)
E

> [5(PXZ)] - 16*6,

which contradicts Equation (5.16). O

5.5.3 Leakage Chain Rule

The Leakage Chain Rule for (classical) relaxed-HILL entropy have number of applications in
cryptography such as leakage-resilient cryptography [DP08], memory delegation [CKLR11],
and deterministic encryption [FOR15]. In this section, we will prove the leakage chain rule
for quantum relaxed-HILL pseudoentropy with quantum leakage.

First, we recall the generic statement of the leakage chain rule [DP08]. Let (X,Y, Z) be a
joint distribution (which will be a quantum state pxyz in the quantum setting) where X,
Y and Z are viewed as a source, prior knowledge, and leakage, respectively. The leakage
chain rule says that, if the entropy of X conditioned on Y is at least k, then the entropy
of X conditioned on both Y and Z retains at least k — len(Z), where len(Z7) is the length

(measured in bit/qubit) of Z. That is
H(X|YZ) > H(X|Y) —len(Z).

In the asymptotic setting, we will focus on the case that len(Z) = O(log k) and the length of
len(X) and len(Y') could be poly(x), where & is the security parameter.
The Leakage Chain Rule holds for quantum min-entropy when Z is separable from XY,

which is a necessary step in our proof of the Leakage Chain Rule for computational notions.

Theorem 5.5.12 ([WTHRI11, Lemma 13)). Let p = pxyz = > PkP%y @ p% be a separable

state on the space X ® Y ® Z. Then

Himin(X[YZ),, > Hmin (XY, — len(Z) .
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Remark 5.5.13. In the general case — System XY may not be separable from Z, [WTHR11]
also showed that Hmin(X|Y' Z),, > Hmin(X[Y'), — 2|Z|. Furthermore, the equality holds if and

only if pxz are maximally entangled.

For pseudoentropies, it is known that the Leakage Chain Rule holds for classical relaxed-
HILL min-entropy [DP08, RTTV08, GW11]. When there is no prior knowledge Y and Z is
short (logarithmic in the security parameter), classical HILL pseudoentropy and classical
relaxed-HILL pseudoentropy are equivalent. Thus the Leakage Chain Rule holds for classical
HILL pseudoentropy also holds when there is no prior knowledge Y. However, if prior
information Y is allowed, Krenn et al. [KPWW16] showed that the leakage lemma is unlikely
to hold for standard HILL pseudoentropy. Specifically, assuming the existence of a perfectly
binding commitment scheme, they constructed a joint distribution (X,Y, Z), where Z is a
single random bit, such that Hy mio(X|Y) > n, but Hym (XY, Z) < 1. Therefore, we
aim to prove a quantum leakage chain rule for relaxed-HILL pseudoentropy. In particular,

we consider the case that only the leakage is quantum, namely the joint quantum state
PXYZ = Dy Paylry) (zy| @ py is a ceq-state.

Theorem 5.5.14. Given n,m,(,t' € N and ¢ > 0, let pxvz = X (5 y)c(o1}ntm PaylTy) (TY| @
p € Dens(X¥ ® Y ® Z) be a ccg-state with dim(X) = 2",dim(Y) = 2™, and
dim(Z) = 2t If Hf}ﬁlLL,min(X\Y)p > k, then we have Hf,/,fLL,min(X]YZ)p > k — { where

t' = (t/ poly(n,m,2¢, 1/5))0(1) and &' = 2¢.
We use the following lemma as an intermediate step to derive the Leakage Chain Rule.

Lemma 5.5.15 (quantum generalization of [GW11, Lemma 3.2]). Given n,{,t € N and
e>0, let pxz = Y gc(o1yn PxlT) (2| @ p% € Dens(X ® Z) be a cg-state with dim(X) = 2" and
dim(Z) = 2¢. For every X' that is (t,¢)-quantum-indistinguishable from X, there exists a

quantum circuit C of size at most s/2 such that the cq-state

oxizr= Y, qlr)lz|®C(z) and PXZ
z€{0,1}"

are (t',€')-quantum-indistinguishable where q, = Pr[X' = 2], ' = (t/ poly(n, 2¢, 1/5))0(1),
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and ' = 2e.

Proof. By Theorem 5.5.1, there exists a circuit €' : {0,1}" — Dens(C?') with size
s/2 = poly(t',n, 2, 1/¢) such that pxz = Ypeqo1yn Pole) (2|®p% and e qo13n polo) (2] @C(2)
are (t', e)-quantum-indistinguishable. Since X and X’ are (¢, ¢)-quantum-indistinguishable,
Yrefoayr Pelz)(z| ® C(z) and oxz = Yieqoayn Gol®)(z| @ C(z) are (£/2,¢)-quantum-
indistinguishable. By the transitivity of indistinguishability, px/z and oxz are (t',e’)-

quantum-indistinguishable. d

Once we have Lemma 5.5.15, we can derive the chain rule for quantum relaxed HILL pseu-

doentropy from the chain rule for quantum min-entropy of separable states (Theorem 5.5.12).

Proof of Theorem 5.5.14. Hf}§|LL,min(X|Y) > k implies there exists a joint distribution

(X',Y") such that (X,Y) and (X',Y”) are (¢, ¢)-indistinguishable and Huin (X'|Y’) > k. By

Lemma 5.5.15, there exists an /-qubit quantum circuit C : {0,1}"*™ — Dens(C?) such that

pxvz= Y. pyley)eyl@py and oxviz = Y quylry)(ey| @ C(z,y),
(zy)€{0,1}m+m (zy)€{0,1}ntm

where ¢,y = Pr[X’ = 2,Y’ = y] are (¢, ¢')-indistinguishable for some ¢’ = (¢/ poly(n, 2¢, 1/5))0(1)

and & = 2e. By the chain rule for quantum min-entropy of separable states (Theorem 5.5.12),

Huin(X'|Y"Z"),, > k — £, which implies H. iy o (XY Z), > k — L. 0

r-

We have proved the quantum leakage chain rule for ccq-states. However, due to some
barriers that we will mention in Appendix 5.7.2, our proof techniques do not extend to the

case of open for the cqq-states (where the prior knowledge Y is also quantum).

Open Problem 5.5.16. Let pxyz = Y ,cq0,13n Po|2)(2] ® py; € Dens(X ® Y @ Z) be a
cqq-state with dim(X) = 27, dim()) = 2, and dim(Z2) = 2¢ If Hf}ﬁlLL_min(X\Y)p >k, can we
show that Hf,l,ﬁL,min(XWZ)p >k —{ for some t' = (t/ poly(n,m,2¢, 1/5))0(1) and e = 0(e)?

Additionally, we do not know whether quantum HILL and relaxed-HILL entropies are
equivalent, even for the case that Z is a single qubit. Thus our result does not imply a chain

rule for quantum HILL entropies without prior knowledge.
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Open Problem 5.5.17. Let pxz € Dens(XY® Z) be a cg-state with dim(X) = 2",dim(Z2) =1
Ifo_’ﬁ,LL_min(X|Z)p > k, can we show that HtH/,fL/_min(X|Z)p > k for somet’ = (t/poly(n, 1/5))0(1)
and ' = O(e)?

5.6 Application to Quantum Leakage-Resilient Cryptography

Classically, the Leakage Simulation Lemma and the Leakage Chain Rule have important
applications in Leakage-Resilient Cryptography, which aims to construct secure cryptographic
protocols even if side information about the honest parties’ secrets leak to an adversary. For
instance, the security of a leakage-resilient stream cipher based on a weak pseudorandom
function (weak PRF) was proved using the classical Leakage Simulation Lemma [Pie09, JP14],
and the security of the construction based on a pseudorandom generator (PRG) was proved
by the classical Leakage Chain Rule [DP0S].

Here, we use our Quantum Leakage Simulation Lemma to obtain a stream cipher that is
secure against quantum adversary that can get quantum leakage as well as classical leakage,
provided that the adversary has bounded quantum storage. (The classical storage of the
adversary is unbounded.) The construction is the same as in [DP08] but instantiated with
a PRG secure against quantum adversaries with quantum advice. Our proof follows the
framework in [JP14], but with certain necessary modifications to make the proof go through

in the quantum setting.

5.6.1 Quantum leakage-resilient stream-cipher

In this section, we generalize the leakage-resilient stream cipher defined in [DP08] to capture
quantum leakage in the bounded-quantum-storage model. A stream cipher is given by a
function SC : {0,1}™ — {0,1}™ x {0, 1}". Initially, the internal s(%) <~ {0,1}™. In the i-th
round, (s, x®) = SC(s"~V) is computed. When we iteratively apply the function SC, the
internal state evolves and generates the output X W, xX@ ... Ina quantum leakage-resilient
stream cipher, we consider adversaries with quantum power that also learn some bounded-

length quantum leakage A about the internal state s~" that was used for generating (.
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More precisely, we assume the leakage A" only depends on the part that was used for evaluating
SC(s%V). That is, if we write s~ as (s\ 1), s 1. ), such that SC(s¢") is independent

active> Sinactive
to si-b.  then A = A (s,cive) (following the “only computation leaks” model [MRO04]).
Informally, a quantum leakage-resilient stream cipher SC is secure within ¢ rounds, if for all
i€q], X () is pseudorandom conditioned on the previous output X, ..., X1 and the
leakage states AV (S¢=1).

In this paper, we study the quantum leakage-resilient stream cipher in the bounded-
quantum-storage model [DFSS08, KT08, WWO08]|, where an adversary’s quantum memory size
is bounded. In this model, an adversary is more restricted. For example, as the number of
rounds increases, it cannot store all quantum leakages in the memory. Instead, it has to
convert some of them to classical bits by measurement in order to get more quantum leakage.

For simplicity, in the below formal security definition, we assume the leakage occupies the

whole quantum memory.

Security definition. Let SC: {0,1}" — {0,1}™ x {0,1}" be a quantum leakage-resilient
stream cipher, and A be an adversary whose memory is a cq-state pyz = >, pyly) (y| ® p €
Dens(Y ® Z) with dim())) = 2 and dim(Z) = 2°. The adversary A is defined by a quantum
leakage circuit A <— {0, 1} *™ — Dens ((CQZ), and a quantum circuit Ca : Dens(XY@Y® 2) —
{0,1}™A of size t where dim(X) = 2".

We define a security game G{ in the bounded-quantum-storage model as described in
Game 5.6.1. We also define the game G4, which is identical to the game G{, except that in
Step 2(c) of g-th round, 29 is resampled from U,, instead of produced by SC.

We use A(G) to denote the output of the adversary A in a game G, where G depends
on SC and A depends on La and Cp implicitly. The security of a quantum leakage-resilient

stream cipher is defined as follows.

Definition 5.6.1. A quantum leakage-resilient stream cipher SC : {0,1}"™ — {0,1}™ x {0, 1}"
is (t,e,q,¢)-secure in the bounded-quantum-storage model if for every quantum adversary A

of size t with an (-qubit memory and every ¢ € [q], G and ég are e-indistinguishable by A.
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Game 5.6.1: G{

1. Tnitially, s© < U,,, and the memory state of the adversary A is p{’, =
Sy 0yl @ .

2. Fori=1,...,q, in the i-th round,

(a) The stream cipher computes (s®,z®) = SC(s""Y) € {0,1}" x {0,1}"™.

(b) If i < g, the adversary learns the leakage of s';). via La. That is, the
memory state becomes

oz = Sl @ A skl )
Y

where pjj =" = Pr[Y =" = y]

(¢) The adversary sees .x“). Its classical memory state becomes p&ﬁ)z =
CA(’x(1)><l-(l)| ® PYZ(Z_1/2)>-

3. The adversary outputs the first bit of 3.

Namely
PrA(GE) = 1] - Pr{A(G]) =1]| <e.

5.6.2 Construction

The construction follows the one in [DP08], but here we require the extractors and the

pseudorandom generators in the construction to be secure against quantum adversaries.

Concretely, first, we define a function f : {0, 1}**" — {0, 1}*+7" which serves as a building

block of the construction:

f(k,z) = Prg(Ext(k,z),x),

where Ext : {0, 1}*+" — {0,1}™ is a quantum-proof strong randomness extractor (e.g., Tre-

visan’s extractor [Tre99, DPVR12]) and Prg: {0,1}™ — {0, 1}¥*" is a pseudorandom genera-

tor secure against quantum adversary with quantum advice. The existence of quantum-secure

PRGs is known to follow from the quantum-hardness of lattice problems (e.g., learning with

rounding [BPR12]). Formally,
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Definition 5.6.2 (Quantum-proof strong randomness extractor). We say Ext : {0,1}¢t7 —
{0,1}™ is a (kgxt, €Ext)-quantum-proof extractor if for all cq-states prz = Y p pr|k) (k| @ pb
in the state space X @ Z with Hmin(K|Z), > ke where dim(K) = 2", then we have that the
trace distance between two ccq-state

> pe- 27" |Ext(k, ) ) ( Ext(k,2)| @ |2)(a| @ ol and  pP" @ P @ ps

k,x

1S at MOoSt Epyt.

Theorem 5.6.3 ([DPVRI12]). There exists a (kex,€ext)-quantum-proof extractor

Ext : {0, 1}+7 — {0,1}™ with complexity poly(k) where m = kg, — 4log(1/eg) — O(1).

Definition 5.6.4. We say Prg: {0,1}™ — {0,1}" is an (tprg, €prg)-quantum™-secure pseu-

dorandom generator if for all quantum distinguishers D of size tpg with quantum advice,
|Pr[D(Prg(Un)) = 1] = Pr[D(U,) = 1]| < eprg.
Combining the extractor and the pseudorandom generator, we have the following claim
for our building block f.

Claim 5.6.5. Let Ext : {0, 1}*t" — {0,1}™ be a (kgx, €Ext)-quantum-proof extractor, and

Prg: {0, 1} — {0, 1}**" be an (tprg, eprg)-quantum-+-secure pseudorandom generator. The

def

the function f : {0, 1}*+7 — {0, 1}*+" defined as f(K, X) = Prg(Ext(K, X), X) satisfies the

follows. If a cg-state pxz € K @ Z satisfies Hmin(K|Z), > kext, then

> pe- 27 f(k @) f(k,x)| @ ol and PP @ PR @ py
k,x
are (tprg, EExt + Eprg) -quantum™ -indistinguishable.

Proof. For every quantum distinguisher D (with quantum advice) of size at most tpyg,

Pr [D (kZpk : 2‘”‘f(k:, ) )(f(k, x)] ® p’§> = 1] —Pr [D (p,'gm ®pE" @ ,Oz> = 1]

Pr [D <Zpk : 27”‘Prg(Ext(k,m),x)>< Prg(Ext(k:,:c),x)‘ ® ,0]%) = 1]
k.x
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~Pr [D (om0 3" @ p2) = 1] ’

<|Pr

D(Z 27 27”‘Prg(y, a:)>< Prg(y, x)‘ ® p%) = 1]

—Pr lD (p,’?;m ®pr" ® pz) = 11 + EExt

< EPrg + €Ext-

The first inequality is because the trace distance between Yy . py - 27" |Ext(k, z))( Ext(k,z)|
and p™ is at most g, and Proposition 5.2.1. The second inequality is due to the property
of the quantum-secure pseudorandom generator in Definition 5.6.4. The system Z part can

be seen as a quantum advice. ]

Based on f, we define the stream cipher SC as follows. Suppose the internal state right
before the i-th round be stV = (/chl),w(i*l), ké’;l)). In the i-th round, the state becomes

s = (k2,2 k), where

(KO, 20) = F(CD, 20-0) | k& = k{Y i i is odd;

(kéi),x(i)) _ f(kéifwjx(ifl)) , kY = kY if g s even.

We repeat () in the internal state s to make the definition consistent with the definition
of stream cipher previously. Note only one of kY’ and k(" is used when calculating (s@,z®)
from sV, so

" (kg),2®) if i is odd
active —

(k,2®) if i is even
5.6.3 Security

The security game for the above construction in Section 5.6.2 is described in Security
Game 5.6.2. We also include the steps (marked with tildes) that will be used by hybrid games
to prove the security in the description. The whole system can be described by a ccceq-state

p in the state space K, @ X ® Kr ® VY ® Z where YV ® Z is the memory of an adversary.
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Games 5.6.2
1. Initially, let & < Uk 2© & U, and kY & Uy. The adversary initialize its
memory as pyy = >, PV |y) (y| @ py( " Thus, p©@ = pRMy . @ piy
2. Forz'zl—)q—l
(Below we state for the case i being odd. Swap all ’s and r’s if 4 is even.)
(a) SC computes k", 2 and the adversary learns the leakage via La:

(i—1/2) __ (i—1)
p - Z Pl zkry
kL, kr,y

ke, @), ks ) Fk, @), b,y @ Ak, )

(3) SC computes k", z® and adversary’s quantum memory is simulated by
C: {0, 1}nFk+ma _ Dens(Z) of size tc = poly(t,tsc,e, q,2%):

(i-1/2) _ (i-1)
P - Z P xkgy
kL,I,kR,y

f(kLv 'T)a kRa y>< f(k;L) 33), kR) y‘ ® C (f(kLa $), y) ’

(i—1/2) (i—1/2)
s.t. pr xyz and “pg yyy in Step (a)

indistinguishable. (by Theorem 5.5.1)
(2) f in Step () is replaced by resampling from uniformly random strings:

9

are (t + tsc,e/4q)-quantum-

(z 1/2) _ Z 9~ (k+n) ?(J‘fl)

kL,x,kRr,y

ke, x, kg, y><kL, z, k:R,y‘ ® C(ky,x,y),

(b) z is revealed, the adversary’s memory is updated by C:

i : (i—1/2)
P = D0 Dkl b ke (k| @ Cal)(a] @ g™ ).
kL,x,kR
3 (K@, 2@) = £k, 2@ ) if ¢ is odd. (replace U's by &’s if ¢ is even)
3 Resample z@ & {0,1}"
4 The adversary outputs the first bit of CA(‘@ (z| ® p(q 1))'

Theorem 5.6.6. Let cgy = eprg = £/4q. There exists tpyg = poly(t, 2¢.1/e,q,n, k) such that
if Prg : {0,1}™ — {0,1}**" is an (tprg, eprg)-quantum™ -pseudorandom generator and Ext :
{0, 13847 — 0,1} is an (cgx, k — £)-quantum-proof extractor, then the above construction

for SC is a (t,e,q,0)-secure quantum leakage-resilient stream cipher.

Proof. Let tpyg = t + tsc + tc where tsc is the circuit size of the g-round stream cipher
and tc = poly(t,tsc,n, k, 2%, q,1/¢) is the circuit size of a “leakage simulator”, which will be
defined later.

We define following hybrid games (refer Game 5.6.2).
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o For i € {0} Ug— 1], Game GY executes Step 2(a) in the first i rounds, Step 2(a)

afterward.

e Forie [¢— 1], Game Gg—1/2 executes Step 2(a) in the first i — 1 rounds, the Step 2(a)

in the i-th round, and Step 2 afterward.
e Foric {0}Ulqg— 1], Game G? is identical to GY, except it executes Step 3 instead.

o Fori € [¢—1], Game 63_1/2 is identical to Gg_l/z, except in the ¢ round, it runs Step (3)

instead.

The goal is to show that for all adversary A of size t, |E[A(GY)] — E[A(GY)]] < e. We

consider a sequence of games G{, G?/Q, o GE, ég_l, G ., G{ and argue that every

37171 J20
neighboring games are indistinguishable.

Intuitively, the game GY_, /o and G? (similarly for C:‘g_l /o and GY?) are indistinguishable
since the output f is pseudorandom if the states k. (or kg) has high HILL min-entropy from
the adversary’s view. For the game GY ; and Gg_l /2 (similarly for 63—1 and 63—1 /2), they

are indistinguishable due to the Quantum Leakage Simulation Lemma. The argument is

formalized by the following two claims.

Claim 5.6.7. For every i € [q — 1] and every adversary A of size t, we have
EIAGL )] ~EIAGL, ,)]| < —  and  [BAGL )]~ E[AGL, ,)]| <

Claim 5.6.8. For every i € [q — 1] and every adversary A of size t, we have

EIAGL, )] - EAGH] < o and  [EIAGL, )] - EIAGH] < -
Also,
q ~q €
[EIAG- )] - EAG )] < ¢

By the claims above and a triangle inequality with absolute value, we conclude the

theorem. ]
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Proof of Claim 5.6.7. Assume for contradiction, there exists i € [¢ — 1] and an adversary adv
of size t such that

EIAGL )] ~ EAGH] > -

We also assume ¢ to be odd as the case of even i is symmetric. Consider the following quantum
distinguisher D of size t + 2tsc for Ggﬁl(p(;{:;é? z) and G}, s (p(;{ﬁg/) ) where G%(p) denotes
the state p in the game G9. For a given input G (p()’(}égﬁz) with j =i —1 or i —1/2, the
distinguisher D simulates the game G‘Jl- starting from Step 2(b) in the i-th round by randomly
sampling k‘F(f) &£ {0,1}* to form the state pt~/? in G;Z-. Therefore, we have

‘D(Ggfl/Q(PXKLyZ)) - D(G?(PXKLYZ))‘ = ‘E[A(Giw)} - E[A(Gg)]’ = 4%’

which contradict the property we got from Step 2(b). The proof for games G%s is similar. [

Proof of Claim 5.6.8. Assume for contradiction there exists i and an adversary A of size t

such that
€

[B[A(GY o

“ ) —E[AGY)]| >
We also assume 7 to be odd as the case of even ¢ is completely symmetric. Consider the
following quantum distinguisher D of size t 4 tsc + t¢ for the states after updating k_, z but

before simulating the leakage in the i-th round of Step 2(a) in G /o and Step 2(2) in GY.

Namely,
i def i ki ckryG—1) .
GL (P ) ST pl | fOe @) ks ) (Fk, @), Ry y| @ o7 i G2, and
kL7x7kR7y
Gg(p(i—3/4)) def Z 9~ (k+n) ,pg—n k., k‘R,y><kL,$, kR,?/‘ ® p]g_IkRy(ifl) n G;-]
kszka7y

(i—1/2) (i—1/2)
G3—1/2 (IOKL;(;Z) and G (pKL;(;Z) :
For a given input G(p"“~**) where j =i —1/2 or i, We simulate the game G starting from
Step 2(a) (or 2(a)) of the i-th round, and output the result. To finish simulating the game,

we need the simulating circuit C to get the state G%(p"~/?). Therefore, the distinguisher D
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is of size t + tgc + t¢c and we have Then we have

[EID (G2, 5 (0°~/))] = ED (G2 (o))
E[A E[A(GY —.
> [EIAGL, )] - BIAG] > £
Note that G | (p Ig/ ) is in fact uniformly random. We will argue that G? | /9 (P Ig/ V) is
pseudorandom given p;_Zl) (same in both Game G(.Z_l /2 and GY) and yields a contradiction.

In order to get the independence condition, we will actually prove that G7_ 1(pX K) is

pseudorandom given p(J ), for all j € [i — 1]. By Claim 5.6.5, it suffices to show that
1. K" and XY are independent given p(” for all j € [i — 1].
2. Hmin (KL|YZ>'0(¢,1) > k—{.

The first condition can be obtained by observing that the only “dependence path” between
=1 and X0G-Y is
KL(iﬂ) N pYZ N pgizl) X6

(i— 1)

Note that only conditioning on py-,’ is not sufficient for arguing the independence condition.

The second condition is directly by the fact that K"~V is uniform and the leakage chain rule

for min-entropy (Theorem 5.5.12). O

5.7 Appendix

5.7.1 Pseudorandom states

Theorem 5.7.1. For every t,d € N,e > 0 such that d > (t/e)?, if we sample |vb) uniformly
at random from {zg’zl a;li) t oy € {il/\/&}}, then with all but 2=V probability, ) (Y| €

Dens(C?) is an (t,)-quantum-pseudorandom pure state.

Proof. Let A : Dens(C%) — {0,1} be any fixed quantum distinguisher and T4 be the

corresponding measurement operator. Then
PrlAGp™ = 1] = Lt 1) = L3 ().
i=1
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d

For a pure state |¢) = > i a;]i), we have

PrA(JY)(v]) = 1] = (Ia, [9)(]) = @Iale) = D afey(illlalj)

i,j€[2™]

= o (i|Tali) + > oo (i|TLal3),
7

i#]
Taking expectation over [i)) < {Zle a;li) sy € {:tl/\/g}}, we have

E [PrA(|9)(¢]) = Z!az! ilLal2) +{EZO¢ a;(iTl4]5)]

1) W)

:2% (i[lLali) = Pr[A(pg™) = 1].

%

For a fixed distinguisher A, define the function f : {Zgzl a;li) s oy € {il/\/a}} — [0,1] as

F()) = PrlA([v)(@]) = 1] = (¢ [ILal).

Now we are going to show the concentration using Talagrand’s inequality. To that end, we

first find the Lipschitz constant n of the function f. For all |¢), |¢) € Ball(C?%), we have

[£(14)) = fIo))] = [($[TLaleh) — (B[TLa|¢)|
<[(Y[MLal)) = (PITLa|p)| + [(D[TLal)) — (H[1Lald)]
<[[@Mallz - [[[¥) = D)2 + [[{¢] = (@lll2 - [TLal@) 2
2 [Wallopllle) = [d)ll2 < 2-[l[4) = |9} [2;

where the second inequality follows from the Cauchy-Schwartz inequality, and the last inequality
follows because 0 < II4 < 14 Therefore the Lipschitz constant 7 of the function f is at most

2. Also, f is a convex function:

()

2

~

CEARECY

= 2 (WITI) + (6lIT16) = 2 (F(1) + F(19))).

Now we are ready to apply the Talagrand’s concentration inequality [Tal95]: If f is an

n-Lipschitz convex function on the hypercube H = {+K }d, D is a product distribution on H,
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and p = EW>¢D[f(|¢>)], then for all ¢ > 0, we have

Pr [If(19)) — ul > Kt] <27/
D

)<

Taking K = 1/v/d, t = v/de and = 2, and D to be uniform on {£K}?, we have

Pr[[Pr(A(9) () = 1] = Pr{A™) = 1] > e] = Pr[If () — o > ] < 2792,

O(s) — 90(slogs)

There are only s many different quantum circuits of size s. By a union bound,

Pr[3A of size s,
)

Pr{A() (1) = 1] — Pr{A(F™) = 1]| 2 £] < 2001089 . 320 < 5-04)
provided that d > (s/e)*. O

An interesting follow-up question is that whether we can explicitly generate pseudorandom
pure states, say as the output of a small quantum circuit (with no measurements) on input
|0™) — which we could think of as a “seedless” pseudorandom generator. If the generator
is of polynomial size, then its output cannot be pseudorandom against all polynomial-sized
distinguishers, because (measurement-free) quantum computation is reversible. But if we
allow the generator circuit to be larger than the distinguishers then it is conceivable to have
a pseudorandom pure state as output. As aforementioned, in [BaHH16a, BaHH16b], they

LE+9 that can

use probabilistic method to show the existence of a generator circuit of size n
fool all n*-size quantum distinguishers. It would be interesting to construct such generators

explicitly under plausible (quantum) complexity assumptions.

Pseudorandom state against quantum circuit with quantum advice

In the classical setting, a well known result in pseudorandomness is that if we randomly choose
2¢(9gn) ¢lements from {0,1}" to form a set S where 7 is the security parameter. Then with
high probability, the set S is a pseudorandom set. Now we show that this phenomenon can

be extended to quantum distinguishers with quantum advice.

Theorem 5.7.2. There exists a set S C {0,1}" with |S| = O((tlogt + logd’)/e?) such that

Us is (t,&)-quantum™ -indistinguishable where Ug is the uniform distribution over the set S.
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The canonical proof in the classical case is that for a fixed circuit, the random S is
pseudorandom with overwhelming high probability by Chernoff bound. Then by union bound
over all bounded size circuits, with high probability, the random S is pseudorandom against
all bounded size circuits at the same time. However, in the quantum case, if we include
the quantum advice there are infinitely many bounded size quantum circuits. Therefore, we
cannot union bound over all of them. Here we will prove it again using the Rademacher

complexity.

Proof. Let 2" = d. We consider a fixed quantum distinguisher C' : Dens(C?*?) — {0,1} with
a d'-dimensional advice input. For every z € {0,1}", we define the POVM II, to be the
corresponding measurement operator of C(z;-). Then we have that Pr[C(z;7)] = (II;, 7).

Define the class of function
FY {C(‘;T) =(,7):TE€E Dens((Cdl)} .

By Theorem 5.5.2, we know that the Rademacher complexity Ry (F) is O(y/Iogd'T). There-
fore, by the generalization bound (Theorem 5.3.10), we know that for every § > 0, if we

sample 1, ..., zr uniformly at random from {0, 1}", then with 1 — § probability,

< O(ylogd/T) + O(y/log(1/6)/T).  (5.17)

Choose 6 = 1/t°® such that 1/§ is more than the number of circuits of size at most t, and

VT,

1 X
E [Clz;7)] = 5 ) Clai7)
z<-{0,1}n T;

T = O(log(1/68)/e?). Then we have that if we randomly choose a set S C {0,1}" of size T,

then with 1 — § probability,

VT, E [Clx7)— E [C(z;71)]] <9.
z<-{0,1}n z&Ug
By union bound over all circuits of size at most ¢, we conclude the theorem. O

5.7.2 Barrier for gap amplification

One of the main challenges in extending classical proofs to quantum cases is the celebrated

Wootters-Zurek no-cloning theorem [WZ82]. Here we exhibit another barrier — the gap
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amplification problem defined as follows. Given a quantum distinguisher A (whose input is
a quantum state p), where the acceptance probability is greater than p for YES instances
and less than ¢ for NO instances, can we have another quantum distinguisher A’ where the
gap p' — ¢ is larger than that in A? If we were able to clone an arbitrary quantum state,
then the gap amplification would be easy (as discussed below). Thus, we can view the gap
amplification problem as a special case of the no-cloning theorem. Moreover, we will show
that the impossibility of amplifying the gap implies that imperfect cloning of a single qubit to
within a constant in trace distance is impossible.

In the classical case, gap amplification demonstrate the robustness of the definition of
the complexity class BPP in the that no matter what the constant we use for acceptance
probabilities for YES and NO instances, the definitions for BPP are equivalent. Similarly, in
the quantum setting, the gap amplification problem is connected to the amplification of the
acceptance probability of quantum proofs in QMA. The gap amplification problem is trivial
in the classical case, as there is no cloning restriction in the classical world. For a given input,
we can make copies of the input, run the original algorithm multiple times, and then use a
majority or threshold rule to reduce the error probability, as follows from a concentration
bound (e.g., a Chernoff bound). However, in the quantum case, due to the no-cloning theorem,
we cannot follow this strategy directly. Note that the no-cloning theorem does not directly
imply the impossibility of amplification,

First, we define the gap amplification problem as follows.

Definition 5.7.3 (GAP-AMPLIFICATION Problem). Let D : Dens(CM) — {0,1} be q quantum
distinguisher, 0 < ¢ < p < 1. We say that a quantum distinguisher D' : Dens(CM) — {0,1} is

a (p, q)-amplified version of D if for every input |¢) € Ball(CM),

Pr[D(w)) =1] =p = Pr[D/(¥) ()
Pr[D(w)w) =1] <p = Pr[D/(¥) ()

1}>p

1} <p.
We show that such amplification is impossible in general.

Theorem 5.7.4. For every real numbers 0 < q < p < 1, there exists a quantum distinguisher
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D : Dens(C?) — {0, 1} such that no (p, q)-amplified version of D exists.

Proof. Let A be a single-qubit measurement in the computational basis {|0), |1)}. Consider the
pure states 1) = (cos @)|0) + (sina)|1) and |¢) = (cos 8)|0) + (sin 3)|1), where a = sin™!(,/p)
and § = sin_l(\/a). Thus Pr[A(|¢))) = 1] = p and Pr[A(|¢)) = 1] =¢

a —b+ci
Let the BPOVM of A’ be II = for 0 < a,d <1 and appropriate real

—b—ca d
numbers b and ¢ such that that IT > 0. Assume that A’ is a (p, ¢)-amplified version of A such

that (I, [1) (y|) > sin? v and (II, |¢)(¢|) < sin? B. That is,

acos? o — 2bsin acos o + dsin? a > sin? o,

acos? B — 2bsin B cos 8 + dsin® 8 < sin? 3.

2

After dividing the two inequalities by sin? o and sin? 3, respectively, we obtain

acot> a4 d > 1+ 2bcot a, (5.18)

acot’ f4d < 14 2bcot j. (5.19)

Since d < 1, we have a > 22 by Equation (5.18). On the other hand, subtracting Equa-

cot
tion (5.18) from Equation (5.19) and dividing it by (cot 8 — cot «), which is positive since

sina = ,/p > ,/q > sin 3, we get a < ,B%fmta < Cftba. That gives a contradiction.
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Chapter 6

Conclusion

In this thesis, we have seen that computational entropies are exceptionally useful in the
constructions of basic cryptographic primitives, including pseudorandom generators, universal
one-way hash functions, and statistically hiding commitment schemes, from one-way functions.
In fact, some definitions of computational entropies are motivated by seeking to make such
constructions more efficient. For constructing pseudorandom generators, even though a series
of works has made a great improvement in efficiency, there is still a gap between the upper and
lower bounds. Our lower bound for flattening entropies can be viewed as a step towards closing
the gap and may help in understanding the construction of those cryptographic primitives.
On the other hand, the construction of universal one-way hash functions is still relatively
inefficient. Our new notion for exploring the computational hardness inside one-way functions
provides a more modular way to obtain an inaccessible entropy, which may be useful for
further simplifying and improving the construction of universal one-way hash functions.

We have also initiated the study of computational entropies in the quantum setting. Most
of the positive results can be proved via the Non-uniform Quantum Min-max Theorems,
which we developed using the generalization bound for Rademacher complexity. A notable
one is the Quantum Leakage Simulation Lemma, which has applications in leakage-resilient
cryptography. On the other hand, we also show the natural quantum extensions of some

classical theorems about computational entropy do not hold. Interestingly, one of them is
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due to the existence of pseudorandom pure states. Roughly speaking, when quantum states
show up as side information, as in post-quantum cryptography, there are more chances that
results can be generalized. Otherwise, most of the barriers for proving desirable theorems
are due to the no-cloning theorem or more precisely, the hardness of gap amplification. We
expect that computational notions of quantum entropy will find other natural applications in
quantum cryptography. Also, studying their fundamental properties may provide new insights

in quantum complexity theory.
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