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ABSTRACT

Over recent decades, the predominance of data analysis algorithms has made privacy an increas-
ingly greater concern. Differential privacy is one framework for providing privacy guarantees for
analysis of sensitive data. A persistent research direction in differential privacy is providing theo-
retical support for all the variety of ways a data analyst can interact with a dataset, so that practical
implementations can have provable privacy guarantees.

This thesis is concerned with the setting in which an analyst interacting with a set of difterentially-
private mechanisms is interested in both adaptively interleaving queries between mechanisms and
also creating new ones. Previous work has provided provable guarantees for the sequential com-
position of non-interactive mechanisms with adaptive privacy-loss parameters, and the concurrent
composition of interactive mechanisms with pre-fixed privacy-loss parameters, but no work has ad-
dressed the setting in which both the interaction and the privacy-loss parameters can both be chosen
adaptively. Hence, we study the concurrent composition of interactive differentially-private mecha-
nisms with adaptively chosen privacy-loss parameters. We provide formulations of privacy filters and
odometers, specialized interactive mechanisms that allow for concurrent composition and adaptive
composition, and also provide support for privacy-loss tracking. We prove that every valid privacy
filter and odometer for non-interactive mechanisms extends to the concurrent composition of inter-
active mechanisms if privacy loss is measured using (¢, 9)-DP, f-DP, or Rényi DP of fixed order.

Our results offer strong theoretical foundations for enabling full adaptivity in composing differ-
entially private interactive mechanisms, showing that concurrency does not affect the privacy guar-
antees. This thesis allows simplifications for existing code repositories, and also widens the range of
scenarios in which differentially-private mechanisms can be applied with robust privacy guarantees.
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Most people, even today, tend to think of mass surveillance
in terms of content — the actual words they use when they
make a phone call or write an email. The unfortunate
truth, however, is that the content of our communications
is rarely as revealing as its other elements — the unwritten,
unspoken information that can expose the broader context

and patterns of bebavior.

Edward Snowden, Permanent Record

Introduction

In recent years, electronic records have become more detailed and more easily accessible than ever.
The large data models and recommender systems found in social media and on video-sharing sites >
come to mind immediately, but today’s proliferation of data collection tools means that even tasks
of daily life, such as shopping online, going for a health check-up, or visiting the DMV, cause us to
contribute to a database in some way. The question of our times is no longer whether we can avoid

having our data floating around at all, but whether we can protect our anonymity while maintaining



a reasonable level of engagement with the world.

The truth is that data does make life easier. The more exhaustive a dataset is, the more interesting,
useful, or customizable results an analysis running on it can produce. For instance, a diabetes pre-
dictor model that has access to height, age, sex, weight, race, and family medical history can be much
more informative than a model that only has access to height, age, and sex, because it can take more
features into account. Even statistics like the population density and the demographics of a region,
generated by simple aggregations of data, can help a government official decide how and in what
ways to partition county resources to best serve a city.

However, the vast availability of detailed data means that analyses can reveal sensitive information
such as finances, political preferences, and employment and medical history. These privacy viola-
tions carry financial, personal, social, and reputational risks. Even if a privacy violation never occurs,
the threat of information leakage can erode systemic trust. For example, a person might be less likely
to disclose genetic history to health practitioners, even though that would improve the care they
receive, if they believe their insurance company might catch wind of it — and raise their premiums.

Any database is vulnerable to hacking, the most tremendous violation of privacy possible, but
even good-faith analyses on anonymized data may still have pernicious impacts on privacy. This
thesis is more concerned with the latter case.

Researchers have shown heuristic anonymization measures such as removing personally identifi-
able information can still fail to prevent catastrophic information leakage. Linkage attacks and dif-

ferencing attacks are two such examples. In a linkage attack, 3***

an adversary matches anonymized
records in one database with de-anonymized records in another based on various attributes. For
instance, a data analyst may have access to anonymized healthcare records with attributes such as
gender, age, postal code, and health condition for a certain hospital. The analyst can find public

voter records with name, gender, age, and postal code, and can recover who has which health condi-

tion by matching the voter records with the healthcare records. The key to this attack is that the set



of people with the same gender, age, and postal code could be very small, so matching health condi-
tion to names is not a lot of work. In a differencing attack,” an adversary cross-references queries of
multiple databases to reveal sensitive information about an individual who was in those databases.
Even aggregate statistics are enough in this case. To illustrate, suppose a city’s records includes the
average income of all its adult residents, the average income of all the adult residents who are mem-
bers of a homeowner’s association, adult population size, and homeowner’s association sizes. If only
one person in the city is not in a homeowner’s association, then simple arithmetic over these aggre-
gated statistics can leak that person’s income. The privacy damage is less overt than the release of an
immediate database, but no less troubling.

Minorities and marginalized groups especially stand to be harmed by privacy attacks, as their
already-vulnerable position could make them a target for harassment and hate crimes. L8 However,
any individual hoping to protect their sensitive data, but still wanting to benefit from the results of
a data analysis, would find themselves in tough luck. The analyst thus grapples with a fundamental
tension between ensuring the privacy of members of a dataset and making meaningful conclusions
from it.

One framework that attempts to address this issue is differential privacy (DP), a statistical defini-
tion of privacy that attempts to quantify the impact of an algorithm on the anonymity of members
of the dataset. A mechanism that is differentially private allows the analyst to gain useful informa-
tion about the dataset without learning identifying information about any individual in it. The
setting is a protocol between an analyst (or adversary) of arbitrary computational power and the
mechanism it is running on a dataset. Take mechanism to mean any arbitrary function that could
be as complicated as a neural network with hundreds of layers or as simple as a summing operation.
Informally, any sequence of results to an analyst’s queries for a differentially-private mechanism
should be “similarly likely” with or without any individual’s data. We measure this similarity by

computing a statistical divergence between the distributions of the outputs of the algorithm on two



datasets that differ on one individual’s data, and this divergence is the privacy-loss parameter(s) of
the algorithm. This probability is taken over the random choices the mechanism makes at each step
of computation, which we sometimes refer to as the “coins” or “coinflips” of a mechanism. In this
way, any individual’s presence in the dataset should only have a limited impact on the conclusions
reached by a differentially-private algorithm, as bounded by the privacy parameters.

We can think of the privacy parameter as a hyperparameter that the analyst can tune. The privacy
parameter takes on a different form depending on the definition of DP, which is in turn based on
different notions of what it means for outputs to be “similarly likely” if we just change one individ-
ual’s data between datasets. There are many such definitions, but this thesis will further explore the
variants of pure-DP,"* £DP,#>'° Rényi-DP,*" and zero-concentrated DP. 165

Simple examples of DP mechanisms often involve adding some well-calibrated amount of noise
to the output of a mechanism. For example, the Laplace mechanism® perturbs the output of a non-
differentially private function with Laplacian noise that is scaled to privacy parameter ¢ and the
sensitivity of that function to any one person in the dataset. Another type of simple DP mecha-
nism drawing a sample from a set of objects according to a probability scaled to how “good” it is
with respect to the dataset. For example, the Exponential mechanism*? takes in a database, a set of
objects, and a score function that maps the database and set of objects to some real-valued num-
ber (a “score”). The probability that any particular object in the set is output is proportional to an
exponential factor that takes into account a privacy parameter ¢, the score of the object, and the sen-
sitivity of the score function. Essentially, DP sacrifices a small amount of accuracy for a significant
privacy guarantee, which comes in the form of the difficulty of deducing any individual’s impact on
results of the algorithm on the dataset.

DP mechanisms can either be non-interactive or interactive. DP was first defined in terms of
non-interactive mechanisms. ' >'* In a non-interactive setting, the analyst collects all queries it will

send to the mechanism ahead of time and receives the answers back in a one-off batch. After receiv-
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Figure 1: An adversary A interacts with mechanisms M, M, and M3 in sequence. The composition of M7, M.,
and M3 can be viewed as an overall mechanism M.

ing these answers, the analyst will engage no more with the mechanism. More recently, researchers
have extended DP to interactive mechanisms.37°3% An interactive mechanism, or .M., allows the
analyst to adaptively choose queries to ask based on the answers it has previously received. For ex-
ample, suppose the query space is {g1, 92, ¢3 }. If the analyst asks ¢; first of the mechanism, and
the mechanism gives an answer 41, the analyst can then decide whether to ask ¢, or g3 based on the
value of 2;. A non-interactive interaction can be viewed as a one-off exchange between an analyst
and a mechanism, while an interactive interaction can be viewed as a dialogue between the two.

We can construct more sophisticated DP algorithms by using the simpler ones as building blocks.
Composition theorems provide privacy-loss guarantees for these combinations of DP mecha-
nisms, "' and the guarantees will vary based on the definition of DP used (pure-DP, approximate-
DP, etc.). 151630510

Composition also comes in a number of settings. In sequential composition, the analyst picks a
set of mechanisms and their privacy parameters beforehand, and during the computation will inter-
act with each mechanism in order to get an output in a sequence, as depicted in Figure 1. A twist on
sequential composition is fully-adaptive composition, in which the analyst can adaptively choose

the privacy-loss parameters of the mechanisms as it proceeds with the computation. As an example,



suppose the adversary is interacting with two non-interactive pure-DP mechanisms M; and M.
Standard, non-adaptive composition says that if we fix ¢; and ¢, upfront as respective privacy pa-
rameters of the pure-DP mechanisms M and M, respectively, then their composition will also
be pure DP, with parameter (g1 + ¢). In the fully-adaptive setting, suppose the analyst doesn’t yet
know what privacy parameter it wants to choose for M. It starts M) first with parameter ¢;, and
then based on the output of M on its input, decides on an ¢, to be the privacy parameter for M.
The fully-adaptive composition of M; and M has been shown to also be pure DP with parameter
(¢1 + £2), meaning that the adversary’s ability to choose privacy budget as it goes along does not
impact the privacy guarantees of the overall computation. '’

Interactive mechanisms allow us to work with a very general form of composition called concur-
rent composition. In this setting, the adversary can take advantage of the I.M.’s interactivity by not
only adaptively asking queries of the same mechanism, but also interleaving queries between dif-
ferent mechanisms. Concurrent composition complicates privacy guarantee analyses. For instance,
we may know the privacy guarantee of two separate interactive mechanisms M, and M, and if
we compose them sequentially, we can hardwire M;’s answers into the adversary’s strategy against
My ’s. However, if the adversary can interact with M together with M, the adversary can poten-
tially leverage a privacy attack against either one of M; and M based on the sequence of answers
received from the other.

Researchers have found that concurrent composition theorems follow their sequential non-
interactive counterparts for approximate DP, as well as some other DP variants such as /~DP and
Rényi DP. 37,38 Essentially, in practice, no additional work needs to be done to account for the ad-
ditional interactivity of concurrent composition. However, current concurrent composition theo-
rems are all for the setting in which the privacy-loss parameters are fixed upfront. The fully-adaptive
concurrent composition of mechanisms has not yet been studied, and is the work of this thesis.

We study fully-adaptive concurrent composition through the lens of privacy odometers and fil-



Sequential Concurrent
Privacy parame- pure-DP,"" approx.-DP, " pure-DP,*” approx.DP,?*”
ters pre-fixed f-DP,*° Rényi-DP,** zCDP'* | £DP,*® Rényi-DP,*”** zCDP*”
Fully-adaptive pure-DP,** approx.-DP, > Research gap

Rényi-DP,** zCDP?++

Table 1: Table of prior work and current research gap for composition. We fill in the current research gap for fully-
adaptive sequential composition off-DP, as well as fully-adaptive concurrent composition of pure-DP, approximate-DP,
/-DP, Rényi-DP, and zCDP.

ters, a particular use-case of composition with adaptive privacy-loss parameters. Privacy odome-
ters and filters are two privacy-loss tracking primitives that allow the analyst to adaptively choose
privacy-loss parameters over the course of computation. A privacy-loss odometer keeps track of
how much privacy loss was incurred over the course of computation. Similar to checking a car
odometer on a dashboard, an analyst can check in on this progress by asking the odometer a spe-
cial privacy_loss query. A privacy-loss filter is an interactive mechanism that automatically halts
computation on a dataset once a privacy-loss budget it is initialized with is reached.>#***® Odome-
ters and filters are themselves essentially interactive mechanisms equipped with special properties
(support for a privacy_loss query, and a continuation rule, respectively).

As an example for the odometer setting, the analyst has started £ mechanisms My, M, ..., M,
with parameters i, . . ., . Suppose they want to check in on the privacy loss incurred to see if they
want to start a (£ + 1)st mechanism, and if so, make a decision on how big its privacy-loss parameter
¢4+1 should be. The analyst can ask the odometer a privacy_loss query to get this value, and then
adaptively choose ¢4 based off of that.

As an example for the filter setting, suppose the analyst has a preset privacy budget of e. The
adversary can use a filter to start its mechanisms, and the filter will halt if the adversary’s next query
to start a new mechanism would cause the privacy loss to exceed the budget.

Previous literature has focused on privacy-loss odometers and filters for the sequential composi-

28,41

tion of non-interactive mechanisms.>»**#" In this setting, each query is associated with a privacy loss



because each query starts a new mechanism, which has its own privacy parameter.

Privacy-loss odometers and filters for concurrent composition of interactive mechanisms has not
been studied until now. This is concurrent composition with fully-adaptive privacy-loss parameters.
What makes this problem unique and rich is the level of flexibility the setting allows the adversary.
Not only can the adversary adaptively decide the length of its interaction with each mechanism, it
can also adaptively choose the privacy-loss parameters of the next mechanism it composes. As this
additional freedom may ofter the adversary additional opportunities to break privacy, understanding
the theoretical trappings of concurrent composition with adaptive privacy-loss parameters under
multiple definitions of DP is a key step in building privacy-loss primitives that support a wider range
of scenarios. We will see that results for the fully-adaptive composition of interactive mechanisms
match pre-existing results for the fully-adaptive composition of non-interactive mechanisms, which
implies that the additional adaptivity between choice of query and privacy-loss parameters offered

by concurrent filters and odometers does not lead to privacy degradation.

0.1 CONTRIBUTIONS

In this thesis, we demonstrate that privacy guarantees for the fully-adaptive composition of non-
interactive mechanisms extend to the composition theorems for the fully-adaptive, concurrent
composition of interactive mechanisms for /-DP, Rényi-DP, and zero-concentrated differential
privacy (zCDP) variants. Our odometers and filters for concurrent composition also simplify ex-
isting results for concurrent composition of f-DP mechanisms, and present a new formulation of

concurrent odometers and filters for Rényi-DP and zCDP.

* Theorems for concurrent composition with adaptive privacy-loss parameters for /-
DP, Rényi-DP, and zCDP. In Chapters 3 and 4, we construct and prove the validity of

concurrent odometers and filters for ~DP, Rényi-DP, and zCDDP, each chosen for their com-



positional properties. We also show how to simplify previous works’ results, and provide an
example of an approximate-DP concurrent odometer and filter given our formulations. We
find that for all of /-DP, Rényi-DP, and zCDP in spite of the increased flexibility, no addi-
tional privacy guarantee relaxation is necessary. Concurrency implies sequentiality, so our
results are strictly stronger than previous ones, and can be used to reformulate cleaner proofs

for some previously obtained theorems as well.

* Formulation of concurrent odometer and filter primitives for generalized DP mech-
anisms. In Chapter 2, we define odometers and filters for the concurrent composition of
mechanisms in terms of state machines. DP mechanisms were first defined in terms of next-
message functions, but the state machine reformulation allows for cleaner proofs and a more

direct relationship with practical libraries.

* Closure under interactive processing, and correspondence between odometers and fil-
ters. Also in Chapter 2, we define . M.-to-I. M. interactive postprocessing, and prove that
L.M.-to-I. M. interactive postprocessing preserves privacy guarantees. We show that one can
construct a valid filter’s continuation rule from a valid odometer’s privacy accumulator func-

tion, and vice versa. This is an important component of our proofs in Chapter 3 and 4.

Finally, these results simplify existing libraries. Large-scale differential privacy deployments often
result in very complicated systems involving both concurrent and interactive compositions. For the
libraries of OpenDP ' and Tumult Labs*5** in particular, implementing some such compositions
required enforcing rigid sequentiality constraints. The privacy guarantees for concurrent odometers

and filters in this thesis allow the implementations to do away with these constraints.



Preliminaries

IN THIS CHAPTER, WE WILL introduce the notation for the rest of this thesis.

Differential privacy operates on the level of databases, and so we will take a set X’ as a database
space. For example, if we are working with a set of records that contains a finite and ordered z num-
ber of entries, then we would say X' = R”.

Two datasets x and x’ in a database space are considered neighboring if they differ on the data

I0



of one entry in the dataset. There are two kinds of difterential privacy, bounded and unbounded.**
Bounded DP fixes x and &’ to be the same size, whereas unbounded DP has no such restriction. '3
The results in this thesis hold for both bounded and unbounded DP.

To understand what “neighboring” looks like for bounded DP, suppose database x and +’ both
contain a finite 2 number of real-valued entries, and on the 7th row database x has entry 1 while
database " has entry 0, but all other rows are the same. We would say x and « are neighboring. As
for unbounded DP, suppose a database x comprises of dataset with a finite number 7 rows, with
each row corresponding to an individual’s data. Without loss of generality, if database x’ comprises
of the first # — 1 rows of dataset x, then x and x’ differ only on the nth individual’s data. In this case,
we would also say x and «” are neighboring.

There is some level of flexibility in the granularity of the neighboring constraint, and it will affect
the sensitivity of the differential privacy algorithms defined on the graph. As another example, con-
sider a database that takes the form of a graph. Here, two possibilities for “neighboring” datasets are
two graphs that differ on one vertex, and two graphs that differ on one edge. Note that two graphs
that differ on one vertex can differ up to # edges, where 7 is the degree of the most connected vertex.
A differentially private algorithm with a given parameter will thus have a stronger privacy guarantee

when “neighboring” is defined as a difference of a vertex, versus a difference of an edge.

1.1 DIFFERENTIAL PRIVACY

Differential privacy'" is a statistical framework to quantify the privacy loss incurred by an algorithm

running on a dataset. The algorithm maps from the database space X" to some output space R.

Definition 1.1.1 (Differential privacy '*). A randomized mechanism M : X — Ris (e, 9)-

differentially private ff for every pair of neighboring datasets x,x' € X, and for every subset of possible

II



outputs S C R,
Pr[M(x) € S] < exp(e) - Pr[M(x') € 8] + 9

fore, d > 0. The privacy-loss random variable Zs defined as 5(/3)@)” M) =0 <%>.

Intuitively, Definition 1.1.1 states that there is a very low probability that any output of M on
dataset x will occur with significantly greater likelihood than any output of M on dataset x’. There-
fore, the distributions of M (x) and M («") should look very similar. The parameter ¢ captures the
strength of this privacy guarantee. The parameter d captures the relaxation of this privacy guarantee,
i.e. some chance of privacy “leakage” wherein the distributions of M (x) and M («) differ on some
output in some significant way. When 0 = 0, we call this pure differential privacy (pure-DP), and
just write &-DP. When we allow 9 > 0, we call this approximate differential privacy, and write it as
(¢,9)-DP. T

In later chapters of this thesis, we will normalize the database space X as {0, 1}* and the out-
put R also to {0, 1}*. This representation translates to a binary string encoding, as a computer
would do in practice. Note that this only allows countable X', not R”; thus, we will restrict our-
selves to countable &’ for the rest of this thesis. We will correspondingly also restrict our outputs
to countable sets. There is a practical reason for this. Computers have finite precision, meaning
that all infinite-digit floating point numbers (as are in the domain of an uncountable set, like R”)
must be stored as finite-digit approximations. Researchers have demonstrated that it is possible to
reconstruct entire datasets by examining the lower-order bits of the output of a differentially-private
mechanism. >*>7 With this normalization, the distance between datasets will simply be the Hamming

distance between the strings, which is the minimum number of bit flips required to change one

"Note: an (g, §)-DP mechanism can have multiple scenarios of failure. The probability 8 of failure can
mean that with probability 1 — 9, the adversary learns with certainty the data that should be protected. Al-
ternatively, the J parameter can mean that privacy of the mechanism degrades to some ¢-DP with failure
mode g, &,-DP with failure mode %, and so on. In either case, the mechanism would be overall e&-DP with

probability 1 — 9 of failure, and both scenarios would still be (¢, 9)-DP.
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string into another.

For the rest of the definitions and examples in this section, we will maintain X and R for mathe-
matical clarity.

One can also define DP through a notion of statistical divergence between two distributions. For

this, a formal notion of distance between two distributions is necessary.

Definition 1.1.2 (KL divergence**). The Kullback-Liebler divergence between two probability dis-

tributions P and Q defined on the same sample space is defined as

Dir(PIIQ) = Easp [m g(())] .

KL divergence is asymmetric, meaning that generally, Dgz (P||Q) # Dk (Q||P) for some prob-
ability distributions Q and P. We typically define e&-DP in terms of max divergence, which is the
worst-case analog of KL divergence. Though max divergence is also asymmetric, the symmetry is
recovered by the symmetry of “neighboring datasets,” as in if x, ' are neighboring, then so is «/, x; it

doesn’t matter whether we assign a dataset x and its neighbor x’ or vice versa.

Definition 1.1.3 (Max divergence and approximate max divergence '*). 7The max divergence be-

tween two random variables Y and Z taking values from the same domains is defined as

Dy (Y|Z) = max In
(11i2) TCSupp(Y) (

Pr[Y e ﬂ)
Prize1l)’

The approximate max divergence between two random variables Y and Z taking values from the

same domains is defined as

D.(Y|2) = W) .

TQSupp(I;)l%:’}i[YEHZE " < Pr[Z € T]
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Definition 1.1.4 (¢-DP and approximate-DP in terms of max divergence '*). 4 mechanism M :

X — R is &-DP iff for every pair of neighboring datasets x,x' € X,

Doo (M (x)||IM(¥)) = glga%ln <m> <e.

A mechanism M : X — R is (¢,0)-DP iff for every pair of neighboring datasets x,x' € X,

PriM(x') € S]

Essentially, e-DP uses max divergence to bound the privacy-loss random variable.

An example of a simple differentially-private mechanism is randomized response, which is a sur-
veying technique that involves collecting binary answers from a survey population. Given some data
x, each individual 7 in the dataset independently computes a value 4(x;) € {0,1} and produces a
report 7;. With probability p > 1, the individual will report g(x;) truthfully; otherwise, they will

flip the value and report 1 — g(x;) instead.

?
1—p

boring datasets that differ on the data of an individual i and let RR denote the randomized response

Example 1.1.5 (Randomized response satisfies In( £ )-differential privacy). Let x and x' be neigh-
mechanism. We will bound the max divergence.
By symmetry, because each individual responds independently, we need only to consider the mecha-

nism’s output on individual i to calculate max divergence; the rest cancel out.
Thus,

Dao(RR(x)|[RR()) = In (W) <In <1fp)

Some mechanisms are based oft of adding noise drawn from a known statistical distribution

to a function applied on a database. The Laplace mechanism is one such example, operating on a

histogram representation of a dataset. For a given function f : NI - Rk, neighboring databases

14



x,x €N % , and a privacy parameter ¢, the Laplace mechanism will add coordinatewise noise drawn
A e .

from Lap(;f ), where Af denotes the £y sensitivity of fi.e. Af = MaX,gipcencs, » [[x) — fx) [l

where || - ||| denotes ¢; norm. For the noise mechanisms, we will normalize the sensitivity of fto 1,

akin to scaling all outputs of fby Af.

Example 1.1.6 (Laplace mechanism ?). For a function f: NI*| — R¥ of 0, sensitivity at most 1, and
a dataset x € X, the Laplace mechanism with parameter ¢ is defined as M(x) = flx)+ (Y1, ..., Yz),

where each Y is drawn i.i.d. from the Laplace distribution with parameter L.

Theorem 1.1.7 (Laplace mechanism satisfies e-differential privacy '*). The Laplace mechanism with

parameter ¢ is e-DP.

Proof. Fix a pair of neighboring datasets x, ¥/, and pick a function £ : NI*I' — R¥. Let Pdenote
the probability distribution of M (x), and Q denote the probability distribution of M (x"). At some

arbitrary point z € R¥, the ratio of densities is

P) 1 oxp(—elflz) — z)
N U exp(—e[ i) — =)

z

k
= H exp (5[}‘(962) — 2| — ¢|fla) — zl'|)

k
< H exp (e[Alx}) — Ax:)) triangle inequality
=1
= exp(e|Ax") — Ax) 1) definition of ¢ distance
< exp(e) definition of ¢ sensitivity, and x, x” are neighboring
as desired. By symmetry, % > —¢, and so we have that the Laplace mechanism is e&-DP. O

Remark: Since we restrict mechanisms to countable inputs and outputs, we should actually use

the discrete analogue of the continuous Laplace distribution. Essentially, instead of a probability
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density of 5 exp(—e|x|) forx € R asin the continuous Laplace case for a function of sensitivity 1,

X £ 71 20,2
% exp(—e|x|) forx € Z.>*

the discrete Laplace distribution has a probability density of
The Laplace mechanism satisfies e-differential privacy in both its continuous and discrete ver-
sions. We show the continuous version here for notational simplicity, but the discrete Laplace mech-
anism is better to use in practice to combat privacy attacks. 6
Another mechanism is the Gaussian mechanism, *> which adds Gaussian noise drawn from
N (0, ¢?) coordinatewise to the output of some function on a dataset, where ¢ is a parameter of

the mechanism. The Gaussian mechanism adds noise scaled to the ¢, sensitivity of £, instead of the

{; sensitivity. '°

Example 1.1.8 (Gaussian mechanism ). Fora function f : N Xl RE of Uy sensitivity at most 1,
where k is the dimension of the function, and a dataset x, the Gaussian mechanism with parameter a

is defined as M(x) = flx) + (Y1, ..., Y2), where each Y; is drawn i.i.d. from N'(0,5%).

The Gaussian mechanism also has a discrete analogue. Instead of having a probability density of

1
oV 2r

exp(—(x — u)?/25%) forx € R asin the continuous Gaussian case, the discrete Gaussian

distribution has a probability density of Z;);pé};((x __6)_2; 552 ey for x € Z, where p is restricted to Z.°

We will discuss the Gaussian mechanism in further detail in Chapter 4.

Many other definitions of difterential privacy that are based on other notions of divergence be-
tween statistical distributions have enjoyed use, due to the fact that they have better compositional
properties. (Composition will be further discussed in Section 1.3.) In this thesis, we will focus on
/-DP (defined in Chapter 3) and Rényi-DP and zero-concentrated differential privacy (defined in
Chapter 4).

Rényi-DP and zCDP are defined in terms of Rényi divergence.

Definition 1.1.9 (Rényi divergence®?). The Rényi divergence between two probability distributions
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Pand Q is defined as
1 P(x) ] “
InE,.0|—%1| .
a—1 " [Q(x)

KL divergence is a special case of Rényi divergence, by taking the limit as  approaches 1.3? Max

Da(PHQ) =

divergence is the extreme case of Rényi divergence, by taking the limit as # approaches infinity. >
Differential privacy is preserved under non-interactive postprocessing, which states that any func-
tion applied to the output of a private mechanism on a dataset is also private. Intuitively, an adver-
sary cannot increase privacy loss of a mechanism simply by toying with the mechanism’s outputs,
without gaining additional information about the dataset (such as having access to the output of
another mechanism). Concretely, privacy preservation for an approximate-DP mechanism would

look like the following.

Theorem 1.1.10 (Privacy preserved under non-interactive postprocessing for approximate-DP *").
Let M : X — R be a randomized mechanism that is (¢, 0)-differentially private. Let f : R — R’

be an arbitrary random mapping. Then fo M : X — R’ is (¢, 0)-differentially private.

Proof. We will prove this for a deterministic mapping ' : R — R/, because any randomized
mapping can be decomposed into a convex combination of deterministic mappings. A convex com-
bination of approximate-DP mechanisms is also approximate-DP. '

Fix a pair of neighboring datasets x, «, and consider any possible outputset S C R'. Define

another output 77C R suchthat 7= {r € R : f'(r) € S}. Then

Pr[f(M(x)) € S] = Pr[M(x) € T]
<exp(e) -PrM(¥) e T] + 0

= exp(e) - Pr[f/(M(¥')) € S] + 9
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1.2 INTERACTIVE MECHANISMS

Mechanisms can be non-interactive or interactive. In the non-interactive case, the mechanism pro-
duces an answer to an analyst’s query, and the analyst does not interact any more with the dataset.
Differential privacy was initially defined in this setting, and the definitions in Section 1.1 are all in
terms of non-interactive mechanisms.

In the interactive case, the analyst can ask queries adaptively of the mechanism. We call an inter-
active mechanism an I.M. and we define I.M.s in terms of state machines, which maintain their own
state and compute a new state based off of the previous state and the message they receive. State ma-
chines are particularly suitable for modeling interactivity because they reflect how mechanisms are

often implemented in libraries such as OpenDP. ¥

Definition 1.2.1 (Interactive mechanism?7). A interactive mechanism, a/so known as a random-
ized state machine, consists of a randomized algorithm M : {0,1}* x {0,1}* — {0,1}* x {0,1}*
that takes the current states € {0,1}*, aqueryq € {0,1}*, and returns a new states € {0,1}*
and an answera € {0,1}*, written (', a) = M(s,q). When we wish to make the randomness

r € {0,1}* of M more explicit, we write (s, a) = M(s, q; 7).

An adversary is simply an interactive mechanism that is initialized with an empty string 4, instead

of adatasetx € {0,1}*.

Definition 1.2.2 (Interaction between two interactive mechanisms?”). For two interactive algo-
rithms M and A, the interaction between M and A on an inpurx € {0,1}* to M is the following
random process (denoted (A < M(x))):

1. Initialize J{V‘ =X, my = A, 5{4 = A, where A is the empty string.

2. Repeat the following fori = 1,2, .. ..
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(a) Ifiisodd, let (s¥, m;) = M(M, m_y) and st = 52
(b) Ifiis cven, let (s2 1, m;) = A(sP, mi_1) and sy = sM.
(c) if m; = halt, then exit loop.

So far, we have defined differential privacy in terms of non-interactive mechanisms. We can define
differential privacy analogously for I.M.s, based on the view of the adversary, which is everything
the adversary sees over the course of execution. Think of it as transcript of the interaction from the

perspective of the adversary.

Definition 1.2.3 (View of an adversary in interaction with .M. 7). Let M be an interactive mech-
anism and A be an adversary interacting with the mechanism. A’s view of (A, M(x)) is the tuple
Viewq(A < M(x)) = (ro, m1, 72, m3, r4, . . .) consisting of all the messages m; for odd i received
by A from M together with random coins r; for even i that A tosses when computing m; (i.e. for even i,

(5i+17 mz') = A(5;47 mi—1; rz’))-

In further references to View in this thesis, we will drop the subscript A, because we will only use
View in reference to an adversary’s view.

The view of an adversary allows us to define a notion of privacy for interactive mechanisms.

Definition 1.2.4 (Approximate-DP LM.s?7). A4 randomized interactive mechanism M : {0,1}* X
{0,1}* — {0,1}* x {0,1}* is (¢, 0)-differentially private if for every pair of neighboring datasets
x, %' € {0,1}", every interactive adversary A, and for every subset of possible interactive transcripts

S c {o0,1}%
Pr[view(A > M(x)) € S] < exp(e) - Pr[view(A <> M(¥')) € S] + 9.

An example of a pure-DP I.M. is the mechanism AboveThreshold, '* which accepts a dataset x,

a stream of queries, and a threshold 7. AboveThreshold first adds Laplace noise to the threshold 7
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to produce a noised threshold T. Then on each query, AboveThreshold adds independently drawn
Laplace noise to the result of the query on x, and reports the noised value if the value exceeds the
noised threshold 7' Otherwise, AboveThreshold will simply report that the value did not exceed the
noised threshold. It’s easy to see how this can be interactive: the adversary can adaptively choose
follow-up queries based on AboveThreshold’s binary output. It turns out that AboveThreshold is
¢-DP if the threshold is noised with a draw from Lap(%) and the queries are noised with draws from
Lap(3).**

An example of an approximate-DP I.M. is the Sparse Vector Technique, which relies on AboveThreshold. 26
SVT accepts all the parameters that AboveThreshold takes in, plus a parameter ¢. Every time AboveThreshold
reports that a query exceeds the threshold, SVT will instantiate a new instance of AboveThreshold,
until ¢ such instantiations have been made. '* Dwork et al. have shown that privacy degrades only
when the noised above-threshold values are reported. '#'5 Because of its interactivity and state-
tulness, the privacy of SVT actually degrades with the number of queries that are reported above
threshold during the computation, rather than the total number of queries being asked. Hence,
SVT’s interactivity and statefulness are crucial to its privacy analysis.

DP mechanisms can also be interactively processed, which involves a randomized algorithm that
engages interactively with the output(s) of a mechanism. Interactive postprocessing can transform
non-interactive mechanisms into interactive ones, 3’ or transform one interactive mechanism into
another. The privacy of interactive postprocessing of non-interactive mechanisms is guaranteed
with the data-processing inequality, which states that post-processing cannot increase informa-
tion, > because the input of the interactive postprocessing is the single answer from a non-interactive
mechanism. Because the adversary does not take more information from the dataset, it does not leak
information. However, because interactive postprocessing of interactive mechanisms might take
additional information from the dataset, due to the I.M.’s behavior, it is not immediately clear that

privacy holds with the same parameters. We will study interactive postprocessing of . M.s in more
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detail in Section 2.4.

1.3 COMPOSITION

An analyst may want to interact with multiple datasets over the course of a computation, or an
analyst may want to run multiple algorithms on a single dataset. Mechanism composition allows
the analyst to interact with datasets in a more sophisticated way, by using simpler mechanisms as
building blocks.

At the most basic level, an analyst can compose non-interactive mechanisms in sequence. Basic
composition of non-interactive mechanisms finds that the privacy parameters of the overall compo-

sition scale at most linearly with the privacy parameters of each individual mechanism. '

Theorem 1.3.1 (Basic composition of non-interactive approximate-DP mechanisms*'*'7). De-
fine a sequence of non-interactive mechanisms My, My, . . ., My with M, being (¢;, 9;)-DP. Then
. . . k k
their composition M := Comp(My, ..., My) is (¢, 9)-DP where e = Zj:1 gandd = Zj:1 9

where M(x) returns a vector (My(x), . .., My(x)), with each mechanism executed on its own ran-

dom coins.

Since then, advanced composition theorems have found sublinear bounds for the composition of
approximate-DP mechanisms. '°

In fully-adaptive composition of non-interactive mechanisms, the adversary can adaptively
choose the privacy parameters at the time of composition for each algorithm. This provides an
added flexibility for data analysts, who may not know precisely in advance how much analysis to
do on a certain dataset using a certain algorithm. For instance, an analyst may decide, after doing
some exploratory analysis, that the rest of their privacy budget may be better suited for fine-grained

analysis.
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In some cases, an analyst may want to engage with multiple datasets and algorithms at the same
time, using a message received from one algorithm to decide what question to ask of another. Es-
sentially, given a sequence of composed interactive mechanisms, the analyst may wish to adaptively
interleave queries berween mechanisms, perhaps returning to previous mechanisms that it has inter-
acted with. For instance, for two mechanisms M and M3, the analyst may want to ask a query of
M, then ask a query of M, and return to ask a query of M based on the response of M. Be-
cause I.M.s allow adaptive querying, concurrent composition of interactive mechanisms®7 is a natural

formulation of this setting. We define concurrent composition formally below, and also depict it in

Figure 1.1.
Definition 1.3.2 (Concurrent composition of LM.s?7). Let My, . .., My, be interactive mech-
anisms that take private datasets x, . . ., xy, respectively. Then their concurrent composition M =

ConComp(My, ..., My,) is defined in Algorithm 1.

Algorithm 1 Concurrent composition of interactive mechanisms

procedure M(s, m):
if m = A, where 1 is the empty string then

x4 (%1, .0, 0)
s (2, [(My,5), ..., ( Mp,se)]) > initialize £ mechanisms
return (s, 1)

end if

Parse s = (x, [(My, 1), ..., (M, s)])

Parse m

if m = (j,q) wherej = 1,.. ., kand gis a query to M, then
(5],'7 m/) — Mj(’fja q)
S (o [((Miysi)s oy (MG 5), o (M, se)])

else if 7 cannot be parsed correctly then
s < s, m' < invalid query

end if

return (s, m’)

end procedure
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A M

Figure 1.1: Interaction between an adversary .4 and M := ConComp(M, M5, M3), with parameters &1, £, £3
respectively fixed in advance.

For types of DP for which interactive mechanisms can be simulated by non-interactive mecha-

nisms, concurrent composition theorems can follow nicely from sequential composition laws.

Theorem 1.3.3 (Concurrent composition of #DP mechanisms*®*). Let a sequence of non-interactive
mechanisms My, My, . .., My, be such that M, is f;-DP, and their composition M := Comp(M,, ..., My)
is f-DP. Then the concurrent composition of a sequence of interactive mechanisms My, My, ..., My,

where M, is f;-DP, denoted ConComp(My, . .., My), is also f~-DP.

While there is no known simulation of interactive Rényi-DP mechanisms by non-interactive
Rényi-DP mechanisms, it turns out that the privacy bounds of the concurrent composition of
Rényi-DP mechanisms matches the privacy bounds for the sequential composition of Rényi-DP

mechanisms.
Theorem 1.3.4 (Concurrent composition of Rényi-DP mechanisms*7**). Fix an ordera > 1. Let
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a sequence of interactive mechanisms My, Mo, ..., My, be such that M, is (a, ¢;)-RDP. Then their

concurrent composition M := ConComp(My, . .., My) is (a, Zle ¢;)-RDP.

All of the above concurrent composition theorems are defined for mechanisms with their privacy

parameters already fixed upfront.

1.4 ODOMETERS AND FILTERS

Allowing full adaptivity where not only the mechanisms but also the privacy-loss parameters and
the length of the composition can be chosen adaptively can lead to more efficient use of privacy re-
sources. Privacy odometers and privacy filters, first defined by Rogers, Roth, Ullman, and Vadhan *#
for non-interactive approximate-DP mechanisms, are useful for this setting.

A privacy filter is a mechanism that halts computation on a dataset once a preset privacy budget
is exceeded. >* The filter is equipped with a continuation rule, which maps to a binary value either
continue or halt, that ensures the interaction at each stage is differentially-private according to
the privacy budget. Interaction can only continue if the continuation rule outputs continue ata
stage. Otherwise, if the continuation rule outputs halt, the analyst is barred from asking the query.
In practice, a halt can mean that filter loops until the analyst asks a query that would not violate
the privacy budget, or that the filter halts to prevent any future computation on the dataset. For
notational ease, we will have the filter halt in the pseudocode in this thesis. However, these scenarios
bear the same privacy implications.

A privacy odometer is a mechanism that tracks its privacy loss over the course of computation. *#
The odometer is equipped with a privacy-loss accumulator, which is a function that outputs the
privacy loss up to the round of computation in response to a special privacy_loss query.

In previous literature, odometers and filters have been defined in terms of the adaptive sequential

composition of non-interactive mechanisms. The original odometers proposed by Rogers et al.,**
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defined for approximate-DDP, requires a simultaneous guarantee bounding a privacy loss at all points

in time when composing with adaptive privacy-loss parameters. For a View v at a given point in time,

the privacy loss is defined as Loss(v) = In (5;&?:&%:3 ((;))))::ﬂ] ) . The odometer defined by Rogers

etal.?* for k-fold composition, a pair of datasets x, ', and a privacy-loss accumulator G guarantees
that

Loss(v)| > G(e1, 01, - -, €4, %)

occurs with probability at most d,, with v <= View(A <> O(x)). The final guarantee of this defini-
tion yields a form of approximate DP, because there is some Jg possibility of failure.

Whitehouse, Ramdas, Rogers, and Wu*' gave constructions of odometers and filters that quan-
titatively improve on the results presented in Rogers et al. >, including when the composed mecha-
nisms satisfy zZCDP or Rényi DP. However, their odometer guarantee remains the same (¢, 9) of the
Rogers et al. definition.

For providing Rényi-DP guarantees when composing Rényi-DP mechanisms, Feldman and Zr-
nic'® constructed privacy filters. Lécuyer gave definitions and constructions of privacy odometers
for Rényi-DP.** Our general definition of odometers follows Lécuyer’s. This definition can be
thought of as being in analogy to the definition of a p-value in statistics: a p-value has an interpreta-
tion if we set a significance level 2 before we observe our random events. If the p-value is larger than
a, we reject the null hypothesis. Similarly, the privacy-loss reported by our odometer definition has
an interpretation if we set a privacy-loss threshold (¢, 9) before the mechanism is executed and halt
when the odometer’s privacy-loss query will exceed (¢, 9). We use Lécuyer’s definition because it is
more natural and general, since it is applicable to all forms of DP.

To summarize, the filter emphasizes the continuation rule such that the whole mechanism sat-

isfies the preset privacy guarantee. This is a nontrivial problem, because the expected value of the

privacy loss random variable may not be equal to its expected value at a fixed time. An odometer
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emphasizes a sequence of upper bounds on the privacy loss. Our definition, as we will see in Section
2.5, allows a simple conversion between the two, but previous definitions do not have this property.
For example, the odometer defined by Rogers et al. >* is a sequence of high probability point-wise
bounds, and the conversion between the filter and the odometer loses some information.

In Chapter 2, we will formulate filters and odometers that support the concurrent composition
of interactive mechanisms. In Chapters 3 and 4, we will extend these primitives to interactive /~DP,
Rényi-DP, and zCDP mechanisms. In the next subsections we will provide a preview of our own
formulations of odometers and filters by applying them to adaptive sequential composition of non-

interactive mechanisms, the same setting that previous literature contends with.

1.4.1 ODOMETERS

Definition 1.4.1 (Odometers). An odometer O : {0,1}* x {0,1}* — {0,1}* x {0,1}* is
an LM. that supports a specially-designated deterministic privacy-loss query, denoted privacy_loss.
Upon receiving a privacy-loss query, O will output the upper bound of the privacy loss at that point in

computation.

For example, a privacy_loss query can be defined as all 8-bit binary strings with its most sig-
nificant digit as 1. In this space, all other queries (such as queries that start a mechanism, or queries
to an existing mechanism) will have its most significant digit be 0. Because privacy-loss queries are
deterministic and do not change state, they are not associated with any intrinsic privacy loss.

To measure the privacy loss at each round of computation, we use the t7uncated view of an ad-
versary A interacting with an odometer O as defined in Definition 1.4.2. Essentially, a truncated
view takes in a View between an adversary and a mechanism as well as a privacy-loss parameter, and
truncates the View at the point of greatest privacy loss that does not exceed the requirement set by

the privacy-loss parameter.
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Definition 1.4.2 (Truncated view between adversary A with approximate-DP odometer O at
(¢,0)2*). Given a privacy-loss parameter (¢, ), an adversary A, and approximate-DP odometer

O, Trunc, 5 (View(A <> O(x)) is constructed as follows:
1. Initialize J{M =X, my = A, .YiA = A, where A is the empty string.
2. Repeat the following fori = 1,2, .. ..

(a) Ifiisodd, let (sX,a;) = O(sM,q:21), and let (sM, (¢;,9,)) = O(sM, privacy_loss),
ffH = 524'

(b) Ifiiscven, let (s21,q,) == A(P, ai—1; 71') and sy = sM.

(c) Ife; > eord; > 9, then exit loop.

(d) [f,vl/.\fl orsfH = Halt, then exit loop.
3. Return Trunc, 5 (View(A < O(x)) = (}”64,&21, e ,7‘;‘12, ai—1).

Using truncated view for analyzing odometers is first introduced by Lécuyer*® for Rényi-DP.
In this thesis, we will extend their definition to a general notion of truncated view, which allows us
to quantify privacy loss with all other DP variants, where we can simply replace (¢, ) with other
privacy-loss parameters for other DP variants.

The privacy guarantee of an odometer is defined as measuring the closeness between the distribu-

tions of the truncated views of an adversary.

Example 1.4.3 (Valid approximate-DP odometer for non-interactive mechanisms). Wesay O isa
valid approximate-DP odometer if for every pair of (¢, 9), every adversary A, and every pair of adja-

cent datasets x, ¥/,
D(Trunc(, 5 (View(A <> O(x)))||Trunc(, 5 (View(A <> O(x')))) = (&, ),
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where = is a partial order and (¢1,01) =< (e1,01) iff &1 < g2 and 9 < 9,

Odometers are typically constructed with a privacy-loss accumulator G that composes the privacy-
loss parameters of certain individual queries to the odometer, which are typically interactive mecha-
nisms. In this thesis, we will exclusively study such odometers, which we term G-odometers. How-

ever, keep in mind that a more general odometer need not be based on a privacy-loss accumulator.

Example 1.4.4 (G-odometer for composition of non-interactive approximate-DP mechanisms
(G-Odom(NIM))). Let G be a privacy-loss accumulator that takes a sequence of privacy-loss pa-
rameters (e1, 1), . . ., (ex, 0p) foranyk = 1,2,..., and maps to a global privacy loss (¢, 9), so
Gg: szo X szo — R>o x Rxo. 4 G-odometer for composition of non-interactive mechanisms

is denoted as G-Odom(NIM). At the (k + 1)st round, G-Odom(NIM)(s, m) is executed as follows:
1. If m = ), initialize s = (x, []), where || is an empty list, and return (s, 1)
2. Parses = (x, [(My, (e1,01)), - -, (M, (e, 91))])
3. dfm = (Mpys (ert1, Ot1)) and My 35 (g1, Opt1)-DP:

(a) Lets = (x, [(Mi, (e1,01)), - -, (Mgt (G415 O41))])

(b) Letm' = Mj41(x)
4. If m = privacy_loss, then let s = sand m' = G((&1,01), ..., (er, 1))
5. Return (s',m’)

Specifically for odometers equipped with privacy-loss accumulators, then, the privacy-loss accu-
mulator must output privacy loss bounds at any stage of computation that reflect the divergence

between the views at that stage.
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Example 1.4.5 (Valid approximate-DP privacy-loss accumulator for non-interactive mechanisms).
We say G is a valid approximate-DP NIM-privacy-loss accumulator £ G-Odom (NIM) is a valid

approximate-DP odometer.

1.4.2 FILTERS

Filters are . M.s equipped with continuation rules, which take in a privacy budget set by the adver-
sary and a sequence of privacy parameters, and maps to a binary decision whether to stop or halt the

mechanism.

Example 1.4.6 (F-filtered composition of non-interactive (¢, §)-DP mechanisms (F-Filt(NIM))).
Let F be a continuation rule that takes in a sequence of privacy-loss parameters (¢1, 1), . . . , and a tar-
get privacy-loss budget (¢, 3), and maps to a binary decision: F : RS, X RE (i X R>o xR>o — {0,1},
where 1 means continue and 0 means halt, and ]R*zo = U,fioRk. The F-filtered composition of
non-interactive mechanisms, denoted as F-Filt(NIM), is an interactive mechanism. At the (k + 1)st

round, F(+; (¢, 9))-Filt(NIM) (s, m) is executed as follows:

1. If m = A, initializes = (s, []), where [| is an empty list. Return (s, 1), where A is an empty

String.
2. Parses = (x,[(My, (e1, 1)), -, (Mp_1, (er,%))])
3. If My is (ep41, Op11)-DP and F ((e1,01), - - -, (€ht1, 9p11); (¢,0)) = 1

(a) Lets = (x, (M, (e1,01)), - -, (Mpg1, (G415 O41))])

(b) Let m' = Myi(x)
4. Else, lets' = Halt, and let m' store the reason for balting
5. Return (s',m")
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Note that at each round 4 of computation, whether the mechanism My, is (&, 9z )-DP is some-
thing the implementation needs to be able to verify, e.g. by having verified privacy-loss parameters

attached to every mechanism.

Example 1.4.7 (Valid approximate-DP filter for non-interactive mechanisms). We say a continua-
tion rule F is a valid (¢, 9)-DP NIM-filter for non-interactive mechanisms if for every pair of (¢, 9),

F(+;(¢,9))-Filt NIM)(-) is an (e, 9)-DP interactive mechanism.

1.5 GENERALIZED PROBABILITY DISTANCE

Given so many DP variants, Vadhan and Zhang** define a generalized notion of probability dis-
tance, termed D DP, to deal with DP variants at a higher level of abstraction. Distances between

probability distributions in the D DP framework is defined in terms of partially-ordered sets.

Definition 1.5.1 (Generalized probability distance **). A generalized probability distance measure

isa tuple (D, =, D) such that
1. (D, =) is a partially-ordered set (poset).

2. Disa mapping that takes any two random variables X, X' over the same measurable space to

an element D(X, X') of D.

3. (Postprocessing.) The generalized distance mapping D is closed under postprocessing, meaning

that for every measurable function g, D(g(X), g(X')) = D(X,X).

4. (Joint Convexity.) Suppose we bave a collection of random variables (X;, X,) ;e and a random

variable I distributed on I. If D(X;, X)) = d foralli € T, then D(X;, X)) =< d.

To illustrate, consider e-DDP.
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Example 1.5.2 (¢-DP in the generalized probability distance framework). The partially-ordered set

(D, =) is (RZ° U {0}, <). The mapping is the max divergence as defined in Definition 1.1.4.

Proof. The domain of possible ¢ is the non-negative real numbers up to infinity. A smaller ¢ is a
stronger privacy guarantee, so the ordering is captured by < over this domain.
Max divergence, defined in Definition 1.1.4, is closed under post-processing due to the data-

processing inequality. Due to the following lemma, max divergence also satisfies joint convexity:

Lemma 1.5.3 (Lemma that implies joint convexity of max divergence?®?). For every two pairs of

probability distributions (Py, Qo) and (P1, Qv), and every A € (0,1),

Doo((1= )P0 + AP1[|(1 = 2)Qo + Q1) < max{Deo(Po]|Qu); Doo(Pr]|Q1)}-

O]

In Chapters 3 and 4, we will present /-DP and Rényi-DP, respectively, in this generalized proba-
bility framework.

Now we can introduce a notion of a D DP mechanism with a specific privacy loss parameter.
Definition 1.5.4 (d-D DP mechanisms?*). Let (D, <, D) be a generalized probability distance. For
d € D, wesay an L.M. M isd-D DPif for every adversary A and every pair of datasets x, ¥/,

D(view(A < M(x))||view(A <> M(x'))) < d.

The joint convexity of (D, <, D) implies that it suffices to consider only deterministic adversary
algorithms in our proofs, as we can always generate a deterministic adversary from a randomized
adversary by fixing the coin tosses of the randomized adversary. To explain, consider a randomized

adversary A interacting with a d-D DP mechanism M on dataset x and an adjacent dataset x. Let
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Ibe the random variable that captures the coin tosses of A, and let X7 denote the view of the adver-
sary that corresponds to some random coin toss. Let 7 € Z, where Z = Supp([), be a crystallization
of 7, analogous to fixing the coin tosses of the randomized adversary, i.e. 7 := (71, 72,73,...). Then
we can write X7 := View(A <> M(x)) = (r,a1,72,4z,...). Similarly, X} := view(A <«
M) = (r,a}, 72,4, ...). Because M is d-D DP, D(X,, X)) < dforanyi € Z. Point 4 of
Definition 1.5.1 allows us to conclude that D(X7, X;) < d. Therefore, knowing that M is 4-D DP,
where (D, <, D) is jointly convex, allows us to consider an adversary acting on any crystallization of
A’s coin tosses as a proxy for A itself, as d would upper-bound the divergence between neighboring
datasets of any such crystallization. Using deterministic adversaries will simplify our proofs, because

we will not need to consider adversary randomness in tandem with the randomness of M.

Lemma 1.5.5 (Deterministic adversaries **). An interactive mechanism M is D DP if and only
if for every pair of neighboring datasets x, x' and every deterministic adversary A, D(View(A <>
M(x))||view(A <> M())) < d.

With this lemma, in future references to adversaries, we will presume the adversary is determinis-
tic.

In the rest of this thesis, we will use the notation D* := ;2 , D*.
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Odometers and Filters

2.1 MOTIVATION

It is not immediately clear if the ability to adaptively partition a budget across multiple znteractive
mechanisms might open up the opportunity for a privacy attack. The setting in which an adversary
can adaptively choose privacy parameters as they go along, where adaptivity comes not only between

an adversary and a particular .M., but also in the adversary’s interaction with multiple 1. M.s, mo-
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Figure 2.1: Concurrent composition with adaptively-chosen privacy loss parameters. Interaction between A and M :=

ConComp( My, My, Mj,...)

tivates our study. We will formulate privacy filters and odometers for the concurrent composition
case, when privacy-loss parameters of the concurrently composed I.M..s are chosen adaptively.

Figure 2.1 further illustrates the setting we are interested in, concurrent composition with adap-
tive privacy-loss parameters. This figure represents the following interaction: the adversary starts
M with parameter 1, queries M with ¢, and gets an answer. Based on this answer, the adversary
then adaptively starts M, with parameter ¢,, queries it with ¢, and gets an answer. The adversary
then decides to query M with query g3, and gets an answer from M. Based on this answer, the
adversary decides to start M3 with parameter 3. The adversary can continue to interact with the
mechanisms it has already started, or start yet more.

In this chapter, we will first formulate filters for adaptive composition of non-interactive and
interactive mechanisms. Then we will formulate odometers for the same, and prove that we can

easily convert a filter into an odometer and vice versa without any privacy loss.
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2.2 FILTERS

With the framework given in Definition 1.5.1, we now define privacy filters in terms of our general-

ized probability distances.

Definition 2.2.1 (F-filtered composition of D DP non-interactive mechanisms (F-F7lt(NIM))).
For a continuation rule F (-;d) : D* x D — D, the F-filtered composition of D DP interactive

mechanisms is an interactive mechanism executed in Algorithm 2.

We allow continuation rules to have a finite cap K on the number of privacy-loss parameters they
can accommodate. We denote this as Fx(+;d) : DX x D — D, where d is the privacy-loss budget.
When K is finite, a filter built from F can only accommodate up to K mechanisms, provided that
privacy loss is within budget. Notationally, if K = oo or K'is not specified, the implication is that
the number of mechanisms F can accommodate is technically unbounded.

In the F-filtered composition of D DP non-interactive mechanisms, a sequence of non-interactive
mechanisms are adaptively composed in real time, provided that their composition does not exceed
some given privacy budget 4 (which F ensures).

We similarly define F-filtered composition for D DP interactive mechanisms.

Definition 2.2.2 (F-filtered concurrent composition of D DP interactive mechanisms). 7he F-
filtered concurrent composition of D DP interactive mechanisms, denoted as F-FiltCon(IM), is an

interactive mechanism as executed in Algorithm 3.

Figure 2.2 illustrates an example of an interaction between an adversary and a concurrent ap-
proximate DP filter. In the interaction represented, the adversary first attempts to start mechanism
M with parameter ¢;. When the filter verifies that this is within the privacy budget, the adversary
can then freely query M with query g1 and receive an answer. Next, the adversary does the same

with M with parameter ¢,. This interaction can continue until the adversary attempts to start
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Algorithm 2 F-filtered composition of D DP non-interactive mechanisms

(F-Filt(NIM)), for F : DK — D, where K could be oco.

procedure F(-; d)-Filt(NIM)(s, m):
if m = 1 then > initialize filter
s <= (s,[]), where [] is an empty list
return (s, 1)
end if
Parsesass = (x, [(My,d1), (Ma,da), ..., (My,d)])
Parse m
if m = (M’',d’) then
if # = K then > already at mechanism limit
s’ < Halt, m' < at mechanism count limit
else if M’ isd’-D DP then
Mgy M
diyy < d
if F(dy,...,dp1) # 1then
m' < insufficient budget,s’ < Halt
else

Random sample 7 := coin toss for M,
S (x’ [(Ml’d1)7 R (Mk—l-la dk-i-l)])
m' <= My (% 7641)
end if
end if
else if 7 cannot be parsed correctly then
s < s,m' < invalid query
end if
return (s, m')
end procedure
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Algorithm 3 F-filtered concurrent composition of D DP interactive mechanisms
(F-FiltCon(IM)), for F : DX — D, where K could be co.

procedure F(-; d)-FiltCon(IM)(s, m):
if m = 1 then > initialize filter
s <= (s,[]), where [] is an empty list
return (s, 1)
end if
Parsesass = (x, [(My,dy,51)y .oy (Mg, diy52)])
Parse m
if m = (M’,d’) then
if £ = K then > already at mechanism limit
s Halt, m' <— at mechanism count limit
else if M’ isd-D DP then
Mg = M
diyy < d
if F(d,...,d1) # 1then
s’ < Halt, m’ < insufficient budget
else
(Spt1, m) — Myya(x, 2)
s (x,d, [(My,dy,51), ..oy (Misr, ity Sev1)])
m' < yes
end if
end if
elseif m = (f,9) wherej = 1,..., kand g is a query to M, then
(57, 7) = M(s;,9)
5 (x,d, [(My,dy,5),. .., (./\/lj-,dj,sjl-), ooy (M, diys1)])

else if 7, cannot be parsed correctly then

s < s5,m' < invalid query
end if
return (s', m’)
end procedure
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Fle,) < (e, 9)?

F

Fle, &,) < (£, 6)?

Fle, e, ...
£) <(c 0)?

Figure 2.2: Schematic of a concurrent approximate-DP filter.

M}, with parameter &, which in this illustration would cause the privacy loss to exceed the privacy
budget. As a result, the filter returns a halt. Up until that point, the interaction would then be like
ConComp(My, ..., M;_;) but with adaptively-chosen privacy-loss parameters.

Important to note is that if the adversary hasn t yet sent a query to start M and received confir-

mation that it can do so, it cannot query M.

Definition 2.2.3 (Valid D DP filter for interactive mechanisms). Let F : D* x D — {0,1} bea
continuation rule. F is a valid D DP concurrent IM-ilter if for every d € D, F(-;d)-FiltCon(IM) is

a d-D DP interactive mechanism.

In other words, a concurrent privacy filter is a continuation rule for which Definition 2.2.2 holds

for all distances d € D in the concurrent composition of interactive mechanisms.

2.3 ODOMETERS

We can similarly define privacy odometers in terms of generalized probability distances.
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Definition 2.3.1 (G-odometer for composition of non-interactive mechanisms (G -Odom(NIM))).
A G-odometer for the composition of non-interactive D DP mechanisms, denoted as G-Odom(NIM),

is executed as in Algorithm 4.

Algorithm 4 G-odometer for composition of non-interactive mechanisms

(G-Odom(NIM)) .

procedure G-Odom(NIM (s, m):
if m = 1 then
s <= (s,[]), where [] is an empty list
return (s, 1)
end if
Parsesass = (x, [(My,d1), (Ma,da), ..., (My,dr)])
Parse m
if m = (M',d’) then
if M'isd’-D DP then
Mgy <~ M’
diyy < d
S (x7 [(Mlvdl)v SR (M/e+17 d/e-l-l)])
Random sample 74 := coin toss for M4
m' <= My (% 7541)
else
s < s, m' < Divergence cannot be parsed
end if
else if 7 = privacy_loss then
S —s,m —Gd,...,d)
else if 7 cannot be parsed correctly then
s < s,m' < invalid query
end if
return (s, m')
end procedure

Our construction of odometers have a specially-designated privacy_loss query, which outputs a
conservative bound on the privacy loss of the interaction up to that point.

Before formalizing the privacy guarantee of odometers, we first define a truncated view for gen-
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eralized probability distances. This definition generalizes Lécuyer’s definition, 28 which was for

Rényi-DP.

Definition 2.3.2 (Truncated view for odometers*®). For a deterministic adversary A and odometer

O on dataset x, the truncated view

Truncd(VieW(.A — O(x)))

is the return value of Algorithm s, including the randomness and query answers.

Algorithm s Truncated view of adversary interacting with odometer O given input 4

procedure TRUNCVIEW(View(A <> O(x)))
Initialize s} < x, mg < 2,5{4 — A
forr=1,2,... do

if 7is odd then
(575, a:) < O(M, gi1)
(M d,) = O(sM, privacy_loss)
st st
if d; A d then
Exit loop
end if
else if 7 is even then
(st-hqi) — “4(5;4’“1'—1; ;,.IA)
sy s
end if
if s}, = Halt ors7i, = Halt then
Exit loop
end if
end for
return Trunc,(View(A < O(x))) = (i, ay, 75, a5, .. 75, a5 1)

end procedure

Essentially, for a given probability distance d, Algorithm s cuts off the adversary’s view of the

interaction with an odometer up to the last answer for which the privacy-loss accumulator’s output
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would be ordered below d.

We define a valid D DP odometer based on truncated view.

Definition 2.3.3 (Valid D-DP odometer). O s valid D DP odometer if for every d € D, adver-

sary A, and every pair of adjacent datasets x, x/,

D(Truncy(View(A <> O(x)))||Truncy(View(A <+ O(¥')))) < d

Definition 2.3.4 (Valid D-DP privacy-loss accumulator for non-interactive mechanisms). G :
D* — D isavalid D DP non-interactive-privacy-loss accumulator (NIM-privacy-loss-accumulator)

if for every d € D, G(-)-Filt(NIM) is a valid d-D DP odometer.

In ther words, the privacy loss output by a D-DP privacy-loss accumulator at some point in com-
putation should be an upper bound on the actual divergence between adjacent views at that point.

It is helpful to imagine what privacy loss would look like for concurrent odometers before we de-
fine them. In sequential composition, the adversary’s next query was a new mechanism, so defining
privacy loss in sequential composition is the same as defining a privacy loss for each query. However,
this gets more complicated with concurrent odometers. For example, as we discussed with Sparse
Vector Technique in Chapter 1, one can use SVT so that each “above threshold” response reveals
some information about the dataset, while each “not above threshold” response does not, meaning
that a privacy guarantee associated with each query is variable and dependent on the mechanism’s

randomness, which is correlated across all queries. 421,26

Hence, articulating where and how privacy
loss accumulates requires a level of care.

To address this issue for concurrent odometers, we let the privacy-loss budget to be paid upfront
at the start of each additional mechanism. For example, suppose an adversary starts two Sparse Vec-

tor Techniques that it interacts with concurrently. If the privacy parameter of the first technique is

¢ and the privacy parameter of the second is &, a valid odometer may respond ¢; + ¢, in response to
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a privacy-loss query after the second SVT has been started, even if only negative answers have been
given in the history of the computation (as in, there has been no additional information revealed
about the dataset). Also, so long as the adversary does not start a third mechanism, the odometer
will always respond ¢; + & to a privacy-loss query. This way, the odometer would always output
the upper bound of the privacy loss at any given time period. Because different mechanisms will have
different privacy losses, designing privacy_loss queries this way also allows our odometer primitive
to avoid being mechanism or definition dependent.

We now define concurrent privacy-loss odometers and privacy-loss accumulators.

Definition 2.3.5 (G-odometer for concurrent composition of interactive mechanisms (G-Odom Con(IM))).
A G-odometer for the concurrent composition of interactive mechanisms, denoted as G-Odom Con(IM),

is executed as in Algorithm 6.

Figure 2.3 depicts an example interaction between an adversary and a privacy-loss odometer built
from a privacy-loss accumulator. In this example, the adversary starts M, with parameter ¢; and
then queries M; with g;. Then, adaptively, it starts M, with parameter ¢, and queries M, with ¢5.
From the answer it receives, it returns to query M again with query g3. Eventually the adversary
also sends a privacy_loss query and receives a response from the privacy-loss accumulator G.

A valid D DP privacy-loss accumulator for interactive mechanisms is similarly defined as its non-

interactive counterpart.

Definition 2.3.6 (Valid D DP privacy-loss accumulator for interactive mechanisms). G : D* — D
is a valid D DP concurrent IM-privacy-loss accumulator if for every d € D, G(-)-Odom Con(IM) is

a valid d-D DP odometer.
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Algorithm 6 G-odometer for concurrent composition of interactive mechanisms
(G-OdomCon(IM)).

procedure G-Odom Con(IM)(s, m):
if m = 1 then
s <= (s,[]), where [] is an empty list
return (s, 1)
end if
Parses = (x, [(My,dy, 1), (Mo, da,2), ..., (My, di,si)])
Parse m
if m = (M',d’) then
if M'isd’-D DP then
My = M’
Ay < d
(Spg1, m") = Mg (x, 2)
5 (x, [(My,di,51), ooy (Mg, diys si1)])
m' < yes
else
s < s, m' < “Divergence cannot be parsed”
end if
elseif m = (f,q) wherej = 1,..., kand gis a query to M, then
(57, m") <= M55, )
S (e (M dissi), s (M dys), oo (Misdiy si)])
else if m = privacy_loss then
S <—sm «—Gd,...,d)
else if 7 cannot be parsed correctly then
s < s, m' < invalid query
end if
return (s, m')
end procedure
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Figure 2.3: Schematic of a concurrent approximate-DP odometer.

2.4 LM.-To-ILM.POSTPROCESSING

Previous work 37-3® has defined interactive postprocessing of non-interactive mechanisms, as well as
non-interactive postprocessing of non-interactive mechanisms, '»#* both of which maintain privacy
under the data-processing inequality. Defining interactive postprocessing of interactive mechanisms
will be helpful in our proofs for concurrent, adaptive composition of .M.s. If we already know the
privacy properties of a particular .M., and we know this I. M. can simulate another via interactive
postprocessing, then we will also be able to make conclusions about the privacy of the simulated
L.M. The task now is to define a primitive for such interactive postprocessing and show that the
postprocessing itself preserves privacy.

A primitive that will be helpful to us in this setting is the person-in-the-middle mechanism, which
can be thought of as an interlocutor between the mechanism and the adversary. Figure 2.4 is a repre-

sentation of a person-in-the-middle mechanism.

Definition 2.4.1 (Person-in-the-middle mechanism). A4» interactive postprocessing mechanism (or
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Figure 2.4: Person-in-the-middle mechanism. The person-in-the-middle P can communicate interactively with both
adversary .4 and mechanism M, as shown, with A choosing queries adaptively based on the messages it receives from
P. The message that PP finally passes on can be thought of as the result of an interactive postprocessing.

‘PIM mechanism’ for ‘person-in-the-middle’) is a randomized mechanism P : {0,1}* x {Q, 4} x
{0,1}* — {0,1}* x {Q, A} x {0,1}* that takes its current state s € {0,1}, a valuev € {Q, A} to
indicate whether it is receiving a query (from an analyst or adversary) or an answer (from the mecha-
nism it is postprocessing), and a message m. ‘P returns a new states' € {0,1}*, a value v’ € {Q, A} ro
indicate whether it is asking a query (of the mechanism it is postprocessing) or providing an answer (if

it is answering a query) and message m', denoted (s', o', m') = P(s, v, m).

Intuitively, in an interaction, a PIM mechanism can engage adaptively with the adversary until it
deems a (potentially-postprocessed) query appropriate to pass on to the mechanism. Upon receiving
this query, the mechanism will produce an answer, and the PIM mechanism can undergo an adap-
tive interaction with the mechanism as well until it deems the message appropriate to pass back to

the adversary. One can view v as an internal state that the PIM mechanism maintains.

Definition 2.4.2 (Postprocessed interactive mechanism). Let M be an interactive mechanism and
P be an interactive postprocessing. Then the postprocessing of M by a PIM mechanism P, denoted

P o M, is the interactive mechanism defined in Algorithm 7.

Essentially, though an adversary A only physically interacts with P, the entire interaction P o M

can be viewed as a mechanism that A interacts with. This will be important in reduction proofs in
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which we prove the privacy properties of one mechanism by transforming it into another whose

privacy properties we already know.

Algorithm 7 Postprocessing of M by PIM mechanism P, denoted P o M.
procedure P o M(s, m):

if m = 1 then
Mo, P — A me— v A > initialize M and P
else
Parse sass = (sM,57)
Letv < Q
end if
while v = Q do > while P is equipped to interact with M, conduct interaction

(M om) < MM m)
(", 0,m) =P(s", 4, m)
end while
return ((sM, s7)
end procedure

,m)

Theorem 2.4.3 (Privacy preserved under I.M.-to-LM. postprocessing). IfP : {0,1}* x {Q, 4} X
{0,1}* — {0,1}* x {Q, 4} x {0,1}* is an interactive postprocessing algorithm and mechanism M
is d-D DP, then P o M is also d-D DP.

Proof. Let A be the deterministic adversary against P o M. By Definition 1.2.3, View(A <> P o
M(x)) = (ro, my1, 72, m3,74, ... ), where r; are the random coins that A tosses and 7z, are the
messages received by A.

Define an adversary A’ that maintains the states of A and P as submachines, constructed as in
Algorithm 8. Informally, Algorithm 8 says that when A’ is to generate a query (determined by v =
Q), it will run A with P until P decides the query is appropriate to pass on to M (determined by
vour = Q). When A’ is to receive an answer (determined by v = A4), it will run P to first check

if P wants to interactively process it with M first. If so, the interaction between P and M would
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proceed until P determines that the answer is in a state to be passed to .4, done by checking the

output value v,,, of P given the state, the value 4, and the message as inputs at that round.

Algorithm 8 Adversary A’ that maintains the states of A and P as submachines.

procedure A'(s, m):

if s = 1 then > need to initialize A’
(A, mo) +— A(2,2) > initialize adversary submachine
(P, 0,m') « P(A, 4, my) > initialize PIM submachine
return ((s*,57), m')

end if

Parse s = (s4,57)

Vot — A > initialize v,

if v = Q then > P will provide a query to M

j1 > 7 indexes the internal communication A <> P

while v,,, = A do
Let (Jj'fil, m;) < A(SJA, m
Let (5711, Oours ) 4= P(s]y, 0, m,)
jj+1
end while
m' < m]'
§ (;]A,sjp)
v+ A > prime A to receive an answer
else if v = A then
(57, Ve, m') <= P (7, v, m)

s (54,57
if v,,, = A then > P will provide an answer to A
v+ Q > prime A to ask a query
end if
end if

return (s, m’)
end procedure

Because M is d-D DP, the interaction between A’ and M is d-D DP. Define a noninteractive
postprocessing function g that transforms View( A" <+ M(x)) = (#, m{, 75, m5,...) onany

dataset v as in Algorithm 9. Informally, the new View object generated by Algorithm 9 makes visible
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the submachine interaction between A and P in the operation of A’, and snips the interaction
between A’ and M such that if there is an extended sequence between M and submachine P of
A, only the only the final answer from M before P and A begin interacting will be included. Since
non-interactive postprocessing preserves privacy properties by Definition 1.5.1 (3), we know that
D(g(view(A" <+ M)(x))||g(view(A" <> M)(x'))) =< D(view(A" <+ M)(x)||view( A" <>
M) () = d.

The view of A against P o M on any dataset x can be computed by postprocessing the view of A’
against M on x using g; in other words, View(A <> P o M) = g(view(A’ <> M)) on any dataset
x. Therefore, D(View(A <> P o M)(x)||view(A <> P o M)(x')) < d. This means P o M is also
d-D DP. O

This is a powerful result, as it shows that any state machine that operates as a PIM mechanism
will, when composed with M, maintain privacy properties.

A useful corollary follows from this theorem.

Corollary 2.4.4. Suppose N : {0,1}* x {0,1}* — {0,1}* x {0, 1}* is an interactive mechanism
such that for every pair of neighboring datasets x, X, every deterministic adversary A, and every query

g € {0,1}, there exists an interactive mechanism M and a PIM mechanism P such that

view(A <> N (x,q)) = view(A <> P o M(x,q))

view(A <> N (', g)) = view(A > P o M(x, q))

Proof: By Theorem 2.4.3, P o M is d-D DP. Therefore, D(View(A <> N (x,q))||view(A
N (¥, q))) = D(View(A <+ P o M(x,q))||View(A <+ P o M(«,q))) < d. Therefore, N is also
d-D DP. O
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Algorithm 9 Non-interactive postprocessing ¢ that transforms View(A’ <+ M(x)) to
View(A <> P o M(x))

procedure g(View(A" <> M(x)))
i1 > 7 indexes input
j+<0 > 7 indexes output
Parse View(A' < M(x)) as (v, my, 7y, my, ... )
0,4 Q, 0y < A
while 72, do
if v = Q then > adding interaction A <> P
Store (s4, m™*) < (s, m!) as temporary variable
(5%, Ve mT) < (7, 0,2)
while v,,, # Q do > simulate interaction of A and P on the message
Let (s4, m*) = A(sA, m*; 7}4)

Py =P(P, v, mH; 77)  ©using the randomness of P to

Let (SP, Uty M
get the new state

My < m” > record message A receives from P
jjt+2
end while
v+ A
elseif v = A then > abbreviating interaction P <> M

(7, Vo, m) <= P(F 0, mi; 17

if v,,, = Q then

v+ A
elseif v,,, = A then > record the history
mj+1 <— m
v Q
jjt2
end if
end if
i—i+2
end while
return(r(;l,ml,rf,m3,...,;f‘,mﬁl,...)

end procedure
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2.5 CORRESPONDENCE BETWEEN ODOMETERS AND FILTERS

A convenient property of odometers and filters is that any privacy-loss filter can be converted into
a privacy-loss odometer, and vice versa. Given a valid privacy-loss accumulator G(+), we can build a
valid continuation rule F(-;d) = I(G(-) < d). Similarly, for a valid continuation rule of the form
F(;d) = I(G(-) = d), we can extract the function inside, G, which will be a valid privacy-loss

accumulator. We will use this correspondence throughout the proofs in Chapter 3 and 4.

Lemma 2.5.1. 1. A function G : D* — D is a valid NIM-privacy-loss accumulator if and only
if F : D* x D — {0, 1} constructed from G(-) such that F(-;d) = 1(G(-) = d) is a valid

D-DP NIM-filter.

2. Afunction G : D* — D isavalid concurrent IM-privacy-loss accumulator if and only if
F : D* x D — {0,1} constructed from G(-) such that F (-;d) = 1(G(-) = d) isa valid

D-DP concurrent IM-filter.

Proof of Lemma 2.5.1. We will prove Lemma 2.5.1 for the interactive case, because the non-interactive
case follows similarly.

Fix a pair of datasets x, x’.

If: Suppose that F(-;d) = 1(G(-) =< d) isavalid D DP concurrent IM-filter. Then by Defini-
tion 2.2.3, F(+;d)-FiltCon(IM) is a d-D DP interactive mechanism for every d € D. Thus, for an
adversary A interacting with G-Odom Con(IM), we can construct an interactive mechanism M that
will behave exactly like G-Odom Con(IM) as in Algorithm 6, but on every round of operation also
checksif G(-) A d, in which case M will maintain its previous state and output halt message. It is
easy to see that View(A <> M(x)) is exactly the same as Trunc, (View(A <+ G-OdomCon(IM)(x)))

for any database .
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We now prove that M is an interactive postprocessing of F (-; d)-FiltCon(IM). Define a post-
processing P as in Algorithm 10. This mechanism allows M to behave the same as F (+; d)-FiltCon(IM),
just adding additional support for the deterministic privacy_loss queries, which do not change the

state of the odometer and therefore do not affect divergence.

Therefore,

D(truncy(vView(A <> G-OdomCon(IM)(x)))||Trunc,(View(A < G-OdomCon(IM)(x'))))

= D(view(A <> M(x))||view(A <> M(x)))

— D(View(A <+ P o F-FiltCon(IM)(x)|[View(A < P o F-FiltCon(IM)(x)))

< D(view(A < F-FiltCon(IM)(x))|View(A > F-FiltCon(IM)(x'))) (2.1)

=d, (2.2)

where (2.1) follows from Theorem 2.4.3. By Definition 2.3.6,G : D* — D isavalid D DP privacy-
loss accumulator.

Only if. Suppose that G : D* — D is avalid D DP privacy-loss accumulator. For everyd € D,
because the continuation rule is F(-;d) = L(G(-) = d), F(+;d)-FiltCon(IM) will halt when
G(-) £ d, which is the same condition for outputting View truncated at 4 as in Algorithm 5. We can
use the same M as in the previous direction that is constructed such that, for an adversary A and
database x, View(A < M (x)) is exactly the same as Trunc,(View(A <> G-OdomCon(IM)(x))).

We now define an interactive postprocessing P that transforms M into F (+; d)-FiltCon(IM) in
Algorithm 11, which removes support for privacy_loss queries since F (-; d)-FzltCon(IM) would
not support that. Other interaction is essentially preserved, since M and F (+; d)-FiltCon(IM) will
both halt when G(-) A 4.
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Again, because privacy_loss queries do not affect divergence, we have

D(View(A > F-FiltCon(IM)(x)||View(A > F-FiltCon(IM)(x)))

= D(view(A & P o M(x)||view(A & P o M(¥)))

= D(view(A > M(x))[[view(A <> M(x'))) (23)
= D(Truncy(View(A <> G-OdomCon(IM))(x)||Truncy(View(A < G-OdomCon(IM))(¥')))

=d (2.4)

where (2.3) follows from Theorem 2.4.3. Thus, F(+; d)-FiltCon(IM) is a d-D DP interactive

mechanism. By Definition 2.2..3, since this is true for arbitrary d, F is a valid D DP filter. L]
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Algorithm 10 Interactive postprocessing P that transforms F (+; d)-FiltCon(IM) into M

procedure P(s, v, m):
k <— number of mechanisms (started or attempting to start)
if m = 1 then > initialize P
s« (G(-),]),v < 4, where [] is an empty list
return (s, 0, 1)
end if
if v = Qthen I> accepting queries from adversary
if m = (M',d’) then
Parsesas (G(-), [My, ..., My])
S (G(), My, ..., My, (M1, pending)])
elseif m = (f,q) wherej =1, ..., kand g is a query to M, then
S
else if 2 = privacy_loss then
m' <« G(-)
return (s, 4, m')
end if
m' < m
vV Qu< A4 > pass query on to mechanism
else if v = A then > accepting answers from filter
if m = yes then > successfully started new mechanism
Parsesas (G(+), [My, ..., (M;, pending)])
S (G(), My, ..., M)
else if 7 = no then
Parsesas (G(+), [My, ..., (M;, pending)])
S (G(), My, ..., My])
else
S s
end if
m' < m, v < A,v 4+ Q > pass query on to adversary
end if
return (s, o', m')
end procedure
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Algorithm 11 Interactive postprocessing P that transforms M into F (+; d)-FiltCon(IM)

procedure P(s, v, m):
k <— number of mechanisms (started or attempting to start)
if m = A then > initialize P
s« (G(-),]),v < 4, where [] is an empty list
return (s, 0, 1)
end if
if v = Qthen I> accepting queries from adversary
if m = (M',d’) then
Parsesas (G(-), [My, ..., My])
S (G(), My, ..., My, (My1, pending)])
elseif m = (f,q) wherej =1, ..., kand g is a query to M, then
S s
else if 2 = privacy_loss then > remove support for privacy loss queries
m' < invalid query
return (s, 4, m')

end if

m' < m

vV Qu< A4 > pass query on to mechanism
else if v = A then > accepting answers from filter

if m = yes then > successfully started new mechanism

Parsesas (G(+), [My, ..., (M;, pending)])
= (G(), My, ..., M)
else if 7 = no then
Parsesas (G(+), [My, ..., (M;, pending)])
= (G(), My, ..., M)
else
s
end if
m' < m, v < A,v 4+ Q > pass query on to adversary
end if
return (s, o', m')
end procedure
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Concurrent Filters and Odometers for /-DP

3.1 f-DIFFERENTIAL PRIVACY

Differential privacy attempts to capture privacy loss by taking the statistical divergence of the output
of a mechanism on adjacent datasets. /~DP '° casts this formulation into a hypothesis testing set-

ting. The adversary, upon receiving the output of some mechanism M on a dataset, considers the
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following problem:
Hj : the dataset is x H; : the dataset is &

Let Yand Y denote the output of M on two adjacent datasets, i.e. ¥ = M (x) and ¥ = M(x/).
Let @ be a rejection rule mapping the output of a random variable to a binary decision to reject or
fail to reject. The type I error, denoted 2, = E[p(Y)], is the probability of rejecting Hy when Hy is
true. The zype Il error, denoted 8, = 1 — E[p(Y")], s the probability of failing to reject Hy when £
is true. For a given confidence level, the trade-off function describes the greatest lower bound of the
type Il error for @. Essentially, the trade-off function characterizes the optimal boundary between

the minimal achievable type I and type II errors.

Definition 3.1.1 (Trade-off function ). Let Yand Y’ be two probability distributions on the same

space. Then the trade-off function 7(Y, Y”) : [0,1] — [0,1] is given by
(Y, Y')(a) = inf{ﬂ¢ tap < af.
P

The necessary and sufficient conditions of trade-off functions / : [0,1] — [0, 1] are that each is

convex, continuous, nonincreasing, and fla) < 1 — fla) on [0, 1].7°

Definition 3.1.2 (FDP'°). Lerf : [0,1] — [0,1] be a trade-off function. A mechanism M is

[f-difterentially private i for every pair of neighboring datasets x, X,
T(M(x), M(x)) > f.

Essentially, for any confidence level, the type II error is always bounded below by /. Hence, the

larger the function fon [0, 1], the more difficult it is to distinguish between M (x) and M ('), and
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hence the stronger the privacy guarantee.

-DP is powertul in that it is a complete characterization of privacy, as it is a function definition
rather than a pointwise definition. Hence, there is no risk of summarizing privacy loss too early
based on insufficient statistical information.

In our generalized DP framework given in Definition 1.5.1, let the poset (D, <) consist of the set
D of all trade-off functions . For fi, /2 € D, the partial orderingis fi < £ if fi(a) > f2(«) forall

a € [0,1]. Let the mapping D be the trade-off function 7"as defined in Definition 3.1.1.

Example 3.1.3 ((¢, 9)-DP as a specific case of fDP*>*>™°), Let f, 5 = max{0,1—d—exp(e)a, exp(—¢)(1—

0 — a)}. A mechanism is f, 5-DP iff it is (¢, 9)-DP.

Proof- Fix a pair of neighboring datasets x, x’, and let M be some (¢, 9)-DP mechanism. Define
hypothesis Hj to be that the dataset is x and Hj to be that the dataset is ’. Let ¢ be the rejection
rule that allows probabilistic decisions based on a partition of sets {S;},S; C {0,1}* of the output
space of an f; 5-DP mechanism M. For a set S, ¢ will reject the null hypothesis with probability p;.
Hence, for any such partition, the type Lerror & = E[p(M(x))] = >, p,Pr[M(x) € S;], and the
type lerror f = 1 — E[p(M(<))] = 3,1 — p) PIM(¥) € S

An (¢, 9)-DP mechanism is f; ;-DP. Consider an arbitrary set partition {S;}. By the definition of
(¢, 9)-DP as given in Definition 1.1.1, Pr[M(x) € S;] < exp(e) Pr[M(x') € S;] + dforany S;.
Then, (1— ) PrM(¥) € 5] < (1 p)(exple) PIM(¥) € ] +3), 50 53,1~ pr) PrIM(x) €
S < exp(e) Y ,(1 — p;) PrM(x’) € S,] + 9, which rearrangesto1 — & < exp(e)g + 9. This
rearranges to 8 > exp(—e¢)(1 — & — ). The (¢, 9)-DP guarantee also ensures that Pr[M(x/) €
Si] < exp(e) PriM(x) € S§;] + 9,501 —B < exp(e)a +9 = B>1— 90— exp(e)a.

The tradeoff function should ensure that > « at any level of , so given the relationships we
derived above, we know that # > max{0,1 — 0 — exp(¢)a, exp(—e¢)(1 —  — «)}. Hence, an

(¢, 9)-DP mechanism M is f; ;-DP, where £; 5 is defined above.
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An f, 5-DP mechanism is (¢, 9)-DP. Note that f; 5 is a linear piecewise function symmetric with
respect to the line f; 5(¢) = «, with slope — exp(¢) when f; 5(2) > «and — exp(—¢) when
fes(a) < a. We will examine every piece. Knowing that £; 5 is the tradeoff function means 8 >

1 — 9 —exp(e)aand f > exp(—e)(1 — 9 — «). For the first piece,

Pr(p(M(+)) = 0] > 19 — exp(e) Pr[p(M(x)) = 1]

— Za — p) Pr[M(¥) € §] >1— 3 — exp(e) Z 2 Pr[M(x) € S}
= 1- Zpi PriM(¥) € 8] > 1— 9 — exp(e) Zpl- PrM(x) € S

— Z 2 PrM(¥) € ;] < exp(e) Z pPrIM(x) € S 49

Because this holds for any arbitrary partition {S;}, and any arbitrary set S C {0,1}* in M’s
output space can be constructed from some such partition (consider the partition S; = & and
S, = S, withp; = land py = 0), we have that Pr{M (x) € S| < exp(¢) Pr[M(x) € S] + dfor

any set S. For the second piece,

Pr(p(M(x')) = 0] > exp(—¢)(1 — 9 — Pr[p(M(v)) = 1))

— 1— Z 2 Pr[M(x) € S;] < exp(e)(1 — Z 2P M) € S)) + 9

Taking our partition for any arbitrary set S again, we have1 — PriM(x) € S| < exp(e)(1 —
PrM(¥) € S)) +9 — Prlp(M(x) = 0] < exp(e) Prlp(M(¥)) = 0] +5 —>
Pr[M(x) € 8] < exp(e) PrM(x') € S] + dforany S.

Hence, the definition of (e, 9)-DP is satisfied, which implies an £ y mechanism s (e, 9)-DP as

well. O

A nice property of -DP is that any interactive mechanism can be simulated by a non-interactive
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mechanism, under an interactive postprocessing.

Theorem 3.1.4 (Reduction of ~DP into non-interactive mechanism?®). For every fin a set of trade-
off functions F, every pair of adjacent datasets x, X, and every interactive f-DP mechanism M with
finite communication complexity, there exists a pair of random variables Y, Y' with support [0,1] and
a randomized interactive mechanism P such thar D(Y, Y') < f.

For every deterministic adversary A, we have

view(A <> M(x)) = view(A < P(Y))

view(A < M(x)) = view(A + P(Y’))

Essentially, ¥, ¥’ can be seen as the outputs of some non-interactive mechanism A on datasets
x, ' respectively, ie. Y := N (x)and Y’ := N («). Theorem 3.1.4 says that even if we give ¥’
and Y toan adversary — in this context, a hypothesis tester — it cannot distinguish them better than
it can distinguish M on x and x’. Because M is a randomized, stateful mechanism, an adversary
interacting with M may practically never know how M would answer a// queries over the course of
computation because the answer to each of M’s queries depends on the previous interaction. This
contrasts with ordinary hypothesis testing, which is a non-interactive task in which the adversary
collects a full sample from the distribution and determines whether or not to reject Hy. However,
with this theorem, even if we were to give Y'and ¥ " to A directly, revealing how M would behave
in response to a// queries on x and x’, A will still not be able to tell ¥, ¥’ apart better than it can tell
apart M (x), M («). The caveat is that this simulation only works for a specific interaction with M
on x and &/, with no rewinding to explore other paths in the interaction tree.

By the data-processing inequality, interactive postprocessing of non-interactive mechanisms
would preserve privacy properties. Hence, it suffices to consider non-interactive mechanisms when

proving privacy properties of interactive ones.
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In this chapter, we will show that a concurrent filter for interactive mechanisms can be con-
structed without any privacy loss from a concurrent filter for non-interactive mechanisms, whose
privacy properties have been shown in previous literature. 38 We will demonstrate an application of

our theorem by presenting an example of an (¢, ) concurrent filter and concurrent odometer.

3.2 CONCURRENT FILTER & ODOMETER FOR f-DP

Using Theorem 3.1.4, we derive a concurrent £~DP filter from an f-DP filter for non-interactive

mechanisms.

Theorem 3.2.1 (Concurrent f~DP filter). Suppose thatr F : D* — {1,0} is a valid f~DP contin-
uation rule for non-interactive mechanisms. Then F is a valid f-DP continuation rule for interactive

mechanisms with finite communication.

Proof- Fix a pair of adjacent datasets x, /. For any such pair, we can define the . M.-to-LM. post-
processing P that simluates F-Fz/rCon(IM) using F-Filt( NIM). For simplicity, we will assume
that A is deterministic, as Lemma 1.5.5 allows us to do. By the postprocessing property of /-DP IMs
given in Theorem 3.1.4, we know that an f;-DP mechanism M; can be simulated by an interactive
postprocessing P; of a non-interactive f;-DP mechanism V.

P is constructed as follows. P depends on whether it is primed to receive a query v = Q from the
adversary or an answer v = 4 from the mechanism, to pass to the other party. If the adversary asks
to start a new interactive mechanism, P will make note of the corresponding non-interactive mecha-
nism and the non-interactive-to-interactive postprocessing and pass the request on F-F7/tSeq( NIM).
Otherwise, if the adversary queries an existing interactive mechanism M, P will use the corre-
sponding interactive postprocessing P; to answer the query instead of passing the message forward

to M. The only time P will interact with M is to start a new mechanism and to pass back the con-
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Figure 3.1: Schematic of IM-to-IM postprocessing P for Theorem 3.2.1. P will only send requests to start new mech-
anisms to f—]’z’lt(N]M); for queries to existing mechanisms, P will use the corresponding interactive NIM-to-IM
postprocessing to answer the query.
firmation that a new mechanism has begun to A. The algorithmic pseudocode of P is in Algorithm
12, and the schema is depicted in Figure 3.1.

Note that this P only interacts with F-Fi/tSeq( NIM) in starting a new mechanism. For the
rest of the interactive queries, the algorithm directly uses the interactive postprocessing of the cor-
responding non-interactive mechanism in question to answer the queries. By Theorem 3.1.4, we
know that for every deterministic adversary .A, there exists an F-Fzlr( NIM) that is f-DP and an in-
teractive postprocessing P such that View(A <+ PoF-Filt(NIM)) = View(A <> F-FiltCon(IM))

on any database x. Because F-Filt( NIM) is f-DP, by Theorem 2.4.3, F-FiltCon(IM) is fDP. [
An analogue of Theorem 3.2.1 holds for (¢, §)-DP.

Corollary 3.2.2 (Concurrent (¢, ) filter). Every filter for non-interactive (¢, 9)-DP mechanisms is

also a concurrent filter of interactive (e, 9)-DP mechanisms.

Concurrent -DP odometers can be defined similarly from f-DP odometers for non-interactive

mechanisms.

61



Algorithm 12 Interactive postprocessing P that transforms f-DP F-Filt( NIM) into
F-FiltCon(IM).
procedure P(s, v, m; r):
k <— number of mechanisms (started or attempting to start)
if m = A then > initialize P
S v+ A
return (5,0, 1)
end if
if v = Qthen > P accepting queries
if m = (M’,f) then > A starts a new mechanism
Let P14 be the interactive postprocessing for non-interactive mechanism
N so that Py (Ni1) = Mg
Parse s” as ((P1, ", fA), -« s (P, 4, 2))
P = (P, P fi)s - -+ s (Pryy, pending, firs))
m' 4= (Nit1, fer1)
elseif m = (f,9) wherej =1, ..., kand g is a query to M, then > A queries an
old mechanism
Parse s” as ((P1, " fA), -« s (P, 4, f2))
(7 m') = PP, q)
P (('Pl,spl,fl), e (73]-,5771(,]?), . (Pk,sp’e,f/e))

end if
return (57, A, m')
else if v = A then > P accepting answers
if m = no then > did not successfully start a new mechanism
= (PSP LAy s (PrysT )
m <— m
else D> non-interactive output to starting a new mechanism
Parses” as ((Pr, s, ), - - -, (Pr, pending, £))
(P, m') + P(A,4,m) > set up new interactive postprocessor’s state
= (PSP LAy s (Pry s )
v Q > update v to be accepting queries
end if
return (s, A, m')
end if

end procedure
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Theorem 3.2.3 (Concurrent /~DP odometer). Suppose that G : D* — D is a valid f-DP privacy-
loss accumulator for non-interactive mechanisms. Then G is a valid f-DP privacy-loss accumulator for

interactive mechanisms with finite communication.

Proof. By Lemma 2.5.1, if G is a valid ~DP privacy-loss accumulator, then F(-; /) = 1(G(-) = f)
is a valid /-DP filter for non-interactive mechanisms. By Theorem 3.2.1, if F is an f-DP filter for
non-interactive mechanisms, then F will be an f-DP concurrent filter for interactive mechanisms.
Applying Lemma 2.5.1 again, G will be a valid /~DP privacy-loss accumulator for interactive mecha-

nisms, and G-Odom Con(IM) is an f-DP interactive mechanism. O]

As anote, there are currently no known theorems for fully-adaptive sequential composition of

f-DP. Our results for concurrent filters and odometers, therefore, also fill in this research gap.

3.3  SAMPLE f~DP FILTER & ODOMETER

Now we give an example of how to construct a valid (¢, 9)-DP privacy filter and odometer.

Theorem 3.3.1 ((¢, 9)-DP privacy filter*'). Forevery &' > 0,

F((e1,01), -+, (e, 0); (¢, 9))

=I|e< 21n<;,>zs;+izgfn TS+ <o

m<k m<k m<k

is a valid approx-DP continuation rule for non-interactive mechanisms and interactive mechanisms.

Proof. This filter is translated from the following theorem from Whitehouse et al. *', who define an

(¢, 9)-DP privacy filter in their notation as follows:

Theorem 3.3.2 ((¢, 9)-DP privacy filter*'). Suppose My, Ms, ... is a sequence of mechanisms

such that, for anyk > 1, My, is (¢4, 0, )-DP conditioned on My, ..., My_y. Lete > 0and
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0 =9 4+ bea target approximation parameter such thatd > 0,9 > 0. Define N :=

N((e1,01), (62,92),...) == inf{lk € N: ¢ < \/Zln (%) Y om<ikr1fm T %ngkﬂsfn ord’ <

> m<ir1 Om }. Then the composition of these mechanisms Comp(My, ..., Mng)) is (¢, 9)-DP,

M, being (¢, d;,)-DP conditioned on the previous mechanisms means the privacy-loss param-
eters are chosen adaptively. This is analogous to our setting for filters as defined in Algorithm 2, in
which the adversary can send in a query that decomposes into a mechanism and distance, a signal to
the filter to start a new mechanism. Since the query could depend on the history of interaction, the

new mechanism’s parameters are adaptively chosen.

We define F : D* — {1,0} as

F((e1,01)5 - - -5 (&2, 0)s (¢, 9))

meaning that a mechanism equipped with F will continue until for some &, \/ 2In (%) Y ,<cpir 2t
% Zm§k+1 g, > cor ngk—i-l 9n > 3. Thisis equivalent to Whitehouse et al’s* notion

of N(-). Both the condition on ¢ and the condition on 8" are increasing in the number of mech-
anisms being composed. The difference is that in Whitehouse et al.’s*" setting, the number of

mechanisms being composed N(+) is the smallest number for adding another mechanism will cause

\/2 In (;) D om<N()+1m T 3 D m<N()+1 ¢2, to exceed ¢, or in other words, N(+) is the largest

number for which \/2 In (%) D om<N() Em : Dom<N() g2, < & Since we define our filter

in terms of a bound on the privacy parameter instead of a bound on the number of mechanisms,

this is equivalent to checking that for £ mechanisms being composed, \/ 21n (%) > m<km
: D om<k ¢2, < ¢&. The same holds for the Y om<kOm < 3" term. Since &’ is already set, we fold the

Y o< Om < 9" requirement into the &’ +9” < 9 requirement to get the condition &’ + > _ pOm <
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J. Taking the lower bound of the £ that satisfies either \/2 In (%) Y om<km T % > m<k g2, < cor
y+ > <k 9y < dis equivalent to finding the £ that satisfies both conditions.

With fully adaptive composition of non-interactive mechanisms, the mechanism will only hale if
starting a new mechanism would exceed its privacy-loss budget. Since N{(-) mechanisms composed
are (¢, 9)-DP in Whitehouse et al. #'’s setting, we know that a mechanism equipped with F that has
not yet halted will be (¢, 9)-DP as well.

Then by Definition 2.2.3, F-Filt(NIM) is an (¢, 9)-DP interactive mechanism, meaning that 7

is a valid (¢, 9)-DP for the sequence of (¢, 9;)-DP non-interactive mechanisms as defined above. [

Theorem 3.3.3 ((¢, 9)-DP privacy odometer). Letd = &' + 8" be a target approximation parameter

such that 8 > 0,9 > 0. Then

G((e1,01)5- - -, (s )

(V210 (1) Spcheh+ 10 Bd) 7 + im0

(00, 00) otherwise

is a valid approximate-DP privacy-loss accumulator for non-interactive and interactive mechanisms,

where ¢ = \/2 In (%) ngk e, + %ngk €2,

To prove Theorem 3.3.3, a concurrent privacy odometer, we make use of Lemma 2.5.1.

Proof. Note that

F((e1,01), - - -, (k5 0k); (£,9))

=1(G((e1,01), - - - s (&, %) < (£,9)).

By Lemma 2.5.1, G is a valid (¢, 9)-DP privacy-loss accumulator. U
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Concurrent Filters and Odometers for

Rényi Divergence-Based DP Definitions

4.1 RENYI AND ZERO-CONCENTRATED DIFFERENTIAL PRIVACY

Rényi differential privacy, proposed first by Mironov,*" is a relaxation of (¢, 9)-DP that better sup-

ports the composition of heterogeneous mechanisms. It is directly based off of Rényi divergence,
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defined in Definition 1.1.9.

Definition 4.1.1 (Rényi-DP?"). An interactive mechanism M is (, ¢)-Rényi differentially private

if for all every two neighboring datasets x and x' and every adversary A,

Dy (view(A ¢ M(x))||View(A ¢ M(¥))) < &

where D, is the Rényi divergence defined in Definition 1.1.9.

In our generalized DP framework in Definition 1.5.1, for Rényi-DP of order «, the partially-
ordered set (D, <) is (R=%) U {oc}, <). The distance mapping D(P, Q) for two probability
distributions P and Q is 2-Rényi divergence D, (P, Q) fora € (1, 00). Rényi divergence is also
closed under postprocessing due to the data-processing inequality, and it satisfies the joint convexity
property.** We will notate RDP, as the family of distance measures corresponding to Rényi-DP
mechanisms of a fixed order «, i.e. any (2, -)-RDP mechanism would be RDP, and vice versa.

Rényi-DP is a relaxation of (g, §)-DP that allows a more convenient way of tracking privacy guar-
antees of advanced composition theorems, which can become complicated with approximate-DP. "
Rényi-DP is particularly useful for succinctly capturing privacy guarantees for the Gaussian mech-
anism and describing its behavior under composition. The Gaussian mechanism is convenient be-
cause the sum of two independent Gaussians is a Gaussian, so noise added for privacy may be the
same as the error that was initially in the dataset. ">*" The tails of the Gaussian mechanism also de-
cay a lot faster than the tails of the Laplace mechanism, another noising mechanism.*' However, the
Gaussian mechanism cannot be captured by ¢-DP, and satisfies a range of (¢, 9)-DP guarantees, mak-
ing it difficult to represent concisely the privacy guarantee of the Gaussian mechanism using either

of these definitions.>" In comparison, Rényi-DP is much more convenient.

Example 4.1.2 (Gaussian mechanism is 5%-RDP,,.5*°). For any pair of neighboring datasets x, x'
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and a function f : N X 5 R* with Uy sensitivity 1, the Gaussian mechanism satisfies ﬁ—RDPa for

anyo > 1.

Researchers have also shown that the same holds for discrete Gaussian with £ sensitivity 1.
Another definition of differential privacy derived from Rényi divergence is zero-concentrated

differential privacy.

Definition 4.1.3 (Zero-concentrated differential privacy (zCDP)>). An interactive mechanism M
is p-zero-concentrated differentially private (0-zCDP) ¢f for every two neighboring datasets x and ¥/,

every adversary A, and all orders a € (1, 00),
D, (view(A <> M(x))||view(A <> M(x'))) < pa,

where D, is the Rényt divergence defined in Definition 1.1.9.

In other words, M is p-zCDP iff M is (a, pa)-RDP for every a € (1, 00).

The privacy of the Gaussian mechanism follows directly from the definition of zCDP as a corol-

lary.

Corollary 4.1.4 (Gaussian mechanism is zZCDP5). The Gaussian mechanism with parameter o, on

. . . .1
a function with sensitivity 1, is ﬁ—zCDP.

Since zCDP bounds Rényi divergence for all orders «, it is stronger than Rényi-DP, which bounds
the divergence for just one order.

In our generalized probability framework in Definition 1.5.1, the partially ordered set D for
2CDPis (RZ° U {oo}, <). The distance mapping is the worst-case Rényi divergence normal-
ized by &, overalla € (1, 00). In other words, D(View(A <> M(x))||View(A < M(x'))) =

SUD,4e (1,00) (D“(View(AHM(x)zzl [vien(Ac M) ) . zZCDP is closed under postprocessing*>*” and satis-

fies the joint convexity property as well.’
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Similar to Rényi-DP, the concurrent composition of zZCDP mechanisms is additive.

Theorem 4.1.5 (Concurrent composition of ZCDP mechanisms*7). Fork € N, p;,...,p, > 0,
and all interactive mechanisms My, . . ., My such that M;; is p -2 CDP, their concurrent composition

ConComp(My, ..., My)is Zleﬂ;ZCDP-

Rényi-DP and zCDP both support a tighter analysis of the Gaussian mechanism than approximate-
DP would. One way to think about these definitions of DP is in terms of a privacy-loss random vari-
able,"> which is a random variable that refers to the privacy loss at any point in time, as defined in
Definition 1.1.1. The advantage of &-DP is that its privacy parameters are additive, and while the
relaxation of approximate-DP allows for tighter bounds for the composition of &-DP mechanisms,
iterating this process leads to combinatorially many cases due to the fact that there can be multiple
(¢, 9) privacy guarantees for a given scenario.?" In contrast, Rényi-DP and zCDP both bound the
moment of this random variable. Rényi-DP bounds one particular moment, while zCDP bounds
all positive moments. This allows for tackling the problem of composing mechanisms that satisfy
several (g, ) guarantees simultaneously. Hence, both definitions capture more information more
concisely under composition compared to approximate-DP.

In this chapter, we will present a Rényi-DP concurrent filter with a continuation rule that corre-
sponds to the concurrent composition of Rényi-DP, where the privacy-loss parameters are specified
upfront, proved independently by Lyu?” and Vadhan and Zhang** and given in Theorem 4.1.6
below. Our proof for a concurrent Rényi-DP filter leverages the K = 2 case of this concurrent

composition theorem.

Theorem 4.1.6 (Concurrent composition of Rényi-DP mechanisms®**). Foralla > 1,k € N,
€1y .- ,& > 0, and all interactive mechanisms My, . . ., My, such that M is e;-RDP,, the concur-

rent composition ConComp(My, ..., My) is Zle ¢-RDP,.
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We will see that once we have a concurrent Rényi-DP filter, the concurrent odometer case follows
directly. Concurrent filters and odometers for zCDP will follow directly from the Rényi filter result

as well.

4.2 CONCURRENT FILTER FOR RENYI-DP

It turns out that even though privacy parameters are adaptively chosen in the filter setting, it is suffi-

cient to use the summation of privacy parameters for the continuation rule of a concurrent filter.

Theorem 4.2.1 (Concurrent filter for Rényi-DP mechanisms). An RDP filter with the continuation

rule F(e1, 62, ... 16) = 1>, ¢ < ¢) is a valid RDP IM-filter for every fixed order of & > 1.

Though generalized probability distance also covers RDDP, the reduction in Theorem 3.1.4 holds
only if the probability distance also satisfies properties of coupling and chain rule, 38 which RDP
does not. Therefore, we use a different strategy to prove 4.2.1. We prove this theorem by inducting
on a finite number of mechanisms being maintained by the F-filtered concurrent composition of
interactive mechanisms F-F7ltCon(IM), and then taking the limit as the number of mechanisms

tends to 00. To do so, we first consider a Fx-FiltCon(IM) that maintains up to K mechanisms.

Lemma 4.2.2. Leta > 1and define

H(Zle e <¢) fk<K
FK(El,Ez, cee ,gk;g) =

0 otherwise

Then Fi is a valid RDP, IM-filter.

Proof. We prove this by inducting on the maximum number K of mechanisms that F-F7ltCon(IM)
maintains. Fix a pair of datasets x, »’. By Lemma 1.5.5, it suffices to consider a deterministic adver-

sary to prove this theorem.
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Base case: K = 2. Intuitively, with two mechanisms, the budget partition is determined be-
fore any mechanisms are queried, so we can reduce the problem to concurrent RDP composition.
Suppose the adversary starts a ¢;-RDP,, mechanism M through F,-FiltCon(IM). By the con-
straints of F,-F7ltCon(IM), the second mechanism M it is able to start must have privacy parame-
ter £ < £ — £1. The adversary can adaptively interleave queries between M and M.

We will first define the notion of a #niversal mechanism to help us with the reduction. Infor-
mally, a “universal” mechanism can be any mechanism with the privacy loss bounded by the preset
privacy loss budget. The universal mechanism will first verify if an M attempted by an adversary to
start satisfies the given privacy loss parameter guarantee as well as if the given privacy loss parameter
does not exceed the preset privacy loss budget. Upon verifying this, it will interact with the adver-
sary as M. Given a preset privacy budget ¢, an RDP,, universal mechanism U (s, 7) would operate

as follows:
1. If m = 2, initialize s = (, ()) and return (s, 1)
2. Ifm = (M, ), where M is an RDP, mechanism:
(2) Ifs = (x, () and & < g, lets’ = (x, (M, ¢1,50¢)) and m’ = yes
(b) Elselets’ = sand m’' = invalid query
3. If m = g, where g is a query:

(@) Ifs = (x,()),lets’ =sand m' = no mechanism to query
(b) Else parses = (x, (M, e1,50m)):

i. Let (s, m') = M(spm1,9)

ii. Lets’ = (x, (M, e1,5)))

4. Return (s, m’)
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Given an adversary A and an interaction between A and F,-FiltCon(IM), we will construct
an adversary A’ that interacts with ConComp(My, U5 ), where U, is a universal (¢ — ¢ )-RDP,
mechanism, and the adversary’s first query to U5 is an £,-RDP, mechanism M. For each query A
makes to F,-F7ltCon(IM) prior to starting M, A’ will make a query to M;. When A starts M,
A’ will make its first query to U,. Upon verifying & < ¢ — &1, U, interacts with the adversary just
as M does. Afterward, A’ can interleave queries at will between Mj and M, interacting with
ConComp (M, U,) just as A does with F,-FiltCon(IM).

In this case, View(A’ <> ConComp(M;,U)(x)) = View( A’ <+ ConComp(M;, M3)(x)),
and the same holds for the computation on . By Theorem 4.1.6, ConComp(My, M,) is &-RDP,,
which means F,-FiltCon(IM) an e-RDP, LM. By Definition 2.2.3, F5(+; ¢) is a valid RDP, IM-
filter.

Induction on K. We assume that Fx_-FiltCon(IM) is differentially private. We define the post-
processing P interacting with F,-FiltCon(IM) so that for any K > 1and dataset x, View(A <>
P o Fr-FiltCon(IM)(x)) = View(A <> Fi-FiltCon(IM)(x)). The algorithmic pseudocode of P is
in Algorithm 13, and the schema is depicted in Figure 4.1.

This algorithm assumes inductively that Fx—;-F#lrCon(IM) is a valid RDP, filter. For any ad-
versary, when receiving the adversary’s request to start M; and verifying the privacy loss is within
budget, P will start both My and Fy_-FiltCon(IM) in F,-FiltCon(IM). P will directly pass
on queries to M. For queries 4 to M; where; > 1 (in the form (7, ¢)), P will postprocess the
message as (2, ( — 1), ¢), indicating that P is passing ¢ on to the (; — 1)st mechanism of Fx_;-
FiltCon(IM). (Concretely, suppose the adversary thinks it’s interacting concurrently with F-
FiltCon(IM) maintaining My, My, M3, M. In this construction, the adversary will actually
be interacting with J-FiltCon(IM) maintaining M, and F3-F7ltCon(IM), the latter of which
is comprised of My, M3, My, which are the first, second, and third mechanisms, respectively, of

F3-FiltCon(IM).)
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Algorithm 13 Interactive postprocessing P that transforms F,-FiltCon(IM) into Fi-
FiltCon(IM).

procedure P(s, v, m; r):
k < number of mechanisms (started or attempting to start)
K + maximum number of mechanisms
if m = 1 then > initialize P
S+ v+ A4
return (5,0, 1)

end if
if v = Qthen > P accepting queries
ifm= (M, (a,¢)) then > A starts a new mechanism
if £ = 0 then > currently maintaining no mechanisms
Ml < MI, & e
by <+ no > by is the boolean keeping track of whether M, has

successfully started
573/ — ((Mb (a,gl), bl))
else
P 5P
end if
m' —m > pass on the query; the filter will handle any rejections
elseif m = (f,q) wherej = 1,..., Kand g is a query to M, then > A queries
an old mechanism
if j = 1then > querying M,
PP o —m
else > querying anything other than M,
m' <+ (2,(—1,9))
PP o —m

end if
end if
v+ A > we will be talking to the mechanism next
return (57, Q, m')
else if v = A then > P accepting answers
if m = yesand £ = 1 then > successfully started M,
by < yes
m' < (Fx_1-FiltCon(IM), (a,e — &1))
e (M, (2, 8), b)), (Fi_1-FiltCon(IM), (2,6 — &), n0)) > start
Fx_1-FiltCon(IM) immediately
return (57, Q, m') > pass on the query
else

P o Qom —m
return (s, A, m')
end if
end if

end procedure
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A

(2 (-1, q))

a

A

A P F -FiltCon(IM)

Figure 4.1: Schematic of IM-to-IM postprocessing P for Theorem 4.2.1. P starts M and Fx_ together following
the adversary’s request to start M, and passes queries to mechanisms that are not to M to their corresponding
mechanisms in Fx_ 1.

Given a privacy-loss budget ¢, suppose the adversary starts a £-RDP,, mechanism M; with ¢, <
¢. Inductively assume Fyg—-FiltCon(IM)(x, -) is an (¢ — &1 )-RDP, LM. As soon as M gets created,
P will feed in My to F-FiltCon(IM). Upon receiving confirmation that M has properly started,
P will then feed in Fj_; to Fo-FiltCon(IM) with an ¢ — & budget. We don’t need to handle the
parsing in the v = Q section because P will always start two mechanisms at once. We can view
Fr—1-FiltCon(IM) as the first query to Us.

By construction, for any deterministic adversary A and dataset x, View(A <> PoF,-FiltCon(IM)(x))
is identically distributed as View(A <> Fg-FiltCon(IM)(x)). By Theorem 2.4.3, PoF,-FiltCon(IM)
is an &RDP, LM., which means Fg-F7ltCon(IM) is e-RDP, I.M. By Definition 2..2.3, Fi is a valid

RDP, IM-filter. (]

To show that the filter works with an unbounded number of mechanisms, we examine the behav-
jor as K — oco. We define a sequence of measurable spaces that are well-behaved in the sense that we

can safely marginalize out distributions even when the sequence is not finite. Suppose (Q*°,T'°) is
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the direct product of an infinite sequence of measurable spaces (Q1, 1), (Q2,I5),...,ie. Q% =
Q1 X Qp % ... and I'™ is the smallest s-algebra containing all cylinder sets S, (4) = {x* € Q> |
X,%0,...,%, €A, AeT" forn=1,2,... andI”" =T} ® I, ® - - - ® I',. We call a sequence of
probability distributions P!, P*, . .. consistent if P* is a distribution on Q" = Q; X Qp X - -+ X Q,,
and P (A4 x Q;y) = P(A)ford €T i=1,...,n.

For any such sequence there exists a distribution P°° on (Q°°, I'*°) such that its marginal distri-

bution on Q" is P”, in the sense that P*°(S,(4)) = P*(4), 4 € I".

Lemma 4.2.3 (Rényi divergence of the limit of a sequence of probability distributions®?). Let
PP ... and QY, Q?, ... be consistent sequences of probability distributions on (Q1, T), (Q2,T?), ...
where, forn = 1,2, ..., 00, (Q",T") is the direct product of the first n measurable spaces in the infi-

nite sequence (Q1,11), (Q2,12), . ... Then foranya € (0, 0]
Tim D,(P[1Q") = Du(P*[1Q%)

Proof of Theorem 4.2.1. Fix a pair of datasets x, ¥’ and a divergence parameter« > 1. Consider

a Fy(+; €)-FiltCon(IM) with exactly £ queries in its View. (Note that this implies the adversary in-
teracts with £ queries at maximum, keeping within the constraints of the concurrent filter.) Let ¢;
denote the adversary’s 7th query and 4, denote the answer to the adversary’s 7th query.

Define sequences of random variables X7, . . . , X and 17, . . ., ¥} where X; := (g1, 41, - . ., qi, a;)
onxand Y; := (q1,41,...,4: ;) on¥. The corresponding distributions for X;, ¥; are X', ¥
respectively. By construction, both the sequences of X; and Y; are consistent.

By Theorem 4.1.6, forevery k = 1,2,... anda > 1, we have D,(X;[|Y;) < Zle ¢, where
equality holds if each query starts a new mechanism. By construction, Ele ¢; < e. Then, invoking
Lemma 4.2.3,

Da(XOOHYOO) = kligloDa(XkHYk) <g,
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where the last inequality is because the sequence of D, (X} || Y;) monotonically increases as & — oo,

and is bounded above by «. ]

Our approach can be used to simplify Feldman and Zrnic’s proof *® for the bounds on privacy
filters for sequentially-composed noninteractive DP mechanisms. They identify the sequence of
losses incurred for each query — in this case the invocation of a noninteractive mechanism and the
reception of its answers — as a supermartingale. They then apply the optional stopping theorem for
martingales to bound the divergence between adjacent datasets and verify the validity of the filter.

The basis for our proof is that concurrent composition of two interactive RDP mechanisms im-
plies a fully adaptive F»-FiltCon(IM). Having interactivity allows us to proceed by induction in
the proof of Lemma 4.2.2, describing Fx in terms of Fx_; for some arbitrary K. We could do the
same for the sequential composition since induction preserves sequentiality. Then by Lemma 4.2.2,
F-FiltSeq(IM) is an e-RDP, LM. Thus, the sequential composition of two interactive Rényi-DP
mechanisms of order « implies a fully adaptive filter for sequential composition of RDP mecha-

nisms of order «.

4.3 CONCURRENT ODOMETER FOR RENYI-DP

Because of the bijective relationship between valid continuation rules and privacy-loss accumulators,
we are able to define an additive relationship for concurrent odometers of Rényi mechanisms as

well.

Theorem 4.3.1 (Valid &-RDP, odometer for concurrently-composed interactive mechanisms). Let
a > 1 LetG : D* — Dbeareation. IfG(e,e,...) = Zz‘=1 &, then G is a valid privacy-loss

accumaulator for the concurrent composition of RDP, I.M.s.

Proof. Define a relation F(e1, 2, . ..;¢) : D*XD — Dsuch that F(ey, &2, ...5¢) = 1(G(e,2,...) <
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¢). By Theorem 4.2.1, F is a valid RDP, filter. By Lemma 2.5.1, G is a valid privacy-loss accumula-

tor for Rényi mechanisms of order a. O

4.4 CONCURRENT FILTER & ODOMETER FOR ZCDP

Theorem 4.4.1 (Valid zCDP filter for concurrently-composed interactive mechanisms). Let F :
D* x D — D bea relation. If F(py,p,, .. .;p) = 1D, p, < p), then F is a valid p-zCDP filter for

the concurrent composition of CDP interactive mechanisms.

Proof. By Definition 4.1.3, a mechanism M, that is p,-zCDP is also (2, p,2)-RDP for all 2 > 1. For
a particular 2, by Theorem 4.2.1, 1(} p2 < pa) = l(a ), p, < pa) = 1(>_,p, < p)isavalid
RDP IM-filter, meaning that a filter F*)-FiltCon(IM) constructed from F@ (p,a, p,a, . . . s pa) 1=
IO, p2 < pa) = Flpyp,,---;p)isan (a, pa)-RDP LM. Since Theorem 4.2.1 holds for

all 2, F*)-FiltCon(IM) is an (2, p2)-RDP LM. foralle > 1, meaning that F(p,,p,,...;0) =

I3, p; < p) isavalid p-zCDP IM-filter. O

Theorem 4.4.2 (Valid p-zCDP odometer for concurrently-composed interactive mechanisms). Ler
G : D" = D beareation. If G(p|,p,,...) = Y ;1 pp then G is a valid privacy-loss acumulator
Sfor the concurrent composition of a sequence of mechanisms My, My, . .., where M; is an p -zCDP

interactive mechanism.

Proof. Definearelation F(p,,p,,...50) : D* x D — Dsuchthat F(p,,p,,...;0) =
1(G(py,p5: -+ < p). By Theorem 4.4.1, F is a valid p-zCDP filter. By Lemma 2.5.1, G is a valid

zCDP privacy-loss accumulator. UJ
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Uncertainty is not chaos but rather the necessary babitat

of the present tense.

Shoshanna Zuboff, The Age of Surveillance Capitalism

Conclusion

In this thesis, we examined the adaptive concurrent composition of interactive mechanisms for
approximate-DP, £-DP, Rényi-DP, and zCDP. In Chapter 2, we devised primitives for concurrent
filters and odometers and proved that our formulation allows an analyst to convert between the two.
In Chapter 3, we extended these primitives to the approximate-DP and f-DP settings, and in Chap-
ter 4, we extended these primitives to the Rényi-DP and zCDP settings. The technical contribution

of this thesis lies in building intuitive privacy-loss tracking primitives that can be adapted for future
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work and are easily translatable into code. We also show that current theorems for fully-adaptive
composition of non-interactive mechanisms still apply to the fully-adaptive, concurrent composi-

tion of interactive mechanisms, which is convenient for practical libraries.

5.1 PRACTICAL IMPLICATIONS

The results of this thesis have a number of practical implications. The analyst can now engage with
datasets and mechanisms in a more exploratory way, by partitioning its privacy budget freely across
mechanisms, instead of having to decide on a budget partition ahead of time. This way, if while
interacting with mechanisms the analyst changes their mind about how much privacy budget they
want to allocate to a subsequent mechanism, they can do so with impunity.

The theorems proved in this thesis will also streamline implementations and reduce code com-
plexity. Many DP repositories, such as Tumult Labs*S or the open-source OpenDDP, ' currently
require complicated sequentiality constraints, to prevent the analyst from interleaving queries be-
tween mechanisms and potentially causing a privacy violation. In particular, implementations pre-
viously had to enforce constraints against concurrent composition in scenarios in which it was not
allowed. As this thesis confirms the privacy of concurrent composition with adaptive parameters,

the repositories can now do away with such sequentiality constraints.

5.2 FUTURE DIRECTIONS

Future theoretical directions concern more abstract odometers. Not all odometers need to be
equipped with a privacy-loss accumulator, and not all odometers need to be built from the adap-
tive concurrent composition of . M.s. Some odometers may simply answer a privacy_loss query
from its current state. Generalizing our theorems to these settings could pave the way for theorems

of a broader scope.
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Odometers of odometers are particularly useful in the case that an analyst would like to compose
multiple odometers concurrently, hence allowing the analyst to not only track the privacy loss in
the computation in total but also the privacy loss in each individual computation as composed.
Our current theorems support only odometers that are built from privacy-loss accumulators, made
from concurrently-composed I.M.s; because an odometer of odometers is a more general setting,
handling its properties is a bit more nuanced of a task. The adversary’s objective is now no longer
just to maximize divergence; the adversary must also strategize to get the divergence to exceed the
response of aprivacy_loss query.

Another further direction is extending our concurrent odometers to other forms of DP, such as
approximate-zCDP,* which currently has no known concurrent composition theorems with pre-
fixed privacy parameters. Having provable privacy guarantees for even more variants of DP is always
desirable for utility.

Ultimately, by expanding the set of real-world settings to which DP primitives are extensible, we

hope to reduce one barrier to the widespread adoption of DP frameworks.
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