111Useful Computation on the Block Chain 

Fuk Yeung
A Thesis in the Field of Information Technology
for the Degree of Master of Liberal Arts in Extension Studies
Harvard University
November 2019

Copyright 2019 [Fuk Yeung]
[bookmark: _Toc475538843]Abstract
The recent growth of blockchain technology and its usage has increased the size of cryptocurrency networks. However, this increase has come at the cost of high energy consumption due to the processing power needed to maintain large cryptocurrency networks. In the largest networks, this processing power is attributed to wasted computations centered around solving a Proof of Work algorithm. There have been several attempts to address this problem and it is an area of continuing improvement. We will present a summary of proposed solutions as well as an in-depth look at a promising alternative algorithm known as Proof of Useful Work. This solution will redirect wasted computation towards useful work. We will show that this is a viable alternative to Proof of Work.
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[bookmark: _Toc9909607]Chapter I.
Introduction to Block Chain	Comment by TEMPLATE NOTES: You will need to type the chapter number manually for each chapter. Also remember that you need to use a soft return (Shift+Enter) between the chapter number and its title.
In the past few years there has been an explosion of interest in the technology known as blockchain. Due to advances in network infrastructure and the lower cost of hardware, several applications of blockchain have been built and adopted on an unprecedented scale, none so more than cryptocurrency. This is a digital currency built on top of a cryptographically safe blockchain. However, due to the high rate of adoption, problems of scale have arisen that threaten the future of this technology. We will summarize the current state of blockchain using the largest and most popular cryptocurrency Bitcoin.

[bookmark: _Toc9909608]Section 1.
The Bitcoin Block Chain

	In 2008, the Bitcoin paper was published that would be the basis for the current largest cryptocurrency in the world. Bitcoin is a transparent decentralized distributed cryptocurrency built on top of blockchain technology. This means that there is no central authority for choosing how the bitcoin blockchain grows and which transactions are added to it. This is also known as a trustless system. (Nakamoto 2008) In addition, all data within the blockchain is public which ensures transaction transparency. 
[bookmark: _Toc9909763]Table 1. Block Structure
	Field name
	Type (Size)
	Description

	nVersion
	int (4 B)
	Block format version (currently 2)

	HashPrevBlock
	uint256 (32 B)
	SHA256 Hash of previous block header

	HashMerkleRoot
	uint256 (32 B)
	Top hash of the Merkle tree built from all transactions

	nTime
	unsigned int (4 B)
	Timestamp in UNIX-format of approximate block creation time

	nBits
	unsigned int (4 B)
	Target T for the proof of work problem in compact format. Full target value is derived as: T = 0xh2h3h4h5h6h7 ∗ 2 8∗(0xh0h1−3)

	nNonce
	unsigned int (4 B)
	Nonce allowing variations for solving the proof of work problem.

	#vtx
	VarInt (1-9 B)
	Number of transaction entries in vtx

	vtx[ ]
	Transaction (*)
	Vector of transactions.


This is the block structure as shown in the Bitcoin Developer Reference (Okupski 2018).
The blockchain itself is composed of sections of data called blocks. The components of data in the block is shown in Table 1. This block is separated into 2 pieces of information, transactions which hold information about the immediate set of currency transactions and a block header which holds metadata about the state of the chain and the block itself.
The transactions section documents independent currency transaction, which is the operation of moving a coin from one owner to another owner. This is represented by mapping a float number from an origin string to a destination string. This creates a virtual ledger which traces the movement of every coin. There is a special transaction in this section called the coinbase transaction which is given by the network as a reward to the miner who added the current block. Since this is the only way new coins are produced, all coins can be accounted for in the blockchain, 
The block header section contains the data required to chain together transactions. This is the hash of current block and the hash of the previous block. A hash is a one-way mathematical operation that takes as input any number of bytes and returns as output a fixed number of bytes. Hashing, in practice, is an operation that mimics a one-to-one function so that hashing on the same set of bytes will always return the same output. Also, it is sensitive to small changes in the input so that the output is not easily predictable without actually applying the hash. Furthermore, hashing is an expensive operation. The block header also contains metadata like the number of transactions within the block and the difficulty of the network. 
To build the blockchain, given a new data block, a hash of the header of the previous block is added to the header of the new block. With a hashing function like SHA256, this will produce a blockchain which will be very difficult to alter. Suppose a bad agent tries to tamper with the data in the previous block, perhaps by changing the amount of coin being transferred or changing where it is being transferred to. The HashMerkleRoot will change which will invalidate the HashPrevBlock of the subsequent block. The bad agent will have to rebuild all the blocks from the invalid block to the current block. This effectively means that data deep in the chain cannot be easily tampered with. This hash operation is what produces the links in the blockchain as shown in Figure 1.
[bookmark: _Toc473816964][image: ]
[bookmark: _Toc9910384]Figure 1. Building the Block Chain
The hash of the previous block is inserted into the data of the next block as shown in the Developer Reference Manual (Okupski 2018)
The first data block is known as the genesis block. This block will consist of a transaction that rewards coins to the first network node. This block will not contain a HashPrevblock.




[bookmark: _Toc9909609]Chapter II:
Proof of Work
We have seen how the blockchain is created from a one-way hashing operation. We will now describe the process for choosing how the next data block is added to the blockchain. 
[bookmark: _Toc9909610]Section 1: 
Building a Proof of Work System
In the case of Bitcoin, because it is a public distributed system, anyone can join the network and propose additions to the blockchain. Each client that joins becomes a node in the Bitcoin network. There are specific nodes called miners whose purpose is to bundle known transactions into a block and broadcast this next block to all other miners. The coinbase transaction reward is deposited to the miner whose block is added to the chain so there is high incentive to be the node that adds the next block. In order to determine who will add the next block, every miner must compete for the reward and only miners that have done work can add to the blockchain. 
The algorithm for doing work and for showing that this work has been done is as follows:
1. Choose a nonce. This nonce is a random string that is included in the block header section. 
2. Generate a SHA-256 hash of the current block with the random nonce.
3. Given a generated hash:
a. If it has a specific number of leading zeros determined by the network difficulty, it becomes a valid hash. The block with the new hash is broadcast to the network. 
b. If it does not have enough leading zeros, the worker returns to Step 1 and chooses a new nonce.
This final hash is the Proof of Work. This algorithm is commonly known as the hash puzzle. It uses the cryptographic properties of the SHA256 hash to ensure that sufficient work is done to produce a block every 10 minutes. (Nakamoto 2008)
[bookmark: _Toc9909611]Section 2.
Problems with Proof of Work
We will examine this Proof of Work protocol. Using Python 2.7, we can simulate an iteration of this protocol. Using a network difficulty of 1 (Requiring 1 leading 0):
from hashlib import sha256  
nonce = 0  
nonce += 1; sha256('data' + str(nonce)).hexdigest()  
# '5b41362bc82b7f3d56edc5a306db22105707d01ff4819e26faef9724a2d406c9' 
 In this case, work has been done but the hash is not successful in finding any leading zero. We will need to do another operation.
nonce += 1; sha256('data' + str(nonce)).hexdigest()  
# 'd98cf53e0c8b77c14a96358d5b69584225b4bb9026423cbc2f7b0161894c402c' 
Again, work has been done without a successful hash. We will need to do additional work:
nonce += 1; sha256('data' + str(nonce)).hexdigest()  
# 'f60f2d65da046fcaaf8a10bd96b5630104b629e111aff46ce89792e1caa11b18'  

nonce += 1; sha256('data' + str(nonce)).hexdigest()  
# '02c6edc2ad3e1f2f9a9c8fea18c0702c4d2d753440315037bc7f84ea4bba2542'  

Finally, after a total of 4 iterations of hashing, a leading zero has been found. This hash along with the block is ready for broadcasting to the network.
Looking over this protocol it is easy to see where the shortcomings are. There are multiple iterations of the computationally expensive task, the SHA256 hash. This is a strictly CPU bound problem which means the processor must do computational work. Because the output of these hashes is not being used or save, the computational work is being wasted. Since the network difficulty is actually much higher in practice, this computational work will translate into a huge amount of electricity being wasted. According to the study by de Vries (2018):
The Bitcoin network can be estimated to consume at least 2.55 gigawatts of electricity currently, and potentially 7.67 gigawatts in the future, making it comparable with countries such as Ireland (3.1) 
The trajectory of this growth is not promising. If we could redirect even a small portion of this energy consumption to a useful process, we could replace a large portion of the world’s computing needs. In fact, according to the NASA through the TOP500 list, its Electra supercomputer is the 33rd most powerful supercomputer in the world with a power consumption of 1.7 gigawatts, half of what the Bitcoin network uses.
[bookmark: _Toc9909612]Chapter III:
Alternatives to Proof of Work
	Given the current state of Proof of Work and the scaling issues associated with it, we investigate alternative solutions that have been implemented or proposed by competing cryptocurrencies. These solutions can operate successfully at a small scale, however, they have the potential to support or replace future iterations of Proof of Work.
[bookmark: _Toc9909613]Section 1: Proof of Stake
One of the most promising trustless systems is known as Proof of Stake. This system is designed to give preference or trust to nodes that have a stake in the network. The stake itself is some amount of currency but this can be used and measured in many ways. Although there are many implementations of Proof of Stake, we will address the ones in the cryptocurrencies Ethereum and Peercoin.
[bookmark: _Toc9909614]Section 1.1 Ethereum Proof of Stake
Ethereum (ETH) utilizes a Proof of Work system similar to BTC. However, the development team behind ETH have proposed an alternative 2 step release Proof of Stake system named Casper to address some of the weaknesses in a Proof of Work system. This system is known as a Byzantine Fault Tolerant Proof of Stake system and is a method for generating consensus on the blockchain. (Moindrot 2017)	
The first release of Casper is known as the Friendly Finality Gadget (FFG) which is intended to move ETH to a POS system by utilizing a hybrid POW/POS system. In FFG, the block proposal mechanism is unchanged (POW). What is changed is when a parent block has conflicting children, “Casper’s job is to choose a single child from each parent, thus choosing one canonical chain from the block tree”. (Vitalik 2017) The FFG is intended to add finality to the question of “From all the block chain branches, what is the main chain?”. This actually makes this system applicable to any decentralized blockchain where the longest chain must be determined and is intended to be a general solution for finalizing this question.
The protocol is built on the concept of validators. Any node can become a validator by depositing an amount to the blockchain specifically with an additional condition that it will lose this amount if it breaks the rules of the system. This deposit becomes the “stake” and a validator’s vote is proportional to this amount. Validators do not vote on every block but will instead vote at checkpoints (100 blocks for ETH) and will be awarded when the checkpoint is finalized.
 A vote consists of choosing which checkpoint that validator wants (the target) based on a previously validated checkpoint. The vote components are shown in Table 2.
[bookmark: _Toc9909764]Table 2. Attributes of a Proof of Stake vote
	Field name
	Description

	s
	hash of a justified checkpoint (the source)

	t
	hash of the target checkpoint we want to justify

	h(s)
	height of the source checkpoint

	h(t)
	height of the target checkpoint

	S
	Signature of the whole message with the sender’s private key


This is the block structure for a proof of stake vote as shown in Moindrot 2017.
In addition, two rules must be followed or the “stake” is forfeit 
1. A validator can only vote once for every target height.
2. A validator must not vote within the span of its other votes. This means that a validator cannot vote on a source if it has voted on a target that already covers that source checkpoint. This ensures that a validator will vote in a manner consistent within its own view of the checkpoints.
This protocol relies on practical Byzantine Fault Tolerance which is an algorithm that “offers both liveness and safety provided at most  out of a total of n replicas are simultaneously faulty.” (Castro 1999) This provides the concept of accountable safety, which says that multiple checkpoints cannot be finalized unless more than 1/3 of validators break one of the rules. This also provides plausible liveness by ensuring that if more than 2/3 of validators do not break the rules, the checkpoints can always be finalized. There are additional measures to ensure that the network continues when validators fail to vote or when an attacker tries to make a long-range revision attack, an attack by a supermajority group designed to alter a previous section of the chain when that group was in fact the supermajority but has since removed their stake.
This usage of stake, though not a direct replacement for POW ensures that the chain history is not rewritten up to the last checkpoint. It is a step towards replacing the Proof of Work algorithm with an alternative such as random round robin assignment and voting after a number of stable branches are built from this faster alternative algorithm. A sample of this process in action is shown in Figure 2.

[image: ]
[bookmark: _Toc9910385]Figure 2. Casper Protocol on the Block Chain
After a successfully vote in , miners propose blocks in round robin fashion until another vote is called. All validators at that point vote and successfully secure the  node in the main chain. Subsequently, all competing branches are abandoned (Vitalik 2017)
[bookmark: _Toc9909615]Section 1.2 Peercoin
In contrast to ETH, Peercoin represents a chain-based Proof of Stake that improves on the Proof of Work mechanism by allowing stakeholders to propose new blocks. 
In Peercoin, when a client receives coin, for every day that the client holds it, it will acquire Coin Age. There is a vesting period of 30 days and a cap of 90 days to prevent abuse. Between this time, as long as the coins are not transacted, it will have coin age available for minting coins (King 2014).
The process of minting coins is a fixed and can be done in advance before submitting to the network. To propose a block, hash the block along with a timestamp. We can take this value as an integer and if it is less than the coin age multiplied by a difficulty target (Vasin 2014):

The target is determined by the network. If this inequality holds, the block can be broadcast to the network. If it does not, the nonce in the block can be edited and a new hash proposed. Once a block is accepted, the coin age is considered spent. This will only occur on a successfully proposed block which destroys the transaction fee and adds a reward that is proportional to the coin volume of the coin age spent to the successfully minter. 
	This system incentivizes miners to also be coin holders and vice versa, creating a more decentralized network. It replaces the high energy usage of Proof of Work by reducing the hashing search space. As the coin age increases, the minter has a larger hash value to be under. According to the Blackcoin whitepaper, a competing coin that is heavily influenced by Peercoin, this encourages greedy honest nodes where a node will sit on coin volume and only participate intermittently to earn minting rewards. A truly greedy node may also precompute blocks for a sufficiently high coin age because of the larger search space. Furthermore, there is the issue of including the timestamp in the blockchain which is subject to the same time syncing issues as a conventional network (Vasin 2014).
[bookmark: _Toc9909616]Section 2:
Proof of Retrievability
	So far, we have discussed CPU bound proof mechanisms. There is a class of proof protocols that rely on storage as a bounding mechanism. These schemes are called Proof of Retrievability. 
	One Proof of Retrievability protocol is presented by Jules A. 2007 with the purpose of encoding a large file. 
· Given a decrypted file . The verifier encrypts the file to produce . Error correcting code can be applied to ensure that random errors do not affect the data integrity of the file.
· Next, the verifier embeds sentinels in a random position in. The sentinals are randomly constructed check values and will be inserted into random positions in the encrypted file producing the file  where we s is the sentinel insertion operation.
· Files are distributed to the storage nodes. 
· When a verifier decides to check that the file has been stored, it will specify random sentinel positions in  and ask the storage node to return the sentinel values for those positions. 
Since the file  is encrypted and the sentinels are random values, the storage node will not be able to extract the values beforehand. Furthermore, since it will not be able to tell the difference between the sentinel values and the file, it cannot delete or modify the file without changing some sentinel values and failing verification. (Jules 2007)
One of the advocates of this protocol is a cryptocurrency known as PermaCoin. This is a proposed coin that goes one step further in Proof of Retrievability by having miners store data on local filesystems.  
In this system, a centralized entity computes and publishes the digest, the Merkle root, of the dataset which has been broken up into n segments, each with its own Merkle proof. Miners will use public, private key cryptography. Each miner takes their public key (pk) and chooses a subset  of l segments to store where  . The miner downloads the file segments and the Merkle proof for that segment  for . During block proposal on the PermaCoin chain, each miner will run the following algorithm to produce a ticket:
where puzzleId is a publicly known, epoch dependent, non-precomputable puzzle id. This ticket will be included in the block header. The verifier will take the ticket and rerun the algorithm. If the ticket matches, it accepts. (Miller 2014)
This produces a distributed storage system that requires a miner to store the data by signing at every iteration of the algorithm to produce the ticket. In this case the work is in verifying that the miner has the data since reading from disk will take up the bulk of the proof’s time. This provides a unique solution to the problem of storage.
[bookmark: _Toc9909617]Section 3:
Proof of Research
The next alternative proof protocol produces useful content at the cost of centralization. This is unique to the cryptocurrency Gridcoin, which relies on work, in the form of scientific research, verified by an independent third party. It is known as Proof of Research.
To start, the Gridcoin network and its development team approves a distributed computing platform for entry into the network. Once approved, work done on behalf of the independent platform can be used in the Gridcoin. 
Currently the largest approved platform is the Berkeley Open Infrastructure for Network Computing (BOINC). This platform is separate from the GridCoin network and is instead run independently. It currently hosts 37 projects in several scientific research fields and allows anyone to loan their CPU to the network or a specific project to perform calculations. This works by having the client download BOINC software that connects to the project server of their choice. The project server sends data from which the client will do some work on to produce one work unit. The client software has prior knowledge on how the work is done. Once finished, the client sends this work unit to the project server for verification and a reward called BOINC credits is given to the client. The BOINC credits are used to incentivize participation in BOINC but it is also used to calculate the GridCoin reward.
GridCoin is itself a hybrid model that implements both Proof of Stake and Proof of Research. Nodes that perform only Proof of Stake are called investors. The proof of Stake model is similar to the one proposed by Peercoin. However, in GridCoin, it involves satisfying the inequality:

Here, the UTXO value is the unspent transaction output or the number of unspent coins. The RSAWeight is the average BOINC work done and investor nodes do not have this as a benefit. Instead, the nodes that perform research, called researchers, will be able to take advantage of this value. For researchers, the minting and verification is as follows:
· A minter performs computational work on a BOINC project. The project increases the Total Credit value for that participant as well as storing the minter’s mail address, BOINC identifiers and RAC (recent average credit)
· A statistics website syncs the data from all BOINC projects and publishes it.
· After earning credits, the minter will receive a higher RAC which will reduce the Proof of Stake search space allowing the researcher to create and broadcast a block.
· The receiving nodes will validate this block by extracting the BOINCHash data from the block. Using this data, the validating node pulls the values from the statistics website and verifies the minter’s amount of earned credit. If everything matches and the hash is valid, it is accepted.
In the end, a form useful work is accomplished. (Grothe 2017)
This is the closest representation of requested useful work being provided at a cost however, we can already see some problems with this multi-step verification procedure. The dependency on 3rd party statistics for verification makes this susceptible to syncing issues. The network itself is centralized among the projects. Furthermore, GridCoin itself makes no assumption about the difficulty of the problems the researcher solves. Instead, this question of problem difficulty is left as a problem for the client software distributed by the projects who run against the BOINC network. This can make certain projects more profitable than others. 
It is important to note that due to several problems with this version of the protocol, the current staking version known as “Stake V8” of GridCoin has moved towards a purely Proof of Stake model by removing RSAWeight from the staking inequality. The effects of this change have not been fully realized as of this publication.
[bookmark: _Toc9909618]Section 4:
Non-Wasteful Proof of Work
So far, no alternative solution has sought to directly replace the hashing algorithm with another CPU bound algorithm.  One cryptocurrency that has specifically done this is called Primecoin and as its name suggests, the goal of this algorithm is to find prime numbers. This is not useful work because the application of these results is not immediately obvious but it is not useless work because the work has the potential to be useful.
Primecoin is a direct fork of Bitcoin. The differences in the codebase are in the difficulty calculation and the hash puzzle and consequently the block election process. The hash puzzle is concerned with finding prime chains, specifically Cunningham chains of the first degree, Cunningham chains of the second degree and Bi-Twin chains. A Cunningham chain of the first kind is a sequence of primes each of which is twice the preceding one plus one. For a chain of length k where 

A Cunningham chain of the second kind is a sequence of primes each of which is twice the preceding one minus one. 

A Bi-Twin Chain is a sequence of a pair of primes consisting of 2 Cunningham chains where each sequence is twice the preceding one. 

According to the Primecoin white paper, the benefits of this solution as a pure proof-of-work implementation shows that the computational effort is high. In terms of changing the difficulty metric, they have devised a way to “construct a relatively linear continuous difficulty curve for a given prime chain length”.  This keeps the linear difficulty of Bitcoin while providing miners some choice over what length of prime chains they want to solve for. (King 2013)
The actual hash puzzle is described here loosely and without details or code optimizations taken from the github repository https://github.com/primecoin/primecoin/. The principle algorithm is in the file “prime.cpp”. Suppose the leading block is attached to the chain. Like in Bitcoin, it will still contain the current block transactions, the hash of the previous block, and a random nonce. The hash of this leading block becomes what is known as the proof of work certificate. The miner will determine whether this hash is divisible by several leading consecutive primes such as {2, 3, 5, 7} If it is not divisible, the miner can continue by altering the random nonce and hashing the block again to get a new proof of work certificate until this condition is met. After the condition has been met, the hash will be a number that is less than  (a 32-Bit integer) and is also divisible by {2, 3, 5, 7}. Take this number and multiply it by the next consecutive prime numbers {11, 13, 17, 19, …} up to a fixed point which the miner decides. This is an even larger number called the primordial. This number is then multiplied by the hash to create another large composite number H. Take this number and generate multiples {2H, 3H, 4H, 5H, …}. From this list you set up a sieve for these 2 lists: a minus list {2H - 1, 3H -1, 4H – 1, 5H- 1, …} and a plus list {2H +1, 3H + 1, 4H + 1, 5H +1, …}. The sieve will take the last prime number p you used to generate the primordial and determine if H mod p = 0. If it is 0, you move on to the next p. If it is not, then you take the remainder r = H mod p and try to solve for the m* r = 1 mod p where 1 < m < p. When you find this value, it can be shown that m * H -1 is divisible by p and is composite. Furthermore, it can be shown that (m + p) * H -1 is also divisible by p and all the elements of (m + np) * H – 1 are divisible by p and are composite. The elements that correspond to these values in the minus list can be marked composite. You repeat this with the plus list by solving m * r = p - 1 mod p which will show that (m + np) * H + 1 is divisible by p and is composite. At this point, you can look through your arrays to try and find prime chains, either a Cunningham Chain or a Bi-Twin Chain. Once you have a potential chain, you can apply prime verification to all entries in that chain before submitting it to the network.
Verification of the prime number is done by the network before accepting the block. This is done using Fermat’s Primality Test. Fermat’s little theorem states, if p is prime and a is not divisible by p then:

The test consists of picking a random value for a and determining that Fermat’s little theorem holds. The algorithm does this a number of times to ensure that the number is probably prime.
This protocol is significant because it provides a direct replacement for Proof of Work. In this case, work is not wasted because the result of the work is recorded. However, it is concerned with a single problem which is to find prime number chains which does not solve a direct computational need. 
[bookmark: _Toc9909619]Chapter IV: 
Useful Proof of Work
Having reviewed several Proof of Work alternatives, we offer a useful Proof of Work algorithm which we will use to address the limitations of the previous protocols. 
[bookmark: _Toc9909620]Section 1: 
Preliminary Background
What distinguishes a Proof of Work from a useful Proof of Work is utility. We will provide some background for these definitions. According to (Ball 2017), a Proof of Work is a combination of 3 algorithms:
· Gen(x) is an algorithm that produces a challenge c
· Solve(c) is an algorithm that solves the challenge c resulting in a solution s
· Verify(s) is an algorithm that verifies that solution s solves challenge c
There are a few caveats to these algorithms. Both the generation and the verification algorithm should run quickly to ensure liveness of the network. The solving algorithm should take on average a pre-specified time to run. Furthermore, the challenge should be difficult enough to ensure that computational work is done and that there is a very small chance of reusing the work.
Similarly, a Proof of Useful Work is a combination of 4 algorithms:
· Gen(x) is an algorithm that takes an instance x and produces a challenge 
· Solve() is an algorithm that solves the challenge with the solution s
· Verify(, s) is an algorithm that verifies s is a solution to  
· Recon(, s) is an algorithm that, from a valid (, s), constructs f(x)
Again, the generation and verification algorithms should run fast relative to the solving algorithm. This is very similar to the Proof of Work definition. The principal difference is in the reconstruction algorithm because it allows any interested party to learn some f(x) for x only after the proof is complete. This is the usefulness property. Again, there are caveats to this set of algorithms. The four properties that they must follow are:
· Efficiency – This is concerned with the speed of the algorithms. Solving the challenge must be slow relative to the remaining algorithms.
· Completeness – This is concerned with verification. Valid solutions should always be verified as valid. 
· Soundness – This is concerned with verification. For solutions that cannot be used in reconstruction, they should not be verified as valid. This is not implied by completeness but is important for anyone seeking f(x).
· Hardness – This is concerned with solving. Challenges should ensure that work is 
performed by the client. 
· Usefulness – Computational tasks can be given as challenges to the workers such that the solution can be quickly and verifiably reconstructed from the workers’ response.
We shall investigate a problem that meets these properties, the orthogonal vectors problem.
[bookmark: _Toc9909621]Section 2: 
The Orthogonal Vectors Problem
In the orthogonal vectors problem, we are given two sets of n vectors {U, V} of dimension d denoted . From these two sets, we wish to determine whether there exists u ∈ U and v ∈ V such that . This problem has numerous applications in computer science.
In the worst case, using brute force, the complexity of this problem is  problem since every vector in U must be multiplied by a vector in V.  There is theory in (Ball 2017) that suggests that the related problem of determining the polynomial coefficients is sufficient to prove hardness. We will go into this in-depth and see if we can use the various techniques applied to other problems. What immediately follows is the theory and protocols in (Ball 2017).
A related problem is the k-Orthogonal Vectors problem which is more difficult to solve but has more applications. This says that given k sets of n vectors, determine whether there exists a vector from each set is orthogonal. The solution to the problem is the same but it is generally agreed that the problem is hard. The direct problem itself does not provide an average-case hardness guarantee but by shaping it as a low degree polynomial, hardness can be met.
The k-Orthogonal Vectors problem can be reduced to solving the polynomial:

which takes as input all k-vector sets and returns as output the number of k-orthogonal vectors.  This can be reduced to a univariate polynomial of the form:

where we make the substitution:

This polynomial is operating on a vector , one from each k-set. The function  takes as input a vector and returns the the l-th element. This reduction will provide the uPOW with a protocol for interactive verification.
[bookmark: _Toc9909622]Section 3: The uPOW Protocol
	The useful Proof of Work protocol consists of two algorithms. The first algorithm, also known as Protocol 1, is an interactive proof for solving a set of k-Orthogonal vectors problems. During the broadcasting phase, for each validator that the miner broadcasts to, it will try to test whether the miner has actually done work. 
The interactive proof for , described by (Ball 2017) is: 
· The prover reorganizes the problem as a univariate polynomial of degree . It returns the coefficients of this polynomial  
· The verifier takes a solution to the problem y and verifies that  . If the equality does not hold, the prover is rejected.
· Next, the prover builds a series of challenges s in succession from 1 up to  :
· The verifier challenges with a random vector .
· The prover takes the random vector and updates the coefficients of the previously built univariate polynomial  of degree . It returns the coefficients as a response to the challenge.
· The verifier checks that the new coefficients are valid by checking that  . If the check fails, the prover is rejected.
· Finally, the verifier challenges with a final random vector . With all coefficients having passed, the verify makes a final check  , which it can compute using the previous challenges  . Again, if the check fails, the prover is rejected.
· If the prover hasn’t been rejected yet, the verifier will accept its block.
Having presented the interactive step, we can now present Protocol 2 as the Proof of Useful Work for k-OV as describe by (Ball 2017):
· Gen(x):
· Given an instance of k-OV, defined as 
· Pick a random k-OV instance  with equivalent values for k,n,d
· Compute the set of vectors .
· (Solve, Verify) given :
· The miner computes the polynomial  and outputs the solutions sets .
· For each t in parallel: Both the miner and the verifier run Protocol 1 with input .
· The verifier accepts if and only if all of the parallel runs of Protocol 1 are not rejected.
· Recon:
· This will only be for those interested in the solution to the k-OV problem. First, take  as the output of the univariate polynomial h(t) of degree  at .
· Next, given the kd number of points produce a polynomial interpolation to find h and compute the zero intercept .
· If , return 1 which means there are orthogonal vectors. Else, return 0 which means no orthogonal vectors exist.
This is the principle protocol for a single node working on a single instance of the k-OV problem. In a distributed network, many nodes can work on many instances of the problem without wasting work.
[bookmark: _Toc9909623]Section 4:
Application of the uPOW protocol
To better demonstrate the Proof of Useful Work protocols, we can set  and . Using Python as our programming language, we start with a toy problem:
x = [ 
    [(1, 0), (1, 0)],                                                                                      
    [(0, 1), (1, 0)]
]
U1 = x[0]; U2 = x[1]

This is a 2-Orthogonal vectors problem with unit vectors. Starting from Protocol 2, we can run Gen(x). Given our instance x, the verifier will build a random set of vectors where . For simplicity, we demonstrate the case : 
cx = [[
    # For t = 0
    [(1, 0), (1, 0)],                                                                                      
    [(0, 1), (1, 0)]
], [
    # For t = 1
    [(2, 0), (2, 0)],                                                                                      
    [(0, 2), (2, 0)]
]
y1 = cx[0]; y2 = cx[1]

This can be done in advance by the verifier since miners can solve for the same problem simultaneously. Now, we have a subset of vectors . At this point, we move to the Solve, Verify phase. The miner must run Solve to compute gOV for each vector. We can define this solving method as:
def gov_k2(U1, U2):                                                                                 
    """ Orthogonal Vectors solver when k = 2                                                        
    Args:                                                                                           
        U1 = First set of vectors as a list of lists of integers                                    
        U2 = Second set of vectors as a list of lists of integers                                   
    Returns:                                                                                        
        Integer number of orthogonal vectors                                                        
    """                                                                                             
    ov = 0                                                                                          
    for i1 in U1:                                                                                   
        for i2 in U2:                                                                               
            ov += (1 - i1[0] * i2[0]) * (1 - i1[1] * i2[1])                                         
    print('There are ' + str(ov) + ' orthogonal vectors')                                           
    return ov  


Running this for our values, we get the orthogonal vectors count:
z1 = gov_k2(y1[0], y1[1])
# There are 2 orthogonal vectors

z2 = gov_k2(y2[0], y2[1])
# There are 2 orthogonal vectors

This gives us our set . For each t, we must not move into Protocol 1. To summarize the algorithm:
· The prover sends the coefficients of the polynomial [image: https://lh4.googleusercontent.com/bzP4SIIdZK4cncjLSw8rfNOrBCcse6Lokf1dQmfqOwDqmHhRt2F8QTc0yFBErHAe33CgI3Bzxic8bytmYOt7D1L2FhiT7VJpEq_jPVBgE2yAkJppYPGyew5a5_FnbrZ22fMuhag5] 
· The verifier checks that the first vector applied to this polynomial returns the correct count. If not, it rejects.
· Since s goes from 1 up to , this step has already been met. This will not reject.
· The verifier picks a random set  and checks that . If not, it rejects. 
· If the verifier hasn’t rejected yet, Protocol 1 ends as accepted.  
	Let’s run the first step. For k = 2, we can reduce the univariate polynomial by hand. For larger values of k, it can be done in an automated fashion. Given s = 1, n = 2, and d = 1:
If we expand this out over all values of l and reduce, we get: 
[bookmark: _Hlt9113850][bookmark: _Hlt9113851]
Because i is a fixed term, we know that term  actually denotes the 2nd element of the 1st vector of the 2nd set of vectors in our OV problem. Therefore, our coefficient generating method can be simplified to addition and multiplication operations:
def coefficients(U):                                                                                
    """ Given a set of vectors of the form U = [[], []] 
        returns the coefficients of the univariate polynomial q 
    """         
    a = U[0][0]                                                                                     
    b = U[0][1]                                                                                     
    c = U[1][0]                                                                                     
    d = U[1][1]                                                                                     
    coefficients = [2, a + c, b + d, a*b + c*d]                                                     
    print('The coefficients of the univariate polynomial are ' 
          + str(coefficients))                 
    return coefficients         

Applying the coefficients method to our first problem
coefficients(cx[0][1])
# The coefficients of the univariate polynomial are [2, 1, 1, 0]

The solver sends these coefficients to the verifier. We can define the verification method as:
def verify_coefficients(U, coefficients):       
    """ Input is a list of vectors and a list of coefficents,
        Returns the number of orthogonal vectors.
    """                                                  
    ov = 0                                                                                          
    for i in U1:                                                                                    
        ov += coefficients[0] \                                                                     
              - (i[0] * coefficients[1]) \                                                          
              - (i[1] * coefficients[2]) \                                                          
              + (i[0] * i[1] * coefficients[3])                                                     
                                                                                                    
    print('According to solver coefficients, there are ' 
          + str(ov) + ' orthogonal vectors')         
    return ov  

The verifier will execute this method to return the number of orthogonal vectors.
verify_coefficients(cx[0][0], solver_coefficients)   
# According to solver coefficients, there are 2 orthogonal vectors

This interaction will satisfy the first step of Protocol 1. Since we have , the final step for the verifier is to check the equality:

This will reduce to an orthogonal vectors problem where the random vector  replaces the value . This can be encoded in a random vector verifier function that uses previously defined functions: 
def verify_random_vector(a1, coefficients, U2):                                                     
    q1 = verify_coefficients(a1, coefficients)                                                      
    q2_alpha1 = gov_k2(a1, U2)                                                                      
    is_valid = (q1 == q2_alpha1)                                                                    
    if is_valid:                                                                                    
        print('The random vector has been verified against coefficients')                           
    else:                                                                                           
        print('The random vector could NOT verify against coefficients')                            
    return is_valid    

Running this:
a1 = [(10, 2), (8, 3)]                                                                                                                                                                                  
verify_random_vector(a1, solver_coefficients, cx[0][1])  
# The random vector has been verified against coefficients

The method verifies that the work that has been done is valid. After the work is verified, the algorithm \exits Protocol 1 and resumes Protocol 2. The last step of protocol 2 is to interpolate the final result from the vector verifications. This is not a requirement of a chain based on uPOW. In fact, to preserve the liveness of the network, we can leave this as work that the agent seeking the answer must do.  
	We can see from the Python execution that work has not been wasted. At each step of the process, we have done work to either generate the solution to the Orthogonal Vectors problem or to validate the solution for the 2-OV problem. 
	At this point, we have the final verified block: 
block = {
    "f": "2-OV",
    "x":  [[(1, 0), (1, 0)],  [(0, 1), (1, 0)]],
    "t": [0, 1],
    "zt": [1, 1],
    "solution": 2,
    "prevHash": sha256(previous_block),
    "transactions": []
}
new_hash = sha256(block)

Since the hash of the block contains the random value  as well as the hash of the last block, any attempts to alter the contents of the transactions will change   and the verification solutions  will no longer be valid. Instead of requiring a random nonce, the chain will be produced by the challenges, the solution to those challenges and the random verification of the solution.

    [image: https://lh4.googleusercontent.com/VETCOcnO-pbyeySQ3um0DFlGoJJTYKgRlcn7xiigEyziqWWqdDeC-OnN7ICI41xhaAkv6OTbi3oxsbMlv705_Y91jAV7leVI-h3FfTAO-14248-ZDqiqisLUPhe-wtDsL8aaw-eX]
[bookmark: _Toc9910386]Figure 3. Build the Blockchain with Proof of Useful Work
The block in uPOW will be augmented to include the problem and the solution set as shown in  (Ball 2018)

To verify a block on the chain, a miner only has to check that the hash of the current block is valid and that the problem has not been solved on the problem board. A verifier might also take the extra step of verifying the solution set but this will not be required for building the block chain. There will be further issues to address to take this solution to production.
[bookmark: _Toc9909624]Section 5. Encoding
	The Proof of Useful Work protocol does result in useful work but we will need to ensure that this work is saved. We will propose and encoding for the verified block that takes into account the limitations of the block size, we will propose an encoding for the verified block. 
	The current limit for the Bitcoin block is 1MB for all transactions. However, this is not necessarily a hard limit, especially if we want to expand the size of the header. We would first require an ID for the type of problem. This influences how the header is parsed and the size of the solution. We require that orthogonal vectors problems use 4-Byte IEEE floats. Each vector can be 10 dimensions for a 40 Byte vector. With 100 vectors per set, this will be 4000 Bytes, or 4KB per set. We can imagine working on 10 sets or 40 KB. For , the random value would be the hash. Each value of t would be 4 Bytes for a total size of 40 Bytes. For the solved values of , we need another 40 Bytes. In total, this would be less than 41 KB to store the problem, the challenges, and the solution. The complete header will be the header from Table 1 and the additional header parameters listed in Table 3.
[bookmark: _Toc9909765]Table 3. Proof of Useful Work Block Structure
	Field name
	Type (Size)
	Description

	F
	Char (32 B)
	Identifier for type of problem

	Problem
	Float(40 KB)
	The useful problem

	Challenge
	Float(40 B)
	The random challenges to the problem

	ChallengeSolutions
	Float(40 B)
	The solutions to the random challenges

	Solution
	Var(4 Bytes)
	This solution to the useful problem


This is the additional block header structure required to add a Proof Of Useful Work. It includes estimates for the useful problem, the challenge to the problem, and the challenge solutions. The solution may be omitted from the structure if Recon is specified as a requirement. In that case, the user can infer the solution to the problem from the challenges.

[bookmark: _Toc9909625]Chapter V:
Alternative Proof of Useful Work Problems
The strength of the orthogonal vectors problem is that a variety of problems have reductions to OV that make it a foundational problem. This includes search problems such as Edit Distance, Frechet Distance, Longest Common Subsequence which all have applications in big data. (Daniel 2017) However, increasing the scope of problems invites more participants into the network and leads to a more accessible distributed computing solution. In general, sufficient replacements for the hash puzzle can be a problem that is long to solve and short to verify. 
[bookmark: _Toc9909626]Section 1:
Sorting
	In the approach proposed by (Ball 2017), the uPOW relies on reductions to low degree polynomials. This is limited by the degree to which an algorithm can be expressed as a polynomial. For the problem of sorting, which is an important procedure in generic computing, this is not the case. Instead, we can use the protocol without the polynomial approach but still maintain interactive verification as the primary verification method. Let’s use a simple sorting problem: Given a set of three lists of floats from 0 to 999:
x = [[2,1,3], [1.2, 9.8, 3.4], [9, 100, 34.3]] 

The best average-case solution to this problem will have a complexity of . In certain best-case scenarios, such as with a largely pre-sorted list, it may have a complexity of O(n). However, solutions of this type will have a less performant average-case difficulty which should be remove the advantage given enough diversity in the sorting problems. For our Python sample, the miner can simply approach this problem using any solution it sees fit:
# miner solves the sort problem
def solve(problem_set):
    solved_set = []
    for array in problem_set:
        solved_set.append(sorted(array))
    return solved_set

solve(x)
# Returns:
# [[1, 2, 3], [1.2, 3.4, 9.8], [9, 34.3, 100]]


	For solution verification, it should take no more than O(n). For work verification, we can replace the interaction in Protocol 1 with a similarly random verification method:
1. Choose a random number from 0 to the length of the set.
2. Go to that index value and retrieve the float that appears at that index and retrieve the float that appears after that index.
3. Return the average of that value to the solver to insert.
In this case the Solver must do work to return the correct index. If the Solver is honest, the work will be done on a pre-sorted list which will have a speed advantage. If the solver is dishonest, it will still need to re-sort the lists or the result will not match the verifier. Since this is still a network where solvers compete to add the next block, this slowdown could be costly. 
	For our Python sample, the validator should always use a simple O(n) check: 

# validator verifies the sort solution
def validate(solved_set):
    for array in solved_set:
        last_element = array[0]
        for element in array[1:]:
            if element < last_element:
                return False
            last_element = element
    return True

validate(solution)
# Returns:
# True

This ensures that the solver produced the correct result. To ensure that work was done, the validator will issue challenges using a method to produce random indexes:
# validator produces challenge
def challenge(solved_set, random_seed):
    cz = []
    index = 0
    challenge = 0
    for array in solved_set:
        index = int(challenge + random_seed) % len(array)
        print(index)
        if index == len(array) - 1:
           challenge = array[index] + 1 
        else:
            challenge = (array[index] + array[index + 1]) / 2
        cz.append((index + 1, challenge))
    return cz

challenge(solution, 11)
# Returns:
# [(3, 4), (1, 2.3), (2, 67.15)]

The challenge set does not necessarily require that the miner to have solved the problem but it is more efficient for the miner to have the solution locally. In Python, this can be achieved using an iterative binary search method: 
# miner solving sort challenges
def solve_challenges(solved_set, challenge_set):
    indices = []
    for i, sorted_list in enumerate(solved_set):
        challenge = challenge_set[i]
        subset = sorted_list
        index_sign = +1
        index = 0
        while True:
            mid_point = int(len(subset)/2)
            left_side = subset[:mid_point]
            right_side = subset[mid_point:]
            index += index_sign * mid_point
            value = subset[mid_point]
            if challenge >= value:
                index_sign = +1
                if len(right_side) == 1:
                    # This will account for python slicing
                    index += 1
                    break
                subset = right_side
            else:
                index_sign = -1
                if len(left_side) == 1:
                    break
                subset = left_side
        indices.append(index)
        print(f"inserting {challenge} into position {index} of {sorted_list}")
    return indices

solve_challenges(solution, challenges)
# inserting 4 into position 3 of [1, 2, 3]
# inserting 2.3 into position 1 of [1.2, 3.4, 9.8]
# inserting 67.15 into position 2 of [9, 34.3, 100]
# Returns:
# [3, 1, 2]

The solver can then respond to the challenges in time complexity O(log(n)) which is equivalent to a binary search over a large list.
To allow for block sensitivity, we can set the random seed to the hash of the block. Then, minor alterations to the data will ensure that the challenges become invalid requiring the solver to recompute the challenge solutions.
As with the useful Proof of Work, the problem-solving nodes do not need to compete in the sense that multiple nodes race to solve the same problem as this would constitute wasted work. Instead, the mining nodes compete against the difficulty of the problem and the difficulty in ensuring that valid work has been done. 
Furthermore, although we have presented one method for verifying that work has been done, there are alternate possibilities to do this verification. For example, the time it takes to solve a sorting problem could be measured fairly accurately and since we know the size of the problem, and we know that its complexity has to be on average O(nlog(n)), we can reject all solutions that do not meet some standard deviation around this average time to solve.
[bookmark: _Toc9909627]Section 2:
zkSnarks
One potential avenue is the inclusion of what is known as zkSnarks or Zero-Knowledge Succinct Non-Interactive Argument of Knowledge. As the name implies, this is a protocol for class of problems that have the property of zero knowledge of the content and no direct interaction between the solver and the verifier.  According to (Reitwiessner 2016), this procedure has the properties:
· The problem can be encoded as a polynomial problem:
This polynomial equality will hold only when the problem has a valid solution.
· For fast validation, the verifier can use random sampling to reduce the complexity of the problem. Instead of explicitly solving the polynomial equality, given a random real-valued sample s, the verifier can simply solve the equality:

· There should exist an encryption function E that allows the prover to compute E(t(s)), E(h(s)), E(w(s)), E(v(s)) without knowing the sample value s, just the value E(s) and derived values. This removes knowledge from the prover.
·  Finally, the prover can multiply the encoded values E(t(s)), E(h(s)), E(w(s)), E(v(s)) with a number so that the verifier can still make the verification check without explicitly knowing the encoded values. This removes knowledge from the verifier.
This means that it is sufficient for the verifier to check

Furthermore, given these values directly, either the right-hand side or the left-hand side it should not be feasible to derive  or  without private knowledge from both parties. This can be done with RSA encryption. (Reitwiessner 2016)
	The most important aspect is that there is a zkSnark for all NP problems. This means that all NP problems can be solved by a distributed network of solvers and validators. In fact, the properties of zkSnarks are very similar to Proof of Useful Work and can potentially be used in conjunction with it since NP problems have a number of useful applications.
[bookmark: _Toc9909628]Section 3:
Summary of Encoding
	We have seen that there is a number of possible problem replacements for the Proof of Useful Work Protocol. We provide a comparison of time complexity for our problems in Table 4. This also includes a few potential problems that we have not detailed but are candidates for useful work. 
[bookmark: _Toc9909766]Table 4. Summary of Useful Problem complexity
	Problem
	Solve Complexity
	Verify Complexity
	Complexity Ratio

	k-OV
	
	
	

	k-sort
	
	
	

	n-by-n Matrix Multiplication
	
	
	

	POW (hash)
	
	
	


This is a summary of a sample of useful problems that uPOW can run. For comparison, the Proof of Work hash used by Bitcoin is included, where d is a measure of the difficulty of the network. As the difficulty increases, the number of hashing operations increases proportionally to find a valid proof of work. The complexity is closer to O(n) according to (Rachmawati 2018). 
Based on these complexity ratios, we can optimize on the size of the problem to match the difficulty of the network provided by conventional Proof of Work hashing. We provide specifics in Table 5 where we have set n for our candidate useful work problems. As of Block #578131 on the Bitcoin blockchain, there is a difficulty of 19 leading zeros.
For the sorting method, we have 100 lists of 100 4 Byte floats for 4 KB problem, a 4 KB solution and a 1 KB challenge set. For the matrix multiplication, we have a 100-by-100 matrix of 4 Byte floats for a total of 40 KB per matrix. This results in an 80 KB problem set and a 40 KB solution set for a minimum of 120 KB. 
Given our totals, we can infer a few conclusions. The lower worker difficulty requires vastly more header space on the blockchain because of the specificity of the problems being solved. The low complexity ratio implies that we will need a much larger number of validator nodes to keep up with the miners. It may be the case that we will have to incentivize the validators to ensure the liveness of the network.
[bookmark: _Toc9909767]Table 5. Summary of Useful Problems with Fixed n
	Problem
	n
	Complexity Ratio
	Header Size

	2-OV
	100
	
	

	100-sort
	100
	
	8 KB

	100-by-100 Matrix Multiplication
	100
	
	120 KB

	POW (hash)
	-
	
	80 Bytes


This is a summary of a sample of useful problems that uPOW can run along with fixed measurements for n and complexity ratio as well as an estimated header size. The Proof of Work hashing complexity is based on the latest available Bitcoin block as of this writing. 
[bookmark: _Toc9909629]Chapter VI:
A Blockchain Implementation
We have shown that useful Proof of Work by itself can be a direct hash puzzle replacement. However, it will still require changes to the blockchain network to support problem selection and reward management. Here, we will investigate several modifications to achieve these goals.
[bookmark: _Toc9909630]Section 1:
Problem Generation
	The usefulness of uPOW should be in building a blockchain that takes into account several computing problems that are firstly hard to work on and secondly easy to solve. To scale this to a production level prototype, we need to address generating sufficiently diverse and difficult problems.
	One way to achieve this is through a centralized rewards system. Similar to GridCoin, we will require a central forum for submitting problems, a bounty-board. Since the problem itself may not be specifically for scientific research, a submitter can attach a bounty to the problem to incentivize miners and verifiers to solve that problem. In this system, both the miners and the verifiers will earn a portion of the bounty when the problem is sufficiently solved. When a problem is sufficiently solved, having a large number of solutions and verifications, it will be removed from the bounty-board. This will also give miners the choice of solving a not-for-profit problem. The problem board can be an extension of an open source development platform such as GitHub.
To account for the quality of the problem, we can use the network. First, we have the distinction between 2 types of nodes: verifier nodes and mining nodes. We can have a third type of node, a problem verifying selector node that has a trusted position. To ensure this trust, it must provide stake in the form of coins which will be offered on problem selection. If the problem is never entered into the main the chain, the stake is forfeit. If it does enter the chain, the stake is secure and released. This node is responsible for choosing problems to go on the problem board that are sufficiently difficult and that have not already been solved.
This creates a system of checks and balances between the 3 three roles. The verifier role ensures that solvers are honest by checking that they do the computational work. The solver role ensures that selectors are honest by only working on valid problems. The selector role ensure that validators are honest by removing sufficiently verified problems from the problem board allowing bounties to be distributed. The process by which useful problems go from inception to being solved is demonstrated in Figure 4. 
It should be noted that the mechanism behind the problem board is yet to be fully explored. As mentioned, using an open source development platform would ensure that a problem is versioned along with the source code for distributing that type of problem and appending it to the block chain with the proper header. 
For example, on GitHub, a pull request for the problem can be made. Once it has been approved as valid source code, it can be labeled as a prospective problem. At this point, selector nodes can vote on approving the pull request with the minimum stake. After enough approvals, the pull request is merged and all nodes will update their clients accordingly. Since the voting happens at the source level, all nodes with an updated client will have a record of the stake. When a problem is ready to be removed, this same process can happen with a pull request to remove the problem. 
[image: ]
[bookmark: _Toc9910387]Figure 4. Generation of Useful Problems
The 3 types of nodes are demonstrated interacting with the Problem Board. When a computing client submits a Problem, it will have a lifecycle moving from the Prospect Queue to the Active Queue and finally to the Solved Queue. When a Problem has reached the Solved Queue, the client should be sufficiently confident in the solution.
[bookmark: _Toc9909631]
[bookmark: _GoBack]Section 2: 
Network Difficulty
The network difficulty in Bitcoin is directly addressed by the hash function in Proof of Work. The number of leading zeros is adjusted so that approximately one block is added every 10 minutes. The variable nature of Proof of Useful Work does not lend itself to this type of scaling since altering the difficulty must be per problem type. 
This is expressed succinctly in Table 3 with computational complexities. A useful problem has a fixed difficulty while Proof of Work has a dynamic difficulty. This may not be a problem that we can fully address without using the properties of the network to explicitly limit the amount of solution verifications similar to how Peercoin limits the number of stake submissions per minter. We can devise a submission rate limit based on the time complexity ratio of the problem. A problem with a lower complexity ratio will have a higher rate of submission limit to prevent the network from being dominated by those problems. 
For example, in Table 4, the complexity ratio of sort is low compared to the Proof of Work hash. In this case, we will allow the Proof of Work hash to be submitted nearly continuously while the sort solution can have a submission rate limit of one problem set per millisecond. 
[bookmark: _Toc9909632]Section 3:
Scaling
	As the network grows, new nodes will join as one of three types. The network will have to adjust the rewards to ensure that the number of node types is sufficient to ensure the liveness of transactions. The most important adjustment will be to incentivize validators to continuously verify miner solutions. With the solution rate limit proposed earlier, it remains to be seen how significant of an impact this will have.
[bookmark: _Toc9909633]Section 4: 
Data Privacy
	Since we are solving useful problems, it may be that problems posted on the bounty board contain sensitive data. In the case of problems that are NP we can use zkSnarks, which allow the problem to be encoded while still being solvable. Ideally, these problems will incur a larger cost. If the problem does not fall into this category, it will be up to the problem submitter to sufficiently randomize data and distribute this as different problems. This is analogous to treating the problem board as a Map-Reduce instance by dividing up the problem and solving them publicly and reducing the set of solutions privately.
	For the purposes of simplicity, all other problems submitted will be publicly accessible. This will prevent problem duplication due to the content being encoded. Anyone reading the blockchain will still need to run Recon to reconstruct the solution. 
[bookmark: _Toc9909634]Chapter VII:
Conclusions
	In this paper, we have investigated several protocols to replace the Proof of Work protocol that are currently limiting the growth of the major cryptocurrencies. We have laid out a reasonable replacement for Proof of Work that takes ideas from several alternative proof protocols. Furthermore, we have taken this idea and laid out a framework for building a general distributed computing platform with Proof of Useful Work at its center. 


Certainly, this foundation is a prototype and there are more avenues to explore, specifically around problem generation, problem diversity, and network difficulty.  As a network of software, it remains to be seen whether this will work at scale even with certain problems pre-empted. To this end, it will be trial and error that sets up what works and what does not.
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