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1 Abstract

It is said that “program testing can be used to show the presence of bugs, but
never to show their absence” [31]. As Large Language Models are increasingly
used to generate code, it is important that we verify the absence of bugs in
their outputs. For this reason, we introduce DafnyBench, a novel benchmark
for evaluating Large Language Models’ abilities to write Dafny code, which is
a verification-aware programming language. With over 1,000 sample programs,
DafnyBench represents the largest benchmark of its kind to date. We argue
this benchmark represents an important piece of infrastructure for an emerging
field: Al-assisted formal verification. The benefits of having Large Language
Models write verification-aware code cuts in two directions: the Dafny verifier
provides a rich stream of feedback and clear learning signal for what constitutes
correct code with respect to a set of pre- and post- conditions (helping machine
learning research efforts), and also greater prevalence of Dafny code generally
leads to a higher amount of safe software in the world.
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3 Introduction

GPT-4 has recently captivated the global audience with its sophisticated text
generation capabilities. However, its eloquence may obscure its capacity for
logical reasoning. A particularly noteworthy application of GPT-4 is in code
generation. Developers increasingly use GPT-4 models to write their code.
Despite GPT’s proficiency in producing code that meets the criteria for a sig-
nificant portion of benchmark problems, such as those in the HumanEvalX [14]
dataset, its ability to consistently and effectively reason about its own code
remains questionable. This raises concerns about the security and reliability
of the code it generates, highlighting a relatively unexplored aspect of Large
Language Models’ capabilities.

This thesis introduces the most extensive benchmark to date for algorithms
that have been formally verified in Dafny. By doing so, it aims to pioneer
the emerging field of applying Large Language Models to verification-aware
programming. The benchmark challenges models to not only create algorithmic
implementations that adhere to a specific, formal specification but also to verify
that these implementations meet the given specifications (which in this iteration
of the benchmark is always given). This requirement pushes models to elucidate
the rationale behind the code they generate and the properties of that code.

Unlike preceding benchmarks, this thesis organizes verification-aware pro-
gramming tasks into two distinct categories: (1) simple single-method problems
and (2) harder multi-step problems. Segmenting model performance by these
categories allows for a more precise analysis of models’ reasoning abilities and
weaknesses. Additionally, this benchmark incorporates the first comprehensive
compilation of publicly available, compilable Dafny code from GitHub. To en-
hance the dataset further, we manually convert some programs from Python
to Dafny, using benchmarks like HumanEvalX [14] and MIPS [38]. In addition
to establishing a benchmark, this thesis proposes novel algorithms designed to
improve performance on generating Dafny code.

4 Contributions

Please find the supporting code for my proposed benchmark here: https://
github.com/ChloeL19/DafnyBench/tree/Thesis2024

5 Background of Key Concepts
5.1 Language Models

Since computers were created, humans have dreamed of imbuing them with
natural language understanding: when Alan Turing formalized the Turing Ma-
chine, he also formalized the notion of a Turing Test, which would determine
whether artificial intelligence had been achieved based on whether a computer
could converse with other humans at a human level [63]. Deep learning model
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architectures for natural language processing— dubbed Large Language Models
(LLMs)- are manifestations of this long held desire, and arguably some of them
have passed the Turing Test. As part of passing the Turing Test, transformer
models like ChatGPT-4 show evidence of being able to reason. How do these
models work?

The key model architecture powering ChatGPT-4 is called the transformer
[43]. Tt is the most successful architecture configuration for natural language
processing so far in a sequence of related model architectures. Tracing this
lineage provides some intuition for why transformer architectures work so well.

Modeling human language means modeling a dynamic system: if we think
about words as occupying different timesteps in a sentence, then the probability
of a word occupying timestep ¢ depends on the probability of a word occupying
timestep ¢ — 1 and likely all the words from ¢t —1,t—2, ...t — k for some value k.
In other words, language is full of patterns, and these allow us to guess things
like the missing letter in the following word with high confidence:

H e Il | _

Why do patterns occur? Patterns indicate the presence of some correlated
signals in space or time [49]. From an entropy perspective, correlations re-
duce the number of states a system can have, and therefore reduce the required
amount of information needed for transmitting a message (I don’t need a full
five bytes to communicate the word “hello” with high confidence, as demon-
strated above, because of English spelling rules). Generating believable human-
sounding language can therefore be framed as finding the proper set of signals
that will let us generate bytes of language in recognizable patterns. For these
reasons, if a set of observations contains patterns, then the space of generat-
ing signals for these observations will likely be smaller than the observation
space itself (i.e. learning to generate human-sounding English means learning
the smaller set of rules/signals/features governing English grammar, spelling,
and vocabulary usage). Therefore, the story of deep learning’s evolution has in
large part been a story about removing human-coded features from models and
instead asking models to develop their own compressed representations of the
world, which is what models like ChatGPT-4 do [

As mentioned initially, the patterns in language are dynamic: they contain
autoregressive patterns that depend on values of previous timesteps. How can we
bias a deep learning model towards learning functions that depend on previous
timesteps of input? The Recurrent Neural Network (RNN) architecture was one
attempt to do this.

However, in practice, this architecture suffers from vanishing and/or explod-
ing gradients during the backpropagation learning process, and empirically these
models only learn functions that depend on at most 10 steps of previous input
[54].

1For example, GPT3 represents a compression of all the text on the internet captured in
the The Pile (~886 GB [@]) into a model of size ~350GB [64].
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Figure 1: Basic RNN Architecture. Source: Afshine Amidi and Shervine Amidi,
Recurrent Neural Networks cheat sheet, 2020.

The LSTM network design introduces forgetting gates that in theory allow
the model to carry more relevant bits of information forward across a greater
number of timesteps without encountering numerical issues.

Figure 2: Basic LSTM Architecture. Source: Afshine Amidi and Shervine
Amidi, Recurrent Neural Networks cheat sheet, 2020.

Empirically, LSTMs have been found to learn patterns across more than
1000 timesteps [54]. However, the number of operations required to learn a
relationship between two points in the input sequence grows linearly with the
length of the sequence, making it challenging to learn long-term dependencies
between data points. Transformers use attention to solve this problem, and
effectively reduce the required number of operations for computing relationships
between data points in their context window to a constant number of operations
[58].

We note that GPT3 is simpler still in terms of design: it uses only stacked
decoder layers, no encoder layers. It is trained to predict the next likeliest



token of text given a longer previous sequence of text. It does this by learning
to reduce the cross-entropy errors of its next-token prediction. In appendix F,
we show how this is equivalent to learning the underlying distribution of the
text.

GPT3 and its successors also rely on later stages of training in order to give
outputs that respond so well to our instructions. This later stage of training
is generally referred to as “fine tuning” the model. OpenAl notably used rein-
forcement learning from human feedback to tweak the weights of the underlying
transformer model in accordance with a model of human preferences [15]. Later
in this thesis, we discuss whether a successful algorithm on this benchmark could
employ a similar strategy by learning the compiler’s “preferences”.

Transformers like GPT3 are not bottlenecked by human engineers’ abilities
to construct relevant hidden signals (i.e. features) for language. On the other
hand, this means GPT3 is not easily interpretable, which can lead to alarming
consequences in certain situations. For example, since we cannot easily charac-
terize the features and circuits E| behind GPT3’s code generation abilities, we
cannot easily explain why it outputs the code it does, or why it might output
code with nefarious bugs. To this end, asking the LLM to output verification-
aware code may be a way to control its outputs without understanding fully how
those outputs are generated. For this reason, our presented benchmark may also
be a way to distinguish trustworthy model outputs from untrustworthy model
outputs.

5.2 Verification-Aware Languages

In this thesis, we specifically propose evaluating language model outputs in the
domain of verification-aware programming languages.

One core piece of theory powering the development of verification-aware lan-
guages is the idea that programs are proofs. This is a direct consequence of the
Curry-Howard correspondence, a foundational principle that establishes a deep
isomorphism between computer programs and mathematical proofs. According
to this principle, writing a program corresponds to proving a theorem; the pro-
gram’s type acts as the theorem’s statement, and the program itself serves as
the proof. For example, a function typed as mapping integers to integers in a
programming language can be seen as a proof of the proposition that for all
inputs, an integer implies an integer [5].

Building on this theoretical foundation, the study of automated theorem
proving has evolved significantly since its inception in the 1950s [57], leading to
the development of sophisticated first-order logic solvers like Z3 (which under-
pins Dafny) and CVC4. These solvers strive to tackle the inherently NP-hard
challenge of theorem proving, as detailed in the supplementary material on SM'T
solvers [Appendix HJ.

2Neel Nanda, one of the pioneers of the nascent field of mechanistic interpretability, defines
features as “the variables inside the model” and circuits as “the algorithms learned to compute
features” [40].



Languages such as Coq, Lean, Isabelle EL and Dafny exemplify the evolu-
tion of programming languages towards environments where programming and
mathematical theorem proving are not just parallel activities but deeply inte-
grated processes. Coq and Lean enable the explicit formulation and proof of
mathematical theorems within the programming process. These platforms facil-
itate the creation of both verified software, where the correctness of algorithms
is rigorously established, and extensive formal mathematics, with proofs verified
by the computer.

Coq and Lean are examples of interactive theorem provers, which require
that the user write out tactics in order to complete proofs. On the other hand,
Dafny relies on Hoare logic to prove that functions and methods adhere to given
pre- and post- conditions; implementing algorithms in Dafny feels much more
akin to regular programming. To get a sense of the style in each language,
consider the following examples. In the first example, we implement and prove
the correctness of a function in Coq that calculates the length of an input list.
In the second example, we implement and prove the correctness of a method in
Dafny that returns the length of an input sequence.

In Coq, to write our proof of correctness, we stitch together tactics like
‘simpl’ and ‘rewrite IHs’ to prove our desired program property.

Inductive seq : nat -> Set :=
| niln : seq O
| consn : forall n : nat, nat -> seq n -> seq (S n).

Fixpoint length (n : nat) (s : seq n) {struct s} : nat :=
match s with
| niln => 0
| consn i _ s’ => S (length i s’)
end.

Theorem length_corr : forall (n : nat) (s : seq n), length n s =
n.
Proof.
intros n s.

(* reasoning by induction over s. Then, we have two new goals
corresponding on the case analysis about s (either it is
niln or some consn *)

induction s.

(* We are in the case where s is void. We can reduce the
term: length O niln *)
simpl.

(¥ We obtain the goal 0 = 0. *)
trivial.

(* now, we treat the case s = consn n e s with induction
hypothesis IHs *)

3Coq, Lean, and Isabelle feature in the top list of languages that have been used to formalize
a significant number of theorems in the “Formalizing 100 Theorems” challenge https://www.
cs.ru.nl/~freek/100/
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simpl.

(* The induction hypothesis has type length n s = n.
So we can use it to perform some rewriting in the goal: x*)
rewrite IHs.

(* Now the goal is the trivial equality: S n = S n *)
trivial.

(* Now all sub cases are closed, we perform the ultimate
step: typing the term built using tactics and save it as
a witness of the theorem. *)
Qed .

Now for the Dafny example:

method find_length<T>(l: seq<T>) returns (len: nat)

s {

ensures len == |1]

len := O;

for i := 0 to [|1]
invariant i == len

{
len := len + 1;

}

}

To verify our method in Dafny, which allows us to write in an imperative
programming style, we need to state the property we want to verify using an
‘ensures’ clause at the beginning of the method and then provide a compiler
hint to the verifier in the form of an ‘invariant’ clause within the for loop.
Qualitatively, then, writing in Dafny feels more like writing in a prevalent,
readable language like Python.

6 Related Work

DafnyBench fills a unique niche in the current landscape of benchmarks, and
based on the algorithms that do well on related benchmarks, DafnyBench has
a strong shot at being solved within the next five years.

6.1 Benchmarks
6.1.1 Formal Reasoning Benchmarks

MiniF2F: this benchmark assesses models’ reasoning capabilities by requiring
them to complete proofs in the formal languages Metamath, Lean, Isabelle,
and HOL Light. It consists of 488 problem statements drawn from the
AMC, AIME, and IMO. [75]

Archive of Formal Proofs (AFP): this is an online repository of formal
proofs for the Isabelle proof assistant. It contains over one million lines of

code. [10]
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MATH dataset: This dataset contains 12,500 challenging competition math
problems with step by step solutions for each (all in natural language).
[26]

PISA: PISA contains 138,000 Isabelle proofs from the Isabelle Standard Li-
brary and Archive of Formal Proofs. [2]

NaturalProofs: NaturalProofs contains ~15,000 definitions, proofs, and the-
orem statements sourced from ProofWiki. [61]

GSMS8k: This dataset contains ~8,500 high quality linguistically diverse grade
school math problems. [16]

CoqGym: CoqGym contains 71,000 human-written proofs in Coq. [69]

LeanDojo: LeanDojo provides a programmatic interface for interacting with
the proof environment, and also establishes a benchmark consisting of
98,734 theorems and proofs extracted from Lean’s math library. [70]

6.1.2 (Unverified) Programming Benchmarks

Most current programming benchmarks, including HumanEvalX, Mostly Ba-
sic Python Programs (MBPP), and APPS, evaluate code generated by models
against a finite set of test cases. While Large Language Models have demon-
strated effectiveness on simpler datasets involving single-function programming
problems, they face greater challenges with more complex, multi-function solu-
tions, like those in APPS.

To give a visceral sense of the difference in problem difficulty, first consider
this solution to HumanEvalX problem 22 implemented in Python [76]:

def filter_integers(values: List[Any]) -> List[int]:
return [x for x in values if isinstance(x, int)]

Now consider this expected solution to APPS problem 0 implemented in
Python [25]:

; = int (input ())
[]

for in range (int (input ())):

8
o
%)
©»

I

o
N
o onon

Zoss
for j in range(n):
k = input ()
mass .append (k)
if k[0] == 0’ and k[-1] == °1°:
zoss . add (k)
zos.append (j + 1)
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zo += 1

elif k[0] == ’1° and k[-1] == ’0°:
ozss.add (k)
ozs.append(j + 1)

oz += 1

elif k[0] == °0’ and k[-1] == °0’:
zz += 1

else:
oo += 1

if zz and oo and not o0z and not zo:
print (-1)
continue

else:
if zo > oz:
print ((zo - oz) // 2)

ans = []
need = (zo - oz) // 2
i=20
while need:
zzz = mass[zos[i] - 1][len(mass[zos[i]

-1]
if zzz not in ozss:
ans.append (zos [i])

need -= 1
i += 1
print (xans)
else:
print ((oz - zo) // 2)
ans = []
need = (oz - zo) // 2
i=20
while need:
zzz = mass[ozs[i] - 1][len(mass[ozs[i]
-1]

if zzz not in zoss:
ans.append (ozs[i])
need -= 1
i +=1
print (*ans)

- 1)

- 11

g8

1::

The most established benchmarks for (unverified) code generation include:

APPS: contains 10,000 problems ranging from introductory programming
problems to hard programming challenges [25].

HumanEvalX: contains ~165 programming problems with natural language
descriptions, implemented in Python, Go, Java, C++, and Javascript [70],
14].

MBPP: Mostly Basic Python Problems contains 974 programming tasks de-
signed to be solved by entry-level programmers [7].

LiveCodeBench: LiveCodeBench mitigates data contamination issues by
constantly scraping newly published code problems from weekly competi-
tions held on sites like Leetcode and Codeforces. [2§]

12



SWEBench: SWEBench provides 2,294 problems drawn from real Github
issues. [30]

6.1.3 Formally Verified Programming Benchmarks

The two existing benchmarks specifically geared towards formally verified pro-
gramming are both written in Dafny. These are called Clover and dafny-
synthesis, and contain 66 and 153 samples respectively. As stand-alone bench-
marks, Clover and dafny-synthesis do not accurately represent the most chal-
lenging or realistic Dafny programming scenarios. For example, all of the ex-
amples in Clover are single-method Dafny programs, and sometimes the formal
specification for the program directly repeats the implementation of the algo-
rithm. For example, consider the method ‘updateElements’ below.

method UpdateElements(a: array<int>)
requires a.Length >= 8
modifies a
ensures old(al[4]) +3 == a[4]
ensures al[7]==516
ensures forall i::0 <= i<a.Length ==> i != 7 && i !'= 4 ==> al[il
== old(alil)

al[4]
al7]

al[4] + 3;
516;

Here, the ensures clauses lay out very explicit hints for constructing the
algorithm solution.

Dafny-synthesis has some multi-step problems with helper functions, which
Clover does not have. However, dafny-synthesis translates MBPP problems
using GPT-4, which may skew the distribution of represented problems away
from real-world Dafny problems that may be too hard for GPT-4 to verify [37].

In terms of evaluation, Clover proposes a sophisticated three-way consistency
check between code, docstrings, and annotations. Their checker achieves an
87% acceptance rate of correct implementations on the Clover benchmark while
rejecting all incorrect implementations [55]. The authors note that equivalence
checking with natural language is currently weak, but can hopefully be improved
upon [56]. In light of this, we intentionally avoid incorporating any sort of
dependence on natural language equivalence checking into DafnyBench.

6.2 Algorithms

Research on algorithms has primarily focused on enabling models to write
proofs, demonstrate general reasoning or planning abilities, or write Python
code, with little attention to the intersection of these tasks: verified program-
ming.

13




6.2.1 Algorithms for Proof Writing (Formal Reasoning)

Since the beginning of the 2020s, Large Language Models have dominated exist-
ing formal reasoning benchmarks. In 2021, Ilya Sutskever and a colleague tested
whether transformer-based language models could demonstrate reasoning abili-
ties by seeing whether a transformer model could prove theorems in Metamath.
Indeed, in their paper titled GPT-f, the researchers found that generative pre-
training and fine-tuning on mathematical data (like that found in arxiv) boosted
model performance at proving theorems in Metamath above previous state of
the art level on the benchmark at the time. They also found that performance
generally scaled with model size. Finally, they unlocked a potentially unlimited
stream of training data: they found that training a value function on proofs
generated by the prover improved model performance [47].

A year later, Welleck et al eked out improved results using NaturalProver,
which involves prompting the model with relevant proof references and lexically
constraining the model output. The references and constraints applied to GPT3
prevented detrimental hallucinations and outperformed other methods on their
NaturalProofGen benchmark [62]. In 2022, Ilya et al reclaimed state of the art
on the MiniF2F dataset by implementing expert iteration with a transformer
model. Expert iteration involves training a model on its own previous training
trajectories in order to achieve continuous improvement. The training trajec-
tories typically become more complex as the model becomes stronger, creating
a natural sort of easy to hard “curriculum” for the model during the training
process [40].

In 2024, GPT-4 self-verified with compiler feedback holds the SOTA result
on the MATH dataset. The authors achieve this result by prompting GPT-4
to self-verify using its code interpreter. If the code verification returns a false
result, the model automatically rectifies its errors. The researchers find that
more iterations with the code verifier lead to increased levels of accuracy on the
MATH dataset, ultimately boosting performance from 53.9% response rate to
a 84.3% response rate [78].

Notably in 2024, AlphaGeometry has achieved significant success in solving
International Mathematical Olympiad (IMO) geometry problems. It does this
by synthesizing millions of theorems and proofs across different levels of com-
plexity and using this as training data for a Large Language Model that then
acts as a guide for a symbolic deduction engine. The proof process is initiated
by running a deductive logic solver until it either finds the final proof state or
exhausts itself. If the latter occurs, the neural model will suggest its most likely
auxiliary construction, which in the context of geometry proofs may look like
constructing a midpoint for a certain segment. The deductive logic solver then
runs again, and the entire process iterates like this. Ultimately, this method
performs near the level of IMO gold medalists on IMO geometry problems [57].

2024 state of the art (SOTA) results on the MiniF2F benchmark follow
from an insight on LLMs’ abilities for autoformalization: Autoformalization
with Large Language Models finds that language models already have an innate
ability to translate natural language to formal statements. Out of 150 natural

14



language mathematical statements, LLMs out of the box can correctly translate
35 to formal statements. The authors note this ability unlocks potential for
generating more training data for neural-guided proof solvers [68]. The authors
then leverage this insight to achieve state of the art on the MiniF2F benchmark.
They do this by training Thor on autoformalized theorems. Thor trains a trans-
former model from scratch on the Github and Arxiv subset of The Pile dataset,
and then preprocesses all propositions it wants the model to prove before query-
ing the model using a format similar to GPT-f. This preprocessing step involves
using a pre-existing hammer method for premise selection, which language mod-
els typically struggle with on their own. This method boosts the model’s success
rate on the PISA dataset from 39% to 57% [29]. With extra training on the data
produced by autoformalizing additional theorems with Large Language Models,
Thor achieves state of the art on the MiniF2F benchmark, solving 35.2% of the
problems at a pass@]1 rate [68].

6.2.2 Algorithms for General Reasoning

Multiple papers have attempted to increase the general reasoning ability and
consistency of Large Language Model outputs by experimenting with various
prompting techniques: for example, multi-shot prompting (in which multiple
similar prompts and responses are prepended to the model prompt) has been
shown to significantly boost Large Language Model performance across a wide
variety of tasks like those documented in Google’s BigBench benchmark. [53,[9].
Similarly, Chain of Thought prompting, in which models are prompted with ex-
amples and logical explanations for completing those examples, has been shown
to significantly boost models’ reasoning performance. [60]. Tree of Thought
approaches build upon Chain of Thought approaches by allowing models to
explore multiple reasoning paths and backtrack when necessary. [71]. Belief
graphs paired with truth maintenance algorithms have been shown to boost
the logical consistency of LLM outputs, as shown by the paper titled Language
Models with Rationality [32]. The StaR model attempts to bootstrap reason-
ing with reasoning by using few multishot chains of reasoning to have a model
generate rationales for a much larger set of problems; for incorrect outputs the
models are encouraged to try again to create a rationale using the correct an-
swer; the model is fine-tuned on the correct rationales it has generated thus
far; the process repeats. This method empirically emulates a 30x larger model
fine-tuned on CommonsenseQA [73].

Often, reasoning over multi-step problems well means having a way to effec-
tively evaluate intermediate reasoning steps: at a non-terminal step in the rea-
soning process, is the model on the right track? Let’s Verify Step by Step trains
a process-supervised reward model to score each intermediate step of GPT-
4’s reasoning process using labels collected in the publicly released PRMS800k
dataset [34]. AlphaZero, which plays Go at a superhuman level, also trains a
value function to score intermediate board states in order to guide the planning
algorithm choosing next moves in the game [52]. Arora et al. learn a verifier that
predicts which actions are valid or not in a given state, and enable GPT-2 to

15



perform effectively in the Blocksworld domain [41]. Relatedly, Lovon-Melgarejo
et al. investigate how to generalize models’ single-hop reasoning capabilities to
multi-hop reasoning capabilities [35].

Larger models are capable of self-reflecting on their own outputs. Reflexion
[61] and LATS [77] harness this capability to propose more general planning
frameworks for LLMs. LATS specifically couches self-reflection in a larger tree-
search algorithm for planning with LLMs.

6.2.3 Algorithms for (Unverified) Programming

Program synthesis has existed as a problem before the era of deep learning,
and naturally classical approaches have attempted to tackle this problem before
the advent of LLMs. Recently, researchers have investigated the consequences
of merging neural-based approaches enabled by Large Language Models with
traditional techniques. For example, BUSTLE uses learning algorithms to pri-
oritize partial programs in a bottom-up program synthesis scheme (in which
programs are assembled based on input and output examples by piecing to-
gether smaller, valid expressions in a language) [§]. Kevin Ellis takes the idea of
assembling partial programs into useful programs a step further: he introduces
a wake-sleep algorithm for library learning, which learns a recognition model
for identifying useful program fragments and uses this to combine partial pro-
grams during a wakeful neurally guided search phase. Then, during the sleep
phase, the recognition model trains on the tasks it solved during waking and the
tasks it “fantasized” during waking (i.e., the partial programs it created that
did not actually solve an intended task). In the third phase before returning to
waking, the programs assembled thus far are refactored— common pieces of the
programs are pulled out and consolidated into library functions of the domain-
specific language the model is learning [21] 22]. Similarly, Lilo learns libraries
of interpretable code for solving problems, and documents each library function
with a natural language docstring [23]. AlphaCode trains a large transformer
model on coding data from Github, and then fine-tunes this model on gold-level
competitive coding data. During inference time, AlphaCode outputs many pro-
gram samples that it then filters and clusters based on program behavior [33].
Other methods for program synthesis with deep learning lean more heavily
on providing appropriate reward signals to Large Language Models in order to
synthesize correct code. For example, fine-tuning foundation models like GPT-3
[13] and Llama [4] have produced derivative models that do well on code syn-
thesis benchmarks like HumanEval. StaRCoder has been trained from scratch
80+ programming languages [3]. The Big Code Models leaderboard lists about
50 Large Language Models trained specifically for the code generation task [3].
Variants on vanilla fine-tuning LLMs on code-related text include training mod-
els on the execution dynamics of code. For example, LEVER trains a verifier
to evaluate the correctness of a program based on natural language input, the
program itself, and its execution results. Program candidates sampled from an
LLM are then re-ranked according to this verifier score and the LLM’s logit
scores [41I]. The CodeT5 model utilizes a transformer architecture that employs
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denoising sequence-to-sequence pretraining, and another pretraining step that
asks the model to identify which tokens in a chunk of code are identifiers and
recover them when masked [59]. Coarse-Tuning Models of Code with Reinforce-
ment Learning Feedback propagates compiler signals to the language model in a
similar way to how Reinforcement Learning from Human Feedback propagates
human feedback signals to the underlying model [27].

We can also layer inference time algorithms on top of model output for
boosting performance. For example, Parsel decomposes problem statements
into subtasks that a language model implements and verifies independently [72].
Planning with Large Language Models for Code Generation uses a planning
algorithm to do look-ahead search and guide transformer outputs for code. The
planner generates candidate programs and tests them on public test cases [74].
Recent works have also explored incorporating multiple agents into the code-
generation process. For example, AgentCoder holds the current State of the
Art position on the HumanEval benchmark, and uses a collaborative system
of agents: one agent specializes in writing code, another agent specializes in
designing test cases, and a third agent specializes in executing the test cases
and writing feedback to the code writer agent [?].

6.2.4 Algorithms for Verified Programming

Compared to the categories above, considerably fewer algorithms have been
implemented for solving formally verifiable programming problems that reflect
practical programming challenges as opposed to esoteric mathematical theorems
or unverified programming problems. Orenes-Vera et al explore GPT-4’s ability
to write SystemVerilog Assertions for processor designs, and notably their gen-
erated assertions uncover a bug in the CVA6 core that eluded prior works [44].
More generally, Verified Multistep Tree Search Using Large Language Models
and Monte Carlo Tree Search uses a monte-carlo tree search planning algorithm
to guide LLMs’ output as they solve multi-step reasoning problems in Coq,
Lean, and Dafny. A diagram of this planning algorithm is included below [12].
We note that under the VMCTS setup here, running VMCTS on Category
1 problems in our DafnyBench benchmark, which only have a single Dafny
method, should be equivalent to strict sampling from an underlying LLM (since
each child in the VMCTS monte carlo tree is a complete lemma or method).

7 Benchmark Construction and Design

We now discuss the benchmark design that will allow us to further evaluate the
aforementioned algorithms in the formally verified programming context.
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7.1 Methods of Construction
7.1.1 Rationale Behind Language Choice

Why Dafny? We choose to focus this benchmark on Dafny for three main
reasons:

1. Gap: Relatively robust infrastructure exists for Lean, Coq, and Isabelle,
but not so much for Dafny, even though there have been very recent pushes
to expand the prevalence of Dafny on the internet [11].

2. Practical value: Dafny feels much more similar to writing in Python, the
most widely used language in the software development world [45], versus
Isabelle, Lean, or Coq. A 2023 study finds that Dafny users typically write
as much auxiliary code for verification to implementation as programmers
do for implementation versus unit testing (in a ratio of 1.14) [31].

3. Compile-time verification: This is a stricter form of verification, and
more important for mission-critical situations in which we want guaran-
tees on our code before we execute it on specific inputs, and we want those
guarantees to extend to all possible algorithm inputs. Verification solu-
tions like Deal [I], while they work in Python, are weaker in some sense
because they verify at runtime, not compile-time.

7.1.2 Sourcing Ground Truth Programs

In total, our DafnyBench benchmark contains ~1063 ground truth stand-alone
Dafny programs that compile. These ground-truth problems have been secured
from four main sources:

1. First, we scraped all publicly available GitHub files published on the site
in December 2023. At this point in time, the vast majority of these files
were presumably written by humans. The relevant files were returned
from the GitHub API using the language:Dafny search command. We
then deduplicated these files using a minhash deduplication script written
by Chenghao Mou. Minhash deduplication is described in Appendix A.
The deduplication process reduced the number of .dfy files from ~15,000
to ~5,000. We then attempted to verify each of these remaining files using
the dafny verify command with a local installation of Dafny 4.3.0, and
we removed any files that contained only commented lines. Additionally,
we removed all of the files from the Clover repository, which had already
been formatted as benchmark files and would be selectively merged with
our benchmark later. Lastly, we removed all Dafny files that did not
have function or method keywords (using a regex script). This cut our
number of usable Dafny files to 847. We retain the repositories from which
each of these files came so as to give credit where it is due and also give
researchers an opportunity to mitigate data contamination (models run on
our benchmark should ideally not be trained on data from the repositories
listed in Appendix D).
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2. Secondly, Chloe and Professor Amin manually translated a collection of 10
HumanEvalX problems into Dafny (Appendix C). For most of these prob-
lems, we asked GPT-4 to first give its best attempt at translation, and then
we manually added correct invariants and assert statements with guid-
ance from the VSCode Dafny Extension. Additionally, Chloe and Anish
Mudide from MIT collaborated to prove that a non-standard python im-
plementation of bit addition with length 10 binary strings was functionally
equivalent to adding two length 10 bitvectors in Dafny (BinaryAddition.dfy
in the benchmark).

3. Third, we ported the ground-truth examples given by the Clover bench-
mark into our DafnyBench with permission from the Clover authors. These
constitute 66 files.

4. Lastly, we ported the MBPP-DFY-153 .dfy files from Md’s dafny-synthesis
repository. We clearly cite each of these files. This boosts our total file
count by another 153 files.

Overall, the mean ground-truth program in our dataset has 1.96 methods,
0.99 functions, and 0.98 lemmas. This places the mean complexity of our ex-
amples at a level higher than Clover, which only has one stand-alone method
per example.

We roughly divide our benchmark samples into two categories. Category 1
problems are most similar to Clover— they contain only one stand-alone method,
and for this reason are simpler. Category 2 problems are everything else involv-
ing more than one method, and some number of helper functions and lemmas.
We expect benchmark solutions to completely solve Category 1 related tasks
before completely solving all Category 2 related tasks. Please see the full list of
ground truth program characteristics here).

7.1.3 Suggested Training Data

We save the remaining ~4,000 .dfy files from our deduplicated GitHub scrape as
training data suggestions for researchers who would like to build models for this
benchmark. While none of these files compile as stand-alone files, a majority
of them likely still represent valid Dafny code with dependencies distributed
across files. For this reason, they likely still contain valuable signals for fine-
tuning methods.

7.2 Task Design

At the time of this writing, we have fully implemented two tasks: the fill_body
task and the fill_annotations task.

For reference in the following task description, please keep in mind this
ground truth implementation of FindMaxWord.dfy.

1| /*
2| HumanEvalX 158
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;) Write a function that accepts a list of strings. The list contains
different words.

1| Return the word with maximum number of unique characters. If
multiple strings have maximum number of unique

5| characters, return the one which comes first in lexicographical
order.

6| */

¢| function numUniqueChars(s: string): nat {

9 |set ¢ | ¢ in s|

ol ¥

11

12| method FindMaxWord(words: seq<string>) returns (maxWord: string)

13 ensures maxWord in words || |words| == 0

14 ensures forall w :: w in words ==> numUniqueChars(w) <=

numUniqueChars (maxWord)

5] {

16 if |words| == 0 {

17 maxWord := "";

18 return;

19 }

20 var word := words[0];

21 maxWord := words [0];

22 var maxUniqueChars := |set ¢ | ¢ in maxWordl|;

23 assert maxUniqueChars == numUniqueChars (maxWord) ;

24 for i := 0 to |words|

25 invariant maxWord in words

26 invariant maxUniqueChars == numUniqueChars (maxWord)

27 invariant numUniqueChars (word) <= numUniqueChars (maxWord)

28 invariant (forall w :: 0 <= w < i ==> numUniqueChars (words[

w]) <= numUniqueChars (maxWord))

29 {

30 word := wordsl[il;

31 var uniqueChars := set ¢ | ¢ in word;

32 var count := |uniqueChars]|;

33 assert count == numUniqueChars (word) ;

34 if count > maxUniqueChars || (count == maxUniqueChars &&

word < maxWord) {

35 maxUniqueChars := count;

36 maxWord := word;

37 assert maxWord == word;

38 }

39 assert maxUniqueChars >= count;

10 assert maxUniqueChars == numUniqueChars (maxWord) ;

11 }

12 assert forall w :: w in words ==> numUniqueChars(w) <=

numUniqueChars (maxWord) ;
e,

7.2.1 Fill_.body

In this task, we take the ground-truth programs and remove the bodies of any
lemmas and methods in these program files. We replace the removed bodies
with /* TODO */ tags. For example, consider FindMaxWord_fillbody.dfy:

1‘/*
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N}

HumanEvalX 158

Write a function that accepts a list of strings.

The list contains different words.

Return the word with maximum number of unique characters.
If multiple strings have maximum number of unique
characters,

return the one which comes first in lexicographical order.

*/

function numUniqueChars(s: string): nat {

Iset ¢ | ¢ in s|

}

method FindMaxWord(words: seq<string>) returns (maxWord: string)
ensures maxWord in words || |words| == 0
ensures forall w :: w in words ==> numUniqueChars(w) <=
numUniqueChars (maxWord)

{
/* TODO x*/

}

Listing 1: FindMaxWord_fillbody.dfy

In order to successfully complete this task, a model must synthesize an ap-
propriate algorithm and insert adequate compiler hints (assert/invariant state-
ments) for making it compile.

7.2.2 Fill_annotations

In this task, we take a ground-truth program and remove all of its compiler
hints (i.e., all of the assert and invariant statements in the body of the code).
We do not demarcate from where these hints have been removed, i.e., we do not
insert /* TODO */ after we remove each compiler hint, since this would make
the task overly easy. For example, consider FindMaxWord_fillanno.dfy:

/*

HumanEvalX 158

Write a function that accepts a list of strings. The list contains
different words.

Return the word with maximum number of unique characters. If
multiple strings have maximum number of unique

characters, return the one which comes first in lexicographical

order.
*/
function numUniqueChars(s: string): nat {
|set ¢ | ¢ in s|
}
method FindMaxWord(words: seq<string>) returns (maxWord: string)
ensures maxWord in words || |words| == 0
ensures forall w :: w in words ==> numUniqueChars (w) <=
numUniqueChars (maxWord)
{
if |words| == 0 {
maxWord := "";
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return;

}
var word := words[0];
maxWord := words [0];
var maxUniqueChars := |set ¢ | ¢ in maxWordl;
for i := 0 to |words]|
{
word := words[il];
var uniqueChars := set ¢ | ¢ in word;
var count := |uniqueChars]|;
if count > maxUniqueChars || (count == maxUniqueChars &&
word < maxWord) {
maxUniqueChars := count;
maxWord := word;
¥
}

We note that many of the _fillanno.dfy files still verify with their compiler
hints removed. Therefore, the final score on this benchmark task is the difference
between the number of verifiable .dfy files and the number of verifiable .dfy
files the model produces. Note in this case that scores can be negative if the
model breaks files that could originally be verified.

7.3 Evaluation Design

Setting the design barrier for what the benchmark evaluation should tolerate
is not entirely trivial. Do we punish weaker open-source models for format-
ting errors? For example, code-phind-llama sometimes places only one method
per “dafny“ block in its raw output even if the full problem solution involves
multiple methods and helper functions. In general, models may express cor-
rect thoughts in a fragmented way, and it’s tempting to make the benchmark
evaluation code account for everything. The most generalizable solution, how-
ever, is also the simplest solution: we expect submissions to the benchmark to
account for quirks of model formatting, and we expect attempted solutions to
be submitted as .dfy files that the benchmark treats as continuous pieces of
code. To this end, our benchmark evaluation script simply checks whether a
solution .dfy file verifies within 10 minutes using the dafny verify command.
We also check for model hacks, the primary ones in Dafny being the insertion
of {:verify false} and assume false in Dafny solutions. Both of these lines
cause the dafny verifier to pass the code without rigorously checking adher-
ence to the provided formal specifications. Finally, we only pass a submitted
benchmark solution if it contains executable Dafny code (i.e., it is not just a
file with a bunch of comments) and if it leaves the formal specification of the
ground-truth program unmodified. Here, we define the formal specification as
the set of all function, method, and lemma signatures with all of their associ-
ated ensures and requires clauses (and the helper functions used to define
those ensures and requires clauses). For example, the formal specification of
FindMaxWord.dfy can be expressed as follows:
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formal_spec = [
"""function numUniqueChars(s: string): nat {

Iset ¢ | ¢ in s|
}uuu ,
"""method FindMaxWord(words: seq<string>) returns (maxWord:
string)
ensures maxWord in words || |words| ==
ensures forall w :: w in words ==> numUniqueChars(w) <=
numUniqueChars (maxWord)
{llllll]

See Appendix E for examples of hacks and failure modes that this evaluation
scheme will catch.

8 Proposed Algorithms for Success on this Bench-
mark

Broadly, successful approaches to this benchmark will likely contain elements
from successful approaches to related benchmarks. Based on the related work
section above, these include:

1. Pretraining on Dafny-related data, which may be synthetically generatedﬂ

2. Expert iteration with curriculum learning on Category 1 problems in the
benchmark, and then Category 2 problems.

3. Output restrictions such that LLMs only output syntactically valid Dafny
expressions.

4. Inference-time planning algorithms like that inspired by Verified Monte-
Carlo Tree Search (VMCTS) [12].

5. Trained value functions that are effective at estimating the value of partial
programs and partial Dafny proof implementations.

From initial small-scale experiments, it is clear that a successful implemen-
tation on this benchmark must master the syntax and then the semantics of
the Dafny language. Such an implementation may be conceivable with existing
open-source models provided that we give stronger controls for avoiding syntax
errors. One simple experiment points in this direction: when we run code-
phind-llama on a subset of DafnyBench, it solves 12 out of the 27 problems in
the subset. One place it consistently fails is in defining for and while loops in the
Dafny style. Consider the following phind-code-llama attempt at implementing
‘arrayProduct’:

4Fuzzing techniques generate a lot of potentially useful synthetic Dafny data as a
byproduct. For example, Huang et al. outline a method for automatically fuzzing the
Dafny compiler, and this pipeline could be adopted and modified by researchers look-
ing to create synthetic training data for their algorithms on this benchmark. https:
//www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/
public/2223-ug-projects/fuzz-d-Random-Program-Generation-for-Testing-Dafny.pdf
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method arrayProduct(a: array<int>, b: array<int>) returns (c: array<int>)
requires a.Length==b.Length
ensures c.Length==a.Length

ensures forall i:: 0 <= i < a.Length ==> a[i] * b[i] == c[i]
{
var ¢ := new int[a.Length];
for (var i := 0; i < a.Length; i++)
clil := alil * b[il;
return c;
}

If we instead fine-tune phind-code-llama using Direct Preference Optimiza-
tion (see Appendix G) on successful and failed completions to DafnyBench prob-
lems outside of this subset, we boost its performance to solving 17 problems out
of the same 27 problems. A lot of this improvement is because of greater syntax
control, as evidenced in this successful attempt to implement ‘arrayProduct’:

method arrayProduct(a: array<int>, b: array<int>) returns (c: array<int>)
requires a.Length==b.Length
ensures c.Length==a.Length
ensures forall i:: O <= i< a.Length==> al[i] * b[i]l==c[i]

c := new int[a.Length];
var i: int := 0;
while i < a.Length
invariant 0 <= i <= a.lLength
invariant forall j :: 0 <= j < i ==> a[j] * b[j] == c[j]
{
cl[il := alil * b[il;
i=1+1;
}
X

Syncromesh and Outlines both offer promising alternative solutions to DPO
and other fine-tuning based approaches. The aforementioned libraries allow
users to place regex constraints on Large Language Model outputs. One can
imagine leveraging Syncromesh in particular for ensuring language models out-
put only valid expressions in the Dafny language. For example, it is possible to
write something like the following in order to force the language model to only
output ”line number [x]” followed by an assert or invariant statement:

1| class DafnyActionCompletionEngine:
2 def __init__(self, current_program):
self._current_program_lines = current_program.split(’\n’)

def complete(self, prefix: str) -> list[regex.regex]:

6 # Will allow:
7 # > -> "// On line <L>, add assert"
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# | "// On line <L>, add invariant"
if not prefix:
line_numbers = (’(’ +
’|’.join(map(str, range(len(self.
_current_program_lines)))) +
) 7)
return regex.compile(f’// On line {line_numbers}, add (
assert|invariant) )
# return regex for choosing line and action type
else:
# Any of the allowed characters, up to 80 of them.
Here, we can limit it to syntactically valid
expressions
# that also only use valid variable names.
# Since the prefix is in the line number, we can
# limit it to variables that have been declared
#
#

+*

up to the current point.
return regex.compile (’[()><%0-9a-zA-Z\\[\\]:1{0,80};\n
”)
return regex.compile(’[~;]1{0,80};\n’)

def is_complete(self, prefix: str) -> bool:
return prefix.endswith(’;\n’)

Based on initial experiments, any planning-based approaches for solving this
benchmark will likely need to unlock sources of higher granularity feedback. By
this we mean that effective models likely need feedback after each generated line
of code instead of after each full method, function, or lemma. VMCTS is no
better than straight sampling on Category 1 problems, for example, because we
do not run the verifier until we have a complete expression that can verify (i.e.
after we completely generate a section of code enclosed by curly braces, which
corresponds to a complete lemma or complete method implementation).

One approach for achieving higher granularity in feedback may involve treat-
ing the model action space as the edit space, not linear token generation space.
This way, the verifier will be able to give relevant feedback to every edit of a
pre existing base program.

Another key observation from smaller experiments on subsets of this bench-
mark is that models tend to “overprove”. Open source models struggle to rec-
ognize when they can offload work to Dafny’s automated SMT solver. For
example, consider the following model attempt. The model’s efforts in the last
two lines are completely unnecessary because ‘lemma sum_plus’ verifies with an
empty body!

function sum(s: seq<int>, n: nat): int
requires n <= |s]|

{

if |s| == 0 || n == 0 then

o

else
s[0] + sum(s, n-1)
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lemma sum_plus(s: seq<int>, i: nat)
requires i < |[s]

ensures sum(s, i) + s[i] == sum(s, i+1)
{

if |sl == 0 {

} else {

As we brainstorm solutions for this benchmark, we can’t discount the power
of prompt engineering. We may observe significant traction on this benchmark
simply from rephrasing how the questions are posed to the language model.

Finally, we are interested in research that demonstrates how certain rea-
soning abilities from models may translate between benchmarks implemented
in different languages. To this end, it may be the case that models which do
particularly well on the MiniF2F benchmark also do well on DafnyBench, for
example. We welcome the evaluation of such models on DafnyBench. Con-
versely, we are curious if high-performing models on DafnyBench do better on
HumanEval or even APPS.

9 Limitations

This benchmark does not assess a model’s competence in translating natural
language into concise formal specifications. Arguably, this conversion is a more
demanding and crucial skill we seek from language models: the capacity to vali-
date, beyond merely verifying code. The pivotal question is whether a model can
assist in identifying the essential properties an algorithm must fulfill. Currently,
evaluating this ability presents significant challenges. The Clover project stands
as a prominent example in this area, highlighting the complexity of translating
natural language descriptions into formal specifications that can be effectively
used for validation.

The evaluation of models’ capability to generate formal specifications might
be enhanced by integrating the process with the creation of positive and negative
test cases for each Dafny implementation. This approach proposes a reward
system where models are evaluated based on the number of positive test cases
their formal specifications support and the number of negative test cases they
successfully reject. However, this method introduces a new challenge: ensuring
the test cases accurately reflect the comprehensive meaning intended in the
natural language descriptions. The consistency and validity of these test cases
become critical, raising questions about the methods used to generate and verify
them.

Data contamination emerges as another significant limitation. The issue of
scraping data from platforms like GitHub introduces risks of incorporating inac-
curate or misleading information into the training data. A potential mitigation
strategy could involve the generation of synthetic data, designed to provide a
more controlled and relevant set of examples for model training. This approach,
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however, would need careful implementation to ensure the synthetic data ade-
quately represents the complexity and variety of real-world scenarios.

While the benchmark encompasses increasingly complex multi-step programs,
the tasks are designed to fit on a single page, avoiding the intricacies associated
with distributed files or the integration of external libraries.

A subset of the tasks within this benchmark suffers from under-specification,
lacking comprehensive formal specifications. These instances primarily test the
model’s ability to generate self-consistent formal specifications, proofs and code,
which may not necessarily align with the broader, more specific requirements of
real-world applications.

For example, we have this fill_body task in the benchmark:

method GCD2(a: int, b: int) returmns (r: int)
requires a >= 0 && b >= 0

3| decreases b

//ensures gcd(a,b)

s|{/* TODO =*/ %}

// r == gcd(a,b)

If the model implements an algorithm that simply decrements b but doesn’t
find a greatest common divisor between a and b, then this implementation will
pass the verifier.

10 Future Extensions to this Benchmark

This benchmark can notably be expanded in several key ways.

First, manual community contributions. Indeed, this thesis aims not to be
a standalone project but rather a launching point for further momentum in the
community. For all those souls who enjoy translating random Python problems
into Dafny code, may this repository now serve as a receptacle and celebration
point for their efforts. Perhaps it’s time to spin out a variant on the Advent of
Code? (The Advent of Translating Python to Dafny?) Naturally, however, the
rate of contributions of this form will approach a low limit point (motivation to
manually write Dafny code seems low to begin with, based on existing GitHub
data). Regular scrapes of GitHub could reduce the relative amount of data
contamination in the benchmark—Iless models are likely to be pretrained on
more recent Dafny code. As a rough proxy for the amount of data we could
expect to add to this benchmark in coming years, consider the growth of Dafny
language files on GitHub over the past three months. This suggests an average
rate of approximately 1,630 Dafny files per month. If we assume about 1/15th
of these are unique and compilable as stand-alone files, then we would expect
to grow our benchmark by approximately 0.11% each month.

Second, translation from Python code to Dafny code could ameliorate data
leakage and reduce the percentage of trivial, under-specified examples. However,

51t’s worth noting though that GPT-4 still solves this problem in the way we would expect:
https://chat.openai.com/g/g-JAUZ1i49Q-dafny-assistant
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careful filtering is necessary to avoid overly simplistic specifications that do not
contribute meaningful challenges to the benchmark.

Third, we can explore the use of fuzzing systems to generate more verifiable
Dafny programs, although this approach might diverge from a “human distri-
bution” of Dafny programs, which is more reflective of real-world use cases.

Fourth, leveraging outputs from models that perform well on this initial
benchmark could help in generating more ground-truth programs. This method
allows for bootstrapping out of a data chicken-and-egg problem. Importantly,
we encourage researchers to submit failed attempts on this benchmark as “incor-
rect ground-truth” for each Dafny program, enriching the dataset with valuable
negative examples.

Further innovation could involve providing access to underlying SMT solver
states, echoing the work of LeanDojo, to enhance the understanding and analysis
capabilities for researchers.

Finally, making the benchmark friendlier for curriculum learning by fur-
ther segmenting the difficulty levels of tasks and programs could facilitate more
nuanced and progressive training approaches, particularly after several models
submit results on the benchmark.

11 Use Cases and Impacts

LLMs fluent in verification-aware programming languages could make writing
Dafny code easier, and therefore more widespread. This could improve
software quality generally in open-source projects and in industry, espe-
cially for security-critical applications.

Formally verified languages could play a role in the interpretability of neural
networks, as explored by Professor Max Tegmark. Professor Tegmark the-
orizes it may be possible to represent large parts of transformer models as
Python (or Dafny) code. It would be useful and exciting to prove prop-
erties about the algorithms these models use for processing their inputs
[38].

Formally verifiable code may improve Al safety control schemes proposed by
Buck Schlegeris et al at Redwood Research, who worry that we may need
meta systems for throwing away backdoored code from untrustworthy
models. Verification-aware languages could be integrated into pipelines
for controlling the outputs of intentionally subversive models. [24]. Gener-
ally, asking models to write verification-aware code can shift the Al safety
field’s perspective from thinking about unsafe models to thinking about
specfic unsafe model outputs. It could still be possible to harness the
benefits of potentially untrustworthy but powerful language models while
still guaranteeing a certain level of trustworthiness for their outputs.
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12 Conclusion

Based on the related works section, many techniques that have shown progress in
the mathematical theorem proving domain should be transferable to designing
algorithms that perform well on this benchmark. The main contribution of
this thesis, then, is refocusing the field of neuro-symbolic systems on a use-case
that may have particularly important ramifications for safety: verification-aware
programming in an industry-friendly language.

This endeavor marks a pivotal shift, emphasizing the importance of safety
and reliability in LLM-guided software development—a concern growing in par-
allel with the complexity and ubiquity of LLM generated software in daily and
critical infrastructures. By marrying the strengths of neuro-symbolic approaches
with the rigors of formal verification, this work paves the way for more resilient,
error-resistant software systems capable of meeting the high stakes of contem-
porary technological demands.

As we stand on the cusp of this research frontier, it is imperative to acknowl-
edge that while this thesis delineates a clear direction, the journey towards fully
realizing the potential of neuro-symbolic systems in enhancing software safety
and reliability is ongoing. Future efforts should aim to refine these systems, en-
suring they are accessible, efficient, and seamlessly integrable into the software
development lifecycle. Additionally, explorations into how these advancements
can be harmonized with current industry practices will be crucial for their adop-
tion and impact.
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13 Appendix

13.1 A: The Minhash Deduplication Algorithm

We can think about deduplicating a set of files by finding groups of ”similar”
files and then choosing only one file representative from each group to form our
final deduplicated set of files. To do this, we can use the Jaccard similarity
metric to decide whether one document is a duplicate of another.

The Jaccard similarity metric provides a way to quantify the similarity of
two sets. It is defined as [65]:

|AN B
J(A,B) = AU B|
In the application to code files, we could consider each file to be a set of
n-grams, where an n-gram is defined as a sequence of n adjacent symbols in a
particular order [67], and then apply the Jaccard score as a similarity metric for
our files. To directly calculate this Jaccard score, we would need to run string
comparison on every n-gram, which would have time complexity O(n * m?) if
we have n n-grams each with max length m characters. This turns out to be an
inefficient method for representing each code file as a set. Instead, the minhash
deduplication algorithm approximates the Jaccard simiarity between two doc-
uments by shingling the documents and comparing the minhash representation
of each set of shingles (i.e. we compare fingerprints of documents instead of full
documents). The minhash representation of a document is a way to represent a
text document as a set of numbers that is faithful to the structure of its content
but with a fixed set size that is smaller than the total number of n-grams in
the document (i.e. the minhash representation of the document is a form of
numerical fingerprint of the document). Below we provide the pseudocode for
the minhash algorithm used, based entirely on the script here [39]:

function minhash_deduplication(documents, num_permutations,
threshold):
# Preprocess the documents
for each document in documents:
tokenize the document into n-grams (shingles)
hash each n-gram using a hash function (e.g., xxHash or SHA
=1l)
store the hashed n-grams in a set

# Generate permutations
for i from 1 to num_permutations:
generate random coefficients a and b
create a permutation function: (a * x + b) % prime_modulus

# Create minhash signatures
signatures = []
for each document in documents:
signature = []
for each permutation function:
min_hash = INFINITY
for each hashed n-gram in the document:
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permuted_hash = apply permutation function to
hashed n-gram
min_hash = min(min_hash, permuted_hash)
append min_hash to signature
append signature to signatures

# Perform Locality-Sensitive Hashing (LSH)
# We use 250 permutations, so to achieve Jaccard similarity
threshold of 0.5
# We really only need one band (i.e. one hash table)
num_bands = choose number of bands
rows_per_band = num_permutations / num_bands
candidate_pairs = []
for each band:
create an empty hash table
for each document signature:
band_signature = subset of signature for the current
band
hash_bucket = hash(band_signature)
add document to the corresponding hash bucket
for each hash bucket:
if number of documents in the bucket > 1:
generate all pairs of documents in the bucket
add pairs to candidate_pairs

# Use a union-find datastructure to track groups of duplicates

duplicates = UnionFind ()
for each band:
for each row in hashtable:
for each hash_bucket:
if size(hash_bucket) <= 1:
continue
else:
cluster_id = min(hash_bucket)
for x in hash_bucket:
duplicates.union(x, cluster_id)

# Perform deduplication
deduplicated_documents = []
for each document in documents:
if duplicates.find_root(document) = document:
add document to deduplicated_documents

return deduplicated_documents

We note that the probability two files have the same min hash value under
the same hash function is equivalent to their Jaccard similarity. Concretely, for
file A and file B:

P(minh;(A) = minh;(B)) = J(A, B)

Here, minh;() denotes taking the minimum hash value under hash function
h;. This makes sense because, assuming negligible hash collision, P(minh;(A) =
minh;(B)) is equivalent to the probability that the first n-gram hash of A under
h; is equal to the first n-gram hash of B under h;. If h; is a good hash function,
then it uniformly distributes the hash values of the original n-gram hashes over
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the range of h;. Let’s call the number of n-grams with equivalent hashes c; let a
represent the number of n-grams from A with smaller hash values than the hash
value of corresponding n-gram from B; let b represent the reverse of the previous
category. Then P(minh;(A) = minh;(B)) = 37, given the uniformity of A;.

AnB
We note that _-7— = w = J(A, B).

13.2 B: GPT-4 spot-check on Benchmark Tasks

GPT-4 with Reflection solving DoAlgebrayillbody.dfy : hitps : //chat.openai.com/share/9a250315—
lef2 — 460b — 9fd2 — a941eTe64141

GPT-4 with reflection solving DoAlgebragillanno.dfy : hitps : //chat.openai.com/g/g—
JAU Z1i49Q —da fny—assistant/c/34137160—d8d9—41ch—a7cc—c8714215ac5¢

13.3 C: Samples of HumanEvalX Problems Translated to
Dafny

13.3.1 HumanEvalX 4
Python:

def mean_absolute_deviation(numbers: List[float]) -> float:
mean = sum(numbers) / len(numbers) return sum(abs(x - mean) for
X in numbers) / len(numbers)

Dafny:

| HumanEvalX 4

I

3] {

51}

/ *

;)| For a given list of input numbers, calculate Mean Absolute
Deviation around the mean of this dataset.

Mean Absolute Deviation is the average absolute difference between
each element and a centerpoint (mean in this case):

5| MAD = average | x - x_mean |
5| x/
function abs(x: real): real
{
if x < 0.0 then -x else x
}
;| function sum(numbers: seq<real>): real
{
if |numbers| == 0 then
0.0
else
numbers [0] + sum(numbers[1..])
}
function mean(numbers: seq<real>): real
requires numbers != []
sum (numbers) / (|numbers| as real)
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https://chat.openai.com/share/9a250315-1ef2-460b-9fd2-a941e7e64141
https://chat.openai.com/g/g-JAUZ1i49Q-dafny-assistant/c/34137160-d8d9-41c5-a7cc-c8714215ac5c

27| function mapf<A,B>(f: A -> B, xs: seq<A>): seq<B>

8 ensures |xs| == |mapf(f, xs)|

29 ensures forall i :: 0 <= i < |xs| ==> (mapf(f, xs))[i] == f(xs[
il)

ol €

31 if |xs| == 0 then

2 []

33 else

34 [£(xs[0]1)] + mapf(f, xs[1..])

33| function mean_absolute_deviation (numbers: seq(rea1>):rea1

39 requires numbers != []

10 {

1 if |numbers| > 1 then

12 mean (mapf <real ,real>(x => abs(x - mean(numbers)), numbers))
43 else

14 0.0

5] F

17| lemma sum_nonnegative (numbers: seq<real>)
18 requires forall i :: 0 <= i < |numbers| ==> numbers[i] >= 0.0
19 ensures sum(numbers) >= 0.0

50 {

51}

52

53| lemma mean_nonnegative (numbers: seq<real>)

54 requires numbers != []

55 requires forall i :: 0 <= i < |numbers| ==> numbers[i] >= 0.0
56 ensures mean (numbers) >= 0.0

571 {

58 sum_nonnegative (numbers) ;

5ol }

61| lemma MeanAbsoluteDeviationNonnegative (numbers: seq<real>)
62 requires numbers != []
63 ensures mean_absolute_deviation (numbers) >= 0.0

65 mean_nonnegative (mapf<real ,real>(x => abs(x - mean(numbers)),
numbers)) ;

66| }

13.4 D: Source Repositories for Benchmark Code

Here is the first set in the list of repositories to avoid training on. More can be
found in the benchmark repository.

microsoft/Ironclad
Consensys/evm-dafny
Consensys/eth2.0-dafny
dafny-lang/libraries
lemmy/lets-prove-blocking-queue
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vmware-labs/verified-betrfs
aws/aws-encryption-sdk-dafny
mit-pdos/daisy-nfsd
Consensys/deposit-sc-dafny
secure-foundations/veri-titan
namin/dafny-sandbox
Mondego/dafny-synthesis

franck44/evm-dis

wilcoxjay/notes

ChuyueSun/Clover
Consensys/distributed-validator-formal-specs-and-verification
secure-foundations/veribetrkv-0sdi2020
dafny-lang/Dafny-VMC
Consensys/dafny-sc-fmics
tchajed/protocol-verification-fa2023
GLaD0S-Michigan/verification-class
Consensys/qbft-formal-spec-and-verification
Consensys/DafnyCrypto
Consensys/dafny-training
dafny-lang/compiler-bootstrap
tchajed/dafny-syntax-tutorial
vladstejeroiu/Dafny-programs
dijkstracula/smrt
monadius/dafny_examples
dafny-lang/dafny-reportgenerator
secure-foundations/veri-datalog
angelhof/penn-cis673-hw-dafny
boogie-org/BoogieV

franck44/yul-dafny
seanpm2001/SNU_2D_ProgrammingTools_IDE_Dafny
jonhnet/vmware-verification-2023
HristoStaykov/sbft-formal-verification-model
priyasiddharth/seaurchin
zhuzilin/dafny-exercises

Eggy115/Dafny
StephRMcIntyre/cs245-verification
Nathan-Fenner/bbchallenge-dafny-deciders
joaopascoalfariafeup/DafnyProjects
Nangos/verified-algorithms
secure-foundations/ironsync-osdi2023
seanpm2001/Learn-Dafny
cwatson1998/cis-6730-hw
shirimo/thesis_files

Lystora/M2

kumom/dafny-fatnode
Consensys/WrappedEther.dfy

34



nathand99/SENG2011

unboxedtype/EVF
paraverifierdafny/paraverif_dafny
juletx/MFDS
ArthurSudbrackIbarra/Trabl-Metodos-Formais
andricicezar/sat-solver-dafny
DavePearce/BettingContract

13.5 E: Examples of Hacks and Failure Modes our Bench-
mark Evaluation will Catch

13.5.1 Modification of Formal Specification

/ *

HumanEvalX 158

Write a function that accepts a list of strings. The list contains
different words.

Return the word with maximum number of unique characters. If
multiple strings have maximum number of unique

characters, return the one which comes first in lexicographical

order.
*/
function numUniqueChars(s: string): nat {
Iset ¢ | ¢ in s|
}
»|method FindMaxWord (words: seq<string>) returns (maxWord: string)
ensures maxWord in words || |words| == 0
{
if |words| == 0 {
maxWord := "";
return;
}
var word := words[0];
maxWord := words[0];
var maxUniqueChars := |[set c | ¢ in maxWordl;
assert maxUniqueChars == numUniqueChars (maxWord) ;
for i := 0 to |words|
invariant maxWord in words
invariant maxUniqueChars == numUniqueChars (maxWord)
invariant numUniqueChars (word) <= numUniqueChars (maxWord)
invariant (forall w :: O <= w < i ==> numUniqueChars (words[
w]) <= numUniqueChars (maxWord))
{
word := wordsl[i];
var uniqueChars := set ¢ | c in word;
var count := |uniqueChars]|;
assert count == numUniqueChars (word);
if count > maxUniqueChars || (count == maxUniqueChars &&
word < maxWord) {
maxUniqueChars := count;
maxWord := word;
assert maxWord == word;
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}
assert maxUniqueChars >= count;
assert maxUniqueChars == numUniqueChars (maxWord) ;
}
assert forall w :: w in words ==> numUniqueChars(w) <=
numUniqueChars (maxWord) ;

13.5.2 Cheat Via Assume False

/*

HumanEvalX 158

Write a function that accepts a list of strings. The list contains
different words.

Return the word with maximum number of unique characters. If
multiple strings have maximum number of unique

characters, return the one which comes first in lexicographical

order.
*/
function numUniqueChars(s: string): nat {
|set ¢ | ¢ in s|
}
method FindMaxWord(words: seq<string>) returns (maxWord: string)
ensures maxWord in words || |words| == 0
ensures forall w :: w in words ==> numUniqueChars (w) <=
numUniqueChars (maxWord)
{
assume false;
if |words| == 0 {
maxWord := "";
return;
}
var word := words[0];
maxWord := words[0];
var maxUniqueChars := |[set c | ¢ in maxWordl;
assert maxUniqueChars == numUniqueChars (maxWord) ;
for i := 0 to |words|
invariant maxWord in words
invariant maxUniqueChars == numUniqueChars (maxWord)
invariant numUniqueChars (word) <= numUniqueChars (maxWord)
invariant (forall w :: O <= w < i ==> numUniqueChars (words[
w]) <= numUniqueChars (maxWord))
{
word := wordsl[i];
var uniqueChars := set c | c in word;
var count := |uniqueChars]|;
assert count == numUniqueChars (word);
if count > maxUniqueChars || (count == maxUniqueChars &&
word < maxWord) {
maxUniqueChars := count;
maxWord := word;
assert maxWord == word;
¥

assert maxUniqueChars >= count;
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assert maxUniqueChars == numUniqueChars (maxWord) ;
}
assert forall w :: w in words ==> numUniqueChars(w) <=
numUniqueChars (maxWord) ;

13.5.3 Cheat Via :Verify False

/*

HumanEvalX 158

Write a function that accepts a list of strings. The list contains
different words.

Return the word with maximum number of unique characters. If
multiple strings have maximum number of unique

characters, return the one which comes first in lexicographical
order.

*/

function numUniqueChars(s: string): nat {
|set ¢ | ¢ in s|

}

method {:verify false} FindMaxWord(words: seq<string>) returns (
maxWord: string)

ensures maxWord in words || |words| == 0
ensures forall w :: w in words ==> numUniqueChars(w) <=
numUniqueChars (maxWord)
{
if |words| == 0 {
maxWord := "";
return;
}
var word := words[0];
maxWord := words[0];
var maxUniqueChars := |[set c | ¢ in maxWordl;
assert maxUniqueChars == numUniqueChars (maxWord) ;
for i := 0 to |words]|
invariant maxWord in words
invariant maxUniqueChars == numUniqueChars (maxWord)
invariant numUniqueChars (word) <= numUniqueChars (maxWord)
invariant (forall w :: O <= w < i ==> numUniqueChars (words[
w]) <= numUniqueChars (maxWord))
{
word := words[i];
var uniqueChars := set ¢ | c in word;
var count := |uniqueChars]|;
assert count == numUniqueChars (word);
if count > maxUniqueChars || (count == maxUniqueChars &&
word < maxWord) {
maxUniqueChars := count;
maxWord := word;
assert maxWord == word;
}
assert maxUniqueChars >= count;
assert maxUniqueChars == numUniqueChars (maxWord) ;
}
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assert forall w :: w in words ==> numUniqueChars (w) <=
numUniqueChars (maxWord) ;

13.6 F: Mathematics Behind Training on Crossentropy

The Kullback-Leibler (KL) divergence between two probability distributions
provides a way to measure the distance between those two probability dis-
tributions. We can write the expression for KL divergence between discrete
distributions P and @ explicitly as the following [60].

L(PIQ) = - 3 P(@)log(Q(x)) — P(a)log(P(x))
zeX

This can intuitively be described as the least number of bits required to
describe information from distribution P if you believe the distribution is @
minus the number of bits to describe information from the distribution if you
know the actual distribution P. Clearly, K L divergence is always non-negative
because the only way to achieve the most compressed encoding of information
from a distribution is by knowing the exact underlying distribution P. In other
words, —P(x)log(Q(x)) > —P(x)log(P(x)).

We can minimize the KL distance between two distributions by minimiz-
ing >, cx —P(x)log(Q(x)) which is called the cross entropy term. Therefore,
training a model to minimize crossentropy is equivalent to training the model
to match the underlying distribution of its input data.

13.7 G: Direct Preference Optimization
13.7.1 Theory of Direct Preference Optimization

Direct Preference Optimization aims to provide a closed-form method for per-
forming reinforcement learning from human feedback (RLHF) on a Large Lan-
guage Model. This allows us to nudge model weights in roughly the same
direction RLHF would, but under a computationally faster scheme. In RLHF,
a foundation model is usually first fine-tuned on a downstream task of interest
(for example, code generation, using data scraped from GitHub). Then the
model is prompted with prompt x; to generate pairs of outputs vy, y2; for each
i. If we let 75FT denote our fine-tuned foundation model, then we can write
(Y14, y2i) ~ 3T (y;]x;). We then ask a human evaluator to rank their prefer-
ences for yp; versus yo;. If the human ranks y1; > yo; then we say yi; is the
preferred model output. We assume these preferences are generated by a latent
reward model r*(y;, x;), which we aim to learn. Given r*, the Bradley-Terry
model says that we can model human preferences according to

exp(r*(yii, z;))
exp(r* (Y14, 7)) + exp(r* (yY2q, 7))

P(yri > y2ilzi) =
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So knowing the reward function can help us decide which model output will
be preferred by humans. If we have access to a dataset of {x;, y14, y2:} pairs,
then we can parameterize an estimate of r* as r, and learn 7, through maxi-
mum likelihood estimation on the binary cross entropy problem of choosing the
preferred output over the rejected output. Then, we use the learned reward func-
tion to update the weights of 79F7T. First we let 7ftFF = 1y = 79T and then
we maximize maz, By D s~y (y2s) [T Yis )] — BD L [mo (ylz:) | |m7EF (y]2;)].

Several papers have shown that the optimal solution to the previous KL-
constrained reward maximization problem is:

T (yla;) = )WREF@EP(%TJ(%%))

1
Z(.Z‘i

Here Z(z;) = 3_, WREFexp(%rg(y,xi)). This is a computationally expen-
sive function to estimate. Instead, we can flip the problem on its head and
solve for 7, in terms of the policy functions. Doing this, we get r,(y,z;) =

Blog(=ZeW:x) )y 4 Blog(Z(x)). We can recognize that increasing the proba-

TREF (Y,Z4)

bility P(y1; > y2i) under the Bradley-Terry model is equivalent to increasing
L . Intuitively, this makes sense because the lat-

Lteap(f—eilitd _pg_roligiti) )
TREF (Y14:%4) TREF(Y24:%;)

ter quantity is the logistic function applied to the difference in reward values for
Y1; Versus yo;, and as mentioned previously we can frame the preference ranking
problem as a binary cross entropy problem.

The resulting loss function for DPO optimization then becomes the nega-
tive log of the previous expression, which we can optimize if given access to
the original version of the foundation model we want to further optimize. By
decomposing the terms of the gradient of this quantity, it becomes clear that
DPO updates the parameters of the underlying foundation model so as to de-
crease the likelihood of lower-preference outputs and increase the likelihood of
higher-preference outputs while increasing the weight of this update if the re-
ward estimate is wrong.

All of this explanation has been paraphrased from the DPO paper [48].

13.7.2 Dataset of Positive/Negative Triples Used for Fine Tuning
Phind-Code-Llama

Here is an example triple from the phind-code-llama fine tuning dataset:

{"prompt":

"method Abs(x: int) returns (y: int)
ensures x>=0 ==> x==y
ensures x<0 ==> x+y==

o,

"chosen":

"method Abs(x: int) returns (y: int)
ensures x>=0 ==> x==y
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ensures x<0 ==> x+y==0{

if x >= 0 {
y = X;
} else {
y 1= -X;
b
}l{lu’
"rejected":

"method Abs(x: int) returns (y: int)
ensures x>=0 ==> x==y
ensures x<0 ==> x+y==

{
// complete this method

"}

13.8 H: Theory of SMT Solvers

“SMT?” solvers are solvers for Satisfiability Modulo Theories, meaning that they
solve satisfiability problems using knowledge about the theory in which they
originate. [I7, 42] In contrast, a (short for Satisfiability) solver does not know
any theory and attempts to solve satisfiablity problems using only knowledge
about the logical connectives A, V, and —. [19] 20, 42] SMT solvers can often
arrive at satisfying assignments faster that SAT solvers because they can limit
the search space by relying on their specialized pre-existing knowledge about
particular theories that rule out sections of the search space that are known
to be incorrect. For example, many SMT solvers perform well solving linear
inequalities since they come with specialized search routines that know about
the laws of the theory of linear arithmetic: (+,—, <, <,=). For more compli-
cated theories, SMT solvers will use a combination of heuristics tuned to each
theory. [19, [I§]

Some recent advancements in SMT solvers include the model-based quan-
tifier instantiation technique of Z3, a state-of-the-art SMT solver. [I7] Model-
based quantifier instantiation allows Z3 to prove statements that go beyond
propositional or zeroth-order logic to proving some first-order statements, which
include the quantifiers V and 3 over elements in the domain of discourse. [50]

Due to their reliance on theory-specific heuristics for performance, and the
recent trend towards supporting first-order logic, SMT solvers could stand to
benefit greatly from advances in AI/ML systems, which are adept and making
generalizations from a known corpus. [58] In particular, V-instantiation could be
effectively guided using a neural-network-learned generalization from a subset of
true sentences from the active theory as a heuristic, with 3-instantiation being
a corollary as the natural dual.
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13.8.1 Simple Examples for Intuition

Problem: Is there a combination of truth values for variables A, B, and C' that
satisfies the following Boolean formula?

(AV-B)A(RAVC)

This is a SAT problem because it involves purely Boolean variables and opera-
tions. [20] The solver needs to determine if there exists an assignment of TRUE
or FALSE to A, B, and C such that the entire formula evaluates to TRUE. For
example, assigning A = TRUFE, B = FALSE, and C = TRUFE would satisfy
the formula, making it satisfiable. [36]

Problem: Is there an assignment of integers to x and y such that the
following conditions are satisfied?

l.xz+y>5
2. x <3

3. y is even

Explanation: This is an SMT problem because it involves variables (z and
y) that are not just Boolean but integer-valued, and it combines these with
arithmetic operations and relations. An SMT solver would need to determine
if there exist integer values for x and y that meet all the given conditions. In
this case, x = 2 and y = 4 would be a solution, as it satisfies all the conditions:
244>5,2<3, and 4 is even.
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