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Abstract

Historically, cyber operations have failed to deliver the strategic lethality predicted by early
theorists. While disruptive, case studies ranging from the Russian power grid attacks to Stuxnet
demonstrate that digital effects are often temporary, reversible, and notoriously difficult to
synchronize with cross-domain operations. This paper argues that Artificial Intelligence (Al) is
fundamentally altering this calculus, collapsing the temporal asymmetry between "gray zone"
competition and high-intensity conflict. By automating the speed, scale, and integration of
offensive operations, Al provides the "kinetic-equivalent" impact necessary to compel state
behavior and alter deterrence dynamics. This analysis employs a conceptual and case-based
methodology to explore the trajectory of Al-enabled warfare. First, it identifies the "digital
ceiling" of pre-Al cyber operations, analyzing why manual coordination across DIME
(Diplomatic, Information, Military, Economic) instruments limited strategic utility. Second, it
investigates how agentic Al and Large Language Models (LLMs) bridge the cyber-kinetic gap.
Through an examination of autonomous vulnerability exploitation, the research highlights how
Al-enabled campaigns can generate continuous, compounding destruction and economic attrition
that rivals kinetic bombardment. By collapsing the time between attack and recovery, Al-driven
campaigns can outpace an adversary's financial and technical restoration capacity, effectively
rendering "reversible" cyber effects strategically permanent. Finally, the paper addresses the
critical policy void created by these advancements. Current risk frameworks are static and ill-
equipped to measure dynamic Al behaviors, while the democratization of open-weight models
renders traditional supply-chain interdiction insufficient. The research concludes that the blurring
of the civilian-combatant divide requires a radical shift in U.S. policy: moving from risk aversion
to mandatory "resilience by design." This includes establishing minimum security baselines for
the private sector and accepting that the democratization of Al capabilities requires a more
aggressive posture in offensive testing. Ultimately, this paper posits that to maintain global
negotiating power, national security strategy must treat Al-driven cyber conflict not as a support

function, but as a primary determinant of geopolitical influence.

1.0 Introduction

For over three decades, cyber operations have occupied a paradoxical position in strategic

thought: universally feared, doctrinally prioritized, yet operationally underwhelming on their



own. Despite sustained investment from major powers, no cyber capability has independently
achieved the coercive weight, persistent readiness, or decisive battlefield effect that defines a
strategic weapon. The 2023 Department of Defense Cyber Strategy conceded the point directly:
cyber capabilities held in reserve or employed in isolation render little deterrent effect on their
own.! Cyber has remained, in the language of conflict theory, a gray zone instrument. This refers
to operations that exist below the threshold of armed conflict and are characterized by actions
that facilitate espionage, tactical disruption, or economic gain, but are categorically distinct from

the kinetic capabilities that compel state-level behavioral change.

This paper argues that artificial intelligence (Al) is eroding that distinction. We contend that Al-
enabled automation, including agentic Al workflows, can address the structural deficiencies that
have historically prevented cyber weapons from crossing the strategic threshold. These
deficiencies in speed, intensity, and control—and related dependencies in scale, persistence, and
sustained campaign capacity—are consequences not of the domain itself but of the human

operational limitations applied to it.

Several factors exacerbate the current dilemma: first, a pace and capability mismatch between
the rapid and continued development of novel generative and agentic Al capabilities and
humans’ ability to adapt workflows, processes, and policies to account for any novel threats and
risks that are introduced. Second, humans do not yet know the upper bounds of generative and
agentic capabilities, which risk artificially limiting policies and standards to dictate Al use in
conflict. Finally, state-sponsored actors are already integrating Al across offensive cyber
campaign lifecycles, from reconnaissance and exploit development through post-exploitation and
sustained access, further exacerbating gaps between operations and policy. A new generation of
Al benchmarks now quantifies this trajectory with increasing precision, providing a
measurement infrastructure capable of tracking offensive cyber capability as rigorously as the

defense community tracks missile ranges or warhead yields.

Existing and novel risk frameworks, National Institute of Standards and Technology (NIST) Al
Risk Management Framework (Al RMF), MITRE Adversarial Threat Landscape for Artificial-
Intelligence Systems (ATLAS), Cisco Integrated Al Security & Safety Framework, and other

derivatives, while useful for encapsulating threats and risks that Al technologies introduce, face

limitations in accounting for the strategic weight of Al-enabled cyber operations. The policy



implications are urgent and largely unaddressed. International governance efforts, while
normatively significant, lack adequate measurement tools, consensus on norms, and any
subsequent enforcement mechanisms. U.S. domestic policy infrastructures that operationalize
threat assessments of Al-enabled cyber operations into resilience mandates for organizations

remain fragmented and underequipped.

This paper proceeds in three parts: Section 2.0 examines the historical record of cyber operations
in armed conflict, demonstrating that effective battlefield cyber effects have been limited to
conditions of significant overmatch and have failed to achieve strategic impact when belligerents
approach parity. It establishes, drawing on classical strategic theory and the Defense Science
Board's (DSB) domain-agnostic findings, a three-characteristic framework focused on speed,
intensity, and control for what constitutes a strategic cyber weapon. Section 3.0 presents the
empirical case that Al is closing the strategic gap, leveraging operational evidence from
attributed Russian, Chinese, and Israeli cyber campaigns and analysis of the benchmark data
tracking Al capability across targeting, exploitation, and autonomous operations. We propose a
velocity-of-attack to velocity-of-recovery (Va/V;) framework for assessing cross-domain
equivalence between cyber and kinetic effects. Section 4.0 evaluates the policy landscape and
highlights the shortcomings of current risk frameworks, the benchmark-to-policy gap, and the
limitations of international and multilateral governance structures. The section wraps with a
concrete U.S. federal policy proposal centered on machine-readable compliance and open source

software resilience as a viable near-term path from threat measurement to mandated defense.

With advancements in generative and agentic Al, the question is no longer whether cyber can
achieve strategic weight, but how fast it is doing so, and whether policy can keep pace. The gray
zone may be eroding, but the instruments that would measure, govern, and defend against that

transformation have not yet arrived.

2.0 The Strategic Gap: Cyber in Armed Conflict

Cyber operations have been employed in armed conflict for over three decades. This section
examines the operational record and identifies the structural constraints that have prevented

cyber from achieving strategic weight.



2.1 Current State of Cyber Effects in Warfare

Traditional cyber operations, despite their growing sophistication and scale, have historically
failed to deliver coercive strategic lethality predicted by earlier theorists. Battlefield effects
should not be conflated with intelligence collection or espionage, where cyber has a
demonstrated record of success. During the First Gulf War in 1991, U.S. forces were able to
operationalize novel technological advancements in electronic warfare to achieve decisive results
in paralyzing Iraq's air defense system.? Stuxnet disrupted the Iranian nuclear program in 2009.°
and the 2015 breach of the Office of Personnel Management leaked hundreds of thousands of
personnel files.* Effective battlefield cyber operations require predictable outcomes, alignment
with mission time phasing, and repeatable deployment. Collections and espionage relax these
requirements: Stuxnet did not require specific centrifuges to be destroyed at a particular time,
and the OPM breach required a single success to achieve its objective. Unless a weapon has

enormous destructive potential, repeated employment is required.

Cyber operations have had battlefield impact, but only under conditions of significant overmatch.
In the 2008 Russo-Georgia War, the Russian ground offensive was accompanied by cyber effects
that likely enhanced the attack and limited the international community’s ability to mount a
response.” In 2016, Operation Glowing Symphony targeted ISIS digital infrastructure as part of
the Joint Task Force ARES campaign. However, its effects were not tightly coupled to the daily
kinetic operations and were afforded the same latitude in timing and repeatability as espionage
actions.® Most recently, cyber effects were deployed as part of the U.S. Operation Southern
Spear in Venezuela, where Caracas briefly lost power during the ingress of U.S. forces.” This
operation was executed with timing and predictability, though as a single operation its

repeatability remains uncertain.

In all cases, the attackers enjoyed significant capability mismatch with respect to their targets,
and cyber was a supporting element to the campaign, rather than a decisive one. In the Russian-
Georgia war, the main effort was a rapidly culminating ground invasion. Meanwhile, Southern
Spear relied on special operations teams. Cyber effects may have reduced casualties and changed
the value proposition for the attacker, but kinetic action was required to achieve the desired end

state. Cyber effects alone were insufficient.



2.2 The Human Ceiling: Structural Constraints on Cyber as a Strategic Instrument

When cyber effects have been used during conflicts with closer parity between belligerents, they
have had limited impact. During the opening stages of the 2022 Russian invasion of Ukraine,
Russia launched a series of cyberattacks designed to cripple Ukraine’s communications and
energy infrastructure. These attacks were limited in scale during the critical initial phases of the
invasion with quick recovery from the damage inflicted.® Subsequent Russian cyberattacks have
generally failed to achieve impactful effects and have been broadly decoupled from kinetic
operations. Failing to generate decisive effects, the preponderance of cyber offense has fallen
back to intelligence collections to support waves of cruise missile and drone attacks and
information warfare strategies. Even these were observed to “have yet to make a material impact

on the battlefield.”’

The structural limitations described above are not failures of investment or doctrine, but are
characteristic of how cyber operations have been conducted for over three decades. The
constraints map to human operational capacity: the speed at which analysts develop targets, the
rate at which operators generate exploits, the number of simultaneous campaigns a team can

sustain, and the tempo at which capabilities regenerate after use.

Breaking through this ceiling requires advances that can generate effects at scale without linear
human investment. Delivering those effects requires holding at risk many simultaneous targets
and the ability to regenerate combat power at a rate faster than defenders can adapt. All of these

advances would have to be sustained over operationally relevant time horizons.

Decisive cyber effects also require something else: the ability to perform battle damage
assessments of those effects with sufficient precision to inform strategy and compete for
resources. As the cases above illustrate, even successful cyber operations have struggled to
demonstrate their value relative to (or as a complement to) kinetic alternatives. It was not
because the effects were insignificant, but because there was no accepted methodology for
quantifying them. A six-hour grid outage has real economic cost, but without cross-domain
equivalence metrics, it registers as “disruption” while a destroyed substation registers as
“damage.” If cyber has been undervalued partly because its effects resist quantification, then

technology that breaks through the ceiling must also provide the metrics that make the



breakthrough legible to policymakers and decisionmakers. The following sections examine both

dimensions of this problem.

2.3 Defining the Strategic Threshold

Synthesizing the classical strategic theorists with the Defense Science Board’s findings on cyber
as a strategic capability,'? we propose the following definition for what a strategic cyber weapon

would entail:

A strategic cyber weapon is a capability that, when initiated, can produce enduring
effects against an adversary’s vital national interests—at a scale, speed, and reliability
sufficient to influence state-level decision-making and alter the strategic balance

between nations.

A strategic cyber weapon is distinguished from tactical cyber tools by three measurable

characteristics: speed, intensity, and control. Table 1 defines each.

Characteristics of Strategic Cyber Weapons!!> 12, 13

Characteristic | Determination Criteria

Speed Operational responsiveness: Sufficiently mature and pre-positioned to
generate the desired effect within an operationally relevant timeframe upon

decision authority

Intensity Strategic-level effects: Capable of disrupting, degrading, or destroying
targets whose compromise threatens national security, economic stability, or
societal function (e.g., critical infrastructure, financial systems, military
command and control)

Global reach: Able to access and affect targets at any geographic distance

through cyberspace, unconstrained by physical proximity

Control Repeatability: Can be reconstituted and employed repeatedly to sustain

operational campaigns, not limited to one-time tactical strikes




Deterrent credibility: The capability is sufficiently demonstrated or
perceived that it alters adversary behavior and strategic calculus at the state

level

Table 1: Three characteristics of strategic cyber weapons, measurable determination

criteria for classifying cyber capabilities as strategic-level weapons.

2.3.1 What Makes a Conventional Weapon Strategic

In 2018, the Defense Science Board Task Force on Cyber as a Strategic Capability recommended
that the Department of Defense “move beyond tactical applications for cyber and realize cyber as
a strategic capability.”'* The task force concluded that a strategic capability, regardless of
domain or means of employment, must satisfy three generic attributes: it must “create a
discernible, and preferably enduring, effect on a target’s materiel, efficiency, and/or will”; it
must be “sufficiently well developed and mature that it can generate the desired effect within a
reasonable time of a stated need”; and it must “be regenerated within a reasonable time” to

“support campaigns in addition to one-time [tactical] strikes.”!>

The 2022 Nuclear Posture Review reinforces the relevance of this framework to cyber: it rejected
No First Use and Sole Purpose nuclear declaratory policies specifically because of “the range of
non-nuclear capabilities being developed and fielded by competitors that could inflict strategic-

2116

level damage to the United States and its Allies and partners” ®—an acknowledgment that

capabilities outside the nuclear domain are approaching the threshold of strategic significance.

2.3.2 Why Cyber Weapons Have Not Achieved Strategic Weight

Despite decades of investment and doctrinal ambition, cyber weapons alone have not crossed the
strategic threshold defined above. The 2023 Department of Defense Cyber Strategy conceded the
point directly: “Cyber capabilities held in reserve or employed in isolation render little deterrent
effect on their own.”!” The 2017 DSB Task Force on Cyber Deterrence was equally blunt:
“Unlike precision-guided munitions, cyber weapons cannot be bought and deployed on a

delivery system (or placed in a storage site) with confidence that they will work when needed.”!®



These discrepancies are both structural and technical: cyber's uncertain deterrence value and
variable effects fundamentally distinguish it from the nuclear domain. Nuclear weapons gain
deterrent value from being advertised, while cyber weapons and “offensive cyber operations are
better used than threatened.”!” Even when employed, cyber weapons alone also have “limited

effectiveness as an independent tool of coercion,”?°

and Libicki argues similarly that cyberwar
faces limitations: “it cannot disarm or destroy the enemy, and ...cannot lead to territorial
conquest.”?! On the technical side, cyber weapons require a killchain that has distinct phases
between acquiring access to a target and executing a cyber effect against a target, which
introduces additional dependencies and considerations at each step; Dykstra et al. further noted
that cyber weapons are sensitive to environmental changes and can be copied and reused by
adversaries.?? Maschmeyer formalized these technical constraints as the “subversive trilemma,”
where speed, intensity, and control are negatively correlated, meaning “a gain in one variable

tends to produce losses across the other two.”??

We argue that six deficiencies have prevented current cyber weapons from satisfying the three

strategic characteristics (speed, intensity, control):

Deficiencies Preventing Cyber Strategic Weight2# 25, 26, 27, 28, 29

Deficiency Description Strategic

Deficiency

Revealing a cyber capability to deter an adversary
simultaneously enables the adversary to patch, reconfigure, or
Signaling neutralize the threat. “Cyber weapons are better used than

Paradox threatened; nuclear weapons are better threatened than used.” |Control

Cyber effects are extremely sensitive to changes in the target's
software, hardware, or user settings. Because cyber weapons
require establishing and maintaining covert access long before
effects can be delivered, small unobserved changes to the target|Speed,
Environmental |environment can sever the access path and render the weapon |Intensity,

Fragility ineffective. [1][15] Control




Unlike kinetic weapons, which are typically destroyed upon
employment, cyber weapons can be observed, copied, and
Adversary reused by adversaries, creating a “glass house” dynamic that

Replicability constrains employment. Control

Speed, intensity, and control are negatively correlated in cyber
operations. Increasing one degrades the others, meaning cyber [Speed,
The Subversive [weapons are rendered “too slow, too weak, or too volatile” to  |Intensity,

Trilemma produce reliable strategic effects. Control

Cyber operations cannot permanently disarm an adversary's

Inability to military forces, destroy war-making capacity, or compel
Disarm or territorial concessions. Effects are reversible and transient,
Destroy lacking the irreversibility that defines strategic-level damage. |Intensity

Cyber power alone fails as a tool of independent coercion. Of
six warfighting strategies tested against cyber (attrition, denial,
decapitation, intimidation, punishment, risk), most prove
Coercive ineffective, and deterrence frameworks developed for nuclear

Inadequacy weapons are structurally unsuitable for the domain. Control

Table 2: Six deficiencies inhibiting cyber strategic weight, mapped against strategic

characteristics.

3.0 Al Closes the Gap

This section presents the theoretical framework, operational evidence, and quantitative
benchmarks demonstrating that Al is systematically closing long-held assessments about cyber

as a strategic weapon.

3.1 How AI Can Close the Strategic Gap

The six deficiencies above are not immutable laws of the domain; rather, they are consequences
of human operational limitations applied to a uniquely complex environment. Al enablement
addresses these constraints directly by providing scale across all key components of cyber

operations simultaneously: targeting, vulnerability discovery, exploit development, access



maintenance, effect delivery, and operational adaptation. The result is the potential for on-
demand, reliable, wide-scale effects against significant singular or collective targets, pushing
cyber capabilities into the sphere of strategic weapons. The following sections examine the
empirical evidence for this transformation; here, we outline the theoretical mechanism by which

Al addresses each deficiency.

Signaling Paradox. The signaling paradox assumes a finite set of capabilities that, once
disclosed, are exhausted. Al alters this calculus through volume and regeneration. A system that
continuously discovers new vulnerabilities, generates novel exploit variants, and develops
alternative access paths renders the disclosure of any single capability non-fatal to the overall
threat. The strategic weapon is not any individual exploit; it is the system’s demonstrated
capacity to guarantee effects through one of n methods, where 7 is continuously replenished.
Deterrent credibility follows not from concealing a specific capability, but from demonstrating

an inexhaustible capacity to generate new ones.

Environmental Fragility. An always-on Al system tasked with maintaining operational
readiness against a target transforms fragility from a point-in-time vulnerability into a
continuously managed process. Rather than pre-positioning a static capability and hoping the
environment remains stable, the system monitors target configurations, adapts to changes in real
time, and maintains multiple concurrent access paths. The result is functional equivalence to the
persistent readiness that characterizes traditional strategic weapons: the capability to deliver

effects on demand, regardless of when the order comes.

Adversary Replicability. A captured exploit or malware sample reveals one instantiation of the
weapon,; it does not transfer the system’s capacity to generate alternatives, adapt to novel
environments, or coordinate across multiple simultaneous operations. Many cyber capabilities
are uniquely tailored to exploit specific vulnerabilities in an adversary’s systems. By nature of
their bespoke design, they cannot be repurposed since the weapon only fits one target. The
strategic component of an Al-enabled cyber weapon is the autonomous system that guarantees an
effect through one of many possible methods—not the specific method employed in any given

instance.



The Subversive Trilemma. Maschmeyer’s trilemma exists because the complexity of
simultaneously maintaining speed, intensity, and control exceeds human operational capacity.>°
An Al system compresses that trade-off space when it autonomously adapts to target
environments in real time, generates novel exploit variants dynamically, and maintains precise
targeting across multiple simultaneous operations. Whether Al fully breaks the trilemma or
merely shifts the frontier outward is an empirical question examined in later sections, but the
direction is clear: machine-speed adaptation reduces the penalty for pursuing speed and intensity
together, while autonomous targeting preserves control that human operators would sacrifice

under time pressure.

Inability to Disarm or Destroy. The claim that cyber operations produce only reversible,
transient effects understates the range of achievable outcomes. Data, intelligence, financial
records, intellectual property, and operational plans can all be permanently deleted or corrupted.
Sometimes deleting data functionally destroys the system, as with wipers and ransomware.
Sustained denial-of-service against critical systems, maintained over operationally relevant time
horizons by an autonomous system, produces effects functionally equivalent to physical
destruction from the target’s perspective: a power grid held offline for weeks or a financial
system rendered unreliable for months imposes costs comparable to kinetic damage, even if the
underlying infrastructure remains physically intact. Al extends the duration and reliability of
these effects by automating the sustained campaign that human operators cannot maintain at

scale.

Coercive Inadequacy. Coercive inadequacy is a downstream consequence of the preceding five
deficiencies—cyber has failed as a coercive instrument because it has been too unreliable, too
fragile, and too impermanent to compel changes in adversary behavior. To the extent that Al

automation resolves the first five deficiencies, coercive adequacy follows.

A necessary counterargument is that Al scales defense as well as offense, where the same
autonomous vulnerability discovery that enables exploit generation also enables patching at
machine speed, as Al Cyber Challenge and Big Sleep have demonstrated on the defensive side.
Defenders could similarly deploy Al agents to monitor, detect, and remediate at the same tempo

attackers operate, which would ultimately rebalance the broader strategic calculus.’!*



For the time being, the structural asymmetry of Al adoption and use favors offense for three
reasons. First, the attacker chooses the time, target, and method, while the defender must
continuously protect all elements. Al amplifies this asymmetry because an attacker needs one
successful path, while the defender must maintain adequate resilience against each potential
compromise. Second, the deployment incentives are misaligned: offensive Al can be fine-tuned,
run unrestricted, and deployed without audit trails on self-hosted infrastructure, while defensive
Al operates under compliance, procurement, and integration constraints that slow adoption,
particularly across the fragmented civilian infrastructure that constitutes the actual attack surface.
Finally, institutions have yet to establish norms or policies for how Al materially alters the cyber

defense landscape and best practices to address the potential ecosystem of threats.

3.2 Operational Evidence

The theoretical mechanisms described in Section 3.1 generate specific empirical predictions: if
Al technologies are closing the strategic gap, their integration into offensive cyber operations
across reconnaissance, exploitation, and sustained campaigns should be at least partially
observable and should satisfy the three strategic characteristics defined above. Derived from our
open source intelligence assessments, this section examines specific attributed cases of Al
integration into cyber operations. It is organized by capability phase to parallel the strategic
framework, progressing from targeting through exploit development to full campaign operations.
Section 3.3 then examines a complementary question: whether the emerging landscape of Al

benchmarks can quantify the trajectory of these capabilities with sufficient rigor to inform

policy.

3.2.1 Cyber Reconnaissance and Targeting

Al-enabled reconnaissance and targeting have demonstrated proficiency in the cyber domain. In
February 2024, OpenAl and Microsoft disclosed they had disrupted state-affiliated threat actors
from Russia, Iran, and North Korea attempting to leverage ChatGPT to support cyber operations,
including open source intelligence gathering and target research.* In November 2025, Anthropic
reported a Chinese state-sponsored actor GTG-1002 leveraged its chatbot Claude to support
“reconnaissance, vulnerability discovery, exploitation, lateral movement, credential harvesting,

data analysis, and exfiltration operations.”** Anthropic’s Claude was also reportedly deployed on



classified Pentagon networks via Palantir during the January 2026 operation against Venezuelan
President Maduro, though the specific role Al played in targeting or reconnaissance for that

operation remains unclear.3>-3

Academic and practitioner research has confirmed the scale: large language models (LLMs) can
automate the full reconnaissance-to-attack pipeline of spear phishing campaigns, with Al-
automated attacks matching human expert performance at a 54% click-through rate—a 350%
improvement over generic phishing with no human in the loop.3”-* These capabilities represent
progression towards strategic-level cyber reconnaissance when compared to traditional targeting
methods. The acceleration is structurally analogous to what Israel demonstrated through kinetic
targeting during military operations in Gaza, where Israeli officials stated that after an 11-day
siege in Gaza in May 2021, it had fought its “first Al war.”?° Former Israeli Defense Forces
(IDF) Chief of Staff stated that in Operation Guardian of the Walls in 2021, the IDF’s use of Al
compressed target generation from approximately 50 per year to 100 per day.*’ After target
selection, Israeli officials stated they would use another Al model, Fire Factory, “to calculate
munition loads, prioritize and assign thousands of targets to aircraft and drones, and propose a
schedule.”*! This enhanced ability to pair sensors with shooters in the cyber domain
demonstrates effects at scale, serving to resolve the problem of control outlined in the subversive
trilemma. Articles written by IDF officers referencing recent Israeli military campaigns have
explicitly acknowledged that “Al is no longer merely a tool but a strategic capability on par with

airpower or nuclear deterrence.”*

3.2.2 Malware & Exploit Development

While not directly from the battlefield, the introduction of more capable models and agentic
systems demonstrated progress toward Al systems capable of reliably producing on-demand
exploits and malware across diverse target environments. Google's Big Sleep agent, a
collaboration between Project Zero and DeepMind, discovered a previously unknown memory-
safety vulnerability in a development version of SQLite that 150 CPU hours of traditional
fuzzing failed to find.** By July 2025, Big Sleep had identified CVE-2025-6965, a separate
SQLite flaw known only to threat actors and imminently planned for exploitation, compressing

the entire detection-to-patch lifecycle to 48 hours.**



Defense Advanced Research Projects Agency (DARPA)'s Al Cyber Challenge (AIxCC) Final
Competition at DEF CON 2025 demonstrated autonomous cyber reasoning systems identifying
86% of synthetic vulnerabilities across 54 million lines of critical infrastructure code, up from
37% just one year earlier, and successfully patching 68% of total synthetic vulnerabilities
presented.* Anthropic reported a comparable result in February 2026: Claude Opus 4.6, with no
task-specific tooling or custom scaffolding, discovered and validated over 500 high-severity
vulnerabilities across major open source projects by reasoning about code logic rather than
relying on brute-force input generation, even in codebases with millions of CPU hours of prior

fuzzing.*®

On the malware development side, Google’s Threat Intelligence Group in November 2025
documented five novel Al-powered malware families. Among them are PROMPTFLUX, which
uses the Gemini API to rewrite its own malware code hourly to evade detection, and
PROMPTLOCK, an experimental ransomware generator that dynamically crafts malicious
scripts by querying LLMs at runtime.*’ Academic research has confirmed the feasibility at scale:
LLMalMorph generated 618 functional malware variants from ten Windows malware samples
without any model fine-tuning, reducing antivirus detection rates by 10—15% and achieving up to

91% evasion rates against machine-learning-based detectors.*®

Taken together, these developments indicate that the capability to autonomously discover
vulnerabilities, generate working exploits, and produce detection-resistant malware variants is no
longer theoretical; it is being demonstrated in controlled environments at near-operational
fidelity, and in several cases has already crossed into live deployment. As Al capabilities
advance, the speed constraints inherent in the subversive trilemma are eroding, with the timelines

for developing and executing implants, payloads, exploits, and operations shrinking rapidly.

3.2.3 Campaigns & Post-Exploitation Operations

No complete example of Al-enabled strategic cyber campaigns exists in the open source
literature, but nascent, attributed examples demonstrate how Al actively pervades more phases of
cyber operations. For example, the U.S. Department of Defense and the intelligence community
have reported in their 2025 Annual Report to Congress on the Military and Security

Developments Involving the People’s Republic of China that commercial Al developed in China



“probably will benefit the [People’s Liberation Army’s (PLA)] cyberspace capabilities” in both
offensive and defensive operations.*’ This section elaborates on several attributed cyber

operations associated with Russia, China, and Israeli actors.
Russia: Al as a Tactical Tool

Russian state-sponsored use of Al for offensive operations is most apparent in the information
warfare domain, but there is also evidence they leverage Al for tactical cyber operations.*” In
July 2025, Ukraine's Computer Emergency Response Team identified LAMEHUG (also known
as PROMPTSTEAL) malware family associated with APT28 (Russian foreign military
intelligence unit GRU) that integrated Al into its workflow to dynamically generate commands
to enhance or obfuscate Russian cyber activity.’!> In the reconnaissance phase,
PROMPTSTEAL queries an open source model (Qwen2.5-Coder-32B via Hugging Face API) to
dynamically generate system enumeration commands, replacing static collection scripts with Al-

driven target mapping that adapts to each environment.>

During collection and exfiltration, the
LLM identifies which documents are worth stealing rather than following a predetermined list,
meaning the malware effectively triages intelligence value in real time.>*>> For persistence and
evasion, a related family (PROMPTFLUX) dynamically obfuscates its own code and generates
malicious functions on demand, producing polymorphic payloads resistant to signature-based
detection.>®>7 Across the campaign lifecycle, Ukraine’s State Service for Special
Communications and Information Protection confirmed that broader Russian malware samples
showed “clear signs of being generated with Al extending beyond phishing lure creation into

the malware code itself,>%>°

China: AI as Operational Infrastructure

Anthropic’s threat intelligence team identified a “sophisticated Chinese threat actor” that
systematically leveraged Claude across 12 of 14 MITRE ATT&CK tactics over a nine-month
campaign targeting Vietnamese critical infrastructure.®® The actor compromised major
Vietnamese telecommunications providers, government databases, and agricultural management
systems in what Anthropic assessed as an intelligence collection operation.®! Claude was
integrated as technical advisor, code developer, and operational consultant throughout the attack

lifecycle: building custom Python scanning tools for reconnaissance of Vietnamese IP ranges,



creating file upload fuzzing tools and WordPress exploitation frameworks, optimizing credential
harvesting with tools like Hydra and hashcat, implementing Linux kernel privilege escalation
exploits, configuring proxy chains for operational security, and analyzing reconnaissance data to
plan lateral movement. The case demonstrates a China-nexus actor embedding Al across nearly

every phase of a sustained cyber campaign as persistent operational infrastructure.
Israel: Approaching Strategic Posture

Open source intelligence and reporting indicate that Israel’s recent cyber-kinetic operational
record is the strongest publicly documented example of the progression of cyber as a strategic
capability. In short, Israel has shown the ability to maintain persistent access across multiple
Iranian infrastructure sectors—including fuel distribution, steel manufacturing, military banking,
cryptocurrency exchanges, and broadcast satellites—and activates these capabilities both as
technical conditions allow and political imperatives arise. What makes this posture strategically
viable long-term is the integration of Al capabilities. Maintaining dormant access across this
many sectors simultaneously (i.e., tracking configuration changes, credential rotations, and patch
cycles that could invalidate any foothold) exceeds human monitoring capacity. Unit 8200’s
hundred-billion-word Arabic LLM enables continuous intelligence processing across all targets
at once,®? while Al targeting systems have markedly improved target generation and fire
preparation. %6455 These capabilities were on display in June 2025 during Israel’s Operation
Rising Lion, a 12-day military campaign against Iran. Four days after airstrikes on Iran began on
June 13, observers noted synchronized cyber effects across banking, cryptocurrency, and
broadcast infrastructure. %7 After the 12-day campaign, reports acknowledged the
“indispensable” role of Al in battlefield operations.®® The report detailed the fusion of Al
systems with cyber intelligence feeds to “deliver high-resolution, real-time situational
awareness” at “speeds impossible under traditional command structures.”® Al has transformed
cyber from a capability that must be painstakingly rebuilt for each operation into something
resembling a traditional strategic weapon: persistently deployed, continuously maintained, and

deliverable at the speed of political decision.

Table 3 below highlights major cyber-kinetic operations that correlate to political triggers rather

than technical windows, affirming these capabilities are used at will and are not solely



opportunistic. This distinguishes them from traditional offensive cyberattacks and marks them as

strategic cyber weapons.
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Table 3: Selected Israeli cyber operations against Iran, including operations, effect, political

triggers, and qualities associated with strategic weight.

Table 4 below maps the three cases against the five strategic characteristics defined in Section

2.1.1, illustrating a progression from tactical augmentation through operational integration

toward strategic posture.

Assessment of Strategic Weapons Criteria Against Observed Cyber Campaigns
Strategic State-Nexus Actor
Weapon
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Demonstrated = operationally confirmed | Emerging = partial or evolving evidence | Not

observed = no public evidence
Table 4: Assessment of Strategic Weapons Criteria Against Observed Cyber Campaigns.

The evidence above demonstrates that Al is already permeating offensive cyber operations
across the full campaign lifecycle: from tactical augmentation (Russia) to operational
infrastructure (China) to what may approximate strategic posture (Israel). But merely
establishing that these capabilities exist is not the same as measuring their trajectory. A claim of
strategic significance—one that should inform deterrence posture, resource allocation, and arms
control—requires more than operational anecdotes. It requires quantitative tools that can track
how fast capabilities are improving, benchmark them against meaningful thresholds, and
translate the results into language that policymakers can leverage. A new generation of Al

evaluations is emerging to provide exactly that.

3.3 Measuring the Trajectory: Al Benchmarks as Proxies for Offensive Cyber Capability

The operational evidence in Section 3.2 establishes that Al is already integrated into offensive
cyber campaigns. This section addresses a complementary and equally consequential question:
Can the trajectory of Al-enabled offensive capability be measured with sufficient rigor to inform
strategy? New Al benchmarks designed to evaluate reasoning, tool use, code comprehension,
and sustained autonomous behavior serve as increasingly reliable proxies for the offensive cyber
skill set. Their value is dual: they demonstrate how fast capabilities are advancing, and they
constitute the first quantitative infrastructure that could underpin a measurement regime for Al-

enabled cyber threats. The following data in Figure 1 below should be read through both lenses.
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Figure 1. Selective LLM benchmarks (Nov 2023—Feb 2026) across capability areas that can
serve as proxies for offensive cyber capability areas. Scores are normalized to 0—1 across
heterogeneous metrics. Select model families are labeled to highlight generational improvement.
Confidence bands are one standard deviation. Refer to Appendix A for more details about our

benchmark assessments.

Advancements across targeting, exploitation, sustained operations, and cost efficiency are
compounding simultaneously, marking a convergent leap rather than incremental progress in any
single domain. Model Evaluation and Threat Research's time-horizon doubling rate—roughly
every seven months—serves as a predictive scaling law for autonomous agent capability,
suggesting full cyber campaigns could soon unfold within days.”® Cost trends reinforce this
acceleration: model efficiency, quantization, and distillation are driving exponential reductions in
compute and deployment expenses. As training, inference, and large-scale data processing costs
plummet, even modest budgets can now sustainably operate large numbers of autonomous agents
without oversight. Combined with the democratization of complex cyber capabilities being
increasingly available through commercial Al models, these developments transform Al-enabled
cyber operations from a theoretical concern into a measurable strategic threat capable of

continuous, coordinated action at scale.



3.4 Reversibility No More: How Al Challenges Permanence

A central tenet of cyber conflict theory is that the effects of cyberattacks are reversible: systems
can be rebooted, code patched, and data restored from backups.”” This assumption has anchored
the conventional wisdom that cyber operations, however disruptive, remain categorically distinct
from kinetic force. Al challenges this assumption at its foundation. That said, the assumption
was already empirically fragile before the advent of generative Al. The 2007 Aurora Generator
Test at Idaho National Laboratory demonstrated that a cyberattack—overriding a diesel
generator's protective relays to force repeated out-of-phase connections with the grid—could
physically destroy a 27-ton generator and achieving effects functionally equivalent to a kinetic
strike, without a single line of traditional malware.*® But Aurora required a bespoke setup against

a single target. Al transforms this proof-of-concept into a scalable operational capability.

Autonomous agents can specifically target and poison backup systems and integrity logs over
extended dwell times, modifying data blocks in ways that are statistically invisible. When
recovery merely restores a compromised or corrupted state, the destruction of data is effectively
permanent. This is not a theoretical concern: the operational capability for sustained, autonomous
access maintenance demonstrated in Section 3.2 provides exactly the mechanism by which
backup corruption at scale becomes feasible. An agent that maintains persistent access to a
target's backup infrastructure for weeks, introducing subtle modifications below detection
thresholds, does not need to destroy the primary systems at all; it needs only to ensure that when
primary systems are restored, they are restored to a state the attacker controls. While outside of
the scope of this paper, the sprawling attack surface introduced by agentic deployments within
organizations further exacerbates these concerns in a strategic context. If these agents are
targeted and compromised without detection, they can operate as authorized actors with human-

level access across networks and systems.

The mechanism that induces an irreversible outcome is temporal asymmetry. Al increases the
velocity of attack (Va) to machine speed, while human-led recovery (V;) remains linear and slow.
As V, exceeds Vi, the cumulative backlog of unmitigated effects creates a state of permanent
degradation. Section 2.3's strategic weapons framework defines exactly this threshold: enduring
effects that the target cannot reverse faster than they are imposed, sufficient to influence state-

level decision-making. The V./V: framework provides a quantitative basis for cross-domain



equivalence. The benchmarks in Section 3.3 provide the numerator, and infrastructure resilience
metrics provide the denominator. For the first time, the comparison between a cyberattack and a

kinetic strike becomes calculable rather than metaphorical.

Consider the electric grid as a theoretical scenario. The Aurora Generator Test demonstrated that
a single cyberattack could physically destroy a generator by exploiting protective relay
vulnerabilities. An Al-enabled campaign could extend this logic across an entire regional grid,
such as simultaneously exploiting SCADA vulnerabilities at multiple substations: cycling
protective relays out of phase at one facility, corrupting load-balancing algorithms at another,
and manipulating frequency regulation at a third. Each fault would present differently,
overwhelming operators trying to diagnose whether the cause is mechanical, environmental, or
cyber-induced. Recovery from a single substation compromise typically requires days of forensic
analysis, manual inspection, and controlled restart. By contrast, recovery from simultaneous,
continuously evolving disruptions across a regional grid has no established timeline because the

scenario has never been tested at scale.

In this scenario, an Al agent generating novel disruption sequences operates at machine speed.
Human responders cannot match that pace: they are constrained by physical inspection, manual
override, and replacement lead times for destroyed equipment. When V, outpaces V., the grid
cannot return to normal operation faster than new faults are introduced. From the perspective of
the affected population, a grid held in that state for weeks is indistinguishable from a grid that
has been physically destroyed. Further, the variance in replacement timeline (between 18-months
to three years) for extra-high-voltage transformers means that if the attack progresses from relay
manipulation to equipment destruction, the damage becomes irreversible in the most literal

sense.¥!

The challenge, addressed in the next section, is that no existing risk framework is designed to
integrate these measurements into policy, which hampers nation-state deterrence calculuses,

resource allocation, and international norm-setting.

4.0 The Policy Landscape

The preceding sections established that Al is transforming offensive cyber capability toward the

strategic threshold, and that benchmarks can quantify this transformation. Today, Al system



performance is measured by its effectiveness at a particular capability. Capability measurements
will have limited utility across both civilian and military operational landscapes, unless these
measurements are translated to usable or enforceable standards. As a consequence, multilateral
institutions—which have historically been entrusted with the governance of global issues®?—
have struggled to establish consensus and enforceability around Al safety and security standards.
In the meantime, actors continue to push the boundaries of Al-enabled operations. Because
offensive capabilities inform defensive responses, policy solutions should prioritize the
hardening or resilience of software systems at scale. This section explores how the United States

is well positioned to spearhead this effort.

4.1 Risk Frameworks Were Not Built for Offensive Scenarios

As the nature of the threat evolves from static malware to dynamic agents, the frameworks used
to assess and manage Al risk must undergo a paradigm shift. Most industry standards, while
foundational, struggle to capture the adversarial and autonomous nature of Al-enabled cyber
conflict and cannot comprehensively answer the question that matters most for deterrence
calculus: at what point does an Al-enabled cyber capability become strategically equivalent to a

kinetic one?

NIST AI Risk Management Framework (RMF). First released in January 2023 and updated in
July 2024 to account for generative Al, the NIST AI RMF is the prevailing standard for
managing Al risks, organized around four core functions: Govern, Map, Measure, and Manage. "’
While effective for assessing static models and general-purpose Al, it faces two significant
limitations when applied to measuring offensive agentic Al. First, the RMF was designed for
systems with fixed parameters and predictable deployment environments; it cannot account for
agents that continuously modify their behavior and develop novel strategies during operations.
Notably, these capabilities can be adapted through fine-tuning, prompt engineering, and agentic

workflows without any change to underlying model weights.

Second, the AT RMF focuses on unintended failures (i.e., bias, hallucinations, and reliability)
rather than intentional adversarial misuse. It lacks metrics for breakout scenarios where an agent
or an attacker overseeing agentic workflows intentionally circumvents guardrails. The concept of

“safety” in the RMF is oriented toward preventing harm to the user; in offensive cyber scenarios,



causing harm to the target is the objective. In December 2025, NIST released NIST IR 8596,
addressing three key focus areas: securing Al system components, conducting Al-enabled cyber
defense, and thwarting Al-enabled cyberattacks.3* This represents meaningful progress, but the
fundamental problem remains: the frameworks are designed for point-in-time compliance
verification, not continuous assessment of adversarial Al capabilities that are improving on

timescales of weeks to months.

MITRE ATLAS. MITRE ATLAS maps Al vulnerabilities similarly to how the ATT&CK
framework maps cyber-centric threats.®> However, ATLAS is primarily defensive in nature: it
catalogs how to attack Al, but does not measure the strategic weight of Al-driven cyber
campaigns. Like the Al RMF, ATLAS focuses almost exclusively on Al as a target rather than
Al as the weapon. By prioritizing the technical vulnerabilities of the systems themselves—such
as data poisoning or prompt injection—ATLAS neglects how compromise causes systemic
shifts, where Al-driven automation would facilitate adversary operations at a velocity that
outpaces human-centric defensive cycles. Ultimately, while ATLAS provides a necessary
taxonomy for securing models, it lacks the multi-dimensional metrics required to evaluate the

scalability and geopolitical intent behind Al-augmented offensive operations.

Cisco Integrated Al Security and Safety Framework. The Cisco Al Security framework
advances the field with lifecycle-aware threat and risk tracking, explicitly accounting for multi-
agent orchestration and model context protocols, and integrated metrics that move closer to
kinetic damage assessments.®® Yet even the Cisco framework was designed to protect
organizations from Al threats (both compromises to Al and utilization of Al to compromise other
systems), and an operational framework for defensive teams, not to measure offensive strategic
capacity. While Cisco provides a superior tactical shield, it does not function as a strategic lens

for quantifying the Al-driven overmatch potential of a nation-state’s offensive capabilities.

4.2 The Benchmark-to-Policy Gap

Section 3.3 established that benchmarks can quantify the trajectory of Al-enabled offensive
capability. But the relationship between benchmark performance and operational reality is more
fraught than the data alone suggests. Benchmarks are inherently use-case specific, and cyber

operations encompass an extraordinarily diverse range of activities across the cyber kill chain—



from reconnaissance to exploitation to sustained lateral movement—that no single evaluation
comprehensively captures. The cyber-kinetic domain distinction compounds the problem: in
kinetic warfare gaming, variables like range and ammunition provide natural constraints, while
Al agents in cyberspace face a theoretically infinite action space with non-deterministic
outcomes. Can an agent replicate a successful intrusion, or was one success an artifact of

favorable conditions?

Most critically, benchmarks systematically underestimate operational capability. Lin et al. found
that leading foundation models score around 50% or below on existing cybersecurity
benchmarks such as Cybench, CVEBench, and BountyBench.?’ But the same researchers
demonstrated that when paired with appropriate scaffolding (such as the ARTEMIS multi-agent
framework), Al systems can discover vulnerabilities at rates competitive with human
professionals. In a comparative study against ten cybersecurity experts on an 8,000-host
university network, ARTEMIS placed second overall. The gap between benchmark performance
and operational capability is itself a measurement failure: policymakers relying on benchmark
scores to assess threat levels are systematically underestimating what deployed Al systems can

actually do.

Emerging frameworks are beginning to address this gap. MITRE's OCCULT framework maps
agent performance directly against the ATT&CK matrix, LLM use cases (i.e., knowledge
assistance, autonomous operators), and reasoning power (i.e., an agent’s ability to plan, observe,
iterate, and generalize against evolving network defenses).®® Dreadnode has also developed
complementary practical methodologies focused on quantifying automation advantage:
PentestJudge evaluates whether agents meet operational requirements including tradecraft;®
AIRTBench measures autonomous red teaming across realistic CTF challenges;”® and
Dreadnode’s action space design research examines how to structure agent environments for
meaningful evaluation.’! Together these tools provide granular visibility into how agents
operate, which is a critical distinction for assessing strategic capability; however, they remain
research tools, not policy instruments. The path from measurement to procurement, deterrence,

and compliance decisions requires institutional investment and political will.



4.3 The International Response: Governance Without Measurement

The United Nations (UN) has emerged as the de facto primary venue for multilateral Al
governance, but its approach reveals a structural mismatch with the changing threat landscape
described in the preceding sections. UN discourse frames Al as a general-purpose, dual-use
technology with risks that scale through integration into high-stakes systems—healthcare, public
services, critical infrastructure—and can be catastrophic when combined with malign use.” This
approach is similar to existing frameworks described in Section 4.1: it addresses how Al might
cause harm through negligence or misuse, but it does not address how Al transforms the strategic

weight of offensive cyber operations against those same systems.

Supranational institutions such as the United Nations have nonetheless made several advances in
establishing normative policies around Al. In March 2024, the UN General Assembly's
Resolution 78/265 was adopted unanimously by 193 member states, established a global baseline
for “safe, secure and trustworthy AI” across its full lifecycle, though it explicitly limited its
scope to the non-military domain.”® In the cyber domain, UN member states have officially
recognized threats such as ransomware attacks on hospitals and pipelines as risks to international
security, which lays the groundwork for reputational enforcement through naming, attribution,
and collective condemnation, as occurred following Russia's 2017 NotPetya attack on Ukrainian

infrastructure.’*

The normative value of these agreements remains important for setting baseline expectations of
nation-state behavior, but it faces a limitation: reputational enforcement depends on normative
consolidation, a subject matter that is currently fractured. The UN has recognized this concern as
well, stressing that norms become enforceable only with broad buy-in and compliance
monitoring.”® At the Paris Al Action Summit in 2025, the United States and United Kingdom did
not sign a declaration consisting of cooperative Al development principles that over 60
countries—including European Union countries, China, and India—signed.’®*” In 2026, the
United States also withheld endorsement of the International Al Safety Report, a comprehensive
scientific assessment of frontier Al risks produced by a global expert panel mandated by the

2023 Bletchley Park Summit.”®%°

The lack of consensus creates a governance vacuum with direct implications for nation-states

calculus of investments and policies around Al capabilities. Norms can shape behavior through



reputational costs, but only when those norms are broadly internalized and the costs of violation
are credible. As demonstrated throughout this paper, the international community has neither the
measurement infrastructure to detect when Al-enabled cyber operations cross a strategic
threshold, nor the enforcement mechanisms to respond when they do. Given the absence of
enforceable international governance, the most effective near-term policy response would be to

mandate the resilience of the systems that malicious actors could target with Al

4.4 From Risk Aversion to Resilience by Design

Measurement tools exist (Section 3.3), while risk frameworks lag behind them (Section 4.1), and
international governance organizations cannot agree on how to properly operationalize them
(Section 4.4). The strategic threat described in the preceding sections cannot be addressed by
regulating offensive Al capabilities directly: open-weight models capable of offensive tasks are
already widely available, can be fine-tuned without oversight, and deployed on self-hosted
infrastructure with no audit trail (Section 3.3.1). The viable near-term policy lever then becomes
focused on hardening the target rather than controlling the weapon. In the digital era, that target
is overwhelmingly civilian: the software supply chains, critical infrastructure systems, and open
source codebases that governments and the global economy depend on. The Law of Armed
Conflict's distinction between combatant and civilian infrastructure is a legal framework that

adversaries have not historically observed in practice.

In this section, we focus on the United States as a proof-of-concept for generating momentum
into multilateral or international applicability, norms development, and technological resilience.
The federal government relies on open source software (OSS) for mission-critical operations, yet
as adversarial Al agents capable of automated exploitation proliferate, the maintainers defending
this infrastructure lack both incentives and resources. DARPA's Al Cyber Challenge (AIxCC)
has demonstrated that Al can autonomously find and fix vulnerabilities in critical OSS, but
current federal acquisition policies make it difficult to channel support to maintainers. Many
OSS projects operate as independent contributors who cannot meet statutory requirements for
federal contracting and/or prefer operational independence. Markets alone will not solve this:

industry players assume someone else will cover security patches for their free software. To



actualize the promise of programs like AIXCC, a viable procurement mechanism must

compensate human maintainers for verifying and integrating Al-generated patches.

To bridge this gap, a funding model built on machine-readable compliance could be considered,
and could provide guidelines for federally approved, “Energy Star” or “U.S. Cyber Trust Mark”-
style cybersecurity evaluations tailored for open source repositories'*—specifically measuring
their capacity for automated vulnerability detection and remediation. Just as DoD’s
Cybersecurity Maturity Model Certification (CMMC)'®! and Federal Risk and Authorization
Management Program (FedRAMP)!? translated NIST frameworks into strict procurement rules,
policymakers should explore mechanisms to ensure that federal open source usage meets
baseline resilience thresholds. However, to avoid the arduous administrative costs historically
associated with these frameworks, compliance could be automated. The FedRAMP 20x pilot is
already proving this model works by shifting to machine-readable evidence, which functionally

automates compliance, accelerates the feedback loop, and enables continuous monitoring.

By establishing procurement guidelines rooted in machine-readable security artifacts backed by
both the Cybersecurity and Infrastructure Security Agency (CISA) and NIST there is an
opportunity to create a new market. Maintainers are compensated to verify Al-generated patches
and produce essential chain-of-custody artifacts as commercial products. This transforms
regulatory pressure into recurring revenue, securing the supply chain without the prohibitive
delays of traditional federal contracting. To jumpstart this ecosystem, the federal government’s
Technology Modernization Fund should invest in CISA to operationalize these evaluations,
partnering with the Agentic Al Foundation and its member organizations to drive adoption

across leading open source Al projects.!'®?

The necessity of federal mandates becomes clearer when the alternative mechanisms are
examined. The private insurance market has effectively withdrawn from the risk. In August
2022, Lloyd's of London directed all syndicates to exclude losses arising from state-backed
cyberattacks from standalone cyber policies, effective March 2023, citing the potential for
systemic losses exceeding what the market can absorb.!%!%5 The most widely adopted exclusion
clause covers any nation-state cyber operation that significantly impairs a state's ability to

function, precisely the class of attack this paper describes approaching feasibility. On the



enforcement side, DOJ's Civil Cyber-Fraud Initiative has recovered over $50 million through the
False Claims Act!®, but it targets contractor compliance failures, not victim remediation, and the
major fraud statute (18 U.S.C. § 1031) requires a minimum loss threshold of $1 million to bring
charges against the United States, a threshold that leaves the vast majority of civilian cyber
victims, including small municipalities, hospitals, and school districts, without a viable path to
federal recourse. !°” The insurance market has priced nation-state cyber risk as uninsurable; the
enforcement apparatus addresses fraud, not harm. Federal resilience mandates thus become one

of the only mechanisms that remain.

The logic of this proposal extends well beyond open source software. The pipeline it would
establish remains domain agnostic across Al-enabled evaluation, machine-readable compliance
artifacts, procurement thresholds, and market incentives. The same approach could impose
resilience baselines on any software the federal government depends on (i.e., critical
infrastructure SCADA systems to state and local government networks). Investments in this
approach are likely a fraction of conventional defense procurement: automated compliance
pipelines cost orders of magnitude less than a single fighter jet, and they protect the civilian
economic base that the military cannot function without. The cost of inaction would directly

impact the strategic viability of the nation’s entire digital infrastructure.

5.0 Conclusion

The accelerated development and enablement introduced by generative Al and agentic Al
systems have begun to erode historic limitations on strategic cyber capabilities, while the
supporting policy and normative infrastructure meant to measure, govern, and defend against this
transformation is fundamentally unprepared. Cyber effects have historically been confined to the
gray zone: tactically useful under conditions of overmatch, but unable to produce decisive results
at parity. The complexity of modern networks required specialized human operators to identify
targets, craft bespoke payloads, and navigate compromised networks to avoid detection. Al is
removing those constraints across the full offensive pipeline, from state actors embedding LLMs
and agents into live operations to autonomous systems discovering zero-day vulnerabilities at
scale. The barriers to strategic, scalable cyber operations are now primarily organizational, not

technical or financial.



Against the backdrop of this changing landscape, existing risk frameworks were either designed
for static models or for enabling defensive postures. International governance lacks both the
measurement infrastructure and enforcement mechanisms to establish meaningful consensus and
governance. The benchmarks that could underpin a measurement regime exist; however, the

policy frameworks that should use them do not.

The path forward requires connecting measurement to mandated resilience. This paper has
proposed a concrete mechanism as a proof-of-concept: machine-readable compliance standards
for open source software security, modeled on the FedRAMP 20x pilot, that create procurement
thresholds and market incentives for Al-assisted vulnerability remediation. The pipeline would
remain domain-agnostic and extensible to any software the federal government depends on. It is
not a substitute for international governance but serves as a domestic resilience baseline that

protects both military readiness and the civilian infrastructure that sustains it.

Three proposals in this paper would require further research. First, the Va/V; framework
proposed here requires empirical calibration against specific infrastructure sectors to move from
theoretical construct to operational planning tool. Second, the offense-defense balance in Al-
enabled cyber remains an open and consequential question; structural asymmetries currently
favor offense, but defensive Al capabilities are advancing rapidly and the equilibrium may shift.
Third, the systematic underestimation of operational capability by current benchmarks means
that the threat trajectory presented here is likely conservative; closing the measurement gap

between controlled evaluations and deployed systems is essential for credible policy.

Evidence presented in this paper suggests that convergent advancement of Al across every phase
of offensive cyber operations has effectively shrunk the gray zone. The policy question that
remains is whether the United States (and other nations) will build the measurement and
resilience infrastructure to meet this moment, or whether it will discover the answer to that
question the hard way. Resilience is not a policy preference. It is a protective force for a world in

the new Al-enabled era of cyber operations.



Appendix A: Select LLM Benchmarks (Nov 2023—Feb 2026) across capability areas that can

serve as proxies for offensive cyber capability areas.

Al Be

[r—‘l—“

BrowseComp

BrowseComp
BrowseComp
BrowseComp
BrowseComp
BrowseComp
BrowseComp
BrowseComp
BrowseComp
BrowseComp-Plus
BrowseComp-Plus
BrowseComp-Plus
BrowseComp-Plus
DeepResearchBench
DeepResearchBench

DeepResearchBench

DeepResearchBench

DeepResearchBench

DeepResearchBench

DeepResearchBench

FRAMES
FRAMES
FRAMES
FRAMES
FRAMES
GAIA
GAIA
GAIA
GAIA

LiveDRBench

LiveDRBench

LiveDRBench

€d

sing, and multi-hop in
OpenAl o1

GPT-40

GPT-40 w/ browsing

GPT-4.5

OpenAl Deep Research (pass@1)
OpenAl Deep Research (best-of-N)
OpenAl 03

GPT-5 (standalone)

ChatGPT Agent (GPT-5)
Search-R1 (Qwen 32B + BM25)
GPT-5 (BM25 retriever)

GPT-5 (Qwen3-Embedding-8B)
gpt-oss-20b

Gemini 2.5 Pro Deep Research
OpenAl Deep Research

Perplexity Deep Research

LangChain (GPT-4.1 + Tavily)

CellCog.ai

Onyx Deep Research
Qianfan-DeepResearch Pro

Gemini Pro 1.5 (no retrieval)

Gemini Pro 1.5 (multi-step retrieval)
Gemini Flash 1.5 (no retrieval)
Gemma2-27B (no retrieval)

Llama 3.2-3B-! (no retrieval)
GPT-4 (plugins)

KGoT (GPT-40 mini)

OpenAl Deep Research

h20GPTe (Claude 3.7 Sonnet)

ChatGPT 03

OpenAl Deep Research

Perplexity

formatior

_mm

1 retrieval capab
2024-09
2024-1
2024-1
2025-02
2025-02
2025-02
2025-04
2025-08
2025-08
2025-06
2025-08
2025-08
2025-08
2025-06
2025-086
2025-06

2025-08

2026-02
2026-02

2026-02

2024-09
2024-09
2024-09
2024-09
2024-09
2023-1

2025-01

2025-02
2025-03

2025-05

2025-05

2025-05

nchmarks. Targetlng & Reconnalssance

9.9%
0.6%
1.9%
0.9%
51.5%
78.0%
49.7%
54.9%
68.9%
3.9%
55.9%
70.1%
32.2%
48.9%
47.0%
90.2%
6th place
(no

numeric
score)

54.6%
54.5%

1st place
Feb 3 (no

numeric ...

40.0%
66.0%
35.0%
25.0%
15.0%
15.0%
34.5%
75.0%
74.0%

1st place
(no

numeric

score ...

Below 03
(no
numeric
score p...

Mid-tier
(no
numeric
score p...

Priv.
Priv.
Priv.
Priv.
Priv.
Priv.
Priv.
Priv.
Priv.
0SS
Priv.
Priv.
0SS
Priv.
Priv.

Priv.

Priv.

Priv.

0SS

Priv.

Priv.
Priv.
Priv.
0SS
0SS
Priv.
Priv.
Priv.

Priv.

Priv.

Priv.

Priv.
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