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Abstract

In today’s unstable nuclear multipolar world, issuing threats —both physical and
verbal—has become central feature of strategic interactions between nuclear-armed
states. "In a nuclear world filled with noise, policymakers often struggle to discern which
threats are real and require urgent attention, and which are merely posturing or
signaling.”

This thesis develops and explores a risk-based framework that might help policy
makers gain much needed clarity. The framework is applied in this thesis specifically to
decipher threats that the Russian Federation has emanated from 2014 to 2024 to
determine which are the threats that require focus.

This framework draws from risk assessment models and resilience-based
regulation in the business world to identify threats, assess situations, and determine
appropriate responses. It evaluates whether the threat places the current status quo at risk,
or if the status quo has been redefined, potentially increasing levels of risk. Finally, it
identifies the triggers necessary for re-evaluation—an essential process for

understanding, quantifying, and managing business risks.
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Chapter I.

Background and introduction

The technical development of the implements of violence has now
reached the point where no political goal could conceivably

correspond to their destructive potential or use in armed conflict.

— "On Violence,” Hannah Arendt (1970)

Russia’s invasion of Ukraine in 2014 and 2024 shone a renewed light on the use
of nuclear threat, to achieve strategic national goals. "The use of nuclear threats has
yielded both strategic advantages for the nation initiating the threat, yet there are limits to
their effectiveness as other states receive and respond to them."”

The Russian Federation (Russia) has signaled intent to retaliate with nuclear
weapons should NATO/The West directly intervene during the still on-going invasion of
Ukraine — and as of December 2024 made this threat even more explicit by revising its
nuclear doctrine and lowering the threshold of potential nuclear weapon use.!

Russia’s recurrence to a wide sweep of threats presents a challenge to the
international community for it raises a crucial question: How do we assess the
seriousness and the credibility of such threats? As nuclear weapons emerge from the
shadows of post-Cold War and retake center stage, a framework to help determine the

credibility of a threat is a valuable tool for policymakers.

1 Meeting of the Security Council standing conference on nuclear deterrence. (2024, September 25).
http://en.kremlin.ru/events/president/news/75182



The question of how to interpret nuclear threats remains a central yet perplexingly
underexplored issue in international relations. Despite its critical importance, the existing
scholarship on this topic is surprisingly sparse. This work seeks to build upon the
foundational studies that have been conducted, aiming to provide a more comprehensive
understanding of the dynamics at play. It intends to integrate newer theoretical
frameworks and empirical data to develop a more nuanced approach to assessing these
threats. By examining recent case studies and leveraging interdisciplinary insights, this
research will strive to fill the evident gaps in the literature and offer strategies for
policymakers to navigate the complexities of nuclear deterrence and diplomacy
effectively.

The world of business is ripe with risk assessment models and frameworks, and it
is from this world that this research will leverage those insights to help assess threats.
There is a key distinction. In business risk models, risk comes before the threat — there is
a situational element from which the threat is derived. In the nuclear sphere, the threat is
the element from which the situation is derived. For this model to work, | have adapted
and placed threat first to accurately reflect real-world situations.

Two main types of threat will be assessed in this thesis, strategic and normative.
Strategic threats are those which traditionally attract attention as they are threats to
existing arms control treaties and crisis stability. But why consider the normative ones?
For years, the nuclear community has treated normative and security as different and
there are plenty of methodologies for security risk assessment. Yet we have somehow

missed a more rigorous way to assess normative threats. | allow for interplay between the



two in my model which allows policy makers to assess the consequences of the threat in a
way that makes them both equal.

Normative threats refer to the perceived or real challenges to established norms
that govern international relations. These norms, which include legal agreements, moral
standards, and unwritten rules of conduct, help shape the behavior of nations by setting
expectations for what is considered acceptable or unacceptable. When these norms are
threatened, either through rhetoric or action that contravenes established standards, it can
destabilize the existing order and create tensions among states. Such threats often test the
boundaries of international law and can lead to significant geopolitical consequences if
not managed properly. They serve as a warning mechanism, signaling potential conflicts
and encouraging diplomatic engagement to reaffirm or renegotiate the boundaries of
acceptable behavior."

Robert Jervis’ 8book “Perception and Misperception in International Politics”
states that “unfortunately no well-structured or verified theory exists that tells us when
force and threats work™ (Jervis, 1976). Jervis’s focus on force and threat in the strategic
domain does not consider the normative.

Similarly, Thomas Schelling’s work with Morten Halperin in the 1961 book
“Strategy and Arms Control”, observe that stability where risk of conflict is low is
because neither side has a real incentive for first strike, which is based on a level of
assessment which has considered factors, shocks and similar. (Schelling and Halperin,
1961, p.50).

Finally, Glenn Snyder outlines the stability/instability paradox in Paul Seabury’s

1965 edited volume “The balance of power and the balance of terror”. He states that



nuclear weapons provide strategic stability therefore all out nuclear exchange is unlikely
between two nations that have them, however lower-level conflicts between two nuclear
nations therefore are more likely (Snyder, 1965, p.198-202).

While Jervis® Snyder’s and Schelling’s positions are arguably true, especially
when it comes to proving force and threat, |1 do believe that there is a gap; a second
element which also needs examining - the associated risk with a normative threat.

At first glance, normative threats may seem less significant, as they do not
directly impact nuclear arsenals or delivery systems. However, violations, or the potential
for violations, in three key areas should be recognized as serious threats. These areas are
a treaty, an accepted international norm, or a specific type of behavior. Potential or actual
violations in these areas can heighten risks and destabilize the nuclear order.

While the nuclear community has long relied on the frameworks of Jervis,
Snyder, and Schelling, these models focus primarily on strategic stability. Yet, strategic
stability is only one dimension of a threat; the normative aspect, though often overlooked,
is becoming equally critical. In today’s multipolar nuclear world, where deterrence
dynamics are more complex, normative considerations will play an increasingly vital role
in shaping stability.

Focusing solely on strategic threats and overlooking the potential challenges
posed by normative threats can lead not only to an imbalanced risk assessment, but also
deficient deterrence policies. For this reason. my thesis aims to determine based on an
assessment of strategic and normative threats if there is interplay between the two, the

situation and response this threat creates and then determine a level of risk, with



appropriate monitors and controls to determine when an assessed threat may need
reassessment.

For instance, the decision of Russia to de-ratify the CTBT (while remaining a
signatory) lowers the threshold for nuclear testing and weaken the prospects for a
universal ban of nuclear testing explosion. Yet this decision does not alter the strategic
balance of power between the US and Russia - the two largest nuclear arsenals.

My research sets out a framework to assess threats, built on frameworks and
techniques used by the business sector focusing on Risk assessment and Operational
Resilience. To understand a threat and assess its risk, one must understand the threat from
a few dimensions - from the initial threat to vulnerabilities inherent in controls, to signals
being communicated - all must be examined as part of a holistic system to determine
where risk lies. To build my framework | am using are the Institute of Risk’s Risk
Controlled Self-Assessment (RCSA) updated in 2024, the Financial Conduct Authority’s
policy on Operational Resilience published in 2017, and the Digital Operational

Resilience Act (DORA) from the EU, published in 2023.



Chapter 11.

Definitions

The following section covers key definitions required for my thesis.

Nuclear strategic stability

There is no clear single definition of nuclear strategic stability, but there are core
components on which literature agrees. James Acton noted in an article published by the
Carnegie Endowment for International Peace that “from almost as soon as the term
“strategic stability” first entered the nuclear lexicon, there have been calls to define it.”
(Acton, 2013, para 1) Similarly, Ulrich Kuhn, writing in the journal for Peace and
Nuclear disarmament labels the collective definitions “Conceptual Fuzziness” (Kuhn,
2023, para 5). However, there are two common elements which are included in all the
definitions: first strike capability — sometimes referred to as crisis stability, and arms
race, sometimes called arms crisis.

First strike capability stability is achieved when two opponent Nuclear Weapon
States (NWS) possess the capability to initiate a nuclear attack but lack the incentive to
do so. Bernard Brodie, in his book “Strategy in the Missile Age” observes that “Stability
is achieved when each nation believes that the strategic advantage of striking first is
overshadowed by the tremendous cost of doing so” (Brodie, 1965, p.303). As seen in the
Cold War, both the US and Russia had the capability to strike first for example
Intercontinental Ballistic Missiles (ICBMs), strategic bombers and submarines, yet no
missiles were ever launched towards an enemy target because there was no incentive.

Both nations had second strike capabilities, which negated any strategic advantage, and



much work was also done on the political stage to control those weapons, which brings us
to the definition of an arms race.

The arms race, as the name suggests, centers around the accumulation of weapons
and weapons delivery systems by an NWS. Much of what we know has been centered
around the Cold War bipolar arms race (USSR vs USA) with each side building up their
arms and delivery systems. To lessen the risk (and reduce numbers), is where arms
control treaties such as the Intermediate Range Nuclear Forces Treaty (INF), SALT,
SALT-1l and START have all played a role in these two superpowers controlling their
munitions and delivery systems.

David A Cooper in his book “Arms Control for the Third Nuclear Age” observes
that “the classical (or traditional) arms control framework was conceived and
implemented to mitigate the dangers of the Cold War nuclear arms race through a mutual
deterrence paradigm” (Cooper, 2015, p.8). Arms control in a multi-polar nuclear society,
where we are today, is far more challenging given the need for multi-lateral engagement
for any future agreements and the associated risk of uncontrolled buildup of arms and

delivery systems by multiple nuclear weapons states without agreements in place.

Norms and Taboos
Peter Katzenstein, editor of “The Culture of National Security: Norms and
Identity in World Politics” states in his introduction that norms, in the context of
international security are “collective expectations about proper behavior for a given
identity” (Katzenstein, 1996, p.5). The roots of norms are based in sociology and focus

on human behavior, thought and conduct, and are split into two schools of thought.



The first, Functionalist theory, states that society requires institutions which
provide norms and values for that community. Charlotte Nickerson, in an article for
simplypyschology.org notes that norms serve to guide behavior in an expected way to
main order and provide cohesion and essentially provide a smoother running society.
Problems that arise in this society, Nickerson notes, arise from natural evolution and can
challenge stability. (Nickerson, 2024). Within the nuclear society, or community, this is
where we will find organizations, such as the UN conference on Disarmament, the
International Atomic Energy Agency (IAEA) and the Comprehensive Nuclear Test Ban
Treaty Organization, and agreements, such as the Nuclear Non-Proliferation Treaty,
(NPT).

As to the challenges of which Nickerson speaks? Examples are nations which sign
up to treaties and then violate them (such as North Korea who while a standing member
of the NPT worked to develop a nuclear weapons program) , nations who refuse to
recognize international organizations (India for instance continues to reject the legitimacy
of the CTBT) or their findings as those findings call out deviant behavior, such as Iran.
Their violations, reported by UN Inspectors in 2019, as noted by Jon Gambrell and Amir
Vahdat of Bloomberg, confirmed that Iran had been stockpiling low-enriched uranium
above the limits set out by the Joint Comprehensive Plan of Action (JCPOA), signed in
2015 (Gambrell and Vahdat, 2019).

This is where conflict theory, based on the writings of Karl Marx, focuses on
inequality, the creation of the governing rules and the conflict that arises as a result.
Nickerson notes that a key element of conflict theory is focused on competition — the

haves and have notes, which creates conflict-driven change (Nickerson, 2023). While



conflict theory is focused on social class and hierarchical structure, | believe conflict
theory does and can apply to Nuclear Weapons States (NWS) and Non-Nuclear Weapons
States (NNWS). Rules and behaviors are followed differently with those who have
power, in this case, Nuclear Weapons States, and how they use this power to enforce
rules over others (NNWS). Francesca Giovannini, writing for Perry House world notes
that those without power, NNWS, also attempt to drive societal change in the nuclear
sphere with initiatives such as the Treaty for the Prohibition of Nuclear Weapons
(TPNW). (Giovannini, 2024, Para 1). While ultimate aims are not always known, it is
likely that NNWS are either seeking to either gain a seat at the Nuclear Club (North
Korea) or drive towards elimination of those weapons by supporting other NNWS in their
efforts (New Zealand, Australia).

Both these norm types are useful when it comes to understanding NWS and
NNWS behaviors as well as their context within the international nuclear community.
From these norms we can understand where our “red lines” are which cross acceptable
behavior, governance, and rules, potentially presenting a risk, against where a nation state
is behaving as expected.

However, Taboos also need to be considered. | am specifically working with the
definition outlined by Nina Tannenwald. In an article for International Security called
“Stigmatizing the Bomb: Origins of the Nuclear Taboo,” she states “the nuclear taboo
exhibits many, although not all, of the characteristics associated with taboos: it is a
prohibition, it refers to danger and it involves expectations of awful or uncertain

consequences or sanctions if violated. Further, it is also a bright line norm: once the



threshold is crossed, one is immediately in a new world with all the unimaginable
consequences that could follow” (Tannenwald, 2005).

The danger of the unknown with what might happen should a nuclear weapon be
used is all too real — and this expression has helped keep the nuclear taboo present.
People have expressed their nuclear fears, especially during the Cold War, in films
(Threads, BBC), music (99 Red Balloons by Nena), and in literature (WARDAY, by
Streiber and Kunetka). Philosophers too had their say: Hannah Arendt who wrote On
Violence stated that “The technical development of the implements of violence has now
reached the point where no political goal could conceivably correspond to their

destructive potential or use in armed conflict” (Arendt, 1970).

Threat

David Strachan Morris, writing in the journal of Intelligence and Security studies
observes that while across intelligence and military academia there is no clear definition
of threat, there is enough consensus that “simply put, threat is a function of capability and
intent” (Strachan Morris, 2012, p.174). Similarly, in the world of business there are
plenty of definitions of threat which exist across Technology, Finance, Shipping, and
other industry bodies with one key distinction. Threats, as seen through the business lens
can be any external factor, even unintentionally created. The Chartered Institute of
Personnel and Development notes that threat is “external factors beyond the
organization’s control which could place the organization mission or operation at risk.”
(CIPD, 2024). Climate change, for example, is an unintentionally created threat.

A typical threat in business is often around competitive advantage. In 2023,

Broadcom bought, for $64 billion, VMware, a server virtualization company. Cliff Saran,

10



Managing Editor of Computer Weekly (CW), a long-standing specialist publication in the
Technology Sector penned an article which not only covered the anti-trust concerns
raised by regulators in the UK, EU and others, but also articulated how this threat would
manifest to companies - narrowed competition, increased pricing, and gave options to
migrate off VMWare (Saran, 2023).

One final point. In the business world, risk can also create vulnerabilities which
can then manifest as threat. These are failings yet can have severe consequences. A recent
example of this was TSB Bank in the United Kingdom. In 2018, TSB attempted to
migrate customers from an old to a new system with disastrous outcomes - leading to
customers being locked out of their accounts and the systems not restored for weeks. A
BBC article from 2019 which covered some of the early findings included a lack of
proper testing of the new solution, testing of the migration, a lack of common sense, and
a key IT supplier keeping details from the TSB board around the number of current
defects. (BBC News, 2019). The key takeaway is that risks which create vulnerabilities
are typically completely within the control of an organization, and should a risk create a
vulnerability, then the risk management framework and its associated controls have
typically failed in some way to allow this to happen.

Threat, therefore, is anything internal or external that can exploit a vulnerability to
cause harm to an asset or entity. A vulnerability is a weakness or gap (recognized or
unrecognized) in a system that can be exploited. To be credible, a threat must have the
capability to exploit a vulnerability, as well as the opportunity and motive to do so.

Threats can be human (like hackers or terrorists), environmental (such as floods

or earthquakes), political (sanctions, war etc.) or technological (such as software bugs or

11



hardware failures). Threat is, at its core, an event to an asset, body, or entity which, from

the perspective of the threat recipient, will have negative consequences.

Risk

The Institute of Risk Management (IRM) defines Risk as “In all types of
undertaking, there is the potential for events and consequences that constitute
opportunities for benefit (upside) or threats to success (downside)” (IRM, 2024). Risk is
something which has always existed and is the identification of vulnerabilities which
could lead to threat. The critical distinction between threat and risk is that threats are
created in some form, but risk exists as a part of day-to-day life, such as the risk of
crossing a street in busy traffic.

Risk is also something we can measure. There are many frameworks which exist,
some of which are being used in the creation of this model, and they all follow a similar
pattern:

1. Risk identification
2. Likelihood of occurrence
3. Consequence
4. Trigger for the risk
5. Action plan.
As an example, here follows a very typical technological risk following this
pattern.

Risk identification: Our servers become obsolete after the three-year warranty

period, but it is not cost-effective to change our servers after three years, it is cost

effective to change our servers after five years.

12



Likelihood of recurrence: It is moderately likely that servers may fail in years
four and five, particularly if they are used heavily. These are servers which clients will
transact with daily, therefore experience high usage. We do have resilience built into the
servers and their configuration which can account for the higher likelihood failures, such
as disks and power supplies.

Consequence of the risk: Should we lose a cluster of these servers then our
clients will be impacted, and we will lose key functionality.

Trigger: Technology monitoring and health checks by engineers will give us
early warning indicators on the health of the servers and indicate potential failure.

Action Plan: Our servers must have a cost-effective maintenance plan with our

chosen supplier for five years to ensure that we can have adequate support.

Risk Management is the assessment of several factors which yield a positive or
negative variable which can be embraced (positive) or mitigated against (negative). If

unmanaged they become a vulnerability, which can represent a threat.

Negative Externality
Stephen Eldridge, writing in the Encyclopedia Britannica, defines Negative
Externality as “the imposition of a cost on a party as an indirect effect of the actions of
another party. Negative externalities arise when one party, such as a business, makes
another party worse off, yet does not bear the costs from doing so.” (Elridge, 2023).
These cost impositions are typically a private or a social cost, and in the context of this
paper the cost impositions are focused on the social side, especially when considering the

risks associated with use of nuclear weapons — such as pollution, health issues, lack of
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food, climate damage, death, injury, illness and so on. Negative Externality is a factor

that will be assessed through the risk framework.

Equilibrium

In the nuclear field equilibrium is often equated to the balance of power and is
often what policy makers are looking for. For the model, equilibrium is defined as either
maintaining an existing status quo (best outcome) or a realignment to create a new status
quo (worst outcome).

For an existing status quo, a best outcome, should each side views actions as
reasonable and within expected boundaries, it stabilizes the situation and reduces the
likelihood of an escalation.

Realigning the status quo, however, is potentially a more fraught path, especially
if an adversary responds to what it perceives as a threat in a manner that is not considered

fair and proportional by the opponent(s).
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Chapter I11.

Core Questions and Argument

This thesis develops and tests a framework to analyze the credibility and
seriousness of Russian nuclear threats issued between 2014, marked by the invasion of
Crimea, and 2024, during the invasion of the rest of Ukraine.

Why just Russian Federation (Russia) threats in scope? Within the last ten years
Russia, more than any other nation, has undertaken threatening actions which have
challenged existing strategic stability norms and taboos that help provide global nuclear
stability and balance. Russia is no longer the Superpower it once was when it was the
center of the Soviet Union. World Bank data shows Russia’s GDP (as of 2023) to be
nearer Italy and Canada, far behind the US and China, today’s Superpowers (World
Bank, 2023).

However, Russia still has one of the largest nuclear arsenals in the world, a legacy
of the Cold War, and retains some of its former power, such as being a permanent
member of the Security Council of the United Nations. Russia cannot be ignored. It is the
first nation in the 215t Century to openly make nuclear threats which are direct and

explicit.
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Chapter IV.

Risk-Based Framework

Below is the model for the Risk-Based Framework

As required

Monitoring and

control

Moderate
Risk

= Threat (direct, indirect)

-

=3l

Response

v
Escalate | Deescalate

YES

Figure 1: Risk Based Framework
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Principles

There are a few key principles upon which this model is founded, and for the

model to work, these principles need to be adhered to.

1)

2)

3)

That all threats will be reassessed on an ongoing basis. Depending on the
controls, the review cycle may also be different in nature - they may be
reviewed on a monthly or quarterly basis for example, and low risk items may
be reviewed annually. This is taken from the Institute of Risk’s (IOR) Risk
Controlled Self-Assessment (RCSA) which determines that a schedule be set
to reassess, and a reasonable assessment cycle is annual, if not more frequent
(IOR, 2019).

Not all data is going to be available. Extrapolation is not something that I will
engage with, a gap will need to be recorded if no data is available. Indicators,
or pointers to a possible response, however, are allowed if it can be evidenced
by a reputable source. This follows a broad principle in business risk which
states that decisions are underpinned by data.

Evidence is key. All decisions throughout the risk framework need to have
evidence to support why a decision was made in a certain way. This too is a
broad principle in business risk management. Everything that we say we do;

we can provide evidence to demonstrate in some way.

The next few sections will now walk through the model and provide some further

information on how it works.
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How to use the model

This model is taken from the point to whom the threat occurred. The situations
being used for analysis are dynamic, and arguably each case study could be seen as
infinite. Therefore, the start point is a point that | determine as an analyst and that start
point is picked as it provides the start of a rounded story, and represents a finite slice
which represents, holistically, the crux of the threat and the resulting actions. This model
could, with some changes, be flipped around and used from the perspective of the threat

creator; that scenario is not covered in this research.

1 - Threat

The first step (which as mentioned differs from business risk models) is to
identify the threat, which typically will be known at this point.

As well as the difference between strategic and tactical threat, there is an
important distinction to make as well between threat types. The risk-based framework
covers two types of threat, direct and indirect. Direct threats are those made by an actor,
or group, towards a third party or parties, and a key piece of evidence here is from whom
the threat occurs and how the threat is communicated. A threat, for example, from
Vladmir Putin in an official statement or speech directed at Poland vs a tweet from within
his government threatening some form of action against Poland carries different
weighting and needs to be assessed in that context.

Indirect threats are those which arise from a set of circumstances, which causes
negative externality, which is where the threat is. However, the circumstances themselves
create the conditions for the threat, and without understanding those circumstances the

threat cannot be assessed. An example, which is one of our case studies in my paper is
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the INF treaty withdrawal — this was not a direct threat, rather the context of events
created the threat, and the negative externality fed into the situation which was created
because of the events.

Once we have determined if the threat is direct or indirect, we then move to assess

the risk associated with the threat. These are the questions we need to consider:

1) Was there a change in military posture to a more offensive or defensive

stance during this situation?

This question is based on recommendations from the UK’s Financial Conduct
Authority (FCA) around Operational Resilience (OpRes). Under “Important Business
Services,” the guidance states “You should consider the implications of the continuing
unrest and UK/US/EU sanctions and how that might impact upon your firm and your
third-party providers, and whether this could affect your ability to deliver your important
business services” (FCA, 2022). The FCA has focused on a company’s ability to deal
with systemic shock in the marketplace and recover or adapt accordingly to maintain the
smooth running of an important financial service.

Extrapolating this, the risk model asks the question from a strategic perspective to
essentially determine if there is an action or event which could present as destabilizing or
escalatory to the nuclear community. In determining this, it will be an indicator of if we
are looking at a “business as usual” situation where diplomacy, military exercises
signaling, and other typical statecraft can work to manage a threat, sending us away from
a higher risk path or if threat type is new/novel or significant, pushing us towards a high
risk.

An example of this would be with a recent threat where the Russian government

announced that it may resume building and placement of IRBMs in Russia. A recent
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Reuters article written by Mark Trevelyan reflects that this potential planned posture
change has experts split on if this is posturing vs an escalation (strategic) in the arms race
following the withdrawal of both the US and Russia from the INF treaty (Reuters, 2024).

There may be a change in posture, but the data available is not consistent from the
sources, and the actual threat is unclear. However, when this evidence is considered in
context with other news sources covering Russia developing new missiles, the answer is
that it does represent a strategic escalation which has an element of novel (post INF
treaty).

A second factor exists in this question. Sometimes in the nuclear community there
is the approach of escalate to deescalate, which does not exist in the world of business.

Should this situation arise, this will be recorded in the answer to this question.

2) Does this situation violate or have potential to violate adherence to a treaty,

an accepted international norm, or normalize that violation?

The second question borrows from European Union’s Digital Online Resilience
Act (DORA) regulation around inherent risk. Inherent risk is that which has no controls
applied and asks the risk operator to determine a potential level of appetite, and therefore
exposure. (DORA, 2023, Section 2, Article 3) Typically, in business this would be broad
as all elements of operational risk need to be considered. To refine this, guidance from
the IOR’s RCSA is necessary - for the model to work, the scope needs to be limited. The
RCSA guidance does offer alternatives for scope, one of which is limiting in nature what
will be examined. “Limiting the focus to the significant operational risk exposures that

threaten the achievement of an organization’s objectives” (IOR, 2019). The objective,
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broadly, of the nuclear community, is stability, therefore this is the objective against
which any potential threats will be assessed.

As a result, to answer this question we need to examine violations, or potential
violations of treaties, behaviors, or norms. A positive answer here indicates that the
action under examination is a normative threat which pressures existing guardrails or as
per Tannenwald, represents a normative bright line in front of a Taboo which also makes
it a strategic risk. A “yes” example, and one which shall be looked at in more detail later
when testing the model, is Russia’s refusal to ratify the NPT in 2020, just after the second
Ukrainian invasion.

This refusal to ratify the NPT has potentially significant ramifications, with an
article in Foreign Policy magazine written by Andreas Umland and Hugo von Essen
noting that the Ukraine war and Russian refusal to ratify the NPT has signaled the end of
non-proliferation (Umland and VVon Essen, 2022). This type of situation has significant
implications and again, taking this example through the model will eventually give an
indicator of risk.

A Dbrief mention of tactical needs to be included here. If a threat assessment yields
tactical as its answer, then based on Snyder’s principle, this immediately moves to the
lower-risk side of the model.

Once these questions have been assessed and answered, the output of the threat
step of the model will indicate if this is a strategic threat, a tactical threat (and therefore
inherently less risky), or that the threat is still unclear. It is perfectly acceptable to have an

unclear perception of the threat and appreciate this lack of understanding going into the

21



next step, Response, as this reflects real-world situations such as Russia’s revealed plans

to place nuclear capable components in orbit, which is covered in the final case study.

2 - Situation

When looking at a situation, the first part of my model, the questions to be
answered will help both understand the nature of the threat as well as an early indicator of
if the situation falls into either a strategic or normative threat, which in turn helps us with

the later steps in the model. The following needs to be answered:

3) Is this situation sudden or has it emerged over time?

From a business perspective, emergent risks are the ones which are more readily
identified and managed, and many of the operational models in place today are purely
focused on emergent risk, such as the RCSA. However, both DORA and OpRes
regulation came into being because of external sudden situations (e.g., COVID, Ukraine
invasion) as some companies struggled to deliver service when suddenly faced with
having to have all staff work remotely or having to implement country blocking
Technology to prevent access in short spaces of time.

These “shocks” as the business industry calls them, are generally not as frequent,
but need to be identified as such. If a situation has emerged over time, then there will be
pre-existing actions, influences and decisions that can be used to help assess the situation.
An example of an emergent situation is Russia’s persistent INF treaty violations, where
there is plentiful evidence of actions, influences and decisions to attempt to course

correct.
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However, the exact opposite is in place for sudden situations. There will typically
be less time or opportunity to influence the process. Therefore, an assumptive position of
this model is that sudden situations initially carry more risk as there has been no time to
attempt to correct any course of action. Perhaps the most famous of these is the Cuban
Missile Crisis, but within somewhat more recent memory there is also the scare of Able
Archer ’83 during the Cold War. Both occurred with little or no lead -up, there was an
intense period of activity (although arguably for Able Archer 83 a complete failure to
understand the impact actions were having), and the danger, which included standing up
military forces on one if not both sides, dissipated for different reasons.

There is one final aspect to be considered in this question, which relates back to
shock. In an article by Kelly Gordell and Thomas Volgy in the Canadian Foreign policy
journal they observe that “"while there is no consensus on what constitutes a political
shock, there are several properties that have been identified in the literature. Nearly all
work on the phenomenon suggests that a political shock is an event with a set of
attributes.

One attribute is that the event is unanticipated or unexpected by the actors
involved. Second, that the event manifests a dramatic or major disruption to current
conditions. Third, that the event occurs suddenly and thus is different from evolving or
slow-moving processes of change” (Gordell and Volgy, 2022, p.111).

While this works for big, world-changing events — WWII, 9/11, Covid-19 — it
does not consider smaller shocks which over time, like a building earthquake, can place

unnecessary risk on a system or community if the tremors, or small shocks continue
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unchecked - without some form of action to preserve continuity or safety to moderate the
effects of the shock.

Within the business world, especially within Financial Services, there is an almost
consistent need, given the pace of technology and importance of global financial systems,
to assess potential threats and react to shocks of all sizes, not just those which represent a
true seismic change. Not all shocks are world changing. Some are minor, and easily
absorbable, however there will be a limit for these too. However, shocks, by their nature,
adre unpredictable. | acknowledge that this is a model that presents a linear analytical
way and to incorporate shocks the order of logic would have to be readjusted. Shocks will
not be part of the analysis in this model.

Finally, once the situation is determined, we can move onto the next question.

4) What signals are inherent in this situation?

When it comes to signaling, this is not something that features in any business
risk models. This question is included as it is a well-known element within the nuclear
community and signaling cannot be ignored.

Clarity is needed regarding what signaling is. From a NATO paper authored by
ret. Admiral John Gower the following is a clear statement of signaling in the nuclear
sphere. “Signaling is the core rationale of nuclear weapon ownership. It occurs both
existentially and by calculated design. Nuclear weapon capable states (NWCS) send
signals about their capability and intent at three important though largely unconnected
audiences: domestic populations, allies, and current and potential adversaries. The
components of nuclear signally follow different timeframes: from long-term strategic
signaling to short-term reactive activity and crisis signaling. The stability of signaling in

each timeframe is important for maintaining credibility and reducing the risk of
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misinterpretation” (Gower, 2018, p1). Understanding the signals that are inherent within
a situation will help identify the severity of a situation and what is achieved or intended
to be achieved with this signal.

An example of this is when Russia refused to ratify the Treaty on Prevention of
nuclear weapons (TPNW). Russia was included in a joint signal from the other P5 NWS
nations all of whom refused to sign. This signaling indicated two things. One, that there
was no increase or decrease in the existing risk profile of anything strategic, and from a
normative perspective, Russia was acting in the exact same way as the other P5
signatories. Therefore, even without taking this situation through the rest of the model
there is a clear indicator that is a low-risk action overall. With these two questions
answered we will understand the threat and situation type and we can move onto the next

step.

3 - Response

When we consider Response there are three outcomes we need to determine if the
situation presents an escalatory response, a de-escalatory response, or a neutral response.
To clarify neutral response further - the neutral response itself represents neither an
escalation event nor de-escalation event. Depending on the threat and situation type the
response is a key factor in determining the eventual risk of a situation. There are three
potential outcomes, escalation, de-escalation or neither.

A de-escalation response can move a situation towards the lower risk bracket,
unless the action is seen as appeasement.- this must be determined when assessing the

evidence. An escalation response moves towards the higher risk bracket, and I have left
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neither (no clear escalation nor de-escalation) in place because if the response is unclear,
this still represents a moderate risk at lowest.

These are the questions we need to answer for Response.

5) Has any direct action been taken by the International Community

beyond statements of support/disagreement?

6) Are there any actions proposed which include military, legal or authority

body intervention?

These first two questions are based on “Action Plans” in the RCSA. The IOR
states “it must always be remembered that increasing the level of control can reduce the
efficiency of systems and processes and may even result in unforeseen new risk” (IOR,
2019). Adapting this, when international response is considered, actions, which
effectively represent a form of attempt to control or influence a situation, can have
positive, negative, or unintended consequences. Therefore, examining these actions will

help risk determination in response — escalatory or de-escalatory.

7) What is public sentiment and might this influence actions from a specific
government? (threat-making or responder?)
Like signaling, this is not really a question that correlates to the world of business, but
given that democratically elected governments will change, public sentiment matters and
needs to be factored in as public sentiment can and does influence political response. A
YouGov article written by William Jordan from 2013 shows that 74% of the UK public

did not want to engage militarily over the events in Syria, and subsequently a vote to
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participate by the Government was soundly defeated (Jordan, 2013). For democratically

elected countries, public sentiment matters.

8) What other intelligence is available to us from public sources, persons of
interest or organizations which are based in the country making the
threat (Russia)?

Finally, we need to examine, if possible, what other information is available, be it
newly declassified, from within Russia itself, or in the public domain. This, like signaling
and public sentiment are not things based in business regulation, although an examination
of data is something that does help businesses understand risk. To examine publicly
available intelligence helps understand from a risk perspective new information which
may be vital — in the case of Ukraine’s invasion for example. Russia thought victory
would be swift, and questions were then raised based on this information how prepared
Russia may be for a drawn-out conflict, and how might Russia keep Western countries
away. Paul Kirby of the BBC noted on the first anniversary of the 2022 invasion how
Putin could potentially reframe the war to support a longer-term invasion (Kirby, 2023,

para 9).

4 - Equilibrium

As mentioned in the definition of equilibrium, this is where we wish to ascertain
if we have maintained the existing status quo, or if a redefinition is required. The single
question here, while it seems yes or no, is designed, deliberately, that if the answer is no,

we need to press ahead to understand where the imbalance lies, to determine not just
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further inputs, but to help us determine the risk rating. This is our final assessment step

but allows us to assess all available inputs with the context of equilibrium in mind.

9) Given all the inputs and our selected outputs, is equilibrium maintained,
or is there a need to review the material to identify where imbalance is
present?

If the answer is yes, we have equilibrium, and most likely the risk presented is
low. However, if the answer is no, then we need to reassess the data examined to
understand why the equilibrium has not been maintained and understand where
specifically the balance is skewed. In this case it is important to assess from the start — is
this a strategic or tactical situation, or one that is essentially just signaling or noise? If it is
signaling, why does this matter so much in that context of equilibrium? Reassessment of
the information through the lens of disruption will yield a direction of either high risk or
medium risk. While it is true that the reassessment is a subjective decision, it is an
evidence-based one which, as we then go into the monitoring and controls, will be

reviewed and should an error have been made, can be course corrected.

5 — Policy evaluation and re-assessment

In the world of business, this is called “monitoring and control.” The intention
however is the same. An assessment is made looking at the threat, situation, response, the
resulting risk in a dynamic situation with the best outcome for the recipient of that risk to
restore/maintain the status quo. What the threat is saying is that the status quo is no
longer satisfactory to another party. Therefore, the options are to protect the status quo, or

there is a re-evaluation of the policy.
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The final step in the model is to determine the cycle for monitoring of the risk
level of each specific threat, with suitable controls in place to enable triggers which can
either reassess the risk or promote activities which may determine that policy re-
evaluation.

The RCSA guidance highlights a key challenge when it comes to creation of
monitoring and controls when it states “The effectiveness of specific controls can be hard
to assess accurately. However, despite these difficulties, operational risks and their
associated controls must not be ignored” (I0OR, 2019).

The RCSA guidance also describes control types, subjective and objective.
Subjective controls are those which “rely on management judgement, but it is
recommended that they are supported by any available information” (IOR, 2019).
Objective controls are those which “requires the identification and monitoring of control
effectiveness indicators, usually referred to as ‘control indicators’ or ‘key control
indicators” (IOR, 2019). In short, objective controls can be measured, and subjective
controls require human assessment to judge what is not always perhaps a black and white
situation.

Terje Aven, writing in the European Journal of Operational Research on
advancements in Risk Management observed a key weakness in subjective controls.
Aven states “if the background knowledge is rather weak, then it will be difficult or
impossible to assign a subjective probability with some confidence.” Aven goes onto
comment on a viable solution “in one case the background knowledge is strong, in the
other, weaker, but the probabilities and metrics are the same. To meet this challenge one

can, look for alternative approaches such as possibility theory and evidence theory, but it

29



is also possible to think differently, to try to express qualitatively the strength of this
knowledge to inform the decision-maker” (Aven, 2016). This combination of evidence,
“what-ifs” as well as good background knowledge is how the RCSA’s view of controls is
assessed.

Where a control is subjective all relevant information should be brought into
focus, and then an expert judgement taken as to the effectiveness of that control, backed
up with evidence to demonstrate the expert judgement. Any good RCSA has a mix of
subjective and objective controls, and in measuring their effectiveness on an ongoing
basis means that as risks change over time so too the control and its measures are adapted
to account for that change, but as ever, there is an audit trail which demonstrates both
changes over time and why the changes occurred.

Controls, and the monitoring frequency of these controls for this risk-based
framework, will be created on a case-by-case basis, but will contain a mix of subjective
and objective controls. A key point here: this model assesses risk. We cannot go higher
than high risk, nor can we go lower than low risk. While arguably a state of war is
actualization of an above-high-risk event, this model is not designed to measure when

two or more nations may go to war.

Case Studies
Within the model, there are many possible outcomes. The typography chart in

Figure 2 shows the combination outcomes of threat, situation, and response.
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Threat
Strategic
Strategic
Strategic
Strategic
Mormative
Mormative
Mormative

MNormative

Figure 2: Threat typology chart.

To test the model, three case studies have been selected for this research. While
typography below shows that there are multiple potential outcomes, the selected case

studies will test some of outcomes and determine if they help prove the model’s

effectiveness.

Situation
Signal
Signal
Security
Security
Signal
Signal
Security

Security

The case studies selected are:

1) The Russian Federation’s INF treaty violation and withdrawal (2014-2019).

This will test an emergent normative threat, evolving to strategic risk, and a

Response
Escalate
Mot Escalate
Escalate
Mot Escalate
Escalate
Mot Escalate
Escalate

Mot Escalate

MNo

Yes

MNo

Yes

MNo

Yes

MNo

Yes

Equilibrium

multi-party response leading to escalation. This case study also tests the model

when there is a significant amount of evidence.

2) Russian Federation nuclear threats at the start of the second Ukrainian
invasion (2022). This will test a sudden security threat with a background in

normative violations leading to a response which is an escalation effort to
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3)

contain the threat. This case study also tests the model when there is
significant evidence and very mixed evidence when it comes to Russian
signaling.

Russian Federation plans leaked via intelligence to place nuclear capable
weapons in orbit. This is a sudden security threat of which little is known, the
situation is signaling, and the response is de-escalation. This case study tests

the effectiveness of the model when not a lot of information is known.
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Chapter V.

Case Study: Russian INF Treaty violation (2014-2019).

This case study, as mentioned, will test an emergent normative threat, evolving to
strategic risk, and a multi-party response leading to escalation. This case study also tests

the model when there is a significant amount of evidence.

Background

When signed by President Ronald Reagan and his Soviet counterpart, Mikhail
Gorbachev in 1987, the INF Treaty’s goal was the banning of ground based Intermediate
Range Nuclear Forces and a reduction in existing numbers. Daryl Kimball writing for
Arms Control Today notes that “As a result of the INF Treaty, the United States and the
Soviet Union destroyed a total of 2,692 short, medium, and intermediate-range missiles
by the treaty's implementation deadline of June 1, 1991” (Kimball, 2014).

In 2014, the US Congressional Research Services issued what turned out to be an
annual congressional report (until 2019) which evidenced Russian non-adherence to the
INF treaty. Titled “Russian Compliance with the Intermediate Range Nuclear Forces
(INF) Treaty: Background and Issues for Congress,” this report, over time, documented
violations between 2014 and 2019. A congressional hearing was convened, and articles
also appeared in the mainstream press — “US says Russia tested Cruise Missile, violating
treaty” was one typical headline, that one from the New York Times (NYT, 2014). The
core of the U.S. accusation was that Russia developed and deployed the SSC-8 cruise
missile (known in Russia as the 9M729). The U.S. claimed this missile system had a

range that fell within the 500 to 5,500 kilometers range banned by the INF Treaty, which
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prohibited both nations from possessing ground-launched ballistic and cruise missiles of
intermediate ranges (CRS, 2014).

Russian denials were swift and accused the United States of violations with their
M-41 launchers — a statement issued by the Ministry of Foreign Affairs of the Russian
Federation (translated) — commented that not only were these claims without evidence,
but that the US themselves were in violation with their M41 ground based launchers
which “can be perceived as a direct violation of the INF Treaty” (Russian Federation,
2014).

This tit for tat accusation and counteraccusation continued until 2019, when then
President Donald Trump announced the United States would withdraw from the INF
treaty, citing Russia non-compliance and Russia following shortly stating that their

withdrawal was because the US had done so.

1. Threat

The first step is to assess the threat created by Russia developing a specific
missile that, from 2014, according to Technical standards and US intelligence represented
a violation of the INF treaty. There then began a tit-for-tat exchange. Russia made no
secret of this missile and ultimately refused to stop production, and their withdrawal, in
2019, ended the INF treaty.

e Isthere a change in military posture to a more offensive/defensive
one?
e Isthis a violation (or possible) of a treaty, accepted norm, bright/red

line, or behavior?
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To answer the first question, there has not been a change in military posture because
of this threat. What needs to be flagged is that the end of the INF treaty may lead to a
new arms race. Russia, Germany, Poland, and democratic leaders in the US all released
statements in the aftermath of the INF withdrawal that the demise of the treaty may lead
to a new arms race.

Jens Stoltenberg, head of NATO was quoted in a BBC article that NATO did not
want an arms race, however in the same article military analysts were quoted as also
saying that they saw an arms buildup as inevitable (BBC News, 2019). An article
published by the Council of Foreign Relations written by Lori Esposito Murray also
commented that “A new round of nuclear weapons competition is already well underway,
driven by the fast-paced technology revolution, rising U.S.-Russia tensions, and China’s
military modernization.” (Murray, 2019). An arms build-up seems somewhat inevitable
given the current political climate, however NATO’s position in stating its lack of desire
for an arms race serves as a modicum of restraint.

One additional factor which may also help offset arms race concerns is the official
position from Putin in 2020. In a translated article from the Russia Federation, he calls
the US withdrawal a mistake, notes that trust must be restored and re-enable stability. He
comments “In this context, we reiterate our commitment to the moratorium earlier
declared by the Russian Federation on the deployment of ground-based intermediate- and
shorter-range missiles until US-manufactured missiles of similar classes appear in the
respective regions.” (Russian Federation, 2020). While arguably this is, given later
Russian/Putin actions, just rhetoric - | argue it is correct to believe that Putin may not
wish to enter a new arms race as NATO is his prime adversary, and he would not wish to

see NATO strengthened. While this analysis does not add any weight to the change in
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military posture question, what it does provide is context that the military posture may
change depending on the arms race question. What cannot be ignored from this is that the
threat of future arms races has increased and therefore there is an indicator that military
posture might change should an arms race occur.

Moving to the second question then — is this threat a violation (or possible
violation) of a treaty, accepted norm, red line, behavior? Evidence has been provided by
the US (and denied by Russia) - both parties claim the other is in violation. Strong
evidence was provided in the 2014 Congressional report to say that as early as 2014
Russia was in violation. The first part of the question is clearly yes. This threat was
created by repeated violations and the subsequent early end of the INF treaty.

When we consider norms, bright lines, and behaviours, none of these are factors
in this threat. Media and scholars have focused, as mentioned, on the arms race element
of this threat, therefore while there is a violation of a treaty, the threat again points to

security.

2. Situation

With the threat identified as normative, the situation can now be assessed. The
two questions regarding the situation are as follows:
¢ Isthis situation sudden or has it emerged over time?

e What signals are inherent in this situation?

Turning to the first of two questions, this situation is emergent, and the picture

fully emerged into the public domain during 2014-2019. That five-year period is rich in

detail - violations, counterarguments, analysis from weapons experts and suggestions
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from political experts and scientists to return to compliance. For example, as early as
2017, an article by Georg Mascolo for the German national newspaper Stiddeutsche
Zeitung reported that NATO was mapping out 39 options relating to the end of the INF
treaty for discussion amongst NATO and its allies “carefully divided into categories
between "thinkable", "to be avoided at the moment™ and "not advisable™ - a compendium
of all available possibilities.” Mascolo also notes that the military vs non-military options
were of almost equal size, a point to note when we look back to the questions answered
around threat in the previous step of the model (Mascolo, 2017).

Moving to the second question about the signaling, the release of information
revealing Russian violation created conditions for an exchange of denial and counter
claims - a condition for signaling stalemate.

However, signals existed that Russia felt the INF treaty was no longer suitable for
its own national security. In 2017, lan Anthony wrote in the journal “Survival” about the
demise of the INF treaty. In that he included a quote from Alexander Khramchikhin,
deputy director of the Institute of Political and Military Analysis who stated that “the
Americans do not need such missiles; we need them very much, because on the Eurasian
continent there are a number of countries that have such missiles that, as a rule, are aimed
at us. So, it’s time to build medium and short-range missiles. It’s just a new reality.”
(Anthony, 2017, p.65).

What does this signaling exchange mean when it comes to the INF? The US and
Russia are in an accusation and denial exercise with no real path to break the deadlock.

Keir Lieber and Daryl Press have written extensively about nuclear stalemate, and

in their journal article “The New Era of Counterforce” they examine stalemate and put

forward the argument that nuclear stalemate is, especially with rapidly advancing
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technologies, very reversible now. They state: “changes in technology occurring today
are making all countries’ arsenals less survivable than they were in the past. The fear of
suffering devastating retaliation will still do much to deter counterforce attacks, but
countries will increasingly worry that their adversaries are trying to escape stalemate, and
they will feel pressure to do the same. Deterrence will weaken as arsenals become more
vulnerable” (Lieber and Press, 2017, p.16).

Therefore, this signaling stalemate exists because Russia both wished to break out
of the INF treaty to due to concerns of growth of other nuclear nations, and potential
adversaries not being limited and being able to actively develop these weapons.

For Russia withdrawal yields greater benefit than remaining. There is a
geographic closeness on the European continent which may be uncomfortable and
Russia’s 2014 violations with the SSC-8 were, from a Russian perspective, required to
maintain an equilibrium with closer nuclear neighbors.

This point was highlighted by Vladimir Putin speaking at the VValdai conference in
2016 when he commented on the loss of weapons banned under the INF treaty. “The
Soviet Union was simply left without this type of weapons. Almost all of our neighbors
make such weapons, including the countries to the east of our borders, and Middle
Eastern countries as well, whereas none of the countries sharing borders with the United
States, neither Canada nor Mexico, manufacture such weapons” (Putin, 2016). Putin’s
argument is that his nation is at greater risk than the US because of a dearth of IBRMs.

Therefore, when we examine the question on signaling, the signals inherent are
from Russia that this is a treaty which while key for its time is not now one which
benefits Russian security given their concerns with other nuclear nation states. These

signals therefore weight this to a strategic situation and are an indicator of higher risk.
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3. Response

The response itself is primarily a three way between NATO, NATO allies
(including the US), and Russia. As we go through the questions in this section we need to
determine if actions are escalatory, signaling or de-escalatory. Turning to the questions

we need to answer:

e Has any direct action been taken by the International Community
beyond statements of support/disagreement?

e Are there any actions proposed which include a military, legal or
authority body intervention?

e What s public sentiment and might this influence actions from a specific
government? (threat-making or responder?).

o What other intelligence is available to us from public sources, persons of
interest or organizations which are based in the country making the
threat (Russian Federation)?

In examining the first question, first we must confirm what is meant by direct
action. There are several definitions depending on the circumstances direct action in
political activism to direct action in economics, however they each share a common
characteristic — agency. Agency is the desire or will on the side of the actor to engage in
some form of behavior (be that physical, economic, or political) to address an issue or
prevent something being done to the actor. This is the definition to which I am working.
When we examine the response, we are looking at agency, actors, and their actions —
political, military, and economic primarily —and how these actions are shaping the

response.
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The NATO and NATO allies’ response focus on missile deployment and storage.
Matt Precey, writing for the BBC, reported on US plans to bring nuclear weapons back to
the UK for the first time in 15 years. Precey comments “In March 2023, a document,
external from the US Office of the Under Secretary of Defense disclosed how $50m
(£39m) had been earmarked to build a facility known as a "Surety Dormitory" at RAF
Lakenheath. This phrase is understood to refer to nuclear weapons storage, external”
(Precey, 2024).

A review of the US DoD budget for 2024 confirms these line items on p220 and
p329 of the budget (US DOD, 2023). Precey notes in a follow-up article a month later
that the missiles in question are tactical nuclear weapons however there is still no real
clue if the missiles will be held in storage or launched (via fighter jet) from the UK base.
The exact use as noted in the article, is unclear (Precey, 2024).

Russia’s response, captured in a Daily Telegraph article by Tony Diver quoted
Maria Zakharova from the Russian Foreign ministry who “said that Moscow would
respond to the return of US nuclear weapons on British soil with “countermeasures.” “If
this step is ever made, we will view it as escalation, as a step toward escalation that
would take things toa direction that is quite opposite to addressing the pressing issue of
pulling all nuclear weapons out of European countries” (Diver, 2024).

A similar-but-different response is also found in Europe, between Germany and
the US. An article written by Christoph Bluth for “The Conversation” in August 2024
highlights that “During July’s NATO summit, the United States and Germany reached an
agreement for the US to start what it referred to as “episodic deployments” of missiles in

2026” (Bluth, 2024). While the article notes a condition of these missiles is their distinct
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lack of nuclear warhead, and is a signal of conventional force build up, Russia
condemned this. Mark Trevelyan reporting for Reuters in the same month, quoted Sergei
Rybakov who declared that Russia is not ruling out deployment of nuclear weapons in
response to the NATO summit and the US/Germany agreement (Reuters, 2024).

Russia has not also confined itself to reacting to NATO events. In June of the
same year, Putin dashed any potential hopes for a restoration of the INF treaty by
declaring that production of intermediate and shorter-range missiles would be resuming,
and consideration as to their placement would be weighed against, essentially what the
US was doing. Guy Faulconbridge and Dmitry Antonov writing for Reuters noted that
“Russia then imposed a moratorium on its own development of missiles previously
banned by the INF treaty - ground-based ballistic and cruise missiles with ranges of 500
km to 5,500 km. Putin said Russia had pledged not to deploy such missiles but that the
United States had resumed their production, brought them to Denmark for exercises and
taken them to the Philippines” (Faulconbridge and Antonov, 2024).

One final piece of information remains here. NATO has given a truly clear
statement — it does not want an arms race. In a BBC article in 2019, Jens Stoltenberg
stated that NATO wishes to avoid an arms race with Russia but would “respond in a
measured and responsible way to the significant risks posed by the Russian 9M729
missile to allied security” (BBC, 2019).

While it would appear on the face of it that the International Community is taking
an escalatory step, there are a couple of factors to be considered. First, when it comes to
the UK nuclear weapon storage there is a distinction to be made between whether the

weapons are launch ready, or if Lakenheath is a storage facility. Missiles require effort to
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make them launch ready and if storage is the intent, Lakenheath will not be on “hot
standby.” However, what cannot be ignored is that US nuclear weapons are back on
British soil, a fact which will not be overlooked by Russia. Indeed, the clear signal from
Russia is that they do consider this escalatory.

The second factor to consider is Russia’s announcement that intermediate ballistic
missiles production may restart. This is not particularly surprising given the INF
withdrawal and the previously mentioned concern over other nuclear neighbors in
Eurasia, but what will need to be watched carefully is where these weapons are deployed
and the range they possess.

NATO’s statement is a third factor — and a welcome temperature lowering one,
although how long that will be sustainable for is a matter for consideration.

Finally, the US missiles going into Germany, while not carrying nuclear
warheads, does present a conventional weapons build up and represents a signal that
Russia is perceived as a threat to Western security.

All these pieces of evidence indicate that while there are some tempered
measures, the response of the international community is heading towards an escalatory
response for this question. This is also not an escalate-to-deescalate move, as there are no
visible options, nor can any be found in sourcing of media/journals or political statements
to indicate that a nation or alliance is attempting to achieve this outcome.

Moving onto the second question, Are any actions proposed which include a
military, legal or authority body intervention? While there are no direct interventions
reported in public-source information, there are actions being taken by military bodies

which should be examined.
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The first was in 2019 and Aaron Mehta from Defensenews.com reported the
Pentagon completed its first post-INF test of a GLCM (Ground launched Cruise Missile).
Days later, Mary llyushina, Nathan Hodge and Ivana Kottasova from CNN reported that
“During a meeting of his security council, Putin said he instructed his government to
“analyze the level of threat posed by the aforementioned actions of the United States
toward our country and take comprehensive measures to prepare a symmetrical response”
(Iyushina et al, 2024). Russia suffered a setback in 2019 when its experimental rocket
called Burevestnik exploded, causing injury and death. A Foreign Policy article authored
by Decker Eveleth in 2024 recalled this failed experiment and noted that this missile is
now closer to being operational. Known by the US as SSC-X-Skyfall, the FP article states
“U.S. officials have decried Russia’s development of “radiation-spewing, nuclear-
powered cruise missiles” and called the system a “flying Chernobyl.” Unlike standard
cruise missiles, which are powered by jet engines, the Burevestnik uses an unshielded
nuclear reactor for propulsion. This gives it the ability to fly almost unlimited distances,
at least in theory” (Eveleth, 2024).

These actions arguably are predictable and not necessarily an indicator of any
direct escalation, yet. A treaty has ended, the handcuffs, for want of a better word, are off,
and, going back to the conditions of stalemate which Lieber and Press talk about, getting
ahead of the technological developments is a method to not allow yourself to fall into a
stalemate situation.

That said, the Burevestnik nuclear powered missile appears to be unique to Russia
and its potential for unlimited range and the danger of the nuclear engine use could

certainly represent an escalatory act which may lead some Western nations to consider a
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similar alternative. Moving onto the third question for response - what is public sentiment
and might this influence actions from a specific government? (threat-making or
responder).

This section specifically looks at the public sentiment in Germany and the UK.
Not a lot of information was available in relation to Russian public opinion, and in an
autocratic society this comes as no great surprise.

Germany is one country where there is some information on sentiment,
specifically around the most recent news about US missile deployment and it is mixed.

N-TV.DE, a German TV channel, published an article on their website
summarizing a Forsa survey which stated “only 45% (of German people) said they
thought the U.S. decision to station new weapons such as Tomahawk cruise missiles and
longer-range missiles in Germany from 2026 was right. 49% are against it. This is viewed
critically, especially in East Germany. Here, 74% of those surveyed expressed a negative
attitude - with only 23% in agreement. In the West, 49% are in favor, 45% against” (N-
TV.de, 2024). The split here harks back to the old East-West Germany political
viewpoints of the Cold War, where East Germany was very politically aligned to the
former Soviet Union, and the former West Germany aligned to the West. Yet the overall
balance is split, with a slight leaning towards not having US Tomahawks in Germany by
2026.

This public view tells us three things. First, there may well be a good percentage
of the population that remembers the height of the Cold War (1960s-1980s) and will not

want to see a return to this. Secondly, Germany still has a strong East/West split, and as a
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result, there are, especially in the former East Germany, many who still have Russian
sympathies. Finally — the subject of the missiles themselves is still contentious.

German politicians in turn are also mixed on their response echoing the public
sentiment. In a Politico article authored by Joshua Posaner, Nette Nostlinger and Gordon
Repinski they observe that “the objections from SPD members of parliament come
despite the Bundestag not really having a say in the issue, as the deployment does not
involve public spending and will not be controlled by the German military. But senior
SPD lawmakers working on defense and security said in a note to colleagues, seen by
POLITICO, that they will call a debate in the Bundestag in September to discuss the
issue” (Posaner et al, 2024). The last point there is also worth considering, as even though
the article states the Bundestag does not have a say, this is recognized as a contentious
issue, one that could potentially bring political ramifications should public sentiment
remain as is, or if opposition grows further. Therefore, we can expect politicians and
lawmakers to be mindful of this, and Germany’s response, for the foreseeable is likely to
be reflecting that public sentiment.

Turning to the UK, the other country previously examined, YouGov, a UK based
international research, and analytics body has been assessing the British people on a
regular basis on a variety of nuclear questions. In 2023, YouGov asked “Would you
support or oppose allowing the US to station nuclear weapons in Britain?” 39% of
respondents said they would strongly oppose, with 20% somewhat opposed. The next
number was 19% at “don’t know”. Only 7% strongly supported this. 59% of respondents
therefore are in some form opposed to the stationing of nuclear weapons. (YouGov,

2023). This is a stronger indicator than Germany, however there is also a mixed view
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from the British public when the Trident is considered. The Trident is Britain’s
submarine launched nuclear missile, and a YouGov survey asked, “What should happen
to Trident at the end of its useful life?” 42% of respondents were in favor of replacing
Trident with “an equally powerful nuclear missile”, and 23%, the next nearest number
were “don’t know”. 19% were in favor of replacing it, but with a less powerful nuclear
weapon (YouGov, 2023). In this case, Britons favor some form of nuclear arsenal,
therefore there is support in the public domain. What is not visible is how this is
particularly changing or altering the mind of politicians.

What can be ascertained from this is that public sentiment is broadly across
Germany and the UK mixed. While the German evidence is clearer that public sentiment
is manifesting in political discussion, it is not as clear in the UK that the same is
occurring.

Moving onto the final question, we need to examine what other intelligence is
available to us from public sources, persons of interest or organizations which are based

in the country making the threat.

Two final pieces of important evidence need mention here, both for Russia. Max
Seddon and Chris Cook, writing in Financial Times, in February and again August 2024
obtained classified Russian files which revealed two pieces of information. In February,
they reported that Russia had been rehearsing the use of tactical nuclear weapons against
a world power, and the documents they saw “describe a threshold for using tactical
nuclear weapons that is lower than Russia has ever publicly admitted, according to

experts who reviewed and verified the documents” (Seddon and Cook, 2024).
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The second piece of evidence published in August, reported that the Russian
Navy had been training “to target sites deep inside Europe using nuclear-capable missiles
in a potential conflict with NATO” (Seddon and Cook, 2024).

What does this intelligence mean? There are two points to note. While the INF
treaty isn’t specifically called out as a triggering factor in either of these articles, the low
bar for attack and the attack against European targets are indicators that at best, Russia is
preparing for a worst-case scenario and some form of nuclear exchange, and at best,
Russia is adapting current plans and policies to ensure national survival in the post-INF

treaty world where intermediate range missiles now form part of a strategic arsenal.

4. Equilibrium

With all the questions completed, and the evidence analyzed, do we have a state
of equilibrium?

1. Threat: Normative (INF treaty withdrawal).

2. Situation: Strategic — Russia is developing new missiles, and we
are potentially looking at a new arms race.

3. Response: Escalation. The US has an agreement to place more
missiles into Europe, with surety storage in the UK for warheads.
In turn, Russia is developing intermediate range missiles along
with discussion of testing future hypersonic missiles and new
placement of missiles.

4. Equilibrium: The status quo cannot be maintained, and there are

currently no grounds for a new status quo. This threat has led to
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further deterioration of the strategic landscape, and it has therefore

led to new threats. There is no equilibrium.

The withdrawal from the INF treaty by the US and Russia, which banned
intermediate range missiles is a destabilizing factor which has increased tensions and as
both seek to break their nuclear stalemate and rush to either place missiles in strategically
aligned countries (conventional or otherwise) or develop faster, better missiles, an arms
race of some form, even with NATO’s statement of “no arms race”, seems somewhat
inevitable. Therefore, we do not have a state of equilibrium, and we need to reassess to
determine if we have a high risk or a medium risk.

Where does the imbalance exist? In response, and this is where the negative
externality applies. When the INF treaty was effectively ended, there was no
replacement, and there was no real appetite, as previously outlined. Why? Competing
priorities with other nuclear nations who had been/continue to develop intermediate range
ballistic missiles, and now the US and Russia are free to catch-up and continue their own
development of these. Within this there are signals about missiles from the US and
Russia being strategically placed in historic Cold War locations; and the only single voice
saying no to an arms race is NATO. That said, individual NATO members - US,
Germany, UK are all taking steps towards enabling more weapons on their territories, not
publishing numbers of weapons/warheads and resuming production. Likewise, Russia is
also looking to produce more missiles and is wary of its nuclear neighbors. This presents
a cost not only in increased risk, but in fear from the general population, breakdown of
political alliances and an increase in nationalism vs internationalism. This is potentially

unchecked both as an arms race and a schism in nation-state relationships. There are no
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meaningful guardrails and only a few moderate voices, and this imbalance presents a high

risk.

5. Policy evaluation and re-assessment
The following controls are designed to assess in three areas for this threat — arms
growth, arms control, and Chinese influence. These controls, and the areas selected, are
ones from which if a change occurs, they represent the likeliest option for an increase or
decrease in risk and should trigger a reassessment of the threat.

5a. Arms Growth

When we consider arms growth, two controls are required.

The first control has two parts: one - are nations manufacturing more arms or
delivery systems? If yes, then this can be an indicator that there is a strategic requirement
for increased arms which needs to be understood and assessed.

The second part of the first control asks if there are any specific types of weapons
or delivery systems being manufactured? If yes, again, this indicator could mean there is
a specific national defense policy in play, or that a nation state has concerns over another
nation state(s) and this type of weapon/delivery system is a part of a planned/proposed
response.

A yes answer in this space furthermore means we should reassess; missiles are
expensive and difficult to maintain so understanding that uplift is important in ensuring
that the risk profile remains as accurate as it can be.

The second control is an assessment if nation states friendly to either Russia or the
US have spoken out against arms growth. The current assessment has most feedback

when it comes to public sentiment from Germany and the UK which is mixed, and the
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German government were also mixed, but ultimately supported growth as a part of its
strategic arsenal. In this control we are looking for a statement which is relatively clear
and must be a nation speaking out against growth, directed towards its ally (e.g., India
towards Russia). A yes in this area will trigger a reassessment to determine if this lowers
the risk profile. A no maintains the status quo.

5h. Arms Control

To assess arms control, we have two controls in place. The first is statements from
world leaders or governments which attempt to lower the temperature. In our current
assessment we saw some indicators, most notably from NATO, however there were more
indicators which suggested a lack of interest in arms control.

Therefore, the control in place here is to examine statements, as mentioned, to
determine if the current rhetoric has a change in tone and provides either some form of
signaling which indicates a desire to slow or halt arms growth. If for example the US
DoD announced that they would not be placing warheads in Surety Storage in the UK,
this would meet the control and would mean that the control could be reassessed to
determine if the risk had lowered. Counter to this, if statements increase temperature,
then this control would not trigger a reassessment — we cannot go any higher than high
risk.

If, however, this risk assessment was a medium risk then the control could also
trigger a reassessment — this occurs in the business world today — there are some controls
which say that any form of state change requires reassessment. Typically, these are
placed on controls in critical, fast changing areas such as Cybersecurity, and | believe that

communication is a similar control in this example.
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The second control is arms agreements, and as arms agreements typically take
time, this control is an annual control. If there are arms agreements newly signed, or in
progress to be signed, this YES will again trigger a reassessment to examine the risk
profile. If not, once again, the status quo remained.

5c. Chinese Influence.

The final control is Chinese influence. For both the US and Russia, China is a key
factor in the end of the INF treaty. If China comes forward and expresses an interest in
talks around tri-or-multi-lateral agreement, then a YES here must trigger reassessment as
this is a factor which could, if successful very much reduce risk. While it is perhaps the
least likely control, it is one that should not be overlooked as nation states do change their
positions over time.

These controls, when measured and monitored to their determined measurement

cycle, give us indicators for when we should reassess and when we should not.

Table 1: INF Treaty - Monitoring and Controls testing.

Control Control measure Indicator to Measurement
Control Type (why?) reassess cycle
YES/NO: To
determine if
Have any new stockpiles are
missiles, warheads Objective increaging, orif YES: P.otential Quarterly
or launchers been there is focus on escalation
manufactured? one type of
weapon/delivery
system
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Has the US President
or the Russian
Premier made any

YES/NO: To
determine if
Russia/US wants to
halt or slow the

YES: Potential

new statements to Subjective arms race — de-escalation Quarterly
lessen the arms indicating
race? willingness to
negotiate?
YES/NO: To assess
Have any Russia or level of pressure
US friendly nations A beingputon Russia YES: Potential
spoken out against Subjective or the US from de-escalation Quarterly
arms growth? friendly nations to
halt build up.
Have any new arms YES/NO:
agreements been Obiective Agreement to YES: Potential Annuall
signed between ) halt/reduce output  de-escalation y
nations? or numbers
YES/NO: Indicator
that China is
Has China made any perhaps becoming
statements of interest uncomfortable with ) .
in tri- Subjective arms growth from YES: Potential Annually

lateral/multilateral
arms control?

both the US and
Russia and is
willing to entertain
discussion

de-escalation

Does the model work in this case?

This model works well for this scenario as it tests where there are indicators

towards high risk, and each step of the model builds up information to help that
assessment. Of note, while the threat and situation are higher risk indicators, what the
model has drawn out is that it is the response which has likely made this situation higher

risk as there are no effective guardrails or braking systems to help prevent arms buildup.

52



Within the threat and situation there were temperature “coolers,” such as NATO’s
statement on not wanting an arms race, and within threat, Russia’s statements about not
wishing for an arms race, especially if we look at that in the context of Putin/NATO as
mentioned. In the response section however, there was nothing which particularly
lowered the temperature, not even public sentiment.

The best evidence seen for that was agreement for discussion in German
Parliament on a subject over which it had no ability to influence. This is an area, should a
future, similar threat arises, which the international community should attempt to lower

the temperature, or give indicators to support that lowering.
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Chapter VI.

Case study: Russian nuclear threats towards the West

This second case study examines nuclear threats made by the Russia government

in 2022, when Ukraine was invaded for a second time.

Background

In 2022, Russia invaded Ukraine in a major escalation from the war which started
with the annexation of the Crimea in 2014. This Russia titled “Special Military
Operation” was broadly reported across media, and sparked alarm in the West when
President Putin, appearing on Russian TV and the full text published widely, including
the Spectator magazine. Putin stated, “Whoever tries to interfere with us, and even more
so, to create threats for our country, for our people should know that Russia’s response
will be immediate and will lead you to such consequences that you have never
experienced in your history.” (The Spectator, 2022, para 47)

Two weeks later, President Putin also placed Russian deterrence forces on high
alert. These forces, as reported by Reuters, are units which include nuclear arms”
(Reuters, 2022). The justification that President Putin aired on state television noted that
“the top officials of leading NATO countries allow themselves to make aggressive
statements with regards to our country," Putin said on state television” (Reuters, 2022).
Since then, Russian threats have emerged from officials at various levels, however the

model will be focusing on these two threats and assessing them.
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1. Threat

This is a direct threat. A threat actor (President Putin from the Russian
Federation) has threatened NATO and NATO allies with potential use of nuclear
weapons to prevent intervention in the war in Ukraine and the raising to high alert of
nuclear forces. There has also been negative externality caused, however, as noted in the
later section on Equilibrium, the negative externality has been mostly to Russia with the
response of NATO/NATO allies. This situation is still playing out today.

While there were (and continue to be) multiple threats made by various officials
in the Russian Federation, this section is assessing two threats made by President Putin
on 24th February 2022 and the second three days later.

Turning to the questions, is there a change in military posture to a more
offensive/defensive one? There has been a change in military posture from Russia. The
raised level of nuclear forces which, noted earlier was reported by Reuters, is the change
in this.

The second question is the more interesting one. Is this a violation (or possible) of
a treaty, accepted norm, bright/red line, or behavior? Firstly, there is an arguable
violation of the Budapest memorandum of 1994 of which Russia was a signatory.
Secondly, there is also a violation of taboos with the threats.

In 1994, following the fall of the Soviet Union, Russia signed the Budapest
Memorandum. In that memorandum were six articles, each one a guarantee to respect the
sovereignty of Ukraine, not threaten or coerce, and to assist in the event of an act of
aggression, including nuclear (United Nations, 1994). Signed by the US, UK, Ukraine

and Russia, this memorandum, replicated across other ex-Soviet nations, helped answer
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the question of how to manage and who owns the former Soviet Union’s nuclear arsenal.
David Yost, in an article for the journal International Relations comments that “the
Budapest Memorandum was the culmination of a series of behind-the-scenes negotiations
aimed at managing the consequences of the collapse of the Soviet Union and the
subsequent division of its military assets, especially the various facets of the extensive
Soviet nuclear weapons establishment” (Yost, 2015). This document provided assurances
to Ukraine that they had assistance and security, paving the way to return former Soviet

nuclear weaponry to Russia and at the same time, signing the nuclear non-Proliferation

Treaty — Ukraine became a new, non-nuclear state.

When Russia moved against Ukraine in 2014 and again in 2022 the agreement
was violated. However, there is dissension in the literature as to whether the language
was effective enough, enabling Russia’s actions. Mykhailo Soldatenko highlights its
weakness in his article on the 28th anniversary of its signing in 2023 for the journal
Lawfare. He observes that “Whether the memorandum is a treaty binding under
international law or merely a political deal is the subject of vigorous debate, but the
parties purposefully left this issue ambiguous to make the agreement possible in the first
place” (Soldatenko, 2023). The memorandum can be interpreted as either a political
agreement (therefore not binding under international law), or as international law, and
therefore binding. The inherent weakness is the ability to definitively apply one or other
side of this interpretation for signatories to agree on a single definition. This
memorandum and its weakness, forms the basis of opportunity for Russia to disregard the
agreement without concern for consequence, as evidenced by its actions in 2014 and

2022. This lack of consequence for Russia has arguably presented an opportunity to also
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violate the normative sphere with threats of nuclear weapon use, violating norms, bright

lines, and taboos.

A point of clarification is required. Violation of normative threats does not mean
there are no potential legal consequences. Atrticle 2, point 4 of the United Nations Charter
explicitly states, “All Members shall refrain in their international relations from the threat
or use of force against the territorial integrity or political independence of any state, or in
any other manner inconsistent with the Purposes of the United Nations” (United Nations,
1956). In 2004, the UN issued resolution 59/102, the “Convention on the Prohibition of
the Use of Nuclear Weapons” which “reiterates its request to the Conference on
Disarmament to commence negotiations in order to reach agreement on an international

convention prohibiting the use or threat of use of nuclear weapons under any

circumstances” (United Nations, 2004).

While to date (2024) there is still no formal agreement on the prohibition of
international threats, this is where Taboos, as defined by Tannenwald come into effect.
Tannenwald, in her book “Nuclear Taboos” states that a taboo “involves socially
constructed notions of danger as well as institutional mechanisms to localize the danger
and regulate behaviour” (Tannenwald, 2007). When we examine the reaction from
traditional Russian allies such as China, there is evidence which demonstrates that
traditional Russian allies are not happy with these threats but still must maintain their
own interests. While it would be naive to expect a denouncement, the statements from
China and India are somewhat positive in that they do step back from any direct support
for Russia. A Wall Street Journal article by Bojan Pancevski covering a meeting with the

German Chancellor and Chinese Premier states that “Messrs. Xi and Scholz agreed to
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oppose the use or threat of use of nuclear weapons, according to Mr. Scholz and a report

by Xinhua, which normally echoes Beijing's official positions” (Pancevski, 2022).

For India, a BBC article written by Vikas Pandey notes that while India has tried
to treat a very neutral line with their UN statements. He writes “India talked about the
importance of “"the UN Charter, international law, and respect for the sovereignty and
territorial integrity of states”, adding that "all member states need to honour these
principles in finding a constructive way forward" (Pandey, 2022). Furthermore, Pandey’s
article from March, one month after the first threat, notes that as well as calls from
Western or Western allied nations for India to take a stand, India also faced calls from

Russia to also take a stand (Pandey, 2022).

This is an interesting point which | believe has been overlooked as it tells us
something valuable about Russia’s behavior. Russia is actively seeking allies who will
effectively legitimize its use of nuclear threat, and barring Belarus, is struggling to find
one. This suggests that although China and India’s commentary is muted, the “bright
line” around nuclear threat is holding, and the social construct of danger (threat of
nuclear use) is clear, and importantly, the self-regulated behavior of China and India is,
although not as strong as some would have liked, is strong enough to be seen as a clear

lack of endorsement for this threat made by Putin.

If we fast-forward to September of 2022, India’s rhetoric was a little more
forthcoming, as reported by Jennifer Hansler of CNN who noted that “Indian Prime
Minister Narendra Modi, who had remained quiet on the topic, told the Russian President

that “today’s era is not of war” (Hansler, 2022).
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The answers to the threat questions for this case study are therefore both yes and
yes. Yes, there has been a change in military posture towards more offensive on two
fronts (both invasion and use of nuclear threat). The second, more interesting answer is
also a yes. There has been a violation of norms however the norm has currently still held

when we examine not only Western allies, but traditional Russian allies China and India.

When assessing both the normative and the strategic questions, the answer is that
this is a strategic threat. The normative side of this threat is emergent, with violations of
the Budapest memorandum going back to 2014. This normative violation over the years
has laid groundwork, through non-conformist behavior from Russia, for this strategic

threat to be enabled.

2. Situation

As with the first case study, we can now move on to assessing the situation and
examine the questions in this section.

The first question - is this sudden or emergent as a situation? This was a sudden
situation, however there are some data points which need assessing. The first indicator of
a second invasion was in April 2021, with a brief pause before further troops were
amassed in late October 2021 before the actual invasion. In media articles at the time,
such as those published by Reuters and CNN, there was no mention of any potential
nuclear threat.

Reuters focused on the Russian response in April 2021 stating their troops were

for defensive purposes only (Reuters, 2021) and CNN journalists Chance, Kaufman,
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Lyons, and Atwood comment that in January 2022 the troop buildup was almost
complete and that short-range missiles were deployed. (Chance et al, 2022).

While there was plentiful evidence across most of 2021 that there were troop
movements, this does not warrant a nuclear threat. The assessment of sudden comes from
the threat made by Putin both on the day of the invasion and then three days later. Both
were unexpected and there were no previous indicators of forthcoming statements or
actions. Certainly, across media reviewed in 2021 and January 2022, there was no
indicator at all that Putin was likely to add a nuclear threat to the mix to support his
planned invasion.

Moving to the next question, what signals are inherent in this situation? Putin’s
signals with the threat of use and the escalation of nuclear forces are clear. There is a
threat of use that underlies both statements, and Russia is the first country in this not-so-
new century to directly threaten nuclear use to prevent intervention in a conflict.

However, as clear as that signal is, in the months after Putin’s clear statements the
signals from Russia have become more mixed and plays directly into the concept of
audience cost. Writing in “International Relations,” Chan, Liu and Quek comment that
“The IR scholarship suggests that one way by which a state may make its commitments
credible is by generating audience costs—the political costs a leader suffers from publicly
issuing a threat or promise and then failing to follow through” (Chan et al, 2021).

This raises an interesting concept that President Putin has leveraged audience cost
effectively by turning this concept on its head by assessing (correctly) that no nation state
or world leader will want nuclear use to happen. Therefore, his audience cost is minimal

for his first threat, made on the day of invasion because the prospect of incurring
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audience cost is quite simply too high, and three days later when he backed up that first
threat with the increase in nuclear forces that was his demonstration that there was intent
behind that first statement. Even if Russian forces were already on high alert due to
mobilization, this signaling is extremely effective and President Putin has created for
himself a win-win situation. He may have the intention to use nuclear weapons, but those
to whom he is signaling simply cannot disregard this threat and follow up action. He must

be believed.

3. Response

Although the first question asks about direct action been taken by the International
Community beyond statements of support/disagreement, it is worth reflecting for a
moment on what has been said, particularly by the US in response to Putin’s signal.

Steven Collinson, summarizing an interview with President Biden for CNN, notes
that Biden commented on Putin “He, in fact, cannot continue with impunity to talk about
the use of a tactical nuclear weapon as if that’s a rational thing to do,” Biden said, before
warning of dangerous consequences of such a move. “The mistakes get made, the
miscalculation could occur, no one could be sure what would happen, and it could end in
Armageddon,” he said, again stressing that a nuclear blast that kills thousands of people
could lead to events barreling out of control (Collinson, 2022).

Similarly, a 2024 article published by Gilles David Arceneaux in the Bulletin of
Atomic Scientists states that “Russian nuclear policy is not built on a series of bluffs.
Rather, it captures a fundamental pillar of deterrence theory dating back to the heyday of
the Cold War: Threats that leave something to chance and force the adversary to face

potentially uncontrollable risks that entail unacceptable costs” (Arceneaux, 2024). The
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UK’s then defense secretary Ben Wallace when interviewed Mary O’Connor for the BBC
stated his opinion that “Mr. Putin was engaged in a "battle of rhetoric" by trying to
"remind the world" he had a deterrent. He said Russia was behind schedule on its
invasion of Ukraine and Ukrainians were putting up a "very strong fight"” (BBC News,
2022). The same BBC article notes that there was broad “international condemnation” for
Putin’s actions.

However Western allies cannot sit by and do nothing, and indeed they have taken
suitable actions.

The US, Europe, UK, and a host of other countries, including India have sent
humanitarian aid, military aid in the forms of arms, armaments, and training to Ukrainian
armies, as well as providing a safe harbor for refugees. Johnathan Masters and Will
Merrow writing for the Council on Foreign Relations note that the US has provided
$175bn of aid to Ukraine (Masters and Merrow, 2024).

Similarly, too, the European Union has released a statement noting that the
cumulative total of its aid is nearly $133bn (EESA, 2024). For refugees, data from the
United Nations states that there are just over 6.7 million refugees from Ukraine, with the
vast majority, 6.2 million, spread across European countries (UN, 2024).

In a slightly different response, the UK and Russia have also engaged in a tit-for-
tat ban of senior leaders, personalities, judiciary members and businesspersons from each
other’s countries. Matt Honeycombe-Foster writing for Politico states that Russia has, as
recently as November 2024 added another fifteen UK politicians to this list. He writes “In
a lengthy statement, the Russian foreign ministry said it had been “once again forced to

draw attention to the incessant aggressive anti-Russian rhetoric of the British authorities,”
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as well as to “the illegitimate unilateral restrictions systematically introduced by London
against our country.” The ministry also called out the U.K. for its “thoughtless policy” of
supporting Ukraine in its “senseless” resistance to Russia’s 2022 full-scale invasion of
the country” (Honeycombe-Foster, 2024).

This is not unique to the UK- those who have spoken out in the US and Europe
are also on the ban list - but what makes the UK unique is that this appears to be a drawn-
out issue, and it is unclear if anything in this space will influence any further actions.

The international community, in addition to a verbal show of support has backed
this support with a plethora of actions to help aid Ukraine, yet remaining, importantly,
within the confines of Putin’s original threat to not directly interfere.

Moving on to the second question. Are there any actions proposed which include
military, legal or authority body intervention? There are two elements to examine here.
The first is sanctions, and the second is the recent US actions in allowing US built
missiles to be used by Ukraine to strike into Russian territory.

Sanctions are often used when international law has been violated. To date,
according to data from Castellum.ai, there are19,531 sanctions applied to Russia since
2022, an increase of 16,840 sanctions, with the US (4,869), Canada (3,176), EU (2, 130),
France (2,071) being the four largest. Of these 16,840 sanctions, 12,493 are levied against
Individuals and 6,700 against the Russian state. Russia is currently the most heavily
sanctioned country in the world, with Iran a distant second at 5,250 sanctions.
(Castellum.ai, 2024).

While those numbers are incredibly high, that is all this tells us — there have been

a plethora of sanctions placed against Russia since the 2022 invasion. How effective have
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they been? In short, the answer is mixed. Writing in the Council of Foreign Relations,
Noah Berman comments “Sanctions have inflicted some pain on Russia’s economy, with
oil and gas revenue declining in the months after the price cap was implemented and
Russian central bank assets at risk of confiscation. But those sanctions have not caused
widespread economic collapse or halted Russia’s aggression against Ukraine. In fact, the
International Monetary Fund (IMF) estimates that Russia’s gross domestic product
(GDP) actually increased by 2.2 percent in 2023 thanks to massive war spending, a
higher growth rate than the United States and many other Western economies” (Berman,
2024).

There is a growing risk too that world finances may be split into an East vs West
model — Russia’s financial strengths have come from closer ties with China, India, Iran,
Korea, and Africa. Writing the Financial Times, Tom Wilson notes that diplomatic ties
were a high priority for Putin’s African agenda since the 2022 invasion (Wilson, 2023).

In the summer of 2024, a new package of sanctions was announced by the US,
preventing the use of Western payment systems for Russia. Alexandra Prokopenko,
writing for the Carnegie Endowment observed that “Cutting off Russian banks from the
SWIFT payment system, along with secondary sanctions, has proved a powerful
incentive to accelerate the development of China’s Cross-Border Interbank Payment
System, India’s Unified Payments Interface (UPI), and other alternatives. There is still a
long way to go before there is a real threat to the dominance of the dollar, but the trend
toward the fragmentation of the global financial system cannot be reversed now”

(Prokopenko, 2024).
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This is a growing concern - the politicization of financial markets and their
systems has been a direct result of long-term sanctions against Russia, who in turn have
both managed to survive, create new growth, and potentially negate the worst of the
sanctions levied against them. What remains unknown here is how China and other
nations with whom Russia now relies on trade for, will respond should they become
impacted.

The second element to examine here is the recent actions from the US — President
Biden authorizing Ukraine to use US built missiles to strike inside Russian territory. It is
worth noting that the US authorization came just before it was reported widely that
Russia had obtained the services of 10,000 North Korean troops to aid fighting in
Ukraine. Writing for CNN, Edwards, Gak and Kemp comment “US President Joe Biden
had authorized Ukraine to use longer-range American missiles inside Russia on Sunday,
ending a months-long prohibition aiming to help Ukraine defend itself while not
drastically escalating the conflict” (Edwards et al, 2024). The point about not
dramatically escalating the conflict however is arguably a calculated gambit from the US.
I believe the US response is an attempt to “escalate to contain,” in that Ukraine having
longer range on missiles now may give pause for thought with future actions on the
Russian side.

Has this gambit worked? This is unclear simply because, in a similar fashion to
the mixed signals creating a lack of clarity, Russia has been moving around red lines for
nuclear use. Alys Davies, writing for the BBC in 2022 after Putin’s initial threat quoted

Putin who stated that “We have not gone mad, we are aware of what nuclear weapons
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are," he said, adding: "We aren't about to run around the world brandishing this weapon
like a razor" (Davies, 2022)

Along similar lines in 2024, and as previously mentioned, Seddon and Cook from
the Financial Times revealed that the bar for nuclear use by Russia was lower than
thought. The broad principles as outlined in the 2020 nuclear doctrine were similar, the
key difference as noted in the article was “This is the first time that we have seen
documents like this reported in the public domain,” said Alexander Gabuev, director of
the Carnegie Russia Eurasia Center in Berlin. “They show that the operational threshold
for using nuclear weapons is pretty low if the desired result can’t be achieved through
conventional means” (Seddon and Cook, 2024).

A third shift came in September 2024 with an updated Russian military doctrine.
A Reuters article written by Guy Faulconbridge and Vladimir Soldatkin summarized this
updated doctrine “President Vladimir Putin warned the West on Wednesday that Russia
could use nuclear weapons if it was struck with conventional missiles, and that Moscow
would consider any assault on it supported by a nuclear power to be a joint attack”
(Reuters, 2024).

Russia’s bar has shifted since 2022 and broadened out its scope to include non-
nuclear weapons states backed by a nuclear weapons state, in addition to including
conventional attacks. Arguably Russia is using its nuclear threat still to stem Western
support, and in turn, the West has shown it is happy to also cross some of these red lines,
an example being the enabling of missile strikes into Russian territory. What is also a
factor is that red line changes are occurring after actions are taken. This is an important

point in that the red lines are more a reaction to an event — demonstrating again that
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escalation to contain — Russia wishes to contain Western actions, and the West wishes to
contain the spread of the war.

The concern with this situation is that eventually one of two things might occur.
First, that the West will cross a red line that to Putin will be uncrossable — because Russia
has been so opaque about this there is a concern this might happen. The second is that
should the red lines continue to shift, a position may be reached where there are no more
moves available, effectively forcing either Russia or NATO into a corner, leaving them
with just one option, to use nuclear weapons. While | consider this a less-likely scenario,
the objective of any risk assessment is to understand all outcomes, including the unlikely
ones, to accurately assess and understand the risk. The first occurrence that a red line will
be accidentally crossed is the higher risk currently, and as this situation is still highly

active, this will need careful monitoring.

4. Equilibrium

With all the questions completed, and the evidence analyzed, do we have a state
of equilibrium?
1. Threat: Security
2. Situation: Signaling
3. Response: Escalate to contain

4. Equilibrium: Yes

There exists a new state of equilibrium — the war in Ukraine is now effectively in
its tenth year (2014-2024) at time of writing. The world has changed, but adapted to this

new norm and day-to-day life continues. However, this equilibrium is very delicately
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balanced. There are two factors that control this and should one of these factors change
the equilibrium would change rapidly.

First, Russia is somewhat being held in check by its lack of allies when it comes
to explicit threat of use of nuclear weapons. While China and India, as mentioned, have
not specifically condemned Russian actions, they have also not, as Russia wanted,
endorsed those actions. Therefore, Russia cannot ignore the response from its allies when
engaging in threat of nuclear weapons use. The neutral path chosen by China and India
possibly represent the cooling element for this threat and their importance cannot be
overlooked.

Second, the changing red lines. While risky, each time a Russian red line is
crossed by Ukraine or by the West, it shows that Russia is using red lines as an
intimidation tactic rather than a hard and fast rule. Consider too that the response of the
West is measured when it comes to red lines.

Until the recent permission granted by the US for Ukraine to use US long range
missiles to strike Russia, the West had attempted to keep more or less within the context
of red lines, or had a level of confidence that actions, such as sending military equipment
to Ukraine, while crossing a red line, would not in turn, led to retaliation from Russia on
the scale Putin promised.

Turning back to the US missiles and the drawing of Russia’s new red line as a
result is a calculated gamble from the US of escalate to contain. If the use of these
missiles materially alters the balance of the war, or strikes a target of Russian importance,

then this might be interpreted as a crossed red line and could lead to nuclear strikes. This
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was a high risk move from the US. Thus far however, the red line has held, which
suggests that the taboo around nuclear use is also holding.
However, the risk with all of this is at some point there will be a red line crossed

which Russia will not accept. That is why the equilibrium is qualified.

5. Policy evaluation and reassessment.

The following five controls should be placed across four areas — Red lines, actions
being taken, signaling and financial markets.
5a. Red Lines

The first control establishes if there has been a material change in Red Lines from
either Russia or the West. If there is, this control then needs to assess any follow-on
actions which may serve as a potential escalator.

As mentioned, Red Lines being changed are because of actions being taken —
there has arguably not been a proactive red line change, they are all reactive thus far.
Identification of a proactive red line change could therefore be a potential proactive
escalation, or a potential signal and actions being taken after that need to be assessed.

5b. Actions taken (two controls).

The first control here examines China and India, traditional Russian allies to
determine if they are taking any actions which may potentially weaken or isolate Russia.
This will help determine the level of support and just how far both are willing to go to
support Russia’s current actions. It was notable, as mentioned, that neither supported
Russia vocally and a neutral path has been trodden thus far. Being able to capture any

changes will indicate if Russia is losing allies and potentially support.
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The second control is if NATO/Western allies instigate a shift-change in what
they supply to Ukraine. If strategic weaponry, for example, is suddenly supplied, the
motive for doing so needs to be assessed to determine if this represents an escalatory
action. This control was initially considered, but was included after the US gave

permission for their tactical missiles to be used against Russian targets.

5c. Signaling

This control assesses monthly the signals and communication coming from Russia
specifically to assess if a common theme is being communicated instead of mixed

signals.

This can be an indicator that there is another doctrinal shift, a new policy or some

other form of change which needs to be assessed.

5d. Financial markets

The final control examines duress in the marketplace and examines if Russia’s
shift away from the US Dollar for international trading to the Ruble starts to have a more
adverse effect on the rest of the global market. As mentioned, there are some warning
signs here, and a change in here signals that sanctions are having too negative an effect
globally, creating further global instability.

I this control does trigger, then this could be a potential escalatory indicator as
global financial instability is of great concern and is the sort of event that can quickly

remove governments from power.

70



Table 2: Russian Nuclear Threats - Monitoring and Controls testing.

Control Control measure Indicator to Measurement
Control Type (why?) reassess cycle
Has a red line YES/NO: To
materially changed determine if a red ] .
and then actions Objective  line is being tested, YESI' P_otentlal Quarterly
from Russia, or the which may trigger a escalation
West cross that line? potential escalation
Have any actions
been taken by YES/NO: To
Russian allies determine if YES: Potential
(China/India) which  Subjective  pressure is being de-eécalation Quarterly
will weaken or placed on Russia to
potentially isolate de-escalate
Russia?
Has NATO/Western
nations had a shift-
changein what it has Obiective EE;”:? rzzsisrseess YES: Potential Quarterl
supplied to Ukraine J bein uE[)on Russia escalation y
in terms of gp
arms/armaments?
YES/NO: To
determine if a clear
Has a common message is beir!g YES: Pote_ntial
theme emerged in o !ssued by Russia de—esca_llatlon OR
Russian nuclear Objective |r_13teaq of mixed escalatl_on - Monthly
: : signaling. Could depending on
signaling? SO .
indicate a potential message
shiftin
policy/thinking.
YES/NO: Indicator
Are financial that sanctions are
markets being placed causing too great a
under extreme duress stress in financial YES: Potential
with Russia’s shift to  Subjective  markets, which in X Quarterly

an international
Ruble based trade
with allies?

turn may force
Russia (or the
West) to take action
to redress militarily.

71

escalation



Does the model work in this case?

This model works well for this scenario as it considers not only escalatory actions
but considers the influence of audience cost and how these dynamics interplay with the
response of Western allies. The important pieces in this assessment focus on signaling,
and the response which has mostly been balanced.

The largest factor towards escalation, and currently the main risk within response,
is the US missiles being allowed to strike Russian targets. While this may be an “escalate
to contain,” as mentioned, this is an area which close monitoring and use of the controls
will be needed. Russia is angered by this use, and while it may not change the outcome of
a conflict, the redrawing of red lines following this event does narrow the room available
to maneuver in the future.

Finally, assessing a state of equilibrium is also key when in a conflict such as this,
as it may not take much to unbalance that because equilibrium could also be seen as
stalemate. As Lieber and Press noted (and previously mentioned in this paper), stalemate
also carries a potential future risk of escalation to break out of stalemate. While I do not
believe right now that a stalemate is likely to be the outcome, it is worth keeping in mind

when entering monitoring and controls.
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Chapter VII.

Case study: Russian nuclear space threats

This final case study examines news leaked by US intelligence that Russia is

testing components which can support a nuclear weapon in persistent low earth orbit.

Background

In February of 2024, Representative Mike Turner, House Permanent Select
Committee on Intelligence Chair, released a short statement which said “Today, the
House Permanent Select Committee on Intelligence has made available to all Members of
Congress information concerning a serious national security threat. | am requesting that
President Biden declassify all information relating to this threat so that Congress, the
Administration, and our allies can openly discuss the actions necessary to respond to this
threat” (House Perm Intelligence Committee, 2024).

This news was quickly picked up by mainstream media and that same day, 14%
February NBC News’s Dan DeLuce and colleagues revealed the threat outlined by
Representative Turner was nuclear in nature. “He was referring to the Russian effort to
field a nuclear weapon in space that could take out satellites that serve as a crucial
backbone for U.S. civilian communications, navigation, military operations and
intelligence gathering” (DeLuce et al, 2024).

This claim was denied by Russia, and Reuters reported that not only was threat
was denied by Putin but also that “Russia was against the deployment of nuclear weapons

in space and his defense minister flatly denied reports Russia was developing a nuclear
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capability for space” (Reuters, 2024). This background forms the nucleus of the threat to

be examined in this final case study.

1. Threat

As with previous case studies, the two questions we wish to examine are firstly if
there is a change in military posture to a more offensive/defensive one? The second — is
this a violation (or possible) of a treaty, accepted norm, bright/red line, or behavior?

The first question has the answer of no. There has not been a change in military
posture with this threat and there is no evidence that there will be a change.

The second question on treaty, norms, behaviours — the answer is yes. The United
Nations Outer Space Treaty of 1968 specifically says, “States shall not place nuclear
weapons or other weapons of mass destruction in orbit or on celestial bodies or station
them in outer space in any other manner” (United Nations, 1968). In placing this weapon,
even if it may not be in an operational state, it certainly violates both the spirit and the
letter of the wording.

This places this situation then on the normative side of the model, but it is worth
mentioning that there is potential for this to become a security situation. There is a
possibility that an arms race in space could emerge, should no measures come to fruition
over time which prevent such an arms race. This is a control which will need to be in
place in the latter part of the model to help understand when a reassessment may need to

be retriggered.
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2. Situation

We will now examine whether this situation is sudden or emergent, and what
signals may be present. This is, of all the case studies examined, the most sudden
situation, based on available data. If not for the press release from the House Permanent
Committee on Intelligence, this information would have remained within the realms of
classified intelligence. This is also where the model currently cannot leverage any
available data to determine if there are other relevant pieces of information. However,
once information moves into the public domain, there is evidence to examine.

Firstly, the Russian denial which came out shortly after the announcement from
the US. Robert Greenall, writing for the BBC covered a statement on Russian TV by
President Putin and defense secretary Sergei Shoigu. Putin stated "Our position is clear
and transparent. We have always been categorically against the deployment of nuclear
weapons in space, and we are still against it," he said. Defence Minister Sergei Shoigu
said: "Firstly, we don't have this [nuclear weapons in space]. Secondly, they know we
don't have it but they're still making a fuss" (Greenall, 2024).

Secondly, when we consider China in this situation, there is a statement made by
the State Council Information Office in December 2023 in which a defense spokesperson
stated “Zhang Xiaogang, a spokesperson for China's Ministry of National Defense, said
that China has been consistently advocating for the peaceful use of outer space, actively
promoting international cooperation in outer space, and firmly opposed to the
weaponization and arms race in outer space” (State Council Information Office, 2023).

However fast forward to March of 2024, and Reuters is reporting that Russia and

China are considering placing a joint base on the Moon, powered by a nuclear power
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plant (Reuters, 2024). Mixed signaling? Perhaps, however, nuclear power plants and
nuclear weapons do require different grades of uranium and plutonium, and the devil will
be in the detail on how fuel will be made/provided and how it will be enriched.

What this does tell us in a limited fashion is that China is more leaning towards
Russia when it comes to this topic.

One last point needs to be noted. In 2023, Dmitry Stefanovich from the Russian
Academy of Science authored an article titled “Russia’s vision for a great power rivalry
in space”. In this article he provided some insight into potential Russian motivations
when he stated, “the space domain is seen as both an opportunity and a threat, and
technological and political efforts are being invested to shape the environment so it will
be favorable for Russian interests” (Stefanovich, 2023, p538). This motivation is
probably not limited to just Russia — however it is Russia who has been the first nation to
take the first step towards what might be potential weaponization in space.

This is an area again where there is not a great deal of information, but one aspect
that must be considered is that just because Russia is first does not mean there is (yet) a
credible threat, and as a result, the situation is unclear. What this does mean is that Russia
currently has the advantage in any future space race.

The main challenge when trying to assess this threat and situation is the dearth of
available information, publicly at least. The US claim knowledge of what Russia is doing,
and its usual partners are standing by the US. Russia has denied it, and China, while
keeping its own counsel, has made conciliatory noises publicly that nuclear weapons do

not belong in space, yet nuclear power plants could have a future on the Moon. There is
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no evidence to suggest that this situation is either strategic or tactical, so for now, it will

remain in signaling.

3. Response

We now need to establish if the response is moving towards an escalation or a de-
escalation.

The first piece of evidence comes from May 2024, when the US and Japan
proposed an addendum to the Outer Space Treaty to affirm that WMDs should not be put
into orbit. When put to the vote, Russia issued a veto, in its capability as a P5, a
permanent member of the United Nations Council. A United Nations press release noted
that “Russia used its veto to quash a draft resolution aimed at keeping weapons out of
outer space” (United Nations, 2024).

In a statement from the US mission to the United Nation after this veto,
Ambassador Linda Thomas-Greenfield stated “President Putin himself has said publicly
that Russia has no intention of deploying nuclear weapons in space. And so, today’s veto
begs the question: Why? Why, if you are following the rules, would you not support a
resolution that reaffirms them? What could you possibly be hiding? It’s baffling. And it’s
a shame” (Thomas-Greenfield, 2024).

This subject was also raised in the UN General assembly on May 6%, 2024, where
the Russian Ambassador, Vassily Nebenzia stated ‘“““During the negotiations on this draft,
we attempted in vain to get an answer from the authors on why they were trying to use
the Security Council to reaffirm already existing international obligations in the area of

outer space exploration” (United Nations, 2024). China similarly decried the language
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used and instead stated that they supported the Russian draft proposal which was put
forward (United Nations, 2024).

However, the EU, Japan and the President of the General Assembly in response
all seemed to take steps towards de-escalation with statements around the importance of
space and space technology, the role of the 1967 Outer Space Treaty and encouraging
dialog (United Nations, 2024).

The US took a slightly less conciliatory tone, with Ambassador Robert Wood
stating “Regarding Russia’s new proposed draft resolution on the topic, he criticized it as
a “diplomatic fagade” concealing its “true intentions.” The reality is that Russia currently
possesses several conventional anti-satellite weapons in orbit, he said, citing a 2019
weapon test and ongoing threats against satellites” (United Nations, 2024).

Sources of information and news on response, certainly in the public domain,
have now gone quiet. A New York Times article authored by WJ Hennigan, released on
December 5, 2024, has now named the satellite carrying the Russian nuclear
components. Known as Cosmos 2553, the article does not provide any further
information. It offers the same currently known facts, and provides similar opinions, and
feasible options (Hennigan, 2024).

As with the situation, apart from the activities in and around the United Nations,
there is a limited amount of information, and what can be derived from this information
points towards a clear move towards de-escalation from traditional Western countries.

China is siding more with Russia, but as normal, is attempting to tread a careful path.
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4. Equilibrium

With all the questions completed, and the evidence analyzed, do we have a state

of equilibrium?

1. Threat: Normative
2. Situation: Signaling
3. Response: De-escalate

4. Equilibrium: Yes*

The answer here is qualified yes. While we do have a state of equilibrium, there
are factors that need to be mentioned which qualify this yes.

Firstly, as mentioned, the lack of available information. There is just not enough
information in the public domain/from reputable sources which help us assess more fully
the situation and the response.

The caution is understandable, because moving onto our second point, this is a
new development in the history of warfare. No wars have ever been fought in space, and
for many years the Technology of space and space exploration focused on science,
human spaceflight and supporting the globalization of communication, banking, and
other systems around the world. Space weapons were the realm of sci-fi like Star Trek
and for many this represents a significant adjustment in thinking — militarily, politically,
scientifically, and strategically.

The second is that how to respond is also a path which is potentially unclear,

given the technological novelty. For now, the tried and tested paths of binding
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agreements under an international body is the only avenue available, but given the pace

of technological advancement, is this really going to be sufficient?

The final factor is that a nuclear weapon in space is still yet to exist, and it is, as
noted in the situation, a first step by a first nation to gain ground in this new battleground.
Should evidence become available that components of a weapon or a weapon itself
become operational then this will imbalance the equilibrium. This will be a point to

consider when it comes to monitors and controls.

5. Policy evaluation and re-assessment
Four controls should be created to monitor in the following four arears —
Technology development/arms race, operational weapons, new resolutions/agreements,
and new declassified information.

5a. Technology development/arms race

The first control that needs to be in place considers what new technological
developments are taking place around space-based weaponry to determine if there is
enough movement which may indicate an arms race is in fact taking place. This control
will indicate two things, firstly that the situation is changing from signaling to strategic
and potentially is a factor in changing the response from deescalate to escalate — although
an arms race does not always mean an escalation — it could be a one-sided arms race to
gain parity.

5b. Operational weapons

This control will be hard to monitor and relies on declassification of information
(see later controls). However, should information become available that Russia now has

an operational nuclear weapon in space, this control changes the threat from normative to
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security and will require a reassessment of the threat throughout the model. | have taken
this as a distinct control as at the time of writing there is still not believed to be an
operational weapon, therefore the risk is lower.

Of note: as and when the weapon does become operational the risk becomes
heightened, especially if other nations cannot counter this threat directly.

5¢. New resolutions/agreements proposed?

To help assess the response, and its weighting towards escalate or deescalate, a
control needs to be in place to determine if any new resolutions, discussions, or
agreements are proposed in the international community.

This control is weighted towards deescalate as should a new agreement be
forthcoming and signed by Russia (and China), this would very much help lower the
temperature around this topic.

5d. New declassified information

The final control which may trigger a reassessment of the threat is to determine if
any new declassified material is released and if it materially changes a position, a
perspective, or a fact around this threat. This is linked to the first control, however as
mentioned the operational weapon stands alone. Therefore, this control could yield
information such as Russia’s successes/failures with testing of their weapon if there are
negotiations with China/Japan to bring China more to the side of Western-allied nations

and so on.
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Table 3: Russian Space Nuclear Weapon - Monitoring and Controls testing.
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Does the model work in this case?

The model is not as effective in this case study. There are several factors for this.
Firstly, there is a dearth of reliable information from a variety of sources and to attempt
to use this model effectively, there needs to be a reliable source of material from a few
angles — international community, individual nation states, experts and so on. This model
has relied on two main sources — limited declassified material and the events in the
United Nations across April and May. News media articles from experts are essentially
just speculation and do not add anything new.

As a result of this, the language used for this risk assessment is couched more in
the language of a National Intelligence Estimate (NIE). First used in the UK during
WWII, and now used by the UK and the US, NIE language is couched in qualifiers -
“possibility, likelihood, etc.” This risk assessment follows that language based on lack of
information.

While my own personal belief is that a space arms race is highly likely, there is no
evidence beyond looking back at human history and the arms race that occurred with
nuclear weapons in the Cold War to help us truly decide on that point.

Due to the novelty and the lack of information, beyond the point that Russia (and
potentially China) wants satellite parity with the US, or a way to prevent build up, it’s
just not clear what Russia wants to achieve with this weapon, and why it would risk the
ire of the international community as it has done so.

Finally, while assessments are made through the stages of the model it is clear, as
demonstrated in the question on equilibrium, that some answers need to be qualified for

all the above reasons. This raises the question therefore - is this answer truly effective? |

83



would argue not. For a risk assessment to take place, there needs to be a level of
confidence in what is being assessed, and for this case study, this confidence level is just

not present.
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Chapter V111

Observations and findings

Across the three case studies examined, there are some observations and findings

which demonstrate that overall, the model is effective, and its limitations are known.

General Observations

Some broad observations first. As mentioned in the findings on the third case
study, this model requires adequate data from a variety of sources to be able to add value.
If not, it moves very much into the realms of an NIE. Where data is available, the model
has also drawn out some interesting points across the case studies such as financial
market fragmentation (Russian Nuclear threats, second case study) and these points often
result in a direct control. The model, with sufficient data, does seem to be able to help
determine controls which will help monitor risk-assessed threats.

Finally, the equilibrium assessment cannot contain too many qualifiers. At a
maximum, two, although one is preferred. Each time a qualifier is introduced, it results in
a variable. Too many? There will either be too many controls as, or, more likely, that the
model is going to end up in a state of almost constant reassessment as the variables and

the knock-on effects change.

Findings
Firstly, the model helps understand triggers which have served as de-escalation in
a situation and response where the rhetoric may be heating up. An example of this is in

the first case study where NATO’s statement of not wanting an arms race was this
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temperature cooler. While this did not result in a control, this analysis demonstrates that
even though on the face of it the risk looks like it may be heading towards a high-risk

event, there are factors within each of the elements of the model which prevent this from

occurring.

In a similar vein, the model is also able to determine when there was a lack of
guardrails or braking mechanisms. Turning again to the INF case study, the lack of multi-
lateral treaties, the buildup of arsenals from neighbors, allies, and enemies along with
both the US and Russia feeling hamstrung by INF — all of these are accelerating events
and there are no real mechanisms by which this can currently be halted. This resulted in

several controls and the model rightly highlighted this as an area of concern.

From the second case study the model served quite well to determine when
examining signals which are the voices which carry more weight and therefore how to
filter out potential noise. Within this, model also looked at the responses, including the
responses of allies and considers how their actions can also function as a temperature-
reducer both in terms of what they do (India, aid to Ukraine) or not do (China and India

no explicit support for Russia).

When examining sanction effectiveness, the model also highlighted the issue of
financial market fragmentation — a wider issue based on the addition of thousands of
sanctions levied. This resulted in a control which looks for further
disruption/fragmentation — sanctions only work so far. As a factor — this is one which
could potentially have much broader ramifications and as a result end up with a direct

control to ensure that this is monitored.
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The model also called out in the second case study the high-risk response taken by
the US with enabling missile strikes. When assessed this appears to be an “escalate to
contain” type of scenario, therefore one which does present additional risk, but is not
immediately a trigger which yields a high risk. This was a factor which | found
particularly pleasing, as it demonstrates the model can help break down and understand
potential motives for a higher risk action and then apply assessment to them — a risker

approach does not always equal a high-risk outcome.

The model however is not as effective as first thought when considering where a
bar might be set when it comes to Russian nuclear use. Partly due to the mixed signaling
and information, however the model was effective enough to determine that control

around Red Lines was required.

Areas for future research

Based on insights gathered from my research, there are two further areas for
potential future research which I believe would yield beneficial results.

First — the nuclear community should reach out to other fields to determine if
methodologies there could also be applicable to help understand and determine levels of
risk based on threat. The business world has, as mentioned, plenty of risk-based models
and methodologies. In the field of medical science too, innovations are being made

around using Al in Big Data Analytics and getting results faster with greater accuracy.?

2 Rahmani, A. M., et al. Artificial intelligence approaches and mechanisms for big data analytics: a
systematic study. PeerJ Computer Science, 7(1), e488.(2021). https://doi.org/10.7717/peerj-cs.488
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This sort of technique could be used, as an example, to filter and analyze
historical statements made by respective governments to determine patterns of speech
against timeline or specific events to help determine how nations or actors may respond.

Second, and possibly the more interesting area for future research is that within
the world of business there is a recent regulatory focus on the behaviors of companies
and their employees, with emphasis on duty of care, doing the right thing and standards
of behavior. An example of this is the FCA’s 2022 Consumer Duty regulation. Are there
any aspects of these regulatory frameworks which could apply to the nuclear community?
Could addressing or putting frameworks around fundamental behavioral issues improve
identification and potential elimination of threats and risks?

Finally, the nuclear community should investigate what is being done in the world
of business on the complex subject of handling fast changing technological developments
and regulations to ensure its correct and proper use. This is not an area that has been
mastered by any stretch of the imagination, but there are similarities in the challenges and
leveraging lessons learned and thinking in this area may also help understand where new
tri or multilateral treaties need to be in place, or where new controls need to be added to

monitor threat and risk.

88



Chapter VIX

Conclusions

When this exercise started, | wanted to achieve a model by which nuclear threats
could be risk assessed to determine which ones were the ones that mattered. Based on
frameworks used by the world of business I adapted the IOR’s Risk Controlled Self-
Assessment, the FCA’s Operational Resilience Guidance and the EU’s Digital Online
Resilience Act to create a model which looked at the threat, situation, response, and
equilibrium to determine two things. Firstly, what type of risk was this — strategic or
normative, and as a result, did this fundamentally end up as a high, medium, or low risk
threat. A series of questions designed to draw out knowledge from the data was then
applied to each section.

The second outcome was to determine what controls needed to be put in place
post assessment to be able to monitor this threat. These controls provided triggers for
conditions which, if changed, would trigger a reassessment of the threat. Importantly, not
every control is associated with increased risk. The ability to have controls to monitor de-
escalation is just as important and this is reflected in the selected controls.

Three case studies were selected of different types. The first case study focused
on the withdrawal from the INF treaty by the US and Russia. As | stepped through the
model a picture started to emerge of a high-risk event — not just because of the lack of
treaty, but more because of the lack of guardrails around the response. There are data
points which suggest a new multilateral arms race is taking place already and barring one

voice (NATO), there are no other voices attempting to lower the rhetoric. While NATO is
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a powerful voice, granted, this was sufficient data to form controls around arms buildup
and arms race indicators as well as potential new treaties (de-escalatory).

The second case study focused on Russian Nuclear threats towards the West.
While the threat itself focused on the statement made by President Putin, the interesting
data was found in the situation part of the model. Mixed signaling from Russia was
something which needed a lot of breaking down to understand who was saying what, and
which voices needed listening to.

However, the model also brought out one other interesting fact associated to this
threat — because of the significant number of sanctions against Russia and Russian
individuals there is now an additional risk of financial market fragmentation. As | began
assessing this threat, I had not envisaged that there would be controls that were not
focused on something in the nuclear sphere. Yet the risk of financial market
fragmentation is significant enough that it may alter the response of the West, therefore
control was created.

The final case study was one where | was not too confident going in that the
model would work well, and this is why | selected it. Where there is a threat involving
new technology, where the existing structures cannot necessarily adapt fast enough to
respond, and where there is a real lack of data for analysis, the model fell into the same
pattern and language as a National Intelligence Estimate (NIE). While NIEs are valuable
for the intelligence community, this did prove challenging, especially when it came to
assessing the equilibrium. There were too many qualifiers for the assessment to really
hold up. As a result, the controls themselves, bar one, did not really focus on the

knowledge derived from data, rather they focused on triggers which would indicate there
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had been a change in data, a change in state — something which would trigger a
reassessment. This is not the ideal outcome for the model, but it did serve to indicate

clearly where its limitations are.

When there is reliable, accurate information from a variety of sources, and where
there is not a threat focused purely on technological novelty on a large scale, then this

model I believe can add value to the question of “which threats matter more?”
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