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Content Moderation by Social Media Intermediaries

Examining Short-Termism during the Ukraine Crisis

ABSTRACT

Social Media platforms have long been accused of differential content moderation
practices, both by Governments and their users. The Russia-Ukraine war brought this issue
to the forefront, where moderation decisions of major technology platforms like Twitter,
Meta are being scrutinized, and accused of restricting freedom of speech, moderating
legitimate or propaganda incorrectly, and promoting violent content in breach of their own

policies.

This paper analyzes the moderation decisions of major technology platforms in
non-war era, and during the Ukraine crisis, the power dynamics that influenced these
decisions, and the short-termism of their Ukraine response strategy which deviated from
their purported mission statements. It concludes with examining the social and long-term
impact of this decision, and briefly explores if an alternative could have caused long-term
impact towards free flow of legitimate information, had the platforms applied their hidden

power in regulatory engagements to follow their mission statements, as described.
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Content Moderation by Social Media Intermediaries

Examining Short-Termism during the Ukraine Crisis

Prominent social media intermediaries like Twitter and Meta have benefited
from safe harbor immunity for content hosted on their platforms, provided they adopt
statutory measures applicable in their operative jurisdiction. The applicable measures
vary considerably and range from offering complete immunity to content platforms so
long as they do not act as publisher of information hosted on their platforms (more
common in the US where under the Communications Decency Act of 1996, grants
immunity to technology platforms for content uploaded on their websites by users if
they deploy good faith voluntary measures for removal of illegal content!), to the
emerging demand for such entities to implement all reasonable due diligence measures
to filter and moderate harmful and illegal content or misinformation visible on their
platforms to continue claiming immunity (applicable in some form in India, with EU
pushing for stricter content moderation standards and oversight by way of the Digital
Services Act, which will be fully in effect by 2023). In almost all jurisdictions,
application of moderation standards can land such platforms in legal conflicts with
local regulators in multiple scenarios, either on grounds of applying imbalanced

moderation standards or delayed / insufficient moderation standards, as we have seen

1 Communications Decency Act (CDA) of 1996, 47 U.S.C. § 230(c)-(f)
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in the US, India, and more recently with removal of journalist accounts in the EU by

Twitter.2

As a general overview, the legal standard that the technology platforms must
comply with to continue representing themselves as ‘information intermediaries’ and
claiming immunity varies across countries, which has led to a situation where
platforms manage to exert considerable discretion in matters of content moderation,
which may be influenced by the political leanings of persons controlling these
companies, their employees, public perception, and regulatory expectations on public
policy issues. Platforms are interested in exploring techniques about content
moderation, as adopting them establishes trust amongst their user base and protects
them from extensive regulatory control. Having said that, while technology platforms
understand the importance of content moderation and the need to tackle it effectively,
it may not necessarily be accorded the highest priority against competing interests of
such platforms — like revenue generation, widespread use of their service, developing

new user territories, or product development.?

In their mission statements, platforms instead focus on the kind of community
experience they wish to offer their users. Content moderation is one way of achieving

that mission. For example:

2 Ryan Browne, “EU threatens Elon Musk with sanctions after Twitter’s suspension of journalists”,

CNBC, December 16, 2022, https://www.cnbc.com/2022/12/16/eu-threatens-elon-musk-with-
sanctions-after-twitter-suspends-journalists.html

% Angel Diaz and Laura Hecht-Felella, “Double Standards in Social Media Content Moderation”,
Brennan Center for Justice, August 4, 2021, https://www.brennancenter.org/our-work/research-
reports/double-standards-social-media-content-moderation.
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(a) Meta
Meta advocated itself as a global community that offers a free speech
environment where anything that transpires in the real world should find an
articulation space online.# Until 2009, Facebook did not have a community
standard for content, and all content moderation comprised one page of
rules which was equally applied to all type of content. A Facebook
employee was quoted as explaining their content moderation policy at that
time to consist of “if it makes you feel bad in your gut, then go ahead and
take it down”.> Today, its users must agree not to use Meta’s (formerly
Facebook) services to share content that breaches its terms and community
standards, as well as anything that is, among other things, ‘unlawful,
misleading, discriminatory or fraudulent’,® failing which their content can be
subject to removal, blocking, or filtering.
(b) Twitter
Twitter’s mission statement’ reads as:
“To give everyone the power to create and share ideas and information
instantly without barriers.”
It also advocated for building a safe community for its users where violent,

aggressive, and propaganda-like content can be filtered, restricted or in rare

* Facebook Newsroom, "Two Billion People Coming Together on Facebook™, June 2017,
https://about.fb.com/news/2017/06/two-billion-people-coming-together-on-facebook/.

> Kate Klonick, “The New Governors: The People, Rules, and Processes Governing Online
Speech”, Harvard Law Review, 131 (2018): 1631, https://harvardlawreview.org/2018/04/the-new-
governors-the-people-rules-and-processes-governing-online-speech/.

® Facebook, “Terms of Service”, 22 October 22, 2020, https://www.facebook.com/terms.php.

" Twitter, "About Us." Twitter, https://about.twitter.com/en.
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instances, offloaded from visibility from their platform. In 2013, Twitter’s
CEO Dick Costolo had described the company’s mission to be akin to a town
square,® where users can translate the real — life diversity of opinions onto the
online sphere. Elon Musk, the current CEO of Twitter, builds on this credo — he
tweeted his purported mission for the company as “Twitter needs to become by
far the most accurate source of information about the world. That’s our
mission”.® The essence of what Twitter believed in, and what Musk now aims
to achieve (as he believes Twitter has failed in its stated objective) is somewhat
similar —i.e. to be a global source of information for the world.

Both these platforms prioritize their mission statement, the community feel of their
platforms, and diversity of content. More user engagement is beneficial for their business
model (which is possible with diverse content, even if contextualized or filtered or flagged)
and establishes platform reliability before their user base. Which is why they use content
moderation as a tool to meet their mission statements, which if used effectively, can add

value to information channels available in society.

What kind of information is truly global, truly accurate, and permitted to be offered
on their platform, are all issues which technology platforms are unable to agree on with
their users and with regulators, which results in an influenced and inconsistent approach

towards content moderation. This inconsistency is starkly visible in their moderation of

8 Baker K., "Twitter CEO Costolo Focused on Building Global Town Square." Bloomberg, March
25, 2013, https://www.bloomberg.com/news/articles/2013-03-25/twitter-ceo-costolo-focused-on-
building-global-town-square-.

® Mrinmay Dey and Kim Miyoung, "Musk sparks debate on content accuracy with new vision for
Twitter." Reuters, November 2022, https://www.reuters.com/technology/twitter-handles-
engaging-impersonation-without-clearly-specifying-will-be-2022-11-06/.
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content connected to the Russia-Ukraine conflict. At the onset of the invasion of Ukraine,
although the decisions undertaken by social media platforms diverged in timing, they
largely adopted similar trajectory. Given the evolving nature of content moderation, we
have witnessed in the past how content platforms have followed each other in removing
content in complex or high-profile situation (like the removal of Trump’s account after the
US election), and the Ukraine crisis adds to that pattern. However, the differential is how
platforms earlier applied content moderation to serve their ‘brand’ of community
experience to their users, compared to now where they appear to have no fixed community
standard for war time reporting (or an evolving one at best) and are applying an
‘influenced’ technique of content moderation, based on directives from regulators and
public opinion. We see a pattern where technology platforms are choosing to be influenced
by external factors — that are re-interpreting their own mission and the community
experience they will be able to offer — a consequence that provides short-term relief but is

accompanied with long-term unanticipated social impact for information exchange.

A. Content Moderation during the Russia-Ukraine conflict

Since the invasion of Ukraine by Russia, the content moderation decisions of

technology platforms rapidly changed track and direction:10

1. Soon after the invasion of Ukraine, Twitter started labelling content

affiliated with the Russian Government, particularly if the content appeared to

19 The Media Manipulation Research, "Tracking Social Media Takedowns and Content Moderation
during 2022 Russian Invasion”, Updated till May 217, 2022,
https://mediamanipulation.org/research/tracking-social-media-takedowns-and-content-
moderation-during-2022-russian-invasion.
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disseminate disinformation relating to the purpose of the war, and/or Ukraine’s
counter response or their alleged treatment of minorities in the contested area of
Ukraine.!! Yoel Roth, Head of Twitter Safety at the time, confirmed in March 11,

2022:

% Yoel Roth & .
| @yoyoel - Follow

We're adding labels to accounts and Tweets sharing
links of state-affiliated media outlets in Belarus after
detailed reporting about their role in the war in
Ukraine. This builds on our years-long work to add
context to state media outlets and limit their reach on
Twitter. B

4:00 AM - Mar 11, 2022 ®

@ Read the full conversation on Twitter

@ 581 @ Reply 21 Share

Read 38 replies

Evidently, they adopted a flagging approach in the beginning, to
contextualize the media being reported to users, for them to assess its
veracity and reliability, instead of adopting for a blanket removal of news
and regulatory content, latter being a technique that Twitter was doing away
with as a matter of its internal policy. They promoted this policy in

jurisdictions like India, where Twitter refused to take down content in

11 Sarah Jones, "Twitter to label tweets from Russia state media”, Axios, February 28, 2022,
https://www.axios.com/2022/02/28/twitter-label-tweets-russia-state-media.


https://www.axios.com/2022/02/28/twitter-label-tweets-russia-state-media

interest of maintaining free speech, provided it is hosted by platforms owned

by political parties.1?

2. At this time, Twitter had already blocked most of Russian-origin
content from being available in Ukraine, at request of the Ukrainian Government.

3. Eventually, platforms like Meta, Twitter blocked Russian State
media agencies, notably Sputnik and RT (most of which are leading news channels
viewed by a large user base prior to the conflict!3), and labelled many Russia-based
or Russia-focused journalists as Russian Government-affiliated media.* They also
restricted access to and later blocked content published by such journalists, in many
cases regardless of the user location but more generally on a jurisdiction-basis (in
Ukraine, Eastern Europe, other parts of EU). The takedowns followed EU sanctions
against these media outlets, statement by Twitter said:

“The European Union (EU) sanctions will legally require us to withhold

certain content in EU member states, and we intend to comply. Our global

approach outside of the EU will continue to focus on de-amplifying this type

of state-affiliated media content across our service and providing important

context through our labels. We continue to advocate for a free and open
internet, particularly in times of crisis. ™

12 Manish Singh, “Twitter, challenging block orders, sues India’s Government”, Tech Crunch, July
05, 2022, https://techcrunch.com/2022/07/05/twitter-sues-india-government/.

13 RT is available to more than 120mn European viewers, according to its website, and has 6.3mn
and 4.6mn followers on Facebook and YouTube pages respectively. Its Spanish-language YouTube
channel, which has nearly 6mn subscribers, is one of the most watched Spanish YouTube channels,
according to researchers at data analysis company Omelas. See Newsdesk, “Big Tech caught in
information war between west and Russia”, March 01, 2022,
https://tittlepress.com/latest/1589169/.

14 Mary Johnson, "YouTube, TikTok and Facebook are banned in this state", The Washington Post,
March 1, 2022, https://www.washingtonpost.com/technology/2022/03/01/youtube-tiktok-
facebook-state-media-ban/.

15 Natasha Lomas, Tech Crunch, “Twitter’s EU-only geoblocks of Russia Today off to a shaky
start”, March 03, 2022, https://techcrunch.com/2022/03/03/twitters-eu-only-geoblocks-of-russia-
today-off-to-a-shaky-start/.
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4. Twitter was amongst the platforms that resisted outright bans for a
while (at least as a matter of known policy), till it was legally required to do so on
account of the sanctions. Having said that, removal and filtering of content had
started before these sanctions, reported as being influenced by requests from the EU
Government, the Ukrainian Government, some U.S. politicians, and its own
employees.t® Specifically in the EU, Twitter continued engaging with the regulators
to consider imposing such blocking order, predating the EU sanctions. In other
words, the platforms were contemplating removal methodologies without a specific
law beingin place,!” whichis atypical of their content moderation ethos, when faced
only with regulatory requests. It is possible that Twitter’s engagements with EU
regulators were in the context of upcoming legislation (the EU Digital Services Act)
which is slated to impose stricter content moderation standards for any platform
hosted in the EU, because of which EU regulators will have control and oversight
over content available in their jurisdiction, particularly in time of war.18

5. Australia and the United Kingdom expressly asked social media
platforms to block user access to “misinformation” being disseminated by the

Russian Government.® Their requests related to visibility of content in their

16 Mary Johnson, "YouTube, TikTok and Facebook are banned in this state”, The Washington Post,
March 1, 2022, https://www.washingtonpost.com/technology/2022/03/01/youtube-tiktok-
facebook-state-media-ban/.

17 Newsdesk, “Big Tech caught in information war between west and Russia”, March 01, 2022,
https://tittlepress.com/latest/1589169/.

18 Emily Brown, "The EU's Digital Services Act: what you need to know", Wired UK, September
30, 2020, https://www.wired.co.uk/article/europe-digital-services-act; European Commission,
“Digital Services Act: Commission welcomes political agreement on rules ensuring a safe and
accountable online environment”, Press Release, April 23, 2022,
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_2545.

19 Mary Johnson, "Morrison government asks Facebook, Twitter and Google to block Russian state
media disinformation”, The Guardian, March 3, 2022,
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countries and were initially not accompanied with legal mandate or removal orders.
Australia’s Communication Minister Paul Fletcher explained the intervention “as a
priority to suspend the dissemination on your platform[s] in Australia of content
generated by Russian state media organizations.” Meta’s response to this was to
reiterate its existing fact-checking and labelling of Russian-originating content. It
appears that now this content is not easily available in these countries through these
platforms.20

6. The scrutiny on levels of influence exercised over technology
platforms was made more intense when Meta and Twitter allowed posts calling for
violence towards Russian heads of State in the territory of Ukraine, justifying it as
a legitimate right of self-expression of the Ukrainian people, who are denied other
forms of expression and independence in time of war. Meta also allowed for content
instigating violence against Russian soldiers in Eastern European countries.?! It
published a policy update that allowed users in Ukraine to call for violence against
Putin and Russian soldiers in Ukraine. Ordinarily, posts exhorting violence are
banned by such platforms under their terms of use. They also permitted a widely

acknowledged neo-Nazi organization — Azov to be promoted on their platforms,

https://www.theguardian.com/world/2022/mar/03/morrison-government-asks-facebook-twitter-
and-google-to-block-russian-state-media-disinformation.

20 Alexander Martin, “Ukraine invasion: Facebook and Instagram to block RT and Sputnik in the

UK

following government request”, Sky News, March 04, 2022,

https://news.sky.com/story/ukraine-invasion-facebook-and-instagram-to-block-rt-and-sputnik-in-

the-uk-following-government-request-12557469

21 Sarah Jones. "Facebook and Instagram let users call for death to Russian soldiers over Ukraine",
The Guardian, March 11, 2022, https://www.theguardian.com/technology/2022/mar/11/facebook-
and-instagram-let-users-call-for-death-to-russian-soldiers-over-ukraine.

9


https://www.theguardian.com/world/2022/mar/03/morrison-government-asks-facebook-twitter-and-google-to-block-russian-state-media-disinformation
https://www.theguardian.com/world/2022/mar/03/morrison-government-asks-facebook-twitter-and-google-to-block-russian-state-media-disinformation
https://news.sky.com/story/ukraine-invasion-facebook-and-instagram-to-block-rt-and-sputnik-in-the-uk-following-government-request-12557469
https://news.sky.com/story/ukraine-invasion-facebook-and-instagram-to-block-rt-and-sputnik-in-the-uk-following-government-request-12557469
https://www.theguardian.com/technology/2022/mar/11/facebook-and-instagram-let-users-call-for-death-to-russian-soldiers-over-ukraine
https://www.theguardian.com/technology/2022/mar/11/facebook-and-instagram-let-users-call-for-death-to-russian-soldiers-over-ukraine

outfits that generally are expressly prohibited as extremist / terrorist organization on
account of their pre-existing human rights violations.??

7. The Guardian reported?? that basis an internal memo circulated in
Meta, IT clarified that threats of violence against Putin and Russian soldiers was
permitted in Ukraine, and in context of the invasion of Ukraine only.

8. By late March 2022, these actions triggered Russian counter-
response whereby platforms like Twitter, Meta were initially restricted and later
banned in Russia, being accused of tools used to fuel Western propaganda and
labelled as “extremist organizations.”?* Meta’s Global Affairs President, Nick

Clegg, defended their stance when faced with the ban?>,

“I want to be crystal clear: our policies are focused on protecting people’s
rights to speech as an expression of self-defense in reaction to a military
invasion of their country. The fact is, if we applied our standard content

policies without any adjustments we would now be removing content from

22 "™Who are the Azov Regiment?" Al  Jazeera, March 1, 2022
https://www.aljazeera.com/news/2022/3/1/who-are-the-azov-regiment.

23 Sarah Jones. "Facebook and Instagram let users call for death to Russian soldiers over Ukraine",
The Guardian, March 11, 2022, https://www.theguardian.com/technology/2022/mar/11/facebook-
and-instagram-let-users-call-for-death-to-russian-soldiers-over-ukraine.

24 "The Future of Aurtificial Intelligence." Scientific American, January 1, 2020,
https://www.scientificamerican.com/article/the-future-of-artificial-intelligence/; Mary Johnson.
"Facebook, Instagram remove accounts tied to Russia's 'extremist' organization”, NPR, March 21,
2022, https://www.npr.org/2022/03/21/1087827003/facebook-instagram-russia-extremist-
organization.

25 Meta Newsroom, “Meta’s Ongoing Efforts Regarding Russia’s Invasion of Ukraine”, February
26, 2022, https://about.fb.com/news/2022/02/metas-ongoing-efforts-regarding-russias-invasion-
of-ukraine/
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ordinary Ukrainians expressing their resistance and fury at the invading

military forces, which would rightly be viewed as unacceptable.

To be clear, we are only going to apply this policy in Ukraine itself. We have
no quarrel with the Russian people. There is no change at all in our policies
on hate speech as far as the Russian people are concerned. We will not
tolerate Russophobia or any kind of discrimination, harassment or violence
towards Russians on our platform.

This is a temporary decision taken in extraordinary and unprecedented

circumstances. We will be keeping the situation under review in the period

ahead.” [Emphasis Supplied]

9. In late 2022, Meta and Twitter acted against accounts which were
found to disseminate misinformation by influencing users in the Middle East and
Asia with pro-Western allies’ stance in respect of the Russia-Ukraine conflict.
Accounts such as Voice of America and Radio Free Europe were linked to websites
sponsored by the U.S. Government to criticize Russian State activities during the
invasion.26 This is so far the rare instance when Western-affiliated propaganda has
been fact-checked and moderated by technology platforms during the course of the
invasion.

10. The above sequence of events help establish that technology

platforms were initially reluctant to impose complete blocking and removal

%6 Graphika and Stanford Internet Observatory. “Unheard Voice: Evaluating five years of pro-
Western covert influence operations. Stanford Digital Repository”, August 2022,
https://purl.stanford.edu/nj914nx9540; Nix, “Facebook, Twitter dismantle a U.S. influence
campaign about Ukraine”, Washington Post, August 2022,
https://www.washingtonpost.com/technology/2022/08/24/facebook-twitter-us-influence-
campaign-ukraine/.
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restrictions, given that many of them had updated their content moderation
processes to be more reliant on fact-checking and flagging?’, in interest of providing
a trustworthy but also comprehensive news reportage to their users. This stance
however was short-lived, as it was accompanied with considering ‘requests’ from
various regulators to remove content despite being unsupported with local law or
blocking orders, a situation which platforms would have ordinarily objected to,
citing free speech implications. What is interesting is that when content removal was
implemented (either based on sanctions or Government request), the platforms
significantly veered from their established practices and mission by allowing violent
and propaganda-like content supporting one perspective of the conflict, creating a
short-term exception for moderation techniques they claimed as being suited for a
time of war. This naturally leads users to question their policies and independence
in undertaking such decisions and inquire if similar exceptions have been or will be
granted for geopolitical conflicts — where one side will invariably enjoy government
and/or public support. Before we examine this decision reasoning further, it is
worthwhile to dissect how and if platforms protect their mission of providing a free-
flowing user communication experience stringently in a non-war time scenario.

B. Do platforms follow their mission, and are they restricted from doing so?

21 At the start of Russia’s invasion of Ukraine, the companies continued fact-checking individual
pieces of content and resisted calls for outright bans. Elizabeth Dwoskin, Cat Zakrzewski and
Gerrit De Vynck, “Major Social media platforms ban Russian state media in Europe”, The
Washington Post, March 01, 2022,
https://www.washingtonpost.com/technology/2022/03/01/youtube-tiktok-facebook-state-media-

ban/.
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Technology platforms developed their missions both to:

(a) communicate the type of community standard they wish to enforce within their

ecosystem; and

(b) fulfil their role of “public actors” in providing information access to all users.

Mark Zuckerberg was quoted as saying:

“In a lot of ways Facebook is more like a government than a traditional company.
We have this large community of people, and more than other technology companies we 're

really settling policies.”?8

In many ways, they are aware of and respect the social value they can create, and
the user expectations for accurate and global content. The platforms gain credibility for
following their mission, which also helps them address shareholder primacy. Allowing
diverse viewpoints on their platforms is not just an affirmation of their commitment
towards upholding free speech right for all participants, it is also revenue-generating as
deeper engagement between users attracts advertiser interest and retention. The platforms
therefore respond to regulatory requests and nudges for content removal, and exercise their

self-directed content moderation techniques, in context of their purported mission.

For instance, platforms often chose to take an antagonistic or principled position
against regulators if they receive indiscriminate requests for blocking content or

information access, as they are permitted to remove content only once they have

28 David Kirkpatrick, “The Facebook Effect: The Inside Story of the company that is connecting
the world”, 254 (2010).
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‘knowledge’ that it violates applicable law of the relevant jurisdiction. For example,
Twitter initiated litigation against the Indian Government for acting outside scope of its
legislative authority, by allegedly asking for posts/accounts owned by political parties to
be removed during a time of communal conflict. Twitter argued that the accounts requested
to be blocked belonged to legitimate political parties, and removing them will impede their
freedom of speech and expression, and restrict public’s access to all kinds of reportage.?®
It also questioned if the Indian Government’s request itself was legitimate, as it did not fit
within the character of an authorized blocking order, which can only be issued under
section 69 of the Information Technology, 2000, on the grounds stated therein.3® Another
example is of Twitter disabling Donald Trump’s Twitter account while he was still the
acting President, arguing that the account was being misused to “incite further violence,
without there being any government mandate asking it to do so.”3! In fact, in the US, S.
230 of the Communications Decency Act, 1996 allows content platforms to moderate
offensive content on a voluntary basis, where it can act as a “good Samaritan” if it wishes
to do so, so it may be argued that Twitter was not under any obligation to delist these

accounts, save for its own self-policing standards.3?

These incidents establish that platforms consider their “community standard”

crucial, and take defensive and sometimes aggressive measures against regulators, political

2% Manish Singh, Tech Crunch, “Twitter, challenging block orders, sues India’s Government”, July
2022, https://techcrunch.com/2022/07/05/twitter-sues-india-government/.

30 Information Technology Act, 2000, § 69

3L "Twitter permanently bans Donald Trump: What does that mean for us?", Internet Just Society,
December 19, 2022, https://www.internetjustsociety.org/twitter-permanently-bans-donald-trump-
what-does-that-mean-for-us.

32 1 1 (June 6, 2019)
Liability for Content Hosts: An Overview of the Communication Decency Act's Section 230
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parties, and users, to be able to uphold such standards, citing reasons like defense of
freedom of speech and ensuring open access of all information for all users, as justification.
The platforms have acknowledged that in times of conflict or misunderstanding, the online
medium is the easiest and preferred source of information exchange for range of people,
which is why they must moderate content for safety but also refrain from moralistic
moderation, as trustworthiness of the data exchanged across the platform will diminish if

diverse content is restricted or removed arbitrarily.

By not taking unilateral positions on divisive issues and allowing only law-
mandated content filtration requests to go through, the platforms managed to develop a
policy position that proved their neutrality before the regulators, who may be inclined to
require “influenced” and “trigger-happy moderating” platforms to moderate to a higher
standard, particularly on issues aligned with their political interests. Maintaining neutrality
and adhering to their published terms of use and community policies on matters of content
moderation (at least appearing to promote a best effort standard of compliance amid
allegations of opaqueness) enabled platforms to delay extensive regulation and retain some

leeway in how they enforce their policies.

Given that many self-directed moderation techniques of platforms have been
opaque, inconsistent, or strictly personal to their purported mission statements, regulators

have been re-examining if platforms should continue to retain content moderation primacy.
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Global legislative measures are changing the landscape. Most notable example is
the EU Digital Services Act,2® which has come into force and will require platforms
operating in the EU to flag or remove illegal content, hold them accountable for arbitrary
content moderation practices and impose a regulatory oversight over their activities. In
specific events like war and emergencies, the legislation grants extensive authority to EU
regulators to ask technology platforms to filter, and block misinformation on their

platforms. The EU regulator3* was quoted as saying:

“With the Digital Services Act, we now have clear legislation. Online platforms are
at the core of some of the key aspects of our daily lives, democracies, and economies. It’s
only logic that we ensure that these platforms live up their responsibilities in terms of
reducing the amount of illegal content online and mitigating other online harms, as well

as protecting the fundamental rights and safety of users.”

Regulators, particularly those in the EU, have been leading efforts to govern these
“public square” platforms, to prevent them from harming public welfare, and require them

to create public value in matters of communication.3

33 European Commission, "Commission announces new measures to support green transition and
digital transformation”, European Commission Press Corner, December 19, 2022,
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_6906.

3 Statement by Margrethe Vestager, Executive Vice-President for a Europe Fit for Digital Age,
November 11, 2022.

% The Government stance appears to be based on Mark Moore’s theory of creating public value
by public servants, Moore, International Journal of Professional Business Review; Moore, Mark.
(2021). “Creating Public Value: The Core Idea of Strategic Management in Government.” 6. 219.
10.26668/businessreview/2021.v6i1.2109.
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The “good Samaritan” due diligence approach is no longer sufficient. While
platforms understand their role in influencing the information accessible to the public, and
the social value and policy considerations associated with that responsibility, they are not
fully aligned with regulators on the best way of doing so. How the public can be offered a
valuable and meaningful mode of communication which is not divisive or misinformed is
an issue where interests of technology platforms and regulators may not necessarily
converge. Ironically, both arguably working towards a safe, free, and accessible online
environment for society. Except that regulators are committed to providing a safe
environment for their citizens, whereas platforms may wish to address similar interests at

a broader global scale.

Anecdotally, technology platforms grapple between below conflicting choices:
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Exhibit 1: Option Analysis for Technology platforms

Platform self-interest




Platform self-interest

* breach of terms of use, Government requests, employee and Al-directed removals, user

opinions

** Moderation based only on platform policing can adversely impact Government

engagement, other factors must come into play.3¢

C. Did platforms exhibit short-termism during the Russia-Ukraine crisis? Did
their approach add social value?

3% Ana Correal, "Twitter to Shift How It Handles Violations of Its Rules"”, The New York Times,
May 19, 2022, https://www.nytimes.com/2022/05/19/business/twitter-content-moderation.html.
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It can be said that high-profile content removals by platforms is followed by other
platforms, which is being replicated in the Ukraine crisis.3” It appears that these platforms
are responding to this crisis in real-time, many are following each other3® or waiting for
public reaction to published content before undertaking moderation. Some of this may be
attributed to the evolving nature and short-termism of content moderation in time of war,
but technology platforms have also had opportunities in the past where global conflicts
have been presented by users, governments, and non-State actors, though perhaps not at

the scale experienced presently.

From the sequence of events outlined in Part (A) above, technology platforms opted
for a short-term heavily moderated platform policy during the Ukraine crisis, based on
multiple factors ranging from regulatory nudges and directives, user opinion, competing
platform behavior, and advertiser expectations. They deviated from their mission and

precedents in two main areas:

Removal of content

Platforms were continuously told that they are not doing enough, often when there

was no specific law that mandated any removal action,® which ordinarily would not have

37 Sara Fisher and Ashley Gold, “All the Platforms That Have Banned or Restricted Trump So far”,
AXxios, January 11, 2021, https://www.axios.com/2021/01/09/platforms-social-media-ban-restrict-

trump.
3  The Media Manipulation Research, "Tracking Social Media Takedowns and Content

Moderation  during 2022 Russian Invasion”, Updated till May 27, 2022,
https://mediamanipulation.org/research/tracking-social-media-takedowns-and-content-
moderation-during-2022-russian-invasion.

% Financial Times, January 1, 2020, https://www.ft.com/content/e0a31741-ee65-42c0-b045-
59¢382a8a081.
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met the content removal test for many such platforms. It is interesting that even before the
acquisition of Twitter by Elon Musk, the company was proceeding towards an approach of
filtering and flagging content, instead of removing it altogether. The New York Times
reported that this reflected Twitter’s approach to content moderation.*® In 2020, Jack
Dorsey apologized for the way the company handled reports of family members of Trump,
and Trumps’ account removal, stating that Twitter will steer away from random removals

and instead work towards providing more context for users.*!

“Straight blocking of URLs was wrong, and we updated our policy and enforcement

to fix. Our goal is to attempt to add context, and now we have capabilities to do that,”

Dorsey said in a tweet.

In jurisdictions where EU sanctions were not applicable (and for removal of content
in the EU predating the actual sanctions), the platforms are not accountable*? - whether
they give in to regulatory requests for content removal or not, yet they opted to give in,
perhaps influenced by power dynamics exercised by Governments in face of public
opinion, and in anticipation of laws which would have required them to submit to stricter
Government-influenced content moderation, specifically in the EU. The platforms have

also not updated their initial removal decisions to opt for a nuanced long-term strategy as

0 Conger, The New York Times, “Twitter expands content-moderation rules to cover crises like
war and disasters”, May 19, 2022, https://www.nytimes.com/2022/05/19/business/twitter-content-
moderation.html.

41 Jbursz, CNBC, “Twitter CEO Jack Dorsey says blocking New York Post story was 'wrong',
October 16, 2020, https://www.cnbc.com/2020/10/16/twitter-ceo-jack-dorsey-says-blocking-post-
story-was-wrong.html.

“2Nicol Turner Lee and Samantha Lai, “Is there too little oversight of private tech companies in the
Russia-Ukraine conflict?”, Washington: The Brookings Institution, March 30, 2022,
https://www.brookings.edu/blog/techtank/2022/03/30/is-there-too-little-oversight-of-private-tech-
companies-in-the-russia-ukraine-conflict/.
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to how State and State-affiliated journalist accounts and reportage will be filtered during a
time of war. A permanent approach that disables all forms of media originating from a
State, even in a time of conflict, is an incremental shift towards host State-influenced user

experience on these platforms.

More engagement could have helped when the European internal markets
commissioner Thierry Breton asked Google executive Sundar Pichai and YouTube’s Susan
Wojcicki to consider bans and update their terms to use so that “war propaganda” content
is filtered from user visibility. At the time, news reports highlighted how “war propaganda”
is being disseminated from both sides, even from countries aiding and/or supporting their
sides of the conflict.#® This was an opportunity for platforms to delve into their past
experience of war-time reporting to suggest better filtration and tagging techniques to

regulators to help retain diverse information access on their platforms.

Permitting violent content

The platforms also deviated from their own published mission and term of use,
explicitly restricting violent and aggressive content against any person. Even though Meta
publicly regretted its coverage of the humanitarian crisis in Myanmar,** where it permitted

violent coverage of the crisis in breach of its own published policies, its moderation team

3 Graphika and Stanford Internet Observatory. “Unheard Voice: Evaluating five years of pro-
Western covert influence operations. Stanford Digital Repository”, August 2022.
https://purl.stanford.edu/nj914nx9540; Ukrainian officials and Russian diplomats have used their
official Twitter accounts to share false and misleading information about the war, and their posts
have been widely viewed and shared on the platform. Conger, The New York Times, “Twitter
expands content-moderation rules to cover crises like war and disasters”, May 19, 2022,
https://www.nytimes.com/2022/05/19/business/twitter-content-moderation.html.

4 Dani Vaughn, "Facebook's business model is at odds with social responsibility”, The Verge,
November 6, 2018, https://www.theverge.com/2018/11/6/18068104/facebook-business-social-
responsibility-myanmar-report.
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decided against being guided by previous impact to assess reportage of the current armed
conflict, and instead advocated for a more liberal approach to be applied onto allowing
violent expression of speech against Russia, its citizens, soldiers, and heads of State, during
the conflict with Ukraine.®> The Verge reported that the moderation team based their
decision on the fact that Ukraine enjoyed more support.*6 News reports also state that the
moderation team based its decision on the premise that since violence in itself is a justified
response for armed aggression invasion under international law, therefore online
expression of violence by the Ukrainian and other Eastern European people is permissible
content as a form of self-expression and should require Meta to update its policies for
allowing self-expression during times of unlawful military intervention.*” As mentioned
above, while social media has dealt with situations of international conflict before (eg,
Myanmar) where allowing violent content led to loss of lives of a particular community,
adopting different positions depending on where the violent content arises from, will add
to the developing perception that platforms are acting as State agencies in situations of
armed conflict. It will also be interesting to see how events classified as armed aggression

under international law will be transposed onto the online discourse over the same conflict,

5 Emerson T. Brooking, “Meta meets the reality of War”, Future Tense partnership of Slate, March
17, 2022, https://slate.com/technology/2022/03/meta-facebook-calls-violence-invading-
russians.html.

6 Dani Vaughn, "Facebook's business model is at odds with social responsibility”, The Verge,
November 6, 2018, https://www.theverge.com/2018/11/6/18068104/facebook-business-social-
responsibility-myanmar-report.

4" Adi Robertson, “Meta’s Oversight Board says Facebook should change the rules for wartime
posts”, The Verge, November 16, 2022,
https://www.theverge.com/2022/11/16/23462245/facebook-meta-oversight-board-russia-ukraine-
nazi-post-violent-conflict.; Facebook Oversight Board, “Russian Poem-the Oversight Board has
overturned Meta’s original decision to remove a Facebook post comparing the Russian army in
Ukraine to Nazis and quoting a poem that calls for the killing of fascists”,
https://www.oversightboard.com/decision/FB-MBGOTVNS.
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given that international law has not yet advanced to regulating communication warfare as

a legitimate form of aggression.

The long-term impact of these deviations is difficult to anticipate entirely, but can

be broadly summarized as follows:

>

>

reduced public trust for moderation decisions of these platforms;
perception that technology platforms are being used as State agencies in
political discussions and times of war;

increased regulatory silos being created in each jurisdiction, where users are
allowed to review content and “propaganda” permitted by their respective
Governments;

users interact with others in echo chambers where similar political views
are permitted to be exchanged, which reinforces their bias*;

restricting large number of users (in this case Russian users, and other users
who can access these platforms) from accessing a balanced reporting of
global events. Russian users are denied the ability to view third-party
reportage of their government’s activities in Ukraine, and are relegated to
sourcing information from State-media, which will influence their
interpretation of the conflict; and

The door is open for State actors to ask technology platforms operating in

other countries to restrict and block content which is considered propaganda

8 See, eg, Murdoch Watney, The Legal Position of Social Media Intermediaries in Addressing
Fake News (European Conference on Cyber Warfare and Security, Reading, June 2018).
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in their territory., failing which their rights of operation can be curtailed,
further distancing global users. There are already instances where affected
groups are calling for similar exceptions for violent content — Khayyali says
—“l would love to see the level of contextual analysis that Meta is doing for
their exceptions to rules against urging violence to Russian soldiers, and to
their allowance of praise for the Azov battalion — the Ukrainian neo-Nazi
militia that has been resisting the Russian invasion — applied to conflicts
in the Arabic-speaking world. It’s not too late for them to start doing some

of these things in other places.”*®
» Users will find a way to enter unmoderated platforms where there are lax

standards.

The possibilities concern many. Katie Harbath, CEO of Anchor Change says that
“the companies are building precedent as they go along. Part of my concern is that we are
all thinking about the short term in Ukraine, rather than the underlying principles that

should guide how platform approach wars around the world.”°

D. Was there scope and cause for a long-term approach? — An alternative

The Russia-Ukraine war is a rare occasion for technology platforms to delve into
tricky aspects of content moderation, being a political conflict, which continues to have

global impact and invites discourse. It is also the first time that social media is being used

49 Will Oremus, Washington Post, “Social media wasn’t ready for this war. It needs a plan for the
next one”, March 25, 2022, https://www.washingtonpost.com/technology/2022/03/25/social-
media-ukraine-rules-war-policy/.
SOWill Oremus, Washington Post, “Social media wasn’t ready for this war. It needs a plan for the
next one”, March 25, 2022, https://www.washingtonpost.com/technology/2022/03/25/social-
media-ukraine-rules-war-policy/.
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at such scale to each party’s advantage, to create fear, generate support, state their position
and/or to justify military acts. The short-term approach of content removal does not begin
to address this issue. In ordinary times and in time of war, user reliance on technology

platforms to access news and reporting relating to the war cannot be overstated.

Exhibit 1. 7 in 10 Twitter users in the U.S. are on the platform for news content and 7 in

10 of these news users view Twitter for breaking news

About seven-in-ten Twitter users get
news on the site ...

2% of U.S. adult Twitter users who on Twitter

Get news

69%

--- and seven-in-ten of these news
consumers have turned to Twitter for
breaking news

2% of U.S. adult Twitter news consumers who have

used Twitter to keep up with a news event as it was
happening

70% have done this 29% have not

Note: Those who did not answer not shown.

Source: Survey of U.S. adult Twitter users conducted May 17-31,
2021.

“News on Twitter: Consumed by Most Users and Trusted by Many”

PEW RESEARCH CENTER

Data also suggests that most user engagement is linked with political content, which

should require technology platforms to prepare for moderating such content from a long-
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term approach. Social media will continue to be the primary information source for users
keen to know about the situation in Ukraine, Russia’s invasion, and geo-political events

surrounding, supporting, instigating, or influencing this conflict.>!

51 Collette Snowden, “Guns, tanks and Twitter: how Russia and Ukraine are using social media as
the war drags on:, The Conversation, 5 April 2022, https://theconversation.com/guns-tanks-and
twitter-how-russia-and-ukraine-areusing-social-media-as-the-war-drags-on-180131.
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Exhibit 2

1/31 of Tweets from U.S. Adults are political

Retweets and quote tweets are
especially likely to reference politics

% of posted by U.S. adult Twitter users that
reference politics

All tweets

Retweets
Quote tweets
Reply tweets

Original tweets

Source: Survey of U.S. adult Twitter users conducted May 17-31,
2021. Data on respondents’ Twitter accounts collected using the
Twitter API. Includes all public tweets posted between May 1, 2020,
and May 31, 2021.

“Politics on Twitter: One-Third of Tweets From U.S. Adults Are
Political”

PEW RESEARCH CENTER

A team of Australian researchers reported that 80 percent of tweets about Russia’s
invasion of Ukraine were part of a covert propaganda campaign driven by automated bot
accounts.>? Most of these bots published content favoring both sides, where notably pro-
Russian bot activity was minimal at the beginning of the war. Pro-Ukrainian accounts were

found to be more sophisticated in deploying cyber bots. It may be said that continued

2 Bridget Smart, Joshua Watt, Sara Benedetti, Lewis Mitchell, and M.Roughan,
“#IStandWithPutin versus #IStandWithUkraine: The interaction of bots and humans in discussion
of the Russia/Ukraine war”, Published in Social Informatics, August 15, 2022.
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presence of vast majority of bots, coupled with skewed content — are a consequence of

limiting conversation to one side of the conflict. The researchers said that:

“Both sides in the Ukrainian conflict use the online information environment to

influence geopolitical dynamics and sway public opinion.”

If we examine the power dynamics between the regulators and technology
platforms in this conflict®3, it can be said that the impending legislation and public support
for Ukraine enables regulators to exert power over the technology platforms, creating a
one-way door for influencing such platforms to take positions in geo-political conflicts.
For the technology platforms, reviewing it as a short-term response to Ukraine, it may have

appeared as a battle not worth fighting for.

However, it may have been possible for them to shape the value of enabling a free
and informed internet experience for their users and the general public, by effectively
exercising their power to offer this experience to their users by examining social media
discourse on earlier conflicts, continuing to re-train their moderation technologies and
offering solutions to regulators. They may be better placed than regulators to engage in the
discussion as to what qualifies as “war propaganda” by sharing their technical ability to
filter and flag such content in a consistent manner and could have exercised their agency

by doing so.

53 Gaventa J. 2020. Applying power analysis: using the ‘Powercube’ to explore forms, levels and
spaces. In: R. McGee & J. Pettit, eds. Power, Empowerment and Social Change. Routledge. New
York, pp. 117-138.
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The platforms could reflect on practice, as the war goes on. For example, filtration
and removal of bot accounts are processes that must be authenticated to ensure a realistic
user experience on their websites. Given their learnings of the social effects of content
removal versus labelling on divisive issues, the platforms could consider engaging with the
regulators to test the limits of verification, flagging, and labelling of divisive and
ambiguous content —which would have permitted for less automated or directed removals.
More investment in nuanced fact checking and filtering techniques, to verify news

information originating from both sides of the conflict would help.

Researchers have found that “when people see political misinformation labeled as
false, there is less intention to further share the content.”®* Ecker advocates for fact

checking labels as they help create positive impression for the users.%®

Just like platforms opposed extensive content removal requests in the past till such
time they have knowledge of such content being termed illegal in the local jurisdiction,
requests for content removal by regulators in the absence of a specific law requiring the
platforms to do so, could have been handled with more engagement with the Government.
While there is public support for the position of Ukraine, there is also support for enabling
a free online media. This engagement could have been used as an opportunity to further
discourse between regulators and online platforms on how to manage and label

misinformation during times of conflict, and the extent to which regulatory requests can be

*pPennycook, G., Bear, A., Collins, E.T. and Rand, D.G., 2020. “The implied truth effect: Attaching
warnings to a subset of fake news headlines increases perceived accuracy of headlines without
warnings.” Management Science, 66(11), pp.4944-4957.

% Ecker, U. K. H., O'Reilly, Z., Reid, J. S., & Chang, E. P. (2020). The effectiveness of short-
format Refutational fact-checks. British Journal of Psychology, 111(1), 36-54. https://doi-org.ezp-
prodl.hul.harvard.edu/10.1111/bjop.12383.
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received by private organizations who are not State-affiliated and are arguing for
dissemination of content which is appropriately labelled and tagged for user information.
It may have required regulators to justify how high standards of content filtration and
flagging would not have satisfied the purported threat of war propaganda and
misinformation, especially deployed extensively by both sides to the conflict. The requests
to remove or filter content should be balanced with the legitimate goal of enabling free and

informed information experience for users.

Policies on enabling violent content should be applied in a consistent manner, by
verifying cross-jurisdictional impact of enabling such content, if at all. Technology
platforms should think of permissibility (and limits thereof) of violent content as a matter
of policy, as their earlier experience with war-time content moderation may equip them

with an ability to develop consistency, as opposed to a reactive ad-hoc approach.

Failure to examine these options will create an online experience where technology
platformsare either influenced by Governments or are acting as public agencies in allowing
and disabling access to news-worthy information in times of global war and conflict, which
cannot be an appropriate long-term approach. It is important that platforms exercise their
agency to develop stricter standards for war-time content moderation and removal, aimed

at achieving their stated missions.
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