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Abstract

We consider zero-knowledge proofs, a class of cryptographic protocols by which an agent (a
Prover) can prove to another agent (a Verifier) that a statement is true without revealing any
additional information. For example, a zero-knowledge proof allows one to prove knowledge
of a password to somebody at the other end of the communication without actually revealing
the password.

We present an introduction to and survey literature on zero-knowledge proofs, covering the
history, formal definition, and classical applications of zero-knowledge proofs. In addition, we
consider connections to complexity, demonstrating that all problems in the complexity class
NP have zero-knowledge proofs, and also discuss more exotic applications of zero-knowledge,
namely in electronic voting and nuclear disarmament.

We then consider applications of zero-knowledge to financial regulation, specifically in balanc-
ing transparency and confidentiality in financial reporting. Namely, we polled professionals
in the financial industry to identify three major classes of regulatory problems. We then
utilize zero-knowledge proofs to develop and present cryptographic protocols/mechanisms
and solutions to these regulatory problems: (1) An employer verifying an employee has
no financial holdings on a blacklist without revealing the other (allowed) holdings of the
employee, (2) A fund convincing its investors that its holdings subscribe to particular risk
constraints, without disclosing the actual holdings, (3) A collection of investors of a fund
verifying aggregate information provided by the fund, while preserving pairwise anonymity.
Applications (1) and (3) are novel applications developed in this paper, while (2) is drawn
from [47].



Acknowledgements

Firstly, I would like to thank my advisor Prof. Boaz Barak for his constant guidance and
support over these past two semesters, whether it be suggestions on papers to read, helpful
discussions and feedback, or general musings about cryptography.

I would also like to thank Prof. Taubes for being my math advisor for this thesis. Prof.
Taubes’ feedback throughout the process greatly enhanced the readability and quality of the
paper, particularly in Part I.

In addition, I would also like to thank Prof. Salil Vadhan and Prof. Scott Kominers
for being my Computer Science department thesis readers. In particular, I would like to
thank Scott for introducing me to the fields of market and mechanism design; the spirit of
mechanism design greatly informs the protocol design in Part II of the thesis.

I also thank Prof. Nicole Immorlica and Prof. Adam Smith for assisting me in selecting
my thesis topic. Prof. Immorlica recommended looking into zero-knowledge proofs and
suggested researching exotic applications such as electronic voting. Prof. Adam Smith’s
original paper on the transparency and confidentiality trade-off served as an inspiration
to looking into applications in financial regulation. In particular, his recommendation to
collect vignettes and personal testimonies greatly aided me in finding relevant and robust
applications.

Also, I would like to thank my current and former colleagues at PJT Partners, Brace-
bridge Capital, and Ellington Management Group for willing to speak with me about their
own views on financial regulatory matters and allowing me to collect their ideas and insights
in Chapter 6.

More generally, I would like to thank Harvard’s mathematics, computer science, and
economics departments that have helped me grow as a student. This thesis is very much a
culmination and combination of ideas developed over the years and influenced by all three
departments.

I would also like to thank my friends for all their support throughout the entire process,
whether it be accepting of my tendency to bail on plans, or simply helping me cool off in
times of stress.

Lastly, I would like to thank my parents for everything they have done for me. They
instilled in me my original passion for mathematics, science, and technology, and it is to
them I dedicate this thesis.



Contents

Introduction
0.1 Structure of the Thesis . . . . . . . . . . .

A Primer on Zero Knowledge

Introduction to Zero Knowledge Proofs

1.1 Hlustrative Examples . . . . . . . . . . ... o
1.1.1 AliBabaCave. . . . . . . . . . . . .. .
1.1.2  Yao’s Millionaires” Problem . . . . . .. ... ... ... ... ....
1.2 Zero Knowledge and Crypto . . . . . . . . . .. . . ... ... ... .. ...
1.2.1  Core Ideas in Cryptography . . . . . . . . .. ... ... ... .. ..
1.2.2 How is Zero Knowledge Useful? . . . . . . ... ... ... ... ...
1.2.3  An Example Protocol: Discrete Log . . . . . . .. ... ... .. ...
1.3 The Notion of a “Proof” . . . . . . . .. ... ... ... ..
1.3.1 Static Object versus Interactive Process . . . . . . ... .. ... ..
1.3.2  Prover and Verifier . . . . .. .. ... .
Formal Definition of Zero Knowledge Proofs
2.1 Formal Definition . . . . . . . ... oo
2.1.1  An Informal Definition . . . . . .. .. .. ... ...
2.1.2 Interactive Proof Systems . . . . . . . ... ... ... ... ...
2.1.3 Zero-Knowledge Property . . . .. .. .. ... ... ... ... ..
2.2 A Return to the Discrete Log Protocol . . . . . . ... ... ... ... ...
22,1 TheSetup . . . . . . . .
2.2.2 Completeness . . . . . . . ..
2.2.3 Soundness . . . ...
2.2.4 Zero-Knowledge . . . . . . . . ..
2.3 History of Zero-Knowledge . . . . . . . .. .. ...
2.3.1 Origin . . . .. oL
2.3.2 Applications in Crypto . . . . . . . . . ..o
2.3.3 Connections to Complexity . . . . . . .. ... ... ... ... ...

Ne)

10

11
11
11
13
15
15
16
17
18
18
19



CONTENTS

2.3.4  Other Developments . . . . .. .. .. .. ... ... ... ...

3 Classical Zero-Knowledge Applications
3.1 Fiege-Fiat-Shamir . . . . . . . . .. ..o
3.1.1 The Protocol . . . . . . . ..
3.1.2  Verifying Zero-Knowledge Properties . . . . . . .. ... .. .. ...
3.1.3 Key Points of the Protocol . . . . . . . ... ... ... ... ...
3.2 Graph Isomorphism . . . . . . ... ...
3.2.1 Brief Review of Graph Theory . . . . . . . ... .. ... ... ....
3.2.2 The Protocol . . . . . . ..
3.2.3 Veritying Zero-Knowledge Properties . . . . . . .. .. ... .. ...
3.2.4 Key Points of the Protocol . . . . . . . .. ... ... ... ... ..

4 Zero Knowledge and Complexity
4.1 Introduction to Complexity . . . . . .. .. .. ...
4.1.1 Decision Problems . . . . . .. ... ... ... ... ... ...
4.1.2 Time Complexity . . . . . . . . . . ...
4.1.3 Complexity Classes . . . . . . . . . . ...
4.1.4 NP-Completeness . . . . . . . . . .. ..
4.2 Zero-Knowledge Graph 3-Coloring Protocol . . . . . . ... ... ... ...
421 3-Coloring . . . . . . . . .
4.2.2 Commitment Schemes . . . . . . ... .. ... ... .. .......
4.2.3 The Protocol . . . . . . . . .. ...
4.2.4  Veritying Zero-Knowledge Properties . . . . . . ... ... ... ...
4.3 Broader Implicationsto NP . . . . . . ... ... oo

5 Exotic Applications of Zero-Knowledge
5.1 E-Voting . . . . . . .o
5.1.1 The Fundamental Problem . . . . . . . . . .. ... ... .......
5.1.2  Sigma Protocols . . . . . . . ...
5.1.3 Implementation of Secure E-Voting . . . . . .. .. ... .. .. ...
5.2 Nuclear Disarmament . . . . . . . . . . . . . ... ...
5.2.1 The Fundamental Problem . . . . . . .. ... .. ... ... .....
5.2.2 A Protocol for Warhead Verification . . . . . . ... ... ... ...
5.2.3 Implementation of Secure Nuclear Warhead Verification . . . . . . . .
5.3 Other Applications . . . . . . . . . ..

ITI Applications of Zero Knowledge to Financial Regulation

6 Introduction to Financial Regulation
6.1 Transparency and Confidentiality Trade-off . . . . . . . .. .. ... ... ..
6.1.1 Prior Work . . . . . ..
6.1.2 The Trade-off and Zero-Knowledge . . . . . .. .. .. ... .. ...
6.2 Vignettes . . . . . . L

28

30
30
30
31
33
35
35
35
36
37

39
39
39
40
40
41
42
42
42
43
44
46

48
48
48
49
o1
52
52
93
25
o6



CONTENTS

6.3 Proposed Applications . . . . . ...
6.3.1 Reporting Portfolio Holdings to Employers . . . . . .. ... .. ...
6.3.2 Risk Assurance for Financial Holders . . . . . . .. ... ... ....
6.3.3 Pooling Information by Anonymous Investors . . . . .. .. ... ..

7 Application 1: Reporting Portfolio Holdings to Employers

7.1 Introduction . . . . . . .. L
7.1.1 Exposure to Non-Public Information . . . ... ... ... ... ...
7.1.2 Reporting Holdings to Employers . . . . . . . ... .. ... .....

7.2 The Fundamental Problem . . . . . . . .. .. ... ... ... ... ... ..

7.3 Design of a Protocol . . . . . .. ...
7.3.1 Zero-Knowledge Set Intersection . . . . . . . .. .. ... ... ....
7.3.2 Mapping Assets to Values . . . . . . . ... ... ..
7.3.3 Homomorphic Encryption with Polynomials . . . . .. ... .. ...
7.3.4 A Protocol for Reporting Portfolio Holdings . . . . . ... ... ...

7.4 Potential Limitations . . . . . . . . . ... Lo
7.4.1 Honest Prover and Honest Verifier. . . . . . . ... .. ... ... ..
7.4.2 Trusted Third Party . . . . .. .. .. ... ... o
7.4.3 Fully Homomorphic Encryption . . . . . .. ... ... .. ... ...

Application 2: Risk Assurance for Financial Holders

8.1 Introduction . . . . . . . . . ...
8.1.1 Setting Limitations on Investment Funds . . . . . ... ... ... ..
8.1.2 Providing Aggregate Risk Measures to Holders . . . . . . . . .. ...

8.2 The Fundamental Problem . . . . . . . .. .. . ... ... ... ... ...

8.3 Design of a Protocol . . . . . . .. ..o
8.3.1 Pedersen Commitments . . . . .. .. ... .. .. ... .......
8.3.2 Bit Proof Protocol . . . . ... ... ... ... ... .. ... ...
8.3.3 Zero-Knowledge Interval Proof . . . . . . . ... .. ... ... .. ..
8.3.4 A Protocol for Risk Assurance . . . . . . .. .. ... ... ... ...

8.4 Potential Limitations . . . . . . . . . . . ...
84.1 Homest Prover . . . . . . . . . . . . ..
8.4.2 Trusted Third Party . . . . . . ... ... ... ... ...
8.4.3 Varieties of Risk Constraints . . . . . . . .. ... .. ... ......

Application 3: Pooling Information by Anonymous Investors

9.1 Introduction . . . . . . . . . L
9.1.1 Financial Fraud from Investor Anonymity . . . .. ... .. ... ..
9.1.2 Pooling Information to Prevent Fraud . . . . . . .. .. ... .. ...

9.2 The Fundamental Problem . . . . . . . .. .. ... ... .. ..

9.3 Design of a Protocol . . . . . . ..o
9.3.1 Additive Homomorphic Encryption . . . . . . ... ... ... ....
9.3.2 Paillier Cryptosystem . . . . . . . . . ... ...
9.3.3 Secure Sum via Third Party . . . . ... ... ... ... .. .....
9.3.4 A Protocol for Pooling Information by Investors . . . . . .. ... ..

61
61
62
62

64
64
64
65
66
66
67
70
70
72
73
73
74
4

76
76
76
7
78
79
79
80
81
83
85
85
85
86



CONTENTS 7

9.4 Potential Limitations . . . . . . . . . .. 97
9.4.1 Honest Verifier . . . . . . . . . . e 97

9.4.2 Trusted Third Party . . . . . ... . ... ... . 97

9.4.3 Collusion between Prover and Certain Verifiers. . . . . . . . . .. .. 97

9.4.4 Incentivizing Prover to Participate in Protocol . . . . . . . ... . .. 98

10 Conclusion 100

10.1 Next Steps and Future Directions . . . . . . . . . ... ... ... ... ... 100



Chapter

Introduction

Imagine your friend is color-blind and you have two balls: one red and one blue, but otherwise
indistinguishable. To your friend, the balls look identical and hence he is skeptical they are
actually different. You want to prove to your friend that the balls are distinct without
revealing which ball is which. How might we do this?

Consider the following procedure. Your friend takes both balls and puts them behind his
back. He takes one ball out from behind his back and displays it to you. He returns this
ball to behind his back, and then again chooses to reveal one of the two balls, switching to
the other ball with probability 50%. He then asks, “did I switch balls?”

If the balls are different colors, then we can say with certainty whether our color-blind
friend switched balls. However, if the balls were the same color and hence identical, we can
only guess correctly with probability 50%. Therefore, if we repeat this process for a few
iterations, and answer correctly every time, our friend will become convinced that the balls
are indeed distinguishable.

This classical example (from [22, 53]) illustrates the core idea behind zero-knowledge proofs,
protocols by which one can prove a statement to be true (i.e. the balls are different color)
without revealing any additional information (i.e. friend never learns which ball is red or
which ball is blue). Zero-knowledge proofs are naturally of great importance in security and
cryptography (i.e. proving/demonstrating knowledge of a password or secret key without
directly providing the actual secret key), and have also been shown to have applications in
fields as diverse as electronic voting ([6, 26]) and nuclear disarmament ([3]).

In this paper, we consider applications of zero-knowledge to financial requlation. Classical
consideration of cryptography with respect to finance have focused almost exclusively on
maintaining the privacy and security of transactions. In contrast, here we will consider the
use of zero-knowledge to better balance the trade-off between transparency and confiden-
tiality (for example, a hedge fund accurately and securely proving to its investors that its
holdings satisfy certain risk constraints without revealing additional information on the hold-
ings themselves). In this thesis, we will present and develop various zero-knowledge proof
protocols for financial regulation. In particular, we utilize case studies and correspondence
we collected with various professionals in the financial industry to further motivate these
applications to financial regulation.
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0.1 Structure of the Thesis

The paper is divided into two parts. Part I (Chapters 1-5) serves as a primer on zero-
knowledge proofs. This section is expository and is more of a literature review, covering
the history, formal definition, and classical applications of zero-knowledge proofs. Part II
(Chapters 6-10) focuses on applications of zero-knowledge to the field of financial regulation.
This section contains original research, as we we will motivate existing financial regulatory
concerns, and present novel solutions to these problems via zero-knowledge proofs.

NB: As Part I is more expository in nature, it is intended to satisfy the Mathematics
department thesis requirements. Part II, focused more on original research, is intended to
satisfy the Computer Science department thesis requirements.



Part 1

A Primer on Zero Knowledge

10



Chapter 1

Introduction to Zero Knowledge Proots

In this chapter we provide an introduction to zero-knowledge proofs for the “zero-knowledge”.
In other words, assuming limited mathematical or theoretical computer science background,
we attempt to provide a gentle introduction to zero knowledge proof protocols. We will cover
a few abstract examples of zero knowledge and broadly explain why zero knowledge is useful
with respect to cryptography and security applications.

1.1 Illustrative Examples

1.1.1 Ali Baba Cave

The following story is inspired by the tale of “Ali Baba and the Forty Thieves” from [34].

In the land of Arabia, there lived a old man named Ali Baba. One day, while roaming
the bazaar, a thief grabbed Ali Baba’s purse and dashed away. Ali Baba chased after the
thief until the thief entered a cave. Ali Baba followed him into the cave, coming upon a fork
in the cave. Ali Baba randomly chose the right fork and followed the path deeper into the
cave, until he reached a dead-end, finding no sign of the thief. Inferring then that the thief
must have then taken the left fork, Ali Baba retraced his steps back and took the left fork
until he reached a dead-end, yet still found no sign of the thief. Assuming the thief slipped
out through the entrance while he was exploring the right fork, Ali Baba went home.

However, the same thing happened the next day. Another thief stole his purse and ran
into the same cave. Ali Baba randomly chose one of the forks, yet did not find the thief. Yet,
this continued to happen; in all, 39 thieves stole his purse and each time Ali Baba selected
the “wrong” fork in the road, finding no trace of the thieves.

Now, Ali Baba was suspicious; he suspected there was more at play here given the
unlikelihood of being so unlucky and selecting the “wrong” fork every time. Hence, instead
of going to the bazaar the next day, Ali Baba hid (under a pile of blankets) at the end of
the right fork of the cave. Sometime later, a thief entered the cave and came into the right
fork. His victim, audibly angry and yelling, began entering the right fork of the cave as well.
To Ali Baba’s amazement, the thief then whispered “Open Sesame” and a door appeared,
linking the right and left forks of the cave. The thief then slipped through the door, the
door closed, and the thief’s victim appeared to find no trace of the thief.

11
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But now, Ali Baba had learned the secret of the cave - the two forks of the cave, while
appearing to be dead ends, were linked by a door that could only be opened by uttering the
secret words “Open Sesame”.

AliBaba's Cave

Figure 1.1: Depiction of Ali Baba cave from [30]

While this is an entertaining story, how is this at all related to zero-knowledge proofs?
Motivated by the description of the cave above, consider the following scenario (adapted
from [45]).

Consider now that Ali Baba wants to convince a reporter of the secret passageway.
Understandably, the reporter is suspicious of Ali Baba’s claim. However, Ali Baba cannot
simply utter ”Open Sesame” in front of the reporter since Ali Baba wishes to maintain the
secret words. Therefore, how can Ali Baba convince the reporter without revealing the magic
words? We can consider the following procedure (using location labels from image above).

e Reporter and Ali Baba both are outside the cave (A).
e Ali Baba enters the cave and chooses one fork of the cave and follows it (C or D).

e Reporter enters the cave and waits at the fork in the cave (B).

Reporter then randomly announces which fork he wants Ali Baba to take.

Ali Baba then (passing through the secret door if necessary) comes to point B along
the announced path.

Now, if Ali Baba indeed has access to the secret passageway, he will be able to return along
the announced path with 100% probability. In contrast, if Ali Baba were bluffing, he would
only be able to return along the announced path with 50% probability (likelihood of Reporter
selecting the same passage way as Ali Baba at random). Therefore, if the Reporter and Ali
Baba repeat this process many times, and each time Ali Baba returns along the announced
path, the Reporter can be very confident that Ali Baba indeed knows the secret words.
Note that through this procedure, Ali Baba is simply “proving” to the Reporter that he
knows the secret words without revealing any additional information. This is the core idea of
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a zero-knowledge proof protocol, in which a prover (Ali Baba) provides a proof to a verifier
(Reporter) that does not reveal his knowledge (i.e. the password) to the Reporter nor reveal
the fact of his knowledge to the world in general. Stated more simply, one verifies only the
statement to be proved - nothing more.

1.1.2 Yao’s Millionaires’ Problem

We may consider another illustrative example, one perhaps more believable in terms of not
requiring any mystical powers, and more relevant in terms of its tangential relation to finance
(and hence the applications we will later consider).

In [1], the following famous problem was stated

Problem (Yao’s Millionaires” Problem, [1]). Alice has a private number a and Bob has a
private number b, and the goal of the two parties is to solve the inequality a < b? without
revealing the actual values of a or b, or more stringently, without revealing any information
about a or b other than a < b or a > b.

This problem is termed the “Millionaires’ Problem” in that the original formulation of
the problem was to determine which of two millionaires is wealthier, and hence is a specific
example of the problem stated above. Here, we consider the following discrete variant of the
problem above. Namely,

Problem (Yao’s Millionaires’ Problem, Discrete Variant). Alice has a private number a and
Bob has a private number b such that a,b are integers in {1,2,---n} for n € N where n is
“small.” They wish to determine whether a = b without revealing any information about a
or b other than a = b or a # b.

When we say n is small, we mean one could easily obtain say, n boxes or n envelopes.
For example, with respect to Alice and Bob comparing their incomes, these numbers may
correspond to tax brackets, i.e. Alice and Bob wish to determine if they fall within the same
tax bracket (< 10 such buckets).

Consider the following procedure (adapted from [31]) as a solution to the problem stated
above.

e Bob gets n lockable boxes and labels each box with a unique number from {1,2,---  n}.
Note Bob can do this since n is “small”.

e Bob keeps the key corresponding to the box with label b and throws away the rest of
the keys. (Alice could verify that Bob only holds one key)

e Bob leaves the room and Alice enters the room. Alice then slips a small paper with
“Yes” written into the (locked) box with label a. She then slips similar small papers
with “No” written into each of the remaining n — 1 boxes.

e Alice leaves the room and Bob enters the room. Bob unlocks box b and retrieves the
slip of paper in the box. He then removes all the boxes and just leaves the slip of

paper.
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e Alice enters the room and views the slip of paper as well.

Note if the slip of paper states “Yes” then both have the same value. However, if the paper
says “No” then they must have different values. Note this process has the zero knowledge
property in that neither Alice nor Bob gains any additional information on the other’s value.
In particular, if @ # b, neither gains information on whether a < b or a > b. See image below
for an illustration of the protocol for n =4,a =2,b = 3.

Figure 1.2: Bob throws away keys to all boxes except Box 3 (b = 3)

Figure 1.3: Alice slips “Yes” into Box 2 (a = 2), “No” into all other boxes
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Figure 1.4: Bob opens Box 3, revealing a “No”. Bob and Alice therefore conclude a # b

1.2 Zero Knowledge and Crypto

The previous examples served to provide a window into zero-knowledge. But how do these
relate to cyryptography? We will review fundamental notions in crypto and explain why
Zero Knowledge is useful.

1.2.1 Core Ideas in Cryptography

Cryptography is the study of methods for secure communication; in particular, cryptography
is often focused on developing protocols that prevent third parties from reading private
messages ([28]).

A familiar illustrative example is that of online passwords. Consider when one visits
Gmail, Yahoo Mail, or any other e-mail client. Typically, one must enter a plaintext pass-
word, that is then verified by the e-mail client to allow access to one’s messages. However,
it is important to understand what is going on under the hood. The e-mail clients typically
do not store plaintext passwords for its users, as a data breach would then be catastrophic.
Rather, they store a hash of a client’s password. Namely, each client has a hash function
that transforms a user’s provided plaintext (input) into a unique ciphertext (hash) password,
one resembling a string of random characters (see image below).

Input Hash sum
Hash
Fox function —»| DFCD3454
The red fox Hash
runs across function —>| 52ED879E
the ice
The red fox
walks across — - - Hash | [T26042841
the ice unction

Figure 1.5: Depiction of a hash function from [11]

In particular, for security purposes, most clients choose a hash function that is difficult to
reverse (see [28] for an exposition of such functions), i.e. it is computationally hard to deduce
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the plaintext (input) from the ciphertext (hash), even if the specific hash function used is
known.

Hence, a user interaction with an e-mail client usually works as follows. A user enters a
plaintext password p. The client then applies a hash function f to p to yield a ciphertext
c. The client then checks ¢ against the ciphertext (hash) stored for the user. If they match,
the user is authenticated.

Now, consider the role of third party adversaries here. Even if they get their hands on
the ciphertext (hash) stored for a particular user, if the hash function is hard to reverse,
the adversary will be unable to deduce the plaintext password. Hence, the adversary will
essentially be stuck, keeping on guessing random plaintext passwords; given the space of
possible passwords, the user’s information will then likely remain secure.

We can extend these observations to cryptographic primitives and protocols in general.
Namely, most crypto protocols are implicitly one-way functions i.e. given a (mathematical)
problem, it “easy” to check if a particular answer x is a solution to the problem, whereas it
is “difficult” to find the actual solution given just the problem. In other words, there exists
a function f that given an answer x can easily return f(z) i.e. whether x is a solution to the
problem. But such a function f is hard to invert i.e. it is difficult to find x such that f(z) =
TRUE. See below for an illustration of the one-way function property (inspired by [22]).

Easy

Solution Problem

Difficult

When we say it is “easy” to verify a solution, we can check if the answer is a solution to the
problem in polynomial time. In contrast, the problem in “difficult” to solve in that it requires
super-polynomaial time i.e. “not polynomial time” to discover a solution to the problem.

Hence, this one-way function property is implicit in the various cryptographic primitives
that we will utilize and is the core building block on which many crypto protocols are based
on.

1.2.2 How is Zero Knowledge Useful?

Now, the one-way function property shown above is extremely useful. Hence, it may seem
like we're done. To transmit a message or prove our identity, we just submit a solution (that
only we have) to a crypto problem. After all, the one-way property appears to provide a
security guarantee that an adversary will be unable to discover a solution.

However, let us return to the e-mail client example from the previous section. Note that
every time we log-in, we are submitting a solution (the plaintext) to the problem (discovering
the text whose hash matches the stored ciphertext). Yet, in interacting with the e-mail client,
we are directly providing the solution. This is a big problem. An adversary (whether it be a
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third party snooping or an executive at the e-mail client who can see the plaintext coming
in) who sees this plaintext then can mimic the user; they have all the information they need
to login to the e-mail client as the user. Therefore, this protocol isn’t as secure as we might
hope.

Now, it is important to consider what our real goal here is as a user. Our primary aim
is to simply convince the client that we possess a solution. In particular then, an optimal
mechanism is one that convinces the client that we, as a user, posses a solution without
revealing any additional information about the solution (i.e. the password).

This is precisely where zero-knowledge adds value in cryptography! The “without reveal-
ing any additional information” aligns precisely with the zero-knowledge property discussed
in Section 2.1. In particular, zero-knowledge protocols, though not currently implemented in
most e-mail clients, are extremely powerful in that they allow one to demonstrate possessing
a solution without revealing any information about the actual solution.

1.2.3 An Example Protocol: Discrete Log

We now briefly describe an example of such a zero knowledge protocol using the discrete
logarithm (example from [52]). This section assumes knowledge of basic number theory mod

p.

Definition 1.1 (Discrete Log). Let p be a large prime and g be a generator of the multi-
plicative group of integers modulo p. The discrete log of v with respect to generator g (or
log, v) is the unique x such that

g =v (mod p).

Note that since p is a large prime, even if any one is given the triple (g, v, p), it is (known to
be) hard to compute the discrete log . Using this, we may consider the following protocols.
Discrete Log Protocol without Zero Knowledge

Let (g, v, p) be public information. A Prover wishes to convince the Verifier that he possesses
x = log, v. Consider the following protocol that does not utilize zero knowledge.

e Prover provides x to the Verifier.
e Verifier checks that ¢g* = v (mod p), and accepts/rejects accordingly.

Note this protocol suffers from the same issues as discussed with respect to passwords with
an e-mail client. Namely, any eavesdropper could catch z and impersonate the Prover later.
Hence, we may instead consider a protocol utilizing zero knowledge.

Discrete Log Protocol with Zero Knowledge

Again the setup is identical. Let (g, v, p) be public information. A Prover wishes to convince
the Verifier that he possesses z = log, v. Consider the following protocol that utilizes zero
knowledge.

e Prover selects a random number 0 < r < p and sends the Verifier h = ¢" (mod p).
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e Verifier sends a random bit b € {0,1} to the Prover.
e Prover sends a = r + bz (mod p) to Verifier.
e Verifiers checks that g = hv® (mod p), and accepts/rejects accordingly.

e Repeat above steps multiple times (to confirm acceptance).

Note the equality conditions checks out in that
9" =g =g"¢" = (¢")(¢")" = I’ (mod p).

Therefore, if a Prover and Verifier engage in a few iterations of this (with at least some
b = 1), the Verifier will be confident that the Prover indeed knows z. Namely, when b = 0
the Verifier is providing the discrete log of h, while if b = 1 the Verifier is providing the
discrete log of hv.

This protocol is more secure in that it reveals no information about z to a potential
eavesdropper. Note an eavesdropper can only possibly see the values h,b,a. Since solving
the discrete log problem is difficult, the eavesdropper will be unable to deduce r from h.
Therefore, if b = 0, an eavesdropper will only learn » = a and will unable to deduce any
information on z. Similarly, if b = 1, an eavesdropper will only learn r + x = a; since r
is randomly drawn, they will be unable to deduce any information on x. The end result
therefore is that the Verifier provides proof of possessing x without directly revealing z, and
is hence an example of a zero-knowledge protocol.

In particular, even if an adversary watches an entire round of (h, b, a) triples being trans-
mitted, he will not be able to mimic the Prover, since over many rounds the Verifier may
select a different bit for the same h. Namely, the role of bit b is to prevent a replay attack,
in which an adversary tries to mimic a Prover using a transcript of a prior communication.
Even if the adversary provides the same h that the Prover provided (in the previous itera-
tion), the Verifier may provide a different bit b in this round, and therefore the adversary
will be unlikely to fool the Verifier over many iterations.

Therefore, the above protocol using discrete log serves as an illustration of and introduc-
tion to the power of zero-knowledge proof protocols. Throughout this paper, we will consider
a number of existing zero-knowledge protocols, as well as design a few of our own.

1.3 The Notion of a “Proof”

The preceding sections served to provide general intuition on the term “zero-knowledge”
in “zero-knowledge proofs”. Yet, the second half of “zero-knowledge proofs”, the notion of
a “proof”, may be unintuitive and require clarification. This discussion is adapted from a
similar discussion in [22].

1.3.1 Static Object versus Interactive Process

In mathematics, proofs are traditionally viewed as static objects. Namely, a “proof” is often
depicted as a fixed sequence consisting of statements that are either axiomatic or are derived
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from previous statements via derivation rules. Hence, a proof in mathematics is often viewed
as a fundamentally fixed object.

In contrast, the proofs we refer to here are those that are established through an interac-
tive process. For example, consider the protocols that we’ve considered in this chapter, such
as the Ali Baba cave and Discrete Log protocols. Note in each of these cases, a proof was
established through the careful interaction of parties. Hence, as opposed to the traditional
static nature of mathematical proofs (i.e. those that are “written”), the proofs here are of a
dynamic nature (i.e. those that are established via an interaction).

Note, regardless, the ends goals are the same: to show a particular statement to be true.
These static and interactive methods are each distinct and valid methods of proof. However,
by the nature of cryptographic protocols and specifically zero-knowledge proofs, here we will
typically be interested in proofs of a dynamic nature i.e. proofs that are established via an
interaction.

1.3.2 Prover and Verifier

Since we are interested here in proofs as interactive processes, it is important to develop
some language regarding the parties in such a proof system.

The notion of a prover is implicit in all discussion of proofs, whether mathematical
or interactive: the prover is the (sometimes hidden or transcendental) entity providing the
proof. In contrast, the notion of a verifier tends to be more explicit, as in both mathematical
and interactive proofs, the proofs are defined in terms of the verification procedure.

In particular, when considering more static mathematical proofs, the verifier is the one
actively “writing” the proof and hence verifying the truth of a particular statement. In
contrast, the prover can be viewed as some transcendental entity (i.e. the god of mathematics
that sets the axioms).

In an interactive proof setting, the proof is determined via an interaction between the
prover and verifier. For example, in the Ali Baba cave example, Ali Baba is the prover
providing the proof that he knows the secret words, while the Reporter is the verifier trying
to establish the correctness of Ali Baba’s claim. Hence, it is through their interaction that
the prover is able to convince the verifier of his claim. In particular, this interaction between
provers and verifiers is the general setup of most cryptographic (including zero-knowledge)
protocols.

It is also important to realize an inherently “distrustful attitude” towards the prover (by
the verifier) that underlies any proof system. After all, if the verifier trusts the prover, no
proof would otherwise be needed. Hence, taking into account the potential for a malignant
“prover” is critical and will be central to informing the formal definition of (secure) zero-
knowledge proof protocols in the next chapter.



Chapter

Formal Definition of Zero Knowledge Proots

While the previous chapter served to build intuition for zero-knowledge proofs, in this chapter
we will present a more formal definition of zero-knowledge. We will also return to the example
of the discrete log, to show that the protocol presented in the previous chapter satisfies the
formal framework we develop here. Lastly, we present the history of the development and
applications of zero-knowledge proofs.

2.1 Formal Definition

Before we present a formal definition with notation, it is helpful to have an informal presen-
tation of the characteristics we wish a zero-knowledge proof to have.

2.1.1 An Informal Definition

Definition 2.1 (Zero-Knowledge Proof, Informal Formulation (see [53])). A zero-knowledge
proof is an interactive proof of a statement involving a Prover and Verifier satisfying the
following three properties

o Completeness: if the statement is true, an honest Verifier will be convinced of the
truth of the statement by an honest Prover.

o Soundness: if the statement is false, no cheating Prover can convince an honest
Verifier that the statement is true, except with some small probability.

e Zero-Knowledge: if the statement is true, no (honest or cheating) Verifier learns
anything other than the fact the statement is true.

Hence, these are the three properties we require for a zero-knowledge proof. Note the first
two properties, completeness and soundness are more characteristics of interactive proof
systems in general (as hinted at the close of the previous chapter). It is, unsurprisingly, the
zero-knowledge that is key here. We will now develop each of these properties in more detail.

20
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2.1.2 Interactive Proof Systems

In an interactive proof system, a proof arises from the interaction between a Prover and a
Verifier. Namely, a Prover seeks to convince the Verifier that their solution is valid.

For a given problem, define £ as the set of true statements (restricted to a particular
language). In particular, for a statement x € £, we would want the interaction between the
Prover and Verifier to Accept x with high probability, and for x ¢ £, we would want the
interaction between the Prover and Verifier to Accept x with low probability. In particular,
define (P, V')(z) to denote the output of the interaction between the Prover and Verifier on
x. If (P,V)(z) = 1, this denotes an Accept. With this notation, we define an interactive
proof system as follows

Definition 2.2 (Interactive Proof System (see [4, 22])). A pair of interactive algorithms
(P, V) is an interactive proof system for a language L if V' runs in polynomial time and

o Completeness: For every x € L,
9

Pri(PV)(@) =1 = 5

—_

e Soundness: For every x ¢ L and any algorithm B,

Pri(B,V)(z) =1] <

S

Note these notions of completeness and soundness align with those stated earlier. The actual

values (55 and ) in the definition are arbitrary, as the following remarks will clarify.

Completeness

In this definition, Pr[(P,V)(z) = 1] denotes the probability that an interaction between
an honest prover P and an honest verifier V' correctly accepts an x € L. Note hon-
esty here denotes a party that truly follows the protocol correctly. Ideally, we would like
Pr[(P,V)(xz) = 1] = 1, but this is not always the case in an interactive proof system. How-
ever, almost all the protocols we consider in this paper will be from the subset of interactive
proof systems in which Pr[(P,V)(z) = 1] = 1. Therefore, in general, we will not have
to worry about any type of completeness error here. To conclude, throughout this paper,
completeness will usually reduce to a honest prover and honest verifier confirming a solution
x € L with 100% probability (perfect completeness).

Soundness

For a system to be sound, we want an x ¢ £ to be accepted with very low probability. In
particular, we take into account any cheating prover. Therefore, we consider any algorithm
by the prover, hence any algorithm B, to account for this potential nefarious behavior.

In addition, the value of 1—10 is arbitrary. Note the verifier V' is required to be a polynomial-
runtime algorithm while we place no such restrictions on the prover B. Therefore we can
consider running the above interaction p(n) (a polynomial) number of times, rejecting only
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if every iteration outputs a reject. Since the product of two polynomials is a polynomial,
the runtime of the verifier V' (in the p(n) iteration interactive proof system) is polynomial
as well. Note that the soundness error in this system is then

1 p(n) 1
and hence can be made arbitrarily small. (Note we don’t worry about changes to complete-
ness error here since the protocols we will consider here all exhibit perfect completeness).
Therefore, we have an interactive proof system with an arbitrarily small soundness error.

2.1.3 Zero-Knowledge Property

The previous section provided more details on the completeness and soundness properties.
Now we turn to indisputably the most important property of zero-knowledge proofs, the zero-
knowledge property. To this point, our descriptions of this property i.e. “not revealing any
additional information” have been rather wishy-washy and hence we develop some formalism
here.

The Simulation Paradigm

Definition 2.3 (Computational Zero-Knowledge, see [4, 22]). Let (P,V) be an interactive
proof system for some language L. We say that (P,V') is computational zero-knowledge (or
Just zero-knowledge) if for every efficient (polynomial time) verifier strateqy V*, there exists
an efficient (polynomial time) probabilistic algorithm S* (known as the simulator) such that
for every x € L, the following random variables are computationally indistinguishable:

e The output of V* after interacting with P on input x
o The output of S* on input x.

Essentially, we have zero-knowledge if we can show the verifier does not gain anything from
the interaction; no matter what algorithm V* uses, whatever he learned as a result of interact-
ing with the prover, he could have just as equally learned by simply running the standalone
algorithm S* on the same input. Note that since S* does not have access to the solution,
this implies that indeed the verifier gained no additional information.

This construct (see [22, 23] for more details) is known as the simulation paradigm, which
postulates that whatever a party can do by itself cannot be considered a gain from interaction
with the outside. Hence, to show zero-knowledge, it is enough to show that for every cheating
verifier there is some simulator that, given only the statement to be proved (and no access to
the prover), can produce a transcript that “appears” like an interaction between the honest
prover and the cheating verifier.

While this notion of a simulator may seem a bit abstract, the return to the discrete log
example in the next section will hopefully serve to provide more intuition and greater clarity.
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*Computational Indistinguishability

Ax expressed in the previous definition, for practical purposes with respect to zero-knowledge,
we will often concern ourselves with computational indistinguishability; namely, that two
distributions are “very close” as opposed to being identical. More formally,

Definition 2.4 (Computational Indistinguishability, [41, 22]). Let {X,}nen and {Yy }nen
be two ensembles (sequences of probability distributions). We say {Xn}nen and {Yn}nen
are computationally indistinguishable if for any non-uniform probabilistic polynomial time
algorithm D, there exists a negligible function € such that for every n € N,

|Prox,[D(t) = 1] — Prcy.[D(t) = 1]| < e(n).

In other words, any non-uniform probabilistic polynomial time decider cannot tell apart a
sample from X,, and Y,. Also, note we can use any indexing set for the ensemble (not only

N).
If two ensembles { X, }nen and {Y}, }nen are computationally indistinguishable we write,
{Xn}nEN ~ {Yn}TLEN'

In particular, with respect to zero-knowledge, we have the condition

{(P, V) (@) }aee = {57(2) Yaer

NB: Verifying computational indistinguishability formally is usually quite tedious. There-
fore, in this paper, we will usually gloss over checking this result as it is simply an exercise
in algebra.

2.2 A Return to the Discrete Log Protocol

We now return to the discrete log protocol from Section 1.2.3 to better illustrate the prop-
erties of zero-knowledge proofs detailed above. This serves to hopefully make the definitions
from the prior section seem a bit less abstract.

2.2.1 The Setup

We define U as the universe of statements in the language we restrict ourselves to here.
Namely any statement in U is of the form:

[Prover Name| knows the discrete log of [v] (mod p)

where [Prover Name| and [v] are variable.
Hence, as described earlier, a zero-knowledge interactive proof system (P, V') for the set
of true statements £ C U is as follows

Definition 2.5 (Zero-Knowledge Discrete Log Protocol, Section 2.2.3). A Prover wishes to
convince the Verifier that he possesses x = log,v. Let (g,v,p) be public information.
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e Prover selects a random number 0 < r < p and sends the Verifier h = g" (mod p).
o Verifier sends a random bit b € {0,1} to the Prover.

e Prover sends a = r + bx (mod p) to Verifier.

o Verifiers checks that g® = hv® (mod p), and accepts/rejects accordingly.

e Repeat above steps multiple times (to confirm acceptance).

We now verify this is a zero-knowledge proof system. (Note Verifier clearly runs in polynomial
time.)

2.2.2 Completeness

Completeness is usually quite straight-forward. Here we are dealing with an honest prover
(who knows x) and an honest verifier. Therefore, since the prover knows x, the verifier will
verify the computation

9 =9 =g " =g (") =’
with 100% probability in each iteration. Therefore, if we call the statement ¢ € £, we have

Pri(P,V)(0)=1] =1

and hence have perfect completeness. In other words, an honest prover and honest verifier
confirm a solution with 100% probability.

2.2.3 Soundness

Soundness is a bit tricker. Consider a cheating Prover B (that does not know x) interacting
with an honest verifier V. This Prover must submit some h to the Verifier. Hence, the
Prover can attempt to cheat via one of two ways:

Case 1: Prover B picks a random r and sends h = g" (mod p) to the Verifier

Note in this case, if the Verifier picks b = 0, the Prover B can just send a = r and be
accepted. However, if the Verifier picks b = 1, the Prover B will be stuck. Namely, the
problem is then to find the discrete log of hv. But

log, (hv) = log,(h) +log,(v) = r +log,(v) = r + x.

Since the Prover B already “knows” r, computing the discrete log of hv reduces to the Prover
knowing the discrete log of v (i.e. x). Therefore, if b = 1, the best a Prover B can do is
guess. Since the discrete log of a value is unique (with respect to a particular generator
g), probability of success in guessing is at most some ¢ for ¢ a constant such that ¢ << p.
Therefore, in this case, the probability of cheating Prover B being accepted in a round is

1+1c
2 2\p/)’
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Case 2: Prover B picks and sends a random h to the Verifier for which he does
not know the discrete log r

Now, in this case, if the Verifier picks b = 0, the Prover B is out of luck since he doesn’t

know the discrete log of h (i.e. ). Therefore, in this case, the best a prover can do is guess,

with a probability of success in guessing of some i. The other possibility is if the Verifier

picks b = 1. Note the Prover B could have been clever here and picked h = g*v~! for some
random 0 < s < p. Then, if the Verifier picks b = 1, the Prover simply submits a = s, and
the Verifier confirms

9" =g = (¢°v v = ho.

Therefore, the probability of cheating Prover B being accepted in a round is at most (i.e.
maximized when Prover picks some h = gsv™!)

1+1c
2 2\p)’

Combining the two cases above, we have that a cheating Prover B will trick an honest verifier

with probability at most
! + L(c <1
2 2 \p

for ¢ << p. Over many iterations, this probability can be made arbitrarily small, i.e

1 1/e\1"
{5—1—5(5)1 —0as k — oo.

Pr[(B,V)(¢) = 1] < 27P

for any polynomial p(n) (adjusting number of iterations accordingly) and ¢ ¢ £, and therefore
have soundness as desired. In other words, a cheating prover will be unable to trick an honest
verifier, except with some small probability.

Namely, we have

2.2.4 Zero-Knowledge

Let V* be an arbitrary Verifier strategy (not necessarily honest). We wish to show V* learns
no additional information from an honest prover P.

Per the discrete log protocol described above, we may think of VV* as composed of two
functions:

e Vi(h) outputs the bit b that the Verifier V* chooses after the Prover P submits h
e V5(h,a) is whatever Verifier V* outputs after seeing Prover P’s response a to the bit b.

Both V; and V5 are clearly efficiently computable. We now need to come up with an efficient
simulator S* that is a standalone algorithm that will output a distribution indistinguishable
from the output V*. The simulator S* will work as follows (based on [43]):

e Pick a random bit &’ € {0,1}. Select a random number 0 < 7/ < p.
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/

e Send h = g"v7".
e Let b* = Vi(h) (bit output by V*). If &’ # b*, go back to Step 1.

e (If ¥ =b*) Send a = 1/, and hence have final output of Va(h,a).

Note this simulator uses V*. This is necessary since V* is not necessarily honest and hence
we have no guarantees on its strategy. We assert this is a valid simulator with the following
claims (inspired and adapted from [4]).

Claim 2.6. The distribution of h computed by S* is identical to the distribution of h chosen
by the Prover P.

b

. ; . !y
Proof. In each case h is a random power g'. Note even in the case, h = ¢" v™", we have

h = gr’,vfb’ _ gr’fb’:zs7
since 7’ is randomly drawn and the quantity -b'z is fixed, h is therefore still a random power
g' (i.e. value h computed by S* is statistically independent of the bit ). O

Claim 2.7. With probability at least %, b = b*.

Proof. This follows as a corollary of the previous claim. Since the distributions of h are
identical, h gives no information about the choice of ¢'. In particular, V* behavior is then
unchanged, and therefore if follows b = b* with probability % n

Together these two claims imply that in expectation S* only invokes V; and V5 a constant
number of times (since every time it goes back to step 1 with probability at most %), and
therefore, S* is efficient as desired (polynomial-time). It remains to check the following
claim.

“o

Claim 2.8. Conditioning on b = b* and the value h computed in Step 2, the value “a
computed by S* is identical to the value that the Prover P sends when P’s first message is
h and V*’s response is b*.

Proof. The proof follows from a direct calculation. The value a sent by the Prover P is the
discrete log of h if b* = 0 and of hv if b* = 1. Similarly, since

,rl

g = ho?

and a = 1/, the value a computed by the simulator S* is the discrete log of h if b’ = 0 and of
hv if & = 1. Since the same respective discrete logs are being computed when b = b*, this
proves the desired claim. O]

Hence, this claim implies that the output of S* is in fact identical (in a distributional sense)
to the output of V* in a true interaction with the Prover P. Namely, Claim 1 states that
the simulator S* gives an identical distribution on A as an honest prover P. Claims 2 and
3 imply that, conditioning on a value h, the simulator and interactive system both yield an
identical bit b (or b*) from the verifier and identical value a.
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Consider this from another view. In the interactive system, in one iteration on a given
statement ¢ € L, the information transferred (the outputs) are (h,b,a, Accept). Analo-
gously, in the simulator, in one interaction on a given statement ¢ € L, the outputs are
(h,b,a, Accept) (we assume simulator only outputs the last & value). For us to have zero-
knowledge, this means that over many iterations, the distributions

{<h7 b7 a, Accept)}nEN ~ {(E7 Z_)a ay Accept)}nEN

(to be equal). The claims above give us this result.
Therefore, we have demonstrated the existence of an efficient simulator S* such that for
every ¢ € L:

e The output of V* after interacting with P on input /¢

e The output of S* on input ¢

are equal, and hence we have demonstrated the zero-knowledge property.

NB: This section served to verify the properties of a zero-knowledge proof in excruciating
detail. Throughout the rest of this paper, we will tend to not be as rigorous in verifying
these definitions. More usual than not, the interesting part is the zero-knowledge protocol
itself, as the verification of the properties is simply an exercise in algebra.

2.3 History of Zero-Knowledge

We provide a brief overview of the history of the zero-knowledge and motivate our discussion
for the remainder of Part I of the paper.

2.3.1 Origin

Zero-knowledge proofs are a relatively recent invention (see [53]). They were first conceived
in a 1985 paper by Goldwasser, Micali and Rackoff (see [24] for more details). In particular,
the paper introduced a hierarchy of interactive proof systems, and were the first to conceive
of the notion of “knowledge complexity”, a measurement of the knowledge transferred from
the prover to the verifier. Specifically, they were interested in “0 knowledge complexity”,
hence zero-knowledge, and presented the first known zero-knowledge proof, that of deciding
quadratic residues and non-residues mod n.

In particular, the paper also introduced the idea of a simulator to verify zero-knowledge
as we did earlier in this section.

2.3.2 Applications in Crypto

Since the original 1985 paper, there has been a flood of various zero-knowledge protocols
invented for cryptographic applications. Many of these are identification schemes similar to
the discrete log example we’ve discussed. In Chapter 3, we’ll present two of these classical
applications. The first, Fiege-Fiat-Shamir, will be of a similar number theory flair as the
discrete log protocol. In contrast, the second, Graph Isomorphism, will be of a considerably
different flavor as it will be firmly based in graph theory.
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2.3.3 Connections to Complexity

Zero-knowledge is of particular interest to theorists in its implications to complexity theory.
Namely, Goldreich, Micali, and Widgerson (see [21]) demonstrated a zero-knowledge proof
system for the NP-complete graph 3-coloring problem. Since every problem in NP can be
reduced to the 3-coloring problem, this yields the surprising result that all problems in NP
have zero-knowledge proofs. In Chapter 4, we will demonstrate these complexity results and
discuss their significance.

2.3.4 Other Developments

There has also been the development of various variants of the simple zero-knowledge proof
protocols described above. These include multi-prover interactive proof systems (see [37]),
concurrent zero-knowledge (see [14]), and non-interactive zero knowledge (see [15]). While
each of these are important developments and can be described in depth, they are well
beyond the scope of this paper.

Of particular interest is a very recent application to cryptocurrencies. For example, Z-
cash, a new cryptocurrency launched in 2016 (see [54]), makes use of zero-knowledge proofs
as the backbone for the security of transactions involving the cryptocurrency. See below for
a schematic.

Transaction
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Figure 2.1: Depiction of a Z-cash transaction utilizing Zero-Knowledge proofs from [54]

What is perhaps most intriguing are applications of zero-knowledge that seem to have no
apparent relation to classical cryptography. For example, there has been much recent work
in the use of zero-knowledge proofs to potentially validate electronic voting. In particular,
there has been much discussion in recent years to move voting to an online system due to
low turnout. The major arguments against this are potential security issues and greater
likelihood of tampering. The use of zero-knowledge proofs may potentially prevent some of
these types of vote tampering (see [6] for an overview).

In addition, in perhaps the most surprising of all applications, researchers have demon-
strated a zero-knowledge protocol for nuclear warhead verification that may have applicabil-
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ity to future nuclear disarmament talks (see [3]).
In Chapter 5, we will discuss these exotic applications of zero-knowledge to voting and
nuclear disarmament in more detail.



Chapter

Classical Zero-Knowledge Applications

In this chapter we provide two classical examples of zero-knowledge protocols, the Fiege-Fiat-
Shamir Authentication Protocol and a Zero-Knowledge Protocol for Graph Isomorphism. The
goal of this chapter is to provide a flavor of the types of zero-knowledge proof protocols that
exist,.

3.1 Fiege-Fiat-Shamir

The Fiege-Fiat-Shamir protocol is a zero-knowledge authentication scheme. Much like the
discrete log example in the prior chapter, the basis for the protocol is based in number theory
and modular arithmetic. However, while the discrete log problem utilizes the difficulty in
computing the discrete log modulo an arbitrary prime p, the Fiege-Fiat-Shamir protocol
utilizes the difficulty in computing square roots modulo a composite that is hard to factor.
We present the protocol and verify it is a zero-knowledge proof.

3.1.1 The Protocol

The protocol consists of two stages: a key-generation stage and an authentication stage (see
[16] for the original presentation of the protocol).

Definition 3.1 (Fiege-Fiat-Shamir Protocol, Key Generation (see [16])). A Prover P con-
structs a private and public key as follows.

o A trusted 3" party provides a Blum Integer n = p x q [where p,q = 3 (mod 4) and p, q
are large primes| and publicizes n.

o Foreach1<i<k (k<<2F<<n),

— Prover P selects (at random and independent) s; co-prime to n
— Prover P selects (at random and independent) u; € {—1,1}

— Prover P computes v; = u;s? (mod n).

e Prover P publishes public key and keeps private key secret:

30
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— Public: {vi,v9,- - 0}
— Private: {s1,82, -+, Sk}

Definition 3.2 (Fiege-Fiat-Shamir Protocol, Authentication (see [16])). A Verifier V' au-
thenticates a Prover P as follows.

e Prover P selects random r co-prime to n and random sign s € {—1,1}, and computes
X =sr? (mod n) (i.e. X =72 or x = —r?). Prover P sends “X” to Verifier V.

o Verifier V' sends a random boolean vector B = (by, by, -+ ,by) to Prover P.

e Prover P sends the value

—THS (mod n)

to Verifier V.

o Verifiers V accepts if and only if

j:XHv (mod n)

e Repeat above steps multiple times (until desired confidence level).

3.1.2 Verifying Zero-Knowledge Properties

We now briefly outline how the protocol satisfies the properties of zero-knowledge proofs.

Completeness

Consider an honest Prover P. Then an honest Verifier V' will verify
k

) (TH@?) - H = (7 [ [ o) =

=1

k k
(sl Hui_l) (XHU?) iXHv (mod n)
i=i i=1

and hence the protocol is perfectly complete.
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Soundness

Now, consider the setting of a cheating Prover B* trying to impersonate (i.e. does not have
the private key of) an individual with public key {vy,vq, -+ ,vx}. To convince an honest
Verifier V', cheating Prover B* must select an X and Y such that

k
X = j:YQHUi_Z” (mod n).
i=1

In particular, since Prover B* selects X before the Verifier Vs choice of B = (by, by, - -+ ,bg) €
{0,1}* and Y after the selection of B, let us call the conditional choice Y. We now proceed
by casework.

Case 1: There is at least one B € {0, 1}* for which Y3 fails to satisfy

k
X =4Y} Hv»_bi (mod n).
i=1

1

In this case, the verification will fail with probability at least 2%
Case 2: For every B € {0,1}*, Yy satisfies

k
X = j:YB?Hv;bi (mod n).

i=1
Now, consider By = (0,0,---,0) (all 0’s) and By = (1,0,---,0) (only by = 1). Then we have
X =4V = £Y?v; ! (mod n)

vy = +(Y1/Y5)? (mod n)

which implies Prover B* then knows a valid s; (i.e. if B can compute Y; and Y, can

compute s;). However, we can repeat this analysis for any By = (0,0,---,0) (all 0’s) and
B; = (0,---,1,---,0) (only b; = 1) to determine that Prover B* must consequently know
a valid s;. But then, this implies Prover B* has a valid private key {s1, s2,- - , s} for the

public key. This contradicts out assumption that the prover does not have a valid private
key.

Therefore, combining the cases, verification must fail with probability at least 2% Since by
assumption 2¥ << n, we may run the authentication c2* times (c a constant), and hence
make the soundness error

e

NB: Note the error probability of o shown here is very loose. See [16] for a tighter bound.

arbitrarily small.
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Zero-Knowledge

We present a simulator to demonstrate the zero-knowledge property with an arbitrary Verifier
strategy V*. A Verifier strategy V* can be thought of as two functions:

e V1(X) outputs the boolean vector B € {0,1}* that V* chooses in response to X from
the Prover P

e V5(X,Y) is whatever Verifier V* outputs after seeing Prover P’s response Y to the
boolean vector B.

Both V; and Vj; are clearly efficiently computable. We now need to come up with an efficient
simulator S* that is a standalone algorithm that will output a distribution indistinguishable
from the output V*. The simulator S* will work similarly to the discrete log simulator:

e Pick a random bit vector B’ € {0,1}*. Select random 7’ co-prime to n and random
sign s € {—1,1}. Compute W = [, vfl

e Send X = s/'(+')? WL

e Let B* = Vi(X) (bit vector output by V*). If B’ # B*, go back to Step 1.

o (If B = B*) Send Y =7/, and hence have final output of V5(X,Y).

The proof that this simulator yields an indistinguishable output distribution is identical to
that of the discrete log example. Hence we omit the proof. Note that when B’ = B*, the
verification checks out,

k k
(s')_le_[vfZ = j:Xvaz (mod n).
i=1 i=1

In addition, since B’ = B* with probability 2%, in expectation S* only invokes V; and V5
a constant number of times (note 2¥ << n, and is hence treated as a constant). Therefore,
S* is an efficient simulator.

3.1.3 Key Points of the Protocol

We cover a few critical aspects of the protocol. The specific aspects we discuss are shared /desired
by a number of other cryptographic protocols (not necessarily zero-knowledge).
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Public and Private Keys

The concept of distinct public and private keys is a key idea in public key or asymmetric
cryptography protocols, in which public keys are disseminated widely and private keys are
known only to the owner. Most widely used protocols take advantage of the distinction
between public and private keys. This Fiege-Fiat-Shamir protocol in particular is a subset
of public key cryptography protocols knowns as identification schemes, essentially identity
verification protocols.

For an exposition of other public key cryptographic protocols, such as digital signatures,
see [28].

Blum Integers

Note this protocol made use of a special construct known as a Blum integer.

Definition 3.3 (Blum Integer, [27]). A Blum Integer n is an integer

n = pq,
where p,q are very large primes such that p,q = 3 (mod 4).

Blum integers are widely utilized in cryptography. In particular, it is considered extremely
difficult to find square roots modulo a Blum integer, hence their usage. Now, consider the
following property of the Blum Integers.

Property. For every Blum integer n, though —1 is not a quadratic residue (mod n), the
jacobi symbol
-1
(_> B 1'
n

This serves to explain why we choose flip signs at random in our key generation protocol.
Namely by allowing v; to be either plus or minus a square integer modulo a Blum integer, we
make sure v; ranges over all the numbers (co-prime to n) with Jacbobi symbol +1 (mod n).
Thus, there must an “exist” an s; for any choice of “reasonable” v; (i.e. Jacobi symbol +1).

Parallel Verification

One intriguing aspect of this protocol in that it appears to verify k values simultaneously,
hence making it more difficult to “cheat” in a given round. In particular, think back to the
discrete log example. In order to reach a desired threshold of error, we required multiple
iterations and hence an excessive number of rounds of interaction. Therefore, a desired
property of protocols is often parallel verification, essentially the prover and verifier run k
independent copies of the basic protocol in parallel, and the verifier accepts only if all of
the copies accept. The Fiege-Fiat-Shamir is one of a few zero-knowledge parallel verification
algorithms; in many other instances, parallel repetition compromises the zero-knowledge

property.
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3.2 Graph Isomorphism

While the previous examples we considered were all based in Number Theory, the protocol
we consider here is of a geometric flavor. We first introduce the notion of graph isomorphism.

3.2.1 Brief Review of Graph Theory
Definition 3.4 (Graph, undirected). We define a graph G = (V, E) as a set of vertices

V:{Ulvv%"' ,Un}

and a set of edges
E — {617627"' 76m}

where every e € E is of the form (v;,v;) i.e. an unordered pair of distinct vertices (v; # vj).
(We also assume there can be at most one edge between any given pair of vertices).

Now, let the notation S,, denote the set of permutations of size n (i.e. automorphism on
{1,2,--- ,n}). Utilizing this, we have the following notion of isomorphism:

Definition 3.5 (Graph Isomorphism). Let G = (V, E) and G' = (V', E’) be two graphs such
that |V| = |V'| = n. Label the vertices V.= {vy,va, -+ ,v,} and V' = {v},vy,--- ;v }. We
say G and G' are isomorphic (or G ~ G') if there exists a permutation o € S, such that

(UZ‘, ?}j) c E

if and only if
(Ufr(i)a U;(j)) €L

Namely, if there exists a permutation o of the vertices of G such that the edges of G and G’
precisely coincide, we then say G ~ G’ and ¢(G) = G’. For an illustrative example, consider
the depiction below.

Typically, when confronted with a graph isomorphism problem, we are dealing with
extremely large graphs consisting of many vertices and many edges. Therefore, checking
all n! permutations of size n is computationally infeasible to check for isomorphism. In
addition, the graphs G and G’ presented should be feasibly “potentially” isomorphic in the
sense that they have identical vertex degree distributions as a precondition (otherwise the
problem would be trivial). We now present a zero-knowledge protocol for graph isomorphism
and shows it verifies the zero-knowledge proof properties.

3.2.2 The Protocol

In this language L, statements are of the form
Gy and G are isomorphic.

Say a Prover P possesses a proof, i.e. a permutation o € S, that graphs Go and G,
are isomorphic. We have the following zero-knowledge protocol (see [21] for the original
presentation).
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An isomorphism

Graph G Graph H
between G and H

fla) =1

Figure 3.1: Demonstration of isomorphism between two undirected graphs G and H, from
[25]

Definition 3.6 (Graph Isomorphism Protocol (see [21])). A Verifier V authenticates a
Prover P as follows. Gy and G are a common input.

e Prover P selects a random permutation m € S,. Prover P sends H = w(Gy) to the
Verifier V.

Verifier V' selects a random bit b € {0,1} and sends b to the Prover P.

_Jmoo if =0
w_{n if b=1

Prover P computes

and sends ) to verifier V.

Verifier V' checks that H = 1(Gy) and accepts/rejects accordingly.

Repeat above steps multiple times (until desired confidence level).

3.2.3 Verifying Zero-Knowledge Properties

We now briefly outline how the protocol satisfies the properties of zero-knowledge proofs.

Completeness

Consider a statement = € £. Hence the graphs Gy and G are isomorphic. An honest Prover
P wishes to convince an honest Verifier V. Therefore, the verifier will confirm if b = 0,

(Go) = (w0 0)(Go) = 7(0(Go)) = m(G1) = H

and if b =1,
@ZJ(Gl) = W(Gl) = H

Therefore, the protocol is perfectly complete.
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Soundness

This is one of the easier checks for soundness. For x ¢ L, this implies the graphs in question
G and (GG are not isomorphic. Therefore, with respect to a cheating Prover B attempting
to convince an honest Verifier V', if the Verifier V' selects b = 0, regardless of what the Prover
B provides for v, the check will always fail since GGy and G; are not isomorphic i.e. there is
no o such that o(Gy) = G;. Hence, with probability at least %, the check will fail. Hence,
with a sufficient number of iterations, the soundness error can be made arbitrarily small.

Zero-Knowledge

We present a simulator to demonstrate the zero-knowledge property with an arbitrary Verifier
strategy V*. A Verifier strategy V* can be thought of as two functions:

e Vi(H) outputs the bit b that the Verifier V* chooses after the Prover P submits H

e V5(H, 1) is whatever Verifier V* outputs after seeing Prover P’s response v to the bit
b.

Both Vi and V5 are clearly efficiently computable. We now describe an efficient simulator
S* that is a standalone algorithm that will output a distribution indistinguishable from the
output V*. The simulator S* will work as follows (from [21]):

e Pick a random bit ¥’ € {0,1}. Select a random permutation 7’ € S,,.
e Send H = 7'(Gy).

o Let b* = Vi(H) (bit output by V*). If ¥/ # b*, go back to Step 1.

o (If ¥ =b*) Send ¢ = 7', and hence have final output of Va(H, ).

Note the proof of distributional equivalence is literally identical to that of the discrete log
example. Namely, the distributional equivalence is guaranteed by the fact that, in the
protocol, since m € S,, and is hence invertible, 7w oo is effectively a random draw. Note, when
b’ = b*, the verification checks out,

V(Gy) = 7'(Gye) = 7'(Gy) = H,

as desired. The remainder of the proof is omitted as it is identical to the discrete log example.

3.2.4 Key Points of the Protocol

We discuss a few interesting aspects of this protocol.
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Graph Theory

This protocol made use of graph theory. In particular, graph-related problems are a popular
candidate for cryptographic protocols (see [44] for an exposition), problems including: graph
isomorphism, vertex cover, Hamiltonian paths, and graph colorings. These graph-related
problems on large graphs are popular due to the near impossibility of discovering a solution
yet ease of checking a particular solution. This observation in particular has significant
complexity implications as these problems are all a part of the class “'NP’, an idea we will
explore deeper in the following chapter.



Chapter

Zero Knowledge and Complexity

Zero-knowledge is of particular interest to computer science theorists because of its con-
nections to complexity. Namely, under reasonable assumptions, there is a zero-knowledge
proof protocol for any language in NP. In this chapter, we will present a brief introduction
to complexity. We will demonstrate a zero-knowledge protocol for 3-coloring and discuss
broader implications of zero-knowledge to complexity.

4.1 Introduction to Complexity

Here, we provide a brief introduction to complexity. For more clarification on any of these
introductory complexity topics see [46].

4.1.1 Decision Problems

Consider a universe of statements U and a language £. Say we wish to decide whether for
a given x € U, we also have x € L.

Definition 4.1 (Decision Problem). A decision problem for a language L is a problem that
takes as input x € U and returns whether x € L (yes) or x ¢ L (no).

For example, a classic decision problem may be to determine whether a given number n
is composite (£ here is the set of composite numbers). We define two different kinds of
algorithms:

Definition 4.2 (Decider). We call an algorithm/machine M a decider for L if it solves a
decision problem for a language L i.e. given an x € U, it returns whether x € L (yes) or

x & L (no).

Definition 4.3 (Verifier). We call an algorithm/machine M a verifier for L if it verifies a
decision problem for a language L i.e. given an x € U and sufficient information/witness
w, it can confirm that x € L.

39
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We may illustrate the contrast between these two types of algorithms by reconsidering the
composite number decision problem. Say

U=127Z, L ={composite numbers}

An example Decider M for £ may work as follows. Given any n € U = Z, M will directly
decide if n is composite (for example, by checking all 1 < k < n for existence of a k such
that k[n).

In contrast, a Verifier M for £ may work as follows. Given any n € U = Z and corresponding
witness w (for example, a w = k such that k|n), M verifies that n is composite (i.e. by
verifying that k|n).

Note that Deciders are significantly more powerful in that they solve the problem directly
as opposed to Verifiers that can simply verify a given solution (with additional information).
Why then do we care at all about Verifiers? The key here is time complexity.

4.1.2 Time Complexity

In practical considerations, we usually care about the run-time of our algorithms. Consider
an algorithm M (either a decider or verifier) for a language £. We usually have some natural
sense of “size” for an x € U. For example, if x € U = 7Z this notion of size is obvious. If
relU=G=(V,E) (ie. graphs), a notion of size may be |V| or |E|. We will use a function
s(x) to denote the “size” of x € U. We then define

Definition 4.4 (Polynomial Run-Time). Consider algorithm M on input x € U. Let Ty (x)
be the run-time of M on input . We say M has polynomial run-time if there exists a
polynomial p(n) with real coefficients such that for all x,

Ty (x) < p(s(x)).

Essentially this implies that M has polynomial run-time if its run-time on z is bounded
above by a polynomial on s(x). Note the choice of “units” for run-time is irrelevant as a
scaling factor of a polynomial is still a polynomial.

Due to practical considerations of modern computing resources, we usually say an algorithm
is practically computable if its run-time is polynomial. Therefore, for a particular problem £
there may exist a practically computable Verifier M but no practically computable Decider

M.
4.1.3 Complexity Classes

We may combine these discussions on Decision Problems and Time Complexity to discuss
complexity classes. We have the following two definitions.

Definition 4.5 (The Class P). We say L € P if there exists a polynomial-time decider M
for L.
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Definition 4.6 (The Class NP). We say L € NP if there exists a polynomial-time verifier
M for L.

Clearly P C NP. Note if a £ € NP but £ ¢ P, this would be a natural candidate for a
cryptographic protocol. Namely, £ ¢ P would imply that it computationally difficult for a
cheating prover to find a solution z € L. In contrast, an honest prover could provide the
witness w for a Verifier to verify a solution x € £ in computationally reasonable time.

For example, we can consider the graph isomorphism example from the previous chapter.
To determine if graphs Gy and (G are isomorphic, a cheating prover needs to check all n!
permutations of vertices of Gy (assume Gy = (Vg, Ep), |Vo| = n), which is non-polynomial
and computationally infeasible for a large graph. In contrast, an honest prover simply needs
to provide a witness, permutation o, so that verifier can verify (in polynomial time) that
G1 = m(Gp). Hence, graph isomorphism has a polynomial verifier and is hence in NP,

Therefore, much of modern cryptography rests on the assumption P # NP. Unfortu-
nately, the following is still an open problem:

Problem (P versus NP Problem, Unsolved). Is P # NP oris P = NP?

Equality would have disastrous implications for cryptography, as it would essentially compro-
mise the security of most cryptographic systems. However, most theorists believe P # NP.

4.1.4 NP-Completeness

Related to the above, we have the following additional definition.

Definition 4.7 (The Class NP-Complete). We say L € NP-Complete if
e L& NP
e cvery L' € NP is reducible to (an instance of ) L in polynomial time.

In saying £’ is “reducible to £, we mean that a problem in £’ can be transformed into
an instance of a problem £ € NP. Namely, because of this reductive property, if some
L € NP-Complete is also in P, then P = NP, since

e Take a problem in £ € NP

e Problem in £’ reduces to a problem in £ in polynomial time

e Problem in £ can be decided in polynomial time (since £ € P)
e Above steps are a polynomial-time decider for £’

Therefore, much research on the P versus NP Problem focuses on NP-Complete problems.
As it turns out, this observation has critical implications for zero-knowledge. Namely, if
we can show a zero-knowledge protocol for an NP-Complete problem, this implies the
existence of a zero-knowledge protocol for every problem in NP!
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NP-Complete

Figure 4.1: Left: If P # NP; Right: If P = NP

NP

4.2 Zero-Knowledge Graph 3-Coloring Protocol

In particular, the NP-Complete problem for which we will show a zero-knowledge proof
protocol will be the Graph 3-Coloring Problem. We first introduce the problem and present
the protocol.

4.2.1 3-Coloring
We first present the 3-Coloring problem (refer to [28] for greater detail).

Definition 4.8 (3-Coloring). Let G = (V, E) be a graph. We say G has a 3-Coloring if
there exists a function

¢:V = {R.G,B)
such that for every edge (v1,v2) € E,

c(vy) # c(v9).

In other words, a 3-Coloring is simply an assignment of vertices to the colors Red, Green,
and Blue such that no two adjacent vertices (i.e. along an edge) share the same color (see
below image for an example of a 3-Coloring).

The 3-Coloring problem is known to be in the class NP-Complete. In other words,
given a witness i.e. a coloring, we can verify it is a valid coloring by checking every edge.
In contrast, there are no known efficient algorithms to determine if a (large) graph has a
3-Coloring.

4.2.2 Commitment Schemes

Before we present the protocol, we present a cryptographic tool that will be utilized in the
protocol.

Definition 4.9 (Commitment Schemes, (see [4])). A commitment scheme is a function
C:{0,1}* x {0,1}" — {0,1}F

satisfying



CHAPTER 4. ZERO KNOWLEDGE AND COMPLEXITY 43

Figure 4.2: Depiction of a valid 3-coloring, from [10]

o Secrecy: for every x, 2’ € {0,1}* and U, the uniform distribution,
C(x,U,) =~ C(2',U,)
(i.e. the distributions are indistinguishable).
e Binding: for every y € {0,1}* there exists at most a single x such that
y=C(z,7)

for some r. In other words, there does mot exist two distinct pairs (x,r) and (x',7")

such that (for x # '), y = C(x,r) = C(2',1").

The use of a cryptographic commitment is twofold. It allows an agent to (1) commit to a
certain value (i.e. providing y) without revealing the value (secrecy) and (2) binds the party
to the particular committed value (binding). This construct/tool will reappear as we will
utilize these in our applications later.

4.2.3 The Protocol

Now that we’'ve introduced commitment schemes, we now present a zero-knowledge protocol
for 3-Coloring. In this language L, statements are of the form

G admits a 3-Coloring.

Say a Prover P possesses a proof, i.e. a 3-Coloring ¢ of G. We have the following zero-
knowledge protocol (see [21] for the original presentation).

Definition 4.10 (Graph 3-Coloring Protocol (see [21])). We let graph G be a common input,
and also have a known commitment scheme

C:{0,1}* x {0,1}™ = {0,1}*

(note two bits is sufficient two encode 3 colors). A Verifier V' authenticates a Prover P as
follows.
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e Prover P selects a random bijective function
m:{R,G,B} — {1,2,3}
and defines

/
C =T OoCcC.

Prover P then computes commitments y; such that for every vertex v;, Prover P selects
random r; € U, and calculates

yi = C(d(vy),14).
Prover P then sends all commitments y; to Verifier V.
o Verifier V selects a random edge e = (v;,v;) € E and sends edge e to the Prover P.
e Prover P then opens the commitments, i.e. he computes
wp=d(v;) ;= c(vy)
and sends (x;,y;) and (x;,y;) to the Verifier V.
o Verifier V' checks that the commitments are correct:
yi = Clzi,ri)  y; = Clxj,ry),
checks that the colors are different:
T; # T,
and accepts/rejects accordingly.

e Repeat above steps multiple times (until desired confidence level).

Essentially, the function 7 serves to hide the actual coloring and the commitments y; serve
to ensure the prover sends the committed colors for the requested edge. See the following
diagram (from lecture of Prof. Yevgeniy Dodis of NYU, [13]) for a pictorial representation
of the protocol.

4.2.4 Veritying Zero-Knowledge Properties

We briefly verify the protocol above is indeed a zero-knowledge proof.

Completeness

Consider an honest Prover P wishing to convince an honest Verifier V' of a statement s € L.
Hence, since the graph G admits a valid 3-Coloring ¢ (that the prover is aware of), the honest
verifier will clearly confirm the prover’s commitments (the prover is honest), and conclude
x; # x; since
c(v;) # c(v;) = (moc)(v;) # (moc)(v))
= d(v) #(vj) = x; # x5

Therefore, we have perfect completeness.
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poly-time 1 unbounded
Verifier 6 Prover

1. Randomly permute
Com(e)...Com(e) coloring & send in
locked boxes.

_ _ 3. Send keys for
4, if colors different. (o, R),(o,R,) endpoints.

CIE v

Zero Knowledge: graph 3-colorable = V sees two random distinct colors

2. Pick random edge.
14

Figure 4.3: Protocol Diagram from lecture of Prof. Yevgeniy Dodis of NYU, [13]

Soundness

Now, consider a cheating Prover B trying to cheat an honest Verifier V' with a statement
s ¢ L. Therefore, the graph G admits no proper 3-Coloring. Now, note that Prover B must
provide commitments y; to Verifier V' before the choice of edge e. In addition, from the
binding property of commitments, the y; is determined by a unique pair (z;,7;) and hence
the Prover B is locked in to a priori choice of z;.

Assume for the sake of contradiction, for any choice of edge e = (v;,v;), the Verifier will
find z; # x;. However, note all z; € {1,2,3}. Then, we can choose an arbitrary bijective
function

7 :{1,2,3} = {R,G, B}.
But then, since z; # z;,
(@) # 7' (x;)
and hence, 7" applied to the z; yields a valid coloring of G. But, this is clearly a contradiction
since G admits no proper 3-Coloring. Therefore, there must exist some edge e € E such that
the Verifier will find z; = x; and reject. Therefore, if |E| = m, the verification will fail with

probability at least % The soundness error can be made arbitrarily small, as running the
protocol cm times yields an error of

(216202

as desired.
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Zero-Knowledge

We present a simulator to demonstrate the zero-knowledge property with an arbitrary Verifier
strategy V*. A Verifier strategy V* can be thought of as two functions:

o Vi[{yi}i] outputs the edge e = (v;,v;) that the Verifier V* chooses after the Prover P
submits commitments {y; };.

o Vol{yi}i, (xi,7i), (xj,7;)] is whatever Verifier V* outputs after seeing Prover P’s re-
sponse (z;,7;), (z;,7;) to the edge e.

Both V; and V; are clearly efficiently computable. We now need to come up with an efficient
simulator S* that is a standalone algorithm that will output a distribution indistinguishable
from the output V*. The simulator S* will work as follows (from [21]):

e Pick a random edge € = (vy,v;) € E. Select random z; € {1,2,3} and random
T € {1, 2, 3} \ Ty

Compute commitments (for all 7) y; as follows. Select random r; € U,,. Then
c(1,ry) if ag¢ {5}

yi = Clay,ry) if =7
Clxj,r) if i=j

e Send commitments {y; },.
o Let Vi[{y;}:] = " = (v, vj+). If € # €*, go back to Step 1.
o (If ¢ =¢*) Send (x4, ry) and (x;,7;) and hence have final output of

Val{witi, (ix, mix ), (e, 7))

The proof that this is an valid simulator is obvious and follows similarly as the proof for the
previous protocols discussed. In particular, the equivalence of the distribution of commit-
ments y; follows directly from the secrecy property of commitment schemes.

Hence we have verified that the protocol described above is indeed a zero-knowledge proof
for the NP-Complete 3-Coloring problem.

4.3 Broader Implications to NP

Now that we’ve demonstrated a zero-knowledge protocol for an NP-Complete problem,
and since there then exists a reduction from any problem in NP to this problem, we have
the following beautiful result (from [21]):

Theorem 4.11 (All Problems in NP Have Zero-Knowledge Proofs, [21]). Let £L € NP.
Then, using commitment schemes, there then exists a zero-knowledge proof protocol for show-
g x € L.
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This is a very interesting theoretical result. However, on a more practical level, as observed
in [4], the zero knowledge protocol for NP is a dividing line between practical and theoret-
ical cryptography. Namely, the reduction between NP statements people want to prove in
practice and the language of graph 3-Coloring is extremely complicated and inefficient (in
the sense that it requires a great deal of information to encode a 3-Coloring for a graph).

Hence, while using the zero knowledge protocol presented above shows a polynomial-time
protocol for any NP problem, it will not yield a very practical protocol. Therefore, much
energy is expended at making tailor-made zero-knowledge proofs that are simpler and more
efficient for specific interesting classes of NP statements. In particular, as [4] notes, many
of the more interesting and sophisticated cryptographic protocols and schemes follow this
paradigm.

Regardless, these results are of interest to theorists. Additional similar kinds of complex-
ity results involving zero-knowledge have been researched within other complexity results,
notably the stronger result (shown in [5]):

Theorem 4.12 (from [5]). (Under certain assumptions) Anything that can be proved by an
interactive proof system can also be proved via a zero-knowledge protocol.
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Exotic Applications of Zero-Knowledge

Up to this point, the applications of zero-knowledge that we’ve discussed have been classically
cryptographic i.e. often as identification protocols or password verifiers. However, one
of the most intriguing aspects of zero-knowledge are applications beyond these traditional
applications. In this chapter, we will discuss two more exotic applications of zero-knowledge
proofs: electronic voting (or e-voting) and nuclear disarmament. Note that, in contrast to
previous chapters, here we will simply provide a cursory overview of the protocols in question;
our goal here is to simply provide a sense of how zero-knowledge proofs are utilized in these
unique instances.

5.1 E-Voting

We provide a surface overview of applications of zero-knowledge to E-voting.

5.1.1 The Fundamental Problem

In our modern age of democracy, voter turnout within many developed countries and in
particular the United States is often abysmally low. A common reason offered for this low
voter participation is the required effort to physically vote at a polling station. Hence, a
common solution offered is to allow electronic or online voting.

While e-voting albeit has its obvious downsides (i.e. requiring a base level of technological
literacy, etc), a significant advantage of e-voting is the potential for completely transparent
vote counting, where every citizen could verify if the votes are tallied correctly. In particular,
such a measure is critical when the government itself is the agent doing the vote counting
and hence has incentive to cheat/lie about the results. Therefore, a secure e-voting system
may be viewed as an agent to ensure fair democracy.

Much research has been done on developing secure e-voting protocols. While the method-
ologies vary, the general goals are the same (see [6]):

e Eligibility: only legitimate voters can cast a ballot

e Verifiability: outcome is valid
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— Individual: verify their vote was cast and recorded correctly

— Universal: any one can verify that the tally is correct
e Privacy: individual voter’s choice cannot be ascertained

e Coercion-Resistance: no party can be forced to vote (or abstain) in a certain way

5.1.2 Sigma Protocols

Many protocols have been designed that satisfy many of the security goals stated above
(see [26, 6] for these protocols). Since these protocols require many steps and require the
introduction of many other cryptographic primitives, here we will simply introduce the class
of zero-knowledge proofs utilized by e-voting protocols: sigma protocols.

Formal Definition

We present the following generalized class of protocols:

Definition 5.1 (X-Protocol, [6]). Let F be a field. Let W,V be F-vector spaces and let
¢ W =V be a F-linear map. We then have the following ¥-Protocol, ¥4 as an interactive
proof protocol between a Prover P of knowledge of a pre-image x,

y = ¢(x),
for a value y to a Verifier V (i.e. V already knows y):

Prover P selects random r € W and sends a = ¢(r) to Verifier V.

Verifier V' selects random c € F and sends to Prover P.

Prover P computes d =r + czx (in field F) and sends to Verifier V.

Verifier V' checks that ¢(d) = a + cy and accepts/rejects accordingly.

e Repeat above steps (until desired confidence level).

Theorem 5.2. For ¢ : W — V' a F-linear map, Xy is an “honest-verifier” zero-knowledge
proof protocol.

Proof. The proof this protocol is zero-knowledge is straightforward, hence we just provide a
sketch. Completeness follows from linearity of ¢:

o(d) = o(r + cx) = o(r) + ¢(cx) = (1) + cop(x) = a + cy.

Soundness and “Honest-Verifier Zero-Knowledge” (i.e. zero-knowledge only in the case of an
honest verifier) follow from the random choice of r and c. O

For example, when working with the discrete log example, we were essentially working with
the protocol ¥4 where

¢:F,— G, ox)=yg"
where G, is a group of order p with generator g € GG,. (However as we showed, the discrete
log protocol also exhibits stronger “malicious-verifier” zero-knowledge).
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Usage
This class of protocols is extremely powerful due to the following key properties ([22]):

e They can be transformed into non-interactive variants (i.e. the Prover doesn’t need to
run the interactive proof separately with every verifier and hence is more practical).

e They can be repeated in parallel i.e. parallel verification (i.e. can run multiple itera-
tions at once to reduce number of interactions yet maintain zero-knowledge).

e They can be easily chained together to create proofs for AND, OR statements.

In particular, through these protocols, e-voting protocols have been developed that utilize
Zero-Knowledge Y-Protocols in the following way for security guarantees ([6]):

e Voters provide a ZK-Proof that their vote is valid without revealing their vote.

e Authorities provide a ZK-Proof that they have tallied the votes correctly.

Hence, the use of these 3-Protocols in conjunction with other cryptographic primitives form
the basis for theoretical secure e-voting systems.
Non-Interactive Variant

As mentioned above, a key aspect of the strength of Y-protocols lies in their ability to be
transformed into non-interactive proofs. In the case of an election, this is critical: if all
voters were to ask the authorities to verify that the votes were tallied correctly, participating
in an interactive proof with every voter would be totally impractical. Here, we will present
this transformation to a non-interactive variant (courtesy of [15]).

Definition 5.3 (X-Protocol: Non-Interactive Variant, [15]). Let X} be a X-Protocol for
¢ W — V a F-linear map and H : V x V. — F an external, public (i.e. known) hash
function whose output is essentially random. We then have the following protocol, ¥y non-imter
as a non-interactive proof protocol by a Prover P of knowledge of a pre-image x,

y = ¢(z)
of a value y:
o Prover P selects random r € W and computes a = ¢(r) to Verifier V.
e Prover P computes ¢ = H(y,a).
e Prover P computes d =1+ cx (in field F).
e Prover P outputs the transcript (y,a,c,d) (the proof).
e Repeat above steps with independently chosen a (until desired confidence level).

Theorem 5.4. For ¢ : W — V a F-linear map and H : V x V. — F a cryptographic hash
function, Zg 1s a zero-knowledge proof protocol.
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Proof. The proof follows directly from the previous theorem. Note H is essentially mimicking
an honest verifier in X4. Since X4 is an “honest-verifier” zero-knowledge proof protocol, it
follows then that Zg is a zero-knowledge proof protocol. O

Note the key distinction between the interactive and non-interactive protocols. In the inter-
active protocol, the choice of ¢ is determined by the verifier, whereas in the non-interactive
case c¢ is determined by an external function H which is taken as indistinguishable from a
random function. Therefore, in the instance of an honest verifier, the interactive and non-
interactive protocol are essentially identical as the choice of ¢ is random. Note any Verifier
V' can verify the proof by checking

c=H(y,a) and ¢(d)=a+cy.

Therefore, the Prover P is providing a full transcript of an interactive proof that will be
sufficient to convince any verifier. Hence, this non-interactive proof allows us to avoid the
impracticality of participating in excessively many interactive protocols.

5.1.3 Implementation of Secure E-Voting

As the image below make clear, electronic voting is becoming increasingly common.

FIGURE 1. World Map of Electronic Voting (2015)

oting
H B nd/or Electronic Voting Machines (legally binding)
egally binding) (also used with other voting technologies)
W Stopped use of voting technologies

Figure 5.1: E-Voting is becoming increasingly prevalent across the globe, [35]

However, few of the currently implemented e-voting systems utilize the types of security
protocols presented above. Yet, in recent years, there has been the implementation of a
few secure zero-knowledge based electronic voting systems. Though not necessarily widely
used at the moment, their implementation is a good proof-of-concept. We now present an
implementation.
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Helios

Helios is the e-voting system most widely discussed in the literature. Developed in 2008 by
Ben Adida (see [2]), Helios is considered one of the earliest and best maintained open-source
secure e-voting system. Helios provides individual verifiability, which means that a user can
verify that his/her vote was actually taken into account in the final tally. It also provides
universal verifiability, implying that any observer (or user) can check that all votes were
counted and tallied correctly. However, Helios does little in terms of coercion resistance, and
hence Helios themselves do not recommend their own platform for federal or state elections
(see [2]). Unsurprisingly then, Helios has yet to be implemented in elections of consequence,
though the platform has been used widely for low-coercion elections such as student body
elections.

5.2 Nuclear Disarmament

Equally surprising is the application of zero-knowledge proofs for certain physical properties,
such as nuclear warhead verification.

5.2.1 The Fundamental Problem

The majority of the developed world, including the United States and Russia, agree that
nuclear weapons are dangerous and hence are willing participants in various arms-control
agreements such as the “Non-Proliferation Treaty” (see below).

Nuclear Non-Proliferation Treaty

Treaty on the Non-Proliferation of Nuclear Weapons

Participation in the Nuclear Non-Proliferation Treaty
.Recognized nuclear .Recognized nuclear
weapon state ratifiers weapon state acceders
. Other ratifiers . Other acceders or
DW\thdrawn (North Korea) succeeders
D Unrecognized state, . Non-signatory (India,
abiding by treaty (Taiwan) Israel, Pakistan, South Sudan)

Figure 5.2: Depiction of participation in the treaty from [49]

Namely, nations around the world have agreed to take steps to dismantle their nuclear
arsenal. But to reduce weapon stockpiles, nations need to verifiably prove that they are
taking steps to dismantle warheads. In particular, member nations must authenticate that
their warheads in storage and their warheads in their respective dismantlement queue are
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genuine. However this yields a problem: no nation wants to reveal any information on the
design of their nuclear warhead (for security and military purposes), and hence are wary of
a direct inspection of their warheads. A common offered solution is the use of trusted third
parties for authentication. This is problematic as well due to the lack of a truly genuine
“third-party” in these situations.

The problem can then be restated as follows. For a particular purported warhead W
in Country A, is it possible for Country B to verify that W is a genuine warhead without
revealing any additional information (i.e. the construction, etc).

5.2.2 A Protocol for Warhead Verification

The problem described above is a natural candidate for a zero-knowledge protocol. However,
while the property to be verified in prior protocols was fundamentally mathematical or
computational, the property here is a physical one, and hence it is less obvious how one should
design a protocol. In 2013, Alexander Glaser, Boaz Barak, and Robert Goldston developed
(see [3]) a zero-knowledge proof protocol to verify that nuclear warheads designated for
disarmament are actually what they purport to be. We will present their protocol here.

A Simpler Reduction

We consider a reduction of the protocol to illustrate the general idea/approach (from [3]).
Consider a Prover P with two jars each containing z € [0, N] marbles. Prover P wants
to convince a Verifier V' that the jars contain the same number of marbles. We have the
following basic zero-knowledge protocol:

e Prover P prepares k pairs of buckets (k << N) with both buckets in the i*! pair each
containing a random number of marbles R; € [0, N] marbles.

e Verifier V' choose one of the k pairs at random. He inspects the other k£ — 1 pairs to
check the bucket pairs each contain an identical number of marbles.

e Prover P pours the marbles in the first jar into the first bucket (of the selected pair)
and the marbles in the second jar into the second bucket (of the selected pair).

e Verifier V' checks that the buckets (of the selected pair) have the same number of
marbles and accepts/rejects accordingly.

e Repeat above steps (until desired confidence level).

The protocol above is clearly zero-knowledge. Since the Verifier checks that the remaining
bucket pairs have an identical number of marbles, the soundness error in a single iteration
is at most %

Some Physics

The primary issue here is how to turn a fundamentally physically property into something
more tractable. The authors had the following key idea/observation (see [3]).
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Say we have a template warhead. We wish to verify that a certain test warhead is
similar. Both are inside containers (so as to maintain certain privacy constraints). Consider
the following procedure:

e Place “detectors” on an arc around each container (see image below).
e Subject each container to a stream of neutrons.

e Measure the number of neutrons arriving at each detector.

Figure 5.3: Depiction of detector setup from [3]

Then, the warheads must be similar if and only if the measurements (of neutrons) on the
detectors at position 6 are close for a random #. While this is admittedly a gross over-
simplification of the physics and measurement scheme in this procedure (see [3] for more
details), the general idea is that the similarity between the warheads may be ascertained by
comparing the induced pattern on the detectors.

A Warhead Verification Protocol

With the observation above, the authors designed the following protocol (a variant on the
simplified protocol presented earlier):

Definition 5.5 (Protocol for Nuclear Warhead Verification, [3]). A Prover P wishes to
convince a Verifier V that a test warhead W is similar to a template warhead W*. We have
the following protocol.

e Prover P prepares k pairs of detectors (k << N ) with both detectors in the i™" pair
each initialized to a random offset R; € [0, N| marbles.

e Verifier V choose one of the k pairs at random. He inspects the other k — 1 pairs to
check the detector pairs each contain an identical offset. Verifier V' selects random
angle 6.

e Prover P places the first detector (of the selected pair) at position 6 around warhead
W and the second detector (of the selected pair) at position 6 around warhead W* and
runs the neutron streams for each.
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o Verifier V' checks that the neutron measurements are close and accepts/rejects accord-
mngly.
e Repeat above steps (until desired confidence level).

Note the use of the offset R; is to inject some randomness to the detectors such that the
final output is distributed randomly and hence, nothing can be determined about the test
warhead W. Note this protocol is isomorphic to the simplification stated earlier, and hence,
this is a zero-knowledge protocol. Hence, using this protocol, one can verify that a purported

warhead W is genuine.

5.2.3 Implementation of Secure Nuclear Warhead Verification

The authors in [3] also ran simulations to confirm the efficacy of their protocol (over different
neutron sources, detectors, etc). For the most part, their results were quite good (see below
image for example of such a simulation), suggesting the great potential for this protocol.
Since the publication of the paper and introduction of this protocol, much similar research
has been developed, most notably from the NRF Zero Knowledge Project (see [29]).

Authentic Template 500g Pu removed

Actual counts

Mod 2 + random offset

Differences

Figure 5.4: Depiction of a simulation run of the protocol (from [3]). Note the measurement is
in the form of a 2D bit array that flips a bit every time a neutron hits the corresponding region
on the detector. Here, the simulation shows an authentic warhead exhibits few differences
from a template, whereas an inauthentic warhead (with 500g less Plutonium) exhibits many

differences from a template
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As of now, however, it is currently unknown if this secure nuclear warhead verification
protocol is being seriously considered by nuclear committees across the globe.

5.3 Other Applications

The above applications serve to present some of the more exotic types of zero-knowledge pro-
tocols beyond standard security and cryptography based applications. There are a number
of other similar applications, for example a zero-knowledge protocol for auctions without re-
vealing bid values to auctioneers ([39]), etc. The existence of applications of zero-knowledge
to this diverse array of fields in part motivates our study of zero-knowledge applications to
financial regulation.
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Chapter

Introduction to Financial Regulation

We now turn to financial regulation. Standard discussions of cryptography and security with
respect to finance typically deal with maintaining the security of transactions and privacy
of financial entities. While these are undoubtedly important considerations in finance, they
are usually fundamentally cryptographic identity protocols, and hence these protocols are
not unique to finance but secure data transfer in general. In contrast, here we will consider
a more unique application of crypto, and in particular zero-knowledge proofs, to balance the
trade-off between confidentiality and transparency with respect to financial regulation. In
this chapter, we will introduce this trade-off and motivate the protocols we will discuss.

6.1 Transparency and Confidentiality Trade-off

Within the realm of financial regulation, there is a natural trade-off between transparency
and confidentiality. On the one hand, increased transparency is good in that it allows
people to check that various financial agents are behaving “properly”. However, too much
transparency may crowd out financial entities’ incentives to participate and innovate, as
their actions/financial strategies are too public. On the other hand, confidentiality is good
in that it allows agents to invest and participate in the financial markets without fear of
information leakage, hence promoting liquidity. Yet, too much confidentiality allows the rise
of malicious entities that can actively break rules due to the lack of scrutinization.

Therefore, transparency and confidentiality are typically seen as diametrically opposite
goals, as the pursuit of one is to the detriment of the other. However, with the use of mod-
ern cryptographic techniques, perhaps we can somewhat eliminate this tension and better
navigate this trade-off between confidentiality and transparency.

6.1.1 Prior Work

There has been limited work on this trade-off with respect to cryptography. The most
notable example is a paper from Mark Flood, Jonathan Katz, Stephen Ong, and Adam
Smith (see [17]), in which they introduce cryptographic tools for balancing transparency
and confidentiality. In particular, they consider the cryptographic primitives of Multi-Party
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Computation and Statistical Data Privacy (i.e. Differential Privacy). They outline the
potential of these tools by presenting 3 case studies:

e Publication of Aggregated Sensitive Data: Develop public indexes such that it is im-
possible (within specific tolerances) to reverse engineer the confidential inputs from the
published index

e Retail Loan Information to Support Research: Randomize the data in ways that pre-
serve aggregate patterns, while disguising individual details, and to use techniques of
differential privacy to calculate the corresponding guarantees and tolerances

e International Data Sharing: Secure multiparty computation may allow for international
signals and statistics to be calculated in a distributed fashion such that the underlying
granular data never needs to be centralized or shared

See [17] for greater explication of the above case studies. This work is significant in that it
indicates and serves as a model for the potential that cryptographic tools have in helping to
navigate the transparency and confidentiality trade-off.

Most additional and related work has built off of this paper (for example, see [40]),
primarily focusing on Multi-Party Computation and Differential Privacy techniques.

6.1.2 The Trade-off and Zero-Knowledge

Zero-knowledge proofs serve as a natural candidate for the trade-off between transparency
and confidentiality. One can view the “proof” part as providing transparency while main-
taining “zero-knowledge”, the confidentiality. In fact, these sorts of considerations have
motivated the zero-knowledge protocols we have considered so far in this paper. For ex-
ample, with respect to voting, we discussed the existence of zero-knowledge proof protocols
that allowed anyone to verify that a given vote was tallied correctly (transparency) without
revealing the actual vote (confidentiality).

In this paper, we will restrict ourselves to primarily using zero-knowledge proofs. Namely,
we will develop novel applications of zero-knowledge to financial regulation (specifically the
implicit trade-off between transparency and confidentiality). While [17] focused on appli-
cations with respect to supervisory information, i.e. developing aggregate data to benefit
federal regulators and researchers/academics, we will adopt a more wide mandate and con-
sider a broad range of applications with respect to financial regulation.

Our goal here is not necessarily to show what we believe to be the most important
applications of zero-knowledge to financial regulation. Rather, in illustrating zero-knowledge
protocols, our intention is to demonstrate the power and potential of zero-knowledge proof
protocols to financial regulation.

NB: The types of applications we present here can likely also be solved in principal via
a Multi-Party Computation. However, the use of zero-knowledge protocols is to present
something more efficient and tailor-made.
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6.2 Vignettes

We wish to identify problems in financial regulation for which zero-knowledge proofs may
offer a solution. The best mechanism to do this was to reach out to financial parties and en-
tities themselves, and query them on standard financial regulatory concerns they experience.
Therefore, we polled a number of professionals from various banks, funds, and agencies via
in-person discussions, e-mails, and phone calls. Per request, all these comments have been
anonymized.

In compiling these statements, three major categories of financial regulatory concerns
emerged (note the categories defined below are not standardized technical jargon, but rather
terms we will use in the paper for ease of explanation). We present a subset of related
comments to motivate the applications we then studied:

Personal Compliance: an individual ensuring his financial holdings and activity do not
generate any conflicts of interest.

e “_.and I've always felt uncomfortable that my employer knows my personal portfolio.
While I understand that for compliance purposes this is required to make sure there is
nothing in my portfolio that would go against client interests, it would be nice if there
were some other way to convince my employer...”

e “...Even though a company has a separate compliance department that is supposed to
be the sole people who deal with compliance reporting, I think theoretically a CEO or
other C-Level executive could really obtain that information if they tried. While this
probably isn’t that big a deal at [Company Name Retracted], a large employer such as
IBM or Boeing will possess a great deal of information...”

e “...Any time I make a trade, I need to send it to my company for approval so that they
can make sure it isn’t on their blacklist. Surely there’s a better way to do this - with
the SEC or something?”

Investment Compliance: a fund demonstrating that it satisfies its role as a fiduciary by
demonstrating its investments are in accordance with restrictions placed by its investors.

e “..so in the wake of the financial crisis, there was a ton of finger pointing. Pension
funds got it the worst. They usually have restrictions on the amount of risk they can
take in their investments. I honestly believe most of these pension guys aren’t to blame.
They gave money to various funds who promised to meet their risk requirements. But
at the end of the day, there is really no paper trail. There are 10 levels of people giving
money to each other...”

e “My wife’s retirement account is managed by some guys who promise not to exceed
certain volatility thresholds. We have no idea if they actually follow these set guidelines.
If they are ever put under investigation, they can easily go back and bullshit volatility
numbers to claim compliance...”
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e “...Our fund manages accounts for large universities, state pension funds, as well as
HNWI. As you can imagine, we are under a number of restrictions. We update our
clients regularly, letting them know how the portfolio is performing and updating
them on the greeks. Of course we can’t reveal our actual holdings due to issues of
confidentiality, but our investors have our personal guarantee that we accurately report
these cumulative numbers.”

Fund Compliance: verifying that a fund satisfies legal and federal constraints i.e. the fund
is not doing anything illegal or unethical.

e “._.pre-Madoff, capital was flowing easy for hedge funds and VC’s that were popping
up left and right. People were willing to risk their capital with investors with limited
track records. Now, post-Madoff and other similar cases, you really don’t see that
anymore. People are increasingly likely to give their money only to people with strong
established track records. This is a case of a few bad apples spoiling the bunch, and
what makes it hard for people to get established nowadays. I would love to leave
[Company Name Retracted| but that’s not really an option in this environment...”

e ‘. .Funds have found it increasingly difficult to prove that they are legit. There are a
lot of great ideas and funds out there, but they just don’t get the chance since there
is an increased implied risk premium for investing in these funds. Optimally, there
should be some way for a fund or its investors to prove its legitimacy and assuage any
concerns about a potential ponzi scheme...”

6.3 Proposed Applications

Inspired by the vignettes above, we identify the following financial regulatory problems to be
considered. In the following chapters, we will present zero-knowledge protocols to tackle these
problems. We present a total of three protocols: two of these new applications developed in
this paper and the other from [47].

6.3.1 Reporting Portfolio Holdings to Employers

In almost any large company, there will be a maintained blacklist of companies that its
employees cannot invest in. The reason for this is to prevent any potential conflicts of
interest. While this blacklist seems natural for financial services firms, in fact firms in all
industries maintain such blacklists. For example, a tech company such as Google will restrict
its employees from investing in companies for which Google has a significant relationship or
contracts with. The SEC (Securities Exchange Commission) ensures that all companies
regularly maintain a blacklist so as to prevent any potential insider trading. To ensure that
its employees are compliant, many companies require their employees disclose their financial
holdings, so they can ensure none of these holdings are on the blacklist. Understandably,
this may make employees uncomfortable. Our goal hence is to have a protocol by which an
employee can prove none of their holdings are on the blacklist without revealing the actual
holdings.
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More formally, let A denote the set of possible assets. Denote B C A the blacklist and
H C A an employee’s holdings. Essentially, the problem reduces to showing

BNH=1(

in zero-knowledge. Therefore, the crux of this problem is equivalent to showing a zero-
knowledge set intersection. We develop a protocol for this problem in Chapter 7.

6.3.2 Risk Assurance for Financial Holders

When an individual makes an investment at a fund, they will typically also specify a series
of restrictions that limits the funds behavior with the individual’s assets. These restriction
may be things such as a maximum risk threshold (i.e. volatility), a maximum exposure to
a particular sector, etc. The issue is that in practice it is hard to ensure compliance of the
fund to these restrictions. Namely, the fund wants to maintain confidentiality over its own
holdings and strategies, and hence is limited in its information disclosure. In particular, the
fund often behaves like a black box: simply providing returns to capital and not providing
any concrete evidence that they are even following the stated restrictions. Our goal hence
is to have a protocol by which funds can prove their investments fit within the promised
restrictions (i.e. risk measures).

More formally, Let I denote a set of possible investments. For ¢ € I, define x; the volume of
investment in 7. Essentially, the problem reduces to verifying expressions of the form

Vg < a1+ -+ apT, < Uy

where a; is a publicly known feature of i (ex. volatility) and [vg, v1] is the stated restriction
on the feature (ex. volatility lies between vy and vy). Therefore, the crux of this problem is
equivalent to showing zero-knowledge interval proofs. We present a protocol for this problem,
originally presented in [47], in Chapter 8.

6.3.3 Pooling Information by Anonymous Investors

An investor in a fund may have reason to be suspicious of the actions/behavior of a fund.
Such cynicism is more prevalent in the post-Madoff world in which people are more aware
of the kinds of scams that may occur, that has hence induced a lesser willingness to invest
in newer funds in recent years. The primary issue is that investors in funds tend to be
anonymous, as they wish their investments to be non-public. Yet, as a result, this prevents
any communication between these anonymous investors to verify the aggregate measures
the fund provides them. In particular, consider the following. One of the primary signs
of a Ponzi scheme is an incredibly rapid inflow of money into a fund. Yet, investors really
have no way of knowing how much money is in the fund (due to this anonymity). Our goal
hence is to have a protocol by which anonymous investors can pool information for certain
calculations (we will primarily consider “sum” here).
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More formally, let I denote the set of investors. For each i € I, denote x; the volume of
investment by agent ¢. Essentially the problem reduces to computing

>
el

in zero-knowledge. Therefore, the crux of the problem is equivalent to showing a zero-
knowledge sum mechanism (that has no direct communication between any two investors).
We develop a protocol for this problem in Chapter 9.
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Application 1: Reporting Portfolio Holdings to
Employers

We now turn to the first of our applications of zero-knowledge to financial regulation. We will
introduce the importance of employees reporting portfolio holdings to their employers and
discuss potential issues inherent in this. With this understanding, in this chapter we will then
develop a novel zero-knowledge protocol by which employees can convince employers that
their holdings are valid and legal. The protocol we present herein will utilize zero-knowledge
set intersection protocols.

7.1 Introduction

7.1.1 Exposure to Non-Public Information

It is widely accepted than insider trading, the trading of stock or other financial assets by
individuals with access to non-public information, is intolerable and illegal. Namely, insider
trading confers an unfair advantage to those with non-public information, and hence insider
trading undermines the security of the financial market. Now, when people think about
exposure to non-public information, they often imagine the kinds of nefarious stories that
dominate the news: illegal wiretaps, tipping information to relatives, etc. However, in fact,
many (well-meaning) individuals are exposed to non-public information on an almost daily
basis, namely through their job.

Consider an individual working at the Food and Drug Administration (FDA), involved
in the drug review process for various pharmaceutical products and drugs. Now, for phar-
maceutical and biotechnology companies, their success is primarily driven by their ability
to bring their products to market, which is governed/restricted by the FDA’s drug review
process. The consequence of this is that an individual who works at the FDA has non-public
information on whether a drug is likely to pass or stall in the drug review process, and by
proxy has non-public information on the future success/failure of the company.

Analogously, consider an employee at a large, multi-national construction company. The
employee notices one day the company switches from using cement from Supplier A to
Supplier B. Therefore, this may indicate that the construction company declined to renew
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their contract with Supplier A and instead signed a contract with Supplier B. However,
this new development (which has important implications for the long term viability of the
Suppliers) may not have been publicized by either Supplier A or Supplier B, and hence the
construction employee possesses non-public information.

The above examples serve to illustrate the point that an employee at a major firm will
likely be exposed to non-public information regarding a certain subset of companies or com-
panies from a particular industry.

7.1.2 Reporting Holdings to Employers

Now, how are these employees to be restricted from engaging in insider trading? This is
where the employers step in. Typically, the onus of proof is placed on the employers: they
are required to verify that their employees do not have any financial holdings that may
constitute a conflict of interest. In practice, this usually works as follows:

e Employer compiles a blacklist of companies for which employees cannot hold (the com-
panies’) assets. Depending on the situation, the blacklist may (or may not) be dis-
tributed to the employees.

e Employee is forced to report all their financial holdings to the employer. Typically,
this includes providing the employer access (i.e. viewing permission) to all disclosed
personal brokerage or trading accounts of the employee.

e Employer periodically checks that none of the employee’s holdings are on the blacklist.

Clearly, this checking process is undoubtedly important in ensuring that employees are com-
pliant. However, it can understandably make some employees uncomfortable. Namely, every
employee is revealing their entire portfolio, and therefore, an employer is gaining a great deal
of extra information on the employee.

In practice, a large company will typically have a separate compliance department that
deals with checking for conflicts of interest. However, in many major companies, any C-level
executive can wield immense power over the company and the various departments, including
compliance. Therefore, in practice, these executives may be able to obtain this information.

This is problematic on a number of levels. For many people, a large percentage of their
net worth is in the financial markets (ex. 401(k) accounts). Therefore, in having access
to all this information, one can essentially track an employee’s wealth/value vis a vis the
movement of the market. Another issue lies in looking at the aggregated data of employees’
holdings. For a large company that hires many people, say IBM or Target, the aggregated
holdings of all its employees may be a good sample of the entire market. Therefore, when
employees submit permission to make certain trades, the employer is privy to buyer/seller
momentum before any trades actually occur. In particular, to an extent, the employer then
has an approximate snapshot of the future market, which is clearly non-public.

Therefore, while reporting financial holdings to employers is critical to minimize insider
trading by employees, the standard verification procedure (above) can potentially be taken
advantage of by malicious employers to learn information on its employees. Hence, ideally,
we would like a procedure that better balances transparency (showing that holdings are legal
and fair) and confidentiality (not revealing all holdings to employers).
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7.2 The Fundamental Problem

Essentially, we wish to verify that for every asset in an employee’s financial holdings, the
asset is not contained in the blacklist maintained by the employer. Therefore, an equivalent
problem is to show that the set of employee holdings and the set of blacklist holdings have
an empty intersection. We now proceed via formal notation.

Namely, define A to be the set of all assets. The company maintains a blacklist Agp C A.
An employee e possesses holdings A, C A. The problem then is to verify

AN A, = 0.
For example, consider the following toy scenario:
A = {Google, Microsoft, Apple},

Ap = {IBM, Oracle}.

In the current scheme, the employer learns/is provided A, for each employer e. Therefore
the employer will verify that Ag N A, = ), but in the process will learn all of the employee’s
other stock holdings (Google, Microsoft, Apple). Ideally, however, we would not like this to
be the case; we want the employer to learn no addition information about A, (just verify
A, does not contain IBM or Oracle as elements). With this observation, the fundamental
problem is as follows (we assume a blacklist that is not disclosed to employees, as this is the
strictest and strongest security constraint):

Problem (Reporting Portfolio Holdings to Employers Problem). Given a blacklist Ag and a
set of employee holdings A., we wish to develop a zero-knowledge proof protocol that verifies

AgNA, =0.

In particular, if

|[Ap N A #0

we have the further condition (desire of the protocol) that the employer does not learn any-
thing about A. and the employee does not learn anything about Ag (beyond what can be
deduced from Ap N A.). Namely, the parties gain “zero-knowledge” except for Ap N A..

Now that we have formally defined the problem, we now develop and present a zero-
knowledge protocol to the tackle the stated problem.

7.3 Design of a Protocol

We now design a protocol to tackle the problem above. We compartmentalize the various
aspects of the desired protocol below and using these, present a solution.
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7.3.1 Zero-Knowledge Set Intersection

The core of the problem is computing a zero-knowledge set intersection. For an upper bound
U, define
Ney ={neN|n<U}

Let A, B C N<y. We wish to compute A N B. We now make a critical observation. Since
N<yp is a finite set, we can write

A= {Ulav%'” 7vn}7

B — {wlaw27”' awm}'

Now, consider a different representation of this set. Define the following polynomial repre-
sentations of the sets as follows:

pa(r) = (z —o)(x —vp) -+ (2 — ),
pe(z) = (x —wy)(x —wg) -+ (T — wy,).
Let f, g be two random polynomials. We then have the following claim:

Claim 7.1. Let A, B be two sets and pa, pp be their polynomial representations (as above).
For random polynomials f, g, define

u(z) = pa(z) - f +pp(r)-g.

Then
s€e ANB = u(s) =0.

Proof. 1f s € AN B, then s € A and s € B. Therefore, pa(s) = pp(s) = 0. But then,
u(s) = pa(s) - f(s) + ps(s) - g(s)

=0-f(s)+0-g(s) =0,
as desired. ]

Therefore this polynomial representation of a set allows us to transform from the elements
of a set to the roots of a polynomial, which is much easier to massage and use algebraically.
Using this observation, we may present a zero-knowledge set-intersection protocol (courtesy
of [32]).

Definition 7.2 (Zero-Knowledge Set Intersection Protocol, variant of [32]). Agent 1 and
Agent 2 possess respective sets A, B C N<y, where |A| = n,|B| =m. Let p be a large prime
such that U << p. We then have the following set-intersection protocol:

o Agents compute the polynomial representation of their respective sets, pa and pg. They
send pa, pp respectively to a Trusted Third Party T
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o Third Party T randomly picks polynomials f, g such that:

maz(n,m) maz(n,m)
f= D> fllx g= ) glilv
1=0 i=0

where for all 0 < i < maz(n,m),
fli] < Z,, gli] < Z,

(coefficients of f and g are chosen independently and uniformly at random from Z,).

T then computes a new polynomial
u=pa-f+ps-g (modp)
and sends u to the agents.
e Agents 1 and 2 (respectively) determine AN B as follows:

(ANB); = {a € A| ula)
(ANB)y = {be B | ub)

0}
0}

We are guaranteed that the true intersection is contained within the respective calculations
ie

ANBC (ANB);

ANBC (AN B)s.

In particular, note the computations (AN B); and (AN B)s may contain additional elements
beyond AN B (if ged(pa, g) # 1 or ged(pp, f) # 1). However, since the coefficients of f and g
are drawn randomly from Z, and U << p, f or g will share a root with pp or p4 respectively
with extremely small probability. Another way to think of this is that this protocol has
extremely small completeness error. (To make this completeness error arbitrarily small,
One could run multiple iterations and take the intersection of the calculated sets over all
the iterations). Note this is our first example of a protocol that does not exhibit perfect
completeness!

In addition, the procedure above will terminate quickly, since polynomial multiplication
requires at worst ©(n?) run-time, and hence the protocol is efficient.

It remains to show this procedure satisfies the zero-knowledge property. [32] showed the
following lemma:

Claim 7.3 ([32]). Let f,g be selected as in the procedure above. Let

r = max(2n,2m) — deglgcd(pa, p)]-
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Write
u=ps-f+py-g (mod p)
r
= ged(pa, pE) - ZU[Z']:U" (mod p).
1=0
Then, for all 0 < i < r, the u; are (over the choice of f,g) distributed independently and
uniformly at random over Z,.

The proof of the claim is quite long and involved, hence we omit it here. However, this result
essentially directly gives us zero-knowledge, as we show in the following claim.

Claim 7.4 (Adapted from [32]). The protocol above is zero-knowledge; one does not learn
any more information about A or B beyond AN B.

Proof. Here, we are essentially trying to show zero-knowledge conditioned on knowing AN B.
As noted in the previous claim, the protocol outputs the polynomial

r

u=ged(pa, pg) - Zu[z]xl
1=0
where the u; are distributed independently and uniformly at random over Z, in the output
distribution. Therefore, for zero-knowledge, we simply need to show the existence of a sim-
ulator that matches the output distribution. Namely, if the output of the protocol matches
the output of a simulator that just knows AN B, this implies zero-knowledge beyond AN B.
We present the following simple simulator:

e Compute the polynomial representation psng of AN B

e Select a random polynomial v’ < Z,"[z] (i.e. polynomial of degree r with coefficients
in Z,)

e Output @ = panp - v'.

Observe that the polynomial representation panp is equivalent to ged(pa, pp). In addition,
from the previous lemma and the construction, coefficients u[:] and «/[i] are both selected at
random. Therefore, clearly the distributions

U~u

are equivalent. Therefore, the protocol is zero-knowledge as desired, as (conditioned on
knowing A N B) either agent can independently run the above simulation. O

Therefore, we have demonstrated a (honest-verifier, honest-prover; see note below) zero-
knowledge set-intersection protocol.

NB: Our notion of a zero-knowledge protocol here may seem a bit confusing/different.
Previously, our protocols had a separate Prover and Verifier. However, in this case, both
agents are behaving as both Provers and Verifiers. Hence, since each agent is engaging in
both roles, it doesn’t really make sense to talk about a “malicious verifier” and “malicious
prover”. Therefore, for the sake of this protocol, it is implicitly a honest-verifier and honest-
prover zero-knowledge protocol (i.e zero-knowledge only if both parties are honest).
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7.3.2 Mapping Assets to Values

Now, note our zero-knowledge set intersection protocol in the previous section utilized sets
of natural numbers. However, the assets are not inherently values; therefore we need to have
some way of mapping assets to natural numbers. In the protocol above, the arithmetic was
in the ring Z,. Therefore, a natural candidate is some mapping from the set of assets A into
Z,. Namely,

Definition 7.5 (Asset to Value Map). We denote a mapping
M:A—=7Z,
to be a valid asset to value map if M is injective.

In our instance, we are guaranteed the existence of such a map, since |A| = U << p, and

hence there are
b
U

choices of such a map. The use of such a mapping will allow us to utilize the protocol defined
in the prior section.

7.3.3 Homomorphic Encryption with Polynomials

We may consider a point of concern regarding the set-intersection protocol in Section 7.3.1.
Namely, it heavily relied on the use of a Trusted Third Party T; if 7" were to obtain the asset
to value mapping used, it can essentially determine the holdings of the employer and the
blacklist companies of the employer. Yet, the role of T" in doing calculations is undoubtedly
important. How can we get around this? Ideally we would like (1) the agents to send
obfuscated versions of their polynomials and (2) the third party 7" to still be able to do the
required calculations with these obfuscated polynomials.

This is the idea behind homomorphic encryption (see [22, 4]), a form of encryption that
allows computation on encrypted data. It allows computation on ciphertexts, generating an
encrypted result which, when decrypted, matches the result of the operations as if they had
been performed on the plaintext.

For example if we have an encryption algorithm E : Ry — Ry, such that for r,7' € Ry,

E(r+1r")=E(r)+ E()

where ‘4’ is the addition operator in the rings Ry, Ry, we say FE is an additive homomorphism.
If
E(r-r')y=E(r)- E(r')

where ‘-7 is the multiplicative operator in the rings R;, Ry, we say E is a multiplicative
homomorphism.

An encryption that supports both additive and multiplicative homomorphisms is a fully
homomorphic encryption. Namely, a fully homomorphic encryption scheme is one that allows
arbitrary arithmetic functions f to be computed on encrypted data (see below image for a
depiction).

(]
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f

v

m

f(m)

Encrypt Decrypt Encrypt Decrypt

f
Enc(m) *Enc(f(m))

Figure 7.1: Depiction of a homomorphic encryption scheme from [36]

Fully homomorphic encryption is a relatively recent construction (see [19] for the original
presentation of a fully homomorphic encryption scheme) and hot area of study (see [4] for an
overview on the history). For the sake of this section, we assume the existence of an efficient
fully homomorphic encryption scheme. As we will discuss later in the chapter, however, this
may not be a totally reasonable assumption.

Let us now return to considering polynomials and the protocol from earlier. Say we
have an encryption-decryption pair (E, D) where E is fully homomorphic with domain Z,.
Consider plain-text polynomials

f=ay+ax+ -+ a,x"

g="by+bixz+---+b,x™.

Since we don’t want to obfuscate the polynomial, we send third party 7" encrypted polyno-
mials
E[f] = E(ap) + E(a1)z + - + E(an)z"

Elg] = E(by) + E(b1)x + - - - + E(by,)x™.
Since F is fully-homomorphic, 7" can compute the standard product of polynomials
E[f]Elg] = E(ao)E(bo) + [E(ao) E(b1) + E(a1)(bo)|z + - - - + E(an) E(by)z" ™
= E((Iobo) + [E(aobl) —+ E(albo)]x 4+ 4 E(anbm)xn+m
= E(aobo) + [E((lobl + albo)]l' + cee + E(anbm)w”+m
= Elfy]

Clearly, this polynomial can then be decrypted via D to reveal fg.

Therefore, the existence of homomorphic encryption allows us to obfuscate polynomials while
still being able to do computations on them.
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7.3.4 A Protocol for Reporting Portfolio Holdings

Combining the zero-knowledge set-intersection, the asset to value map, and the fully homo-
morphic encryption with polynomials, we are ready to construct a unified protocol.

In this language £, statements are of the form (using earlier notation)
A.NAp=0.
We have the following protocol

Definition 7.6 (Zero-Knowledge Protocol for Reporting Portfolio Holdings to Employers).
Let A be the (finite) set of all assets, where |A| = U. Denote A, C A as the set of employee
holdings and Agp C A as the blacklist of holdings maintained by the employer, such that
|Ae| = n, |Ap| = m. Choose p a large prime such that U << p. Let (E, D) be an encryption-
decryption scheme where E s fully homomorphic with domain Z,,.

An Honest Verifier V. (Employer) verifies (confirms compliance of) an Honest Prover P
(Employee) in zero-knowledge, utilizing Trusted Third Parties Ty and Ty, as follows [agents
P, V. Ty know A and (E, D); all agents know p]:

o T generates a random “Asset to Value Map” M : A — Z,, and sends M to Prover
P and Verifier V

e Prover P computes set V., = M(A.) (image of the values in A.), and computes the
polynomial representation p. of the set. Prover P sends E(p.) to Ty

o Verifier V. computes set Vg = M(Ag) (image of the values in Ag), and computes the
polynomial representation pp of the set. Verifier V' sends E(pg) to Ty

e T randomly picks polynomials f, g such that:

U U
F=) Ml g=) il
1=0 =0

where for all 0 < i < U,
fli] < Zy,  gli] < Z,

(coefficients of f and g are chosen independently and uniformly at random from Z,).

T, sends E(f) and E(g) to Ty

e Ty computes a new polynomial
Uencrypted = E(pe) : E(f) + E(pB) : E(g) = E(pe ' f +pB : g)

Ty sends Ueperyptea to Verifier V

o Verifier V' decrypts with D: D(Ueperypted) = Udecrypted- Verifier V- checks
[Ae N AB]approac = {CL € AB | udec’r‘ypted(M (CL)) = 0} = @
and accepts/rejects accordingly

The above protocol serves as a zero-knowledge proof protocol for the language £ for an
honest verifier and honest prover. We verify the properties below.
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Completeness

Take an ¢ € L. This indicates A, N Agp = (). With overwhelmingly high probability (since
U << p), ged(pp, f) = 1, and therefore [A. N Agapprox = 0 as desired. There is only a small
probability of rejecting in this case. As we discussed in section 7.3.1, this completeness error
can me made arbitrarily small, by running multiple iterations and taking the intersection of
the [A. N Aplapprox generated in each trial. Therefore, completeness is satisfied.

Soundness

Here we have an ¢ ¢ L (note, however, we still assume honest prover here). Therefore, there
exists a ¢ € A, N Ap. But (since verifier and prover are truthful) this then implies

udecrypted(M(C)) = pe(c) : f(C) + pB(C> : g(C) =0- f(C) +0- g(C) = 07

and therefore the protocol will reject 100% of the time in this case. Hence, we have perfect
soundness.

Zero-Knowledge

The protocol is zero-knowledge, as follows directly from Claim 7.4 earlier. In fact, we actually
have a “stronger” kind of zero-knowledge; namely, Claim 7.4 implies that even if |A.NAg| >
0, (assuming honest prover and honest verifier) the Verifier V' gains no additional information
about A, (beyond what can be deduced from A, N Ag).

Therefore, we have indeed designed an (honest verifier, honest prover) zero-knowledge pro-
tocol that serves as a solution to the “Reporting Portfolio Holdings to Employers Problem”.
This protocol can be used to better balance financial transparency and confidentiality for
personal employee compliance.

7.4 Potential Limitations

7.4.1 Honest Prover and Honest Verifier

A clear limitation that may be levied against our protocol is its reliance on an honest prover
and an honest verifier. This is undoubtedly a limitation, as the protocol is not “clasically”
zero-knowledge, rather only zero-knowledge in this case of honest verifiers and honest provers.
Regardless, this protocol is useful in that it is a non-strict security improvement over the
alternative, current protocol (i.e. employees reporting all holdings to employers).

Consider the perspective of the employee, the prover. In the standard protocol, the
employer will learn his entire reported set A.. However, in the protocol described above,
this is only a worst case scenario; namely, the employer is guaranteed to fully learn A, only if
he submits Ag = A (the entire set of holdings). Note in either the standard protocol or the
protocol defined above, the employee has equal ability to lie about A.. Therefore, it follows
our protocol developed here is a non-strict improvement for the prover P.
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Now, consider the perspective of the employer, the verifier. In either the standard protocol
or the protocol defined above, the employee will learn nothing additional (i.e. only provided
the assets that clash) about Ag. In addition, in either the standard protocol or the protocol
defined above, the employee has equal ability to lie about Ag. Therefore, it follows our
protocol developed here is a non-strict improvement for the verifier V.

Therefore, this can serve as a useful protocol. Namely, as long as some agents behave
truthfully, this developed protocol marks a positive improvement to society with respect to
the transparency and confidentiality trade-off.

7.4.2 Trusted Third Party

Another complaint that may be stated is the heavy use of third parties. The use of the
third parties is the operative mechanism by which we inject randomness into the protocol.
Namely, we utilize T7 to generate the random polynomials f, g and hence guarantee the zero-
knowledge property. In addition, since we want to minimize the information a single third
party can gather, we utilize T, to make the calculation. The reason for this is that if any
of PV, or T} make the aggregated polynomial calculation, since they possess knowledge M
and (F, D), they can essentially deduce A, or Ag. Therefore, the utilization of two separate
Third Parties T}, T, guarantees that neither learns A, or Ag unless agents T and 75 collude.

Who might be a natural candidate for the trusted third parties then to prevent collusion?
A natural candidate for 77 may be the SEC or other federal regulator. They have the least
incentive to act maliciously. In addition, as regulators they are likely to have good knowledge
of the space of possible financial assets and therefore will be will equipped to construct a
mapping M. As for T5, note all 75 is doing is multiplying and adding polynomials. Therefore,
T5 can be essentially anyone (independent from P, V,T}), since T, won’t learn anything since
he/she has no knowledge of (F, D) or M.

Therefore, while the use of third parties is admittedly not ideal, the protocol ensures
security given that 77 and T; are independent, non-colluding agents (and neither are colluding
with P, V).

7.4.3 Fully Homomorphic Encryption

Our protocol assumed F to be an efficient, fully homomorphic encryption scheme. While
fully homomorphic encryption schemes (that are homomorphic with respect to both ad-
dition and multiplication) have been constructed (see [19] for the earliest instance), early
implementations of fully homomorphic encryption were prohibitively slow. However, in re-
cent years, there has been much work into developing more efficient fully homomorphic
encryption schemes (see [51]). As research continues in this hot area, it is conceivable that
increasingly efficient homomorphic encryption schemes and implementation will continue to
be developed. In addition, depending on the sizes of A, and Apg, the inefficiency of E may
be negligible in terms of absolute run-time.

One may note that even if we drop the usage of (E, D), the party 75 may not learn
about A, or Ag due to T, not knowing the mapping M. While this is true, dropping the
use of (E, D) may still compromise the security of the protocol. For example, consider an
eavesdropper who is listening in on communication channels involving the Prover P. Then,



CHAPTER 7. APPLICATION 1: REPORTING HOLDINGS TO EMPLOYERS 75

the eavesdropper may learn M when 7} transmits it to Prover P, and learn p. when P
transmits it to 75. But, with M and p,, the eavesdropper learns A,! However, if we have
an extra layer of security, namely (E, D), an eavesdropper will not learn A, since (E, D) is
never transmitted in the protocol. Therefore, this encryption scheme offers an additional
layer of security.



Chapter

Application 2: Risk Assurance for Financial
Holders

In this chapter, we will consider the second of our applications of zero-knowledge to financial
regulation. We will introduce the importance of a fund revealing that its investments satisfy
investor constraints and discuss potential issues inherent in this. With this understanding,
we then present a zero-knowledge protocol, courtesy of [47], by which a fund can prove its
investments fit within particular risk constraints. The protocol we present herein will utilize
zero-knowledge interval proof protocols.

8.1 Introduction

8.1.1 Setting Limitations on Investment Funds

For the grand majority of individuals, a portion of their money is being managed by another
agent, be it a hedge fund or other investment/fiduciary agent. For example, many people
place their retirement savings (such as in the form of 401(k) plans) to be managed/invested
by external agents. Similarly, pension funds, funds from which an agent’s pension is to be
paid after retirement, often provide capital to or invest in various hedge funds and private
equity firms. Therefore, an individual’s wealth (and stability) is often a function of the
performance of these other financial agents.

Now, imagine an individual giving a large chunk of capital to an investment fund. Ideally,
the individual hopes the fund makes money i.e. generating positive return on his/her capital
investment. But is just maximizing expected returns sufficient for the individual? For
example, consider if the fund uses the capital to invest solely in Bitcoin, as the fund believes
(per its own “analysis”) that Bitcoin offers the highest expected return. Understandably,
the individual may be extremely opposed to this strategy due to the high risk that Bitcoin
carries. Therefore, the individual may request the fund to only invest in lower risk assets.

The above example serves to illustrate that an individual will usually wish to impose
certain risk limitations on their invested capital.

76
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8.1.2 Providing Aggregate Risk Measures to Holders

Now, a fund will therefore be placed under certain restrictions by its investors. How then does
a fund convince its investors that its investments follow the stated restrictions? Typically,
the fund will provide aggregated risk measures to illustrate compliance. In practice, this
usually works as follows:

e Fund compiles the list of investments made using the investor’s capital.

e Fund determines the risk measure (ex. volatility) associated with each financial hold-
ing.

e Fund computes a weighted average of the individual risk measures, and reports this
aggregated risk quantity to the investors.

The idea is that typically investors will place restriction on aggregate risk measures; therefore,
by reporting this aggregate measure, the fund can confirm compliance to the investor. In
addition, funds will typically wish to maintain their financial holdings a secret (otherwise
their strategy can be replicated/copied directly, compromising their business). Therefore, in
reporting the aggregate risk measure as opposed to the actual portfolio, secrecy is maintained.
Hence, this procedure appears a nice balance between transparency and confidentiality that
we desire. What exactly then is the problem here?

For one, in learning the the specific aggregated risk number, the investor may be able to
impute additional information about the fund’s holdings (such as the portion of the portfolio
invested in certain asset classes, i.e. stocks or bonds), since the individual risk numbers are
assumed to be public.

In addition, on a more sinister level, the fund could simply make up a compliant, aggre-
gated number. Since the fund is just reporting the summary number, in the situation of a
later audit by the SEC and federal regulators, a fund could potentially go back and cook its
books to feign compliance and accuracy of the reported summary numbers. In particular,
the current protocol is limited in that it generates no paper trail.

Having a paper trail is extremely important given the complexity of the financial system.
There are usually chains of investment, i.e. (1) Investor A invests in Fund B, (2) Fund B
invests in Fund C, (3) Fund C invests in Fund D, and so on. Each of these investors will
have different priorities (see below image for an example) and will be subject to separate
restrictions.

Yet, any wrong-doing or malicious behavior by any fund in the chain can serve to harm
the investor. A paper trail would provide the ability to zero-in on where in the chain this
malicious behavior (i.e. not following risk constraints) occurred. This reflects what occurred
during the financial crisis of 2008. The lack of a paper trail made it difficult to pinpoint
precisely where in the chain funds were behaving improperly; in consequence, this led to
a great deal of speculative finger pointing, such as a (likely unjustified) demonization of
pension funds.

Therefore, while it is critical for investors to ensure funds follow investors’ risk constraints,
the standard verification procedure (above) is flimsy as funds can easily lie due to the lack of
a paper trail. Hence, ideally, we would like a risk assurance procedure that better balances
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Figure 8.1: Depiction of the investment chain from [50]

transparency (fund required to prove that they satisfy risk constraints and generate a paper
trail) and confidentiality (investor learns nothing about the fund’s specific holdings).

8.2 The Fundamental Problem

Essentially, we wish to verify that every aggregated risk measure satisfies the constraints
set by the investor. Therefore, an equivalent problem is to show that the aggregated risk
measure falls within a specified interval.

Namely, define the set of financial assets

A:{Al’... 7AU}
as a finite set such that |A| = U € Z. Define a weighted portfolio of a fund as
W = {wlf" ;wU}
where w; denotes the portion of the fund’s portfolio (AUM) invested in asset A;. Note

U
i=1

Say the fund is limited by an aggregated risk constraint “r” to lie in [Qg, @1]. In other words,
if the individual risk constraint of an asset i can be represented as r;, the problem then is to
verify

U
Qo <r= Zwm <
i=1
where each r; is public.

Note when we use the ambiguous language of “risk constraint”, we simply are referring
to some factor on which a limitation is imposed by the investor. A classic example may be
volatility (standard deviation of trading price, measured as a percentage). For now, we will
continue using this general language; as we will later show, this construction allows us to
verify a great variety of properties.
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Problem (Risk Assurance for Financial Holders Problem). Given a weighted portfolio W
of a fund and a factor f subject to the risk constraint f € [Qo, Q1], we wish to develop a
zero-knowledge proof protocol that verifies

U
Q< f=) wfi <Q
i=1

where the values w; are public.
In particular, we have the further condition (desire of the protocol) that the fund “locks-in”
the values w; 1.e. generates a paper trail.

8.3 Design of a Protocol

We now present a protocol from [47] to tackle the problem above. We compartmentalize the
various aspects of the desired protocol below and using these, present a solution

8.3.1 Pedersen Commitments

In Section 4.2.2 we introduced the general notion of commitment schemes. Commitment
schemes essentially serve to lock a prover into a particular value. Therefore, this property
is a natural candidate for us, as we wish some way to generate a paper trail. Here we will
present a particular type of commitment scheme, known as pedersen commitments (see [42]).

Definition 8.1 (Pedersen Commitment, [42]). Let p, q be two large primes such that q | p—1.
Consider elements g,h € Z, that each have order q, and such that the discrete logarithm
log,(h) is unknown. Then for public (known) parameters (p,q, g, h), a Pedersen commitment
to x € Zq with randomness r € Zq 15 the value

Ci(z) = g"h" (mod p).

Namely, an agent who is provided (p, ¢, g,h) “commits” to the value z (via imparting ran-
domness 7).
Pedersen commitments are useful in that they have the following interesting linear (ho-
momorphic) properties:
Cr(l')t — (gxhr)t — gtxhtr — Ctr(tl')
Cr<l’>0r/ ([E/) — (g:r:hr>(gx/ hr/) _ gx+x’ hrJrr’ _ CrJrr/ (.’L' + f]?l).

Therefore, given the commitments to any two values z, 2’ and for m, m’ € Z, one can directly
compute a commitment to the linear combination to the value ma + m’z’:

Co(2)™Ch ()™ = Copgmers (M + m/'z").

Namely, Pedersen commitments are useful in that they allow us to compute linear combina-
tions.
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8.3.2 Bit Proof Protocol

Now, consider if we commit to a value x via a Pedersen commitment i.e. C,.(x) = ¢*h". Our
primary intention is to show that = € [Qg, Q1] (lies in an interval) in zero-knowledge. Here,
let us consider a simplification: a protocol to show = € {0, 1} in zero-knowledge. As we will
show in the following section, we can build off of this protocol to develop a zero-knowledge
interval proof protocol.

Consider the following protocol (described in [20]),

Definition 8.2 (Bit Proof Protocol, [20]). Let z € {0,1} and C,(x) = g*h" be its Pedersen
commitment with public parameters (p,q,g,h). Then we have the following zero-knowledge
protocol between a Prover P and Verifier V' that x € {0,1}.

e Prover P selects random r € Z, and computes and sends the commitment C' = C,(z) =

g°h"™ to Verifier V.

o [fx =0, Prover P selects random w,yi, e, € Zq, computes

v = A (mod p), vy = A" (9) (mod p),
g

and sends (vg,vy) to Verifier V
If v =1, Prover P selects random w, yo, eq € Zq, computes
vo = h*°C™% (mod p), v =h" (mod p),
and sends (vg,v1) to Verifier V
o Verifier V selects random e € Z, and sends to Prover P
e [fx =0, Prover P computes
ep =e—e; (mod q), yo=w+rey (mod q)
and sends (Yo, Y1, €0, €1) to Verifier V
If x =1, Prover P computes
ep =e—ey (mod q), y; =w+re; (mod q)
and sends (Yo, Y1, €o, €1) to Verifier V

o Verifier V verifies
e =-¢eg+ e (mod q)

vo = h*°C~* (mod p), v, = h¥" (g) (mod p)
9

and accepts/rejects accordingly.
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We verify the non-obvious equalities to ensure the protocol checks out:

o (If x=0),
vy = h O~ = hw+7’€0(h7”)—60 — Qv

o (If x=1),
C\“
vy = h¥ (—) = YT (A7) = B

Y
The protocol essentially asks a prover to prove that he/she knows a solution to both log,, (C)
and logh(%). However, the prover only knows a solution to one of these (i.e. depend-
ing on whether z = 0 or 1). Therefore, the selection of y;_,,e;_, by the prover serves to
“cheat” the solution he/she does not know. The solution he does know is confirmed via
a process analogous to the discrete log protocol from Chapter 1. We omit the checking of
zero-knowledge properties here (see [20, 47] for a brief outline). Note that since the prover
is making random selections w, y;_,, e1_,, the distribution of output to the verifier in the
protocol is indistinguishable for z € {0, 1}, and therefore zero-knowledge follows.

For the sake of notation, throughout the rest of this chapter, we will use the notation
ZKBIT|[C,.(z)]

to denote the zero-knowledge bit proof protocol described here that verifies the value x €

{0,1}.

8.3.3 Zero-Knowledge Interval Proof

In the previous section we showed a protocol that verifies a committed value = € |0, 1].
We will now extend this protocol to show a protocol that verifies a commited value x €
[Qo, Qo + 2% — 1] for k € Z. The core leap is to consider the base 2 representation of x — Qg:

k—1
Tr — QO = E ZL‘Z‘2Z.
1=0

If we can demonstrate that every z; € [0,1] (i.e. via ZKBIT), we may then conclude that
r—Qp €10,2F —1] = z € [Qo, Qo+ 2 — 1]. Hence, we will again make usage of Pedersen
commitments.

Consider the following protocol (described in [8]),

Definition 8.3 (Interval Proof Protocol, [8]). Let x € [Qo, Qo + 2F — 1] (for k € Z) and
Cy(x) = g*h" be its Pedersen commitment with public parameters (p,q,g,h). Then we have

the following zero-knowledge protocol between a Prover P and Verifier V' that x € [Qo, Qo +
2k —1].

e Prover P selects random r € Z, and computes the commitment of x,
C =Cy(x) =¢"h" (mod p),
and sends C' to Verifier V
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e Prover P computes the binary representation of x — Qq,

k—1

1=0

For each 1 <1 <k —1, Prover P selects random r; € Z,, and sets

k—
Z 2" (mod p).
Prover P then computes the commitment of x; (for 0 <i < k),
Cs = G (1) = gh" (mod p),
and sends the pairs (i, C;) to Verifier V
e Prover P and Verifier V engage in the bit proof protocols
ZKBIT[C;]
to certify that for all i, x; € {0,1} (if not, verifier rejects)
o Verifier V wverifies

o ke ,
pren = H(Q')Q (mod p)
=0

and accepts/rejects accordingly.

Essentially this protocol simply utilizes a series of bit proof protocols to certify that the base
2 representation of the number x is valid, and does a final calculation check to certify that
the product of the commitments of the base 2 decomposition yield the original commitment
of x. Note this final verification step checks out as, using the homomorphic properties of
Pedersen commitments,

k—1 k—1

=0 i=0
gm—Qohr _ % - ggo (mod p)

as desired. These proofs are known to be reasonably efficient as long as k is not too large.
The protocol is zero-knowledge, as this follows directly from the fact that ZKBIT is zero-
knowledge and since the r; are randomly drawn from Z,. See [8] for a more explicit proof
that the protocol is zero-knowledge.
Note that our protocol only shows that z € [Qg, Qo + 2% — 1] for k € Z. However, ideally
we would like bounds on either side, i.e. to be able to show = € [Qo, @1]. In fact, we can do
this using two iterations of the interval proof protocol. In particular, consider the quantity

K = [logy(Q1 — Qo+ 1)]
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where [v] denotes the ceiling function of v (i.e. smallest v € Z such that s > z). We may
then run two separate interval proof protocols, one for x € [Qg, Qo + 25 — 1] and one for
T €[Q — (2K —1),Q4]. Since

Q1 — Qo <2¥ -1,

it then follows that

Q1 € [Qo, Qo +2" —1],Q0 € [@1 — (2% — 1), Qu),

and therefore we have shown a protocol for

z € [Qo, Qo +2% —1]N[Q1 — (2% — 1), Q1] = [Qo, Q1].

For the sake of notation, throughout the rest of this chapter, we will use the notation
ZKINTERVALg, 0,1[Cr ()]

to denote the zero-knowledge bit proof protocol described here that verifies the value x €

[Qo, Qu]-

8.3.4 A Protocol for Risk Assurance

Now that we have built up the machinery to show zero-knowledge interval proofs for any
arbitrary interval [Qo, Q1], we may present a unified protocol from [47].

In this language £, statements are of the form (using earlier notation)

U
Qo < fzzwifi < Q1.

i=1
We have the following protocol (from [47])

Definition 8.4 (Zero-Knowledge Protocol for Risk Assurance for Financial Holders, [47]).
Let A be the set of financial assets such that |A| = U € Z. Denote W be the weighted portfolio
of a fund such that w; denotes the portion of the portfolio invested in asset A;. Consider a
risk factor f, where f; denotes the (publicly known) individual risk factor of asset A;, subject
to the constraint f € [Qo, Q1] by the investor. Let us also have a Pedersen commitment
scheme with public parameters (p,q, g, h).

A Verifier V' (Investor) verifies (confirms compliance of) an Honest Prover P (Fund) in
zero-knowledge, utilizing Trusted Third Party Ty as follows:

e Prover P selects random r; (for each 1 <i < U) and commits to w,
C; = Cy,(w;) = g“h™ (mod p).
Prover P calculates

U
r= me (mod p)
i=1
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and commits to f,

C = C(f) = ¢g’h" (mod p).
Prover P sends pairs (A;, C;) and C to Verifier V

Prover P sends tuples (A;, Ci,w;, ;) to the Trusted Third Party T

e Prover P and Verifier V engage in the interval proof protocol
ZKINTERVALjg, 0,[C]

to certify that f € [Qo, Q1] (if not, verifier rejects)

o Verifier V wverifies
U
C = Hsz (mod p)
i=1

and accepts/rejects accordingly.

o (In case of dispute, Trusted Third Party is queried to check the legitimacy of the com-
mitments and the values w;)

The above protocol serves as a zero-knowledge proof protocol for the language L for a verifier
and honest prover. We verify the properties below.

Completeness

Take an ¢ € £. This indicates Qg < f = 25]:1 w; fi < Q1. Following the protocol (complete-
ness utilizes honest prover and honest verifier), we will have that ZKINTERVAL[C| checks
correctly (from completeness of the interval proof protocol) and verify the calculation

U U U

HOZL _ H(g’wihri)fi _ ngif'ihfiri _

i=1 i=1 =1
gZi wifip 2 firi — gfhr =C (mod p),

and therefore we will have perfect completeness.

Soundness

Here we have an ¢ ¢ L (note, however, we still assume an honest prover here). Therefore,
we must have f ¢ [Qo,@1]. But then, from the soundness of ZKINTERVAL, with high
probability, the verifier will reject ZKINTERVAL[C], and hence we have soundness (multiple
iterations may be done to make the error arbitrarily small).
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Zero-Knowledge

That the protocol is zero-knowledge follows trivially from the fact that the r; are picked
independently and at random, and that ZKINTERVAL is a zero-knowledge proof protocol.
Therefore, one can clearly create an efficient simulator to mimic the output distribution of
the commitments.

Therefore, we have presented the (honest prover) zero-knowledge protocol from [47] that
serves as a solution to the “Risk Assurance for Financial Holders Problem”. This protocol
can be used to better balance financial transparency and confidentiality for investment risk
compliance.

8.4 Potential Limitations

8.4.1 Honest Prover

A clear limitation of our protocol that may be levied is that the protocol requires an honest
prover, i.e, for the prover (the fund) to accurately follow the protocol. The reason for this is
that at the end of the day, the holdings of the fund need to be self-reported, as even federal
agencies such as the SEC will not necessarily possess knowledge of all the fund’s holdings
(ex. private equity or private debt holdings do not necessarily need to be reported).

However, the role of the Trusted Third Party serves to mitigate this to an extent. Namely,
in sending commitments to the Third Party, the fund is essentially forced to generate a paper
trail. Therefore, in the case of a conflict or even far into the future, the Third Party can
open the commitments and confirm the correctness of these contents, for example comparing
to records on file. While this safeguard may not be perfect, as hedge funds are often free
from reporting many of their assets, the Third Party can likely still discern whether certain
committed holdings are feasible and/or match the return profile of the fund in the time
period. Regardless, the existence of this paper trail restricts a fund’s ability to be dishonest,
as its commitments may be opened and partially verified.

Regardless, this protocol constitutes an improvement over the current protocol. Namely,
in this protocol an investor is simply provided a proof that the fund satisfies risk constraints,
without providing the actual risk value, and hence better manages fund confidentiality. On
the other hand, while the fund can still fully lie in this protocol, the paper trail sent to
the Third Party yields a non-trivial risk the fund gets caught, and hence exemplifies better
(non-strict) fund transparency.

8.4.2 Trusted Third Party

Another point of concern is the heavy use of the Third Party in the protocol. Namely, the
Trusted Third Party is directly provided full information on the holdings of the fund. While
this may at first seem a gross breach of confidentiality, it is important to consider the type
of agent that may act as the Third Party. Namely, per federal restrictions, hedge funds are
required to report certain classes of holdings to the SEC and other federal regulators. In
particular, there has been recent discussion of tighter regulations, and hence many believe
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that soon funds will be required to report all classes of holdings to the SEC and other federal
agencies. Therefore, the SEC is a natural candidate for this Trusted Third Party 7.

In particular, given that the SEC is directly involved in fraud prevention, the SEC acting
as the Third Party is a natural fit. Investors can query the SEC to verify the legitimacy of
their commitments. In addition, as the SEC will then possess data on all funds, it will make
it much easier to determine where in a chain of investments (as discussed in Section 8.1), an
agent is behaving maliciously. Therefore, this protocol can further enforce the stability and
oversight of the financial system.

8.4.3 Varieties of Risk Constraints

Lastly, another important consideration is the types of risk constraints admitted in the
current scheme. Our current formulation allows any linear (aggregate) risk constraint

f = fiwvy + fows + - -+ + frwy.

This allows for constraints such as a weighted average constraint, a proportion constraint
(setting all f; to binary values 0 or 1), etc.

However, this is limiting in that this constraint does not admit any non-linear risk
constraint. For example, some constraints have second order terms (for example, a cross-
correlation constraint), and hence in this case, the aggregate risk constraint may be of the

form
f= qu T WiWy.
i#]

Our Pedersen commitments unfortunately are not homomorphic with respect to products,
hence it may appear we are out of luck as we would be unable to compute C(w; - w;) from
C(w;), C(w;). Yet, there is a way around this. Namely, we can instead commit to the
second-order terms directly, i.e. provide commitments to C'(w; - w;) directly and proceed
as in the protocol. Since the risk constraints are defined a priori, based on the form of the
aggregate risk constraint, the prover (fund) and verifier (investor) will usually be able to
determine appropriate commitments for the verification procedure.

Another concern is that we are working over modulo p and hence working with integers.
However, clearly f;, w; may not be integers. A solution to this is to apply appropriate scaling
factors to the f;, w; and then round to the nearest integer. Choosing a large enough integer
(though nowhere near as large as p or q) for the scaling factor would be sufficient and generate
limited error. In particular, a natural candidate would be some scaling factor of

10* - [Fund’s AUM]

where k € Z (for small k). Essentially we are picking a small k to ensure the requisite
number of significant digits. Therefore, this should serve as a close approximation to the
desired quantity, and hence the protocol can be easily adjusted/scaled in this way.

In particular, as noted in [47], this protocol can be utilized and modified for a wide variety
of risk constraints, namely:

e Individual Asset Bounds: a specific f; € [Qo;, Q14
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e Asset Class and Sector Allocation: restricting proportion of assets that may be invested
in a certain class of assets

e Factor Exposures: aggregate sensitivities (for example, weighted averages)
e Scenario Analysis

e Trading Volume



Chapter

Application 3: Pooling Information by
Anonymous Investors

Here we will consider our third application of zero-knowledge to financial regulation. We
observe the importance of investor confidentiality, but note the limitations this can lead to,
namely Ponzi schemes or other types of financial fraud. With this understanding, in this
chapter we will develop a novel zero-knowledge protocol by which anonymous investors can
pool information to verify certain aggregate information. The protocol we present herein
will utilize a zero-knowledge sum protocol.

9.1 Introduction

9.1.1 Financial Fraud from Investor Anonymity

In December 2008, news of Bernie Madoff’s Ponzi scheme shocked the world. How someone
was able to dupe thousands of investors seemed baffling. Overnight, the vocabulary of
financial fraud entered the standard lexicon, as people displayed an increased weariness
towards money managers.

Before we understand the underlying factors governing how Madoff and other similar
fraudsters were able to cheat investors, it is helpful to first understand what a Ponzi scheme
is. Typically when an investor provides capital to a hedge fund or some other money manager,
they expect the capital will be invested in various financial markets. They also expect to
receive some return to their capital at regular intervals. Hence, in this relationship, the fund
or money manager often essentially behaves like a black box: one inputs some capital and
receives a regular stream of output returns. Therefore, as long as the investor keeps receiving
solid returns, they are usually satisfied and do not question what’s going on in the black box.
A Ponzi scheme essentially takes advantage of this sentiment. Namely, instead of providing
returns derived from financial markets, a Ponzi scheme generates returns for older investors
through revenue paid by new investors.

Consider an example. Say there are 10 investors who have each invested $10 million
in a fund. Say the fund promises a 10% annual return. A fradulent fund could convince
a new investor to invest $10 million, and use this money to pay the returns to the old

88
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Figure 9.1: Annual statistics on Ponzi schemes from [33]

investors. Therefore, a Ponzi scheme sustains itself through consistently obtaining new
sources of capital. In particular, as most investors simply reinvest their returns and rarely pull
out any capital, Ponzi schemes can survive simply by persuading most existing participants
to reinvest their money, with a relatively small number of new participants.
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Figure 9.2: Annual statistics on Ponzi schemes from [33]

As seen in the images above, these schemes result in billions of dollars in losses, and signifi-
cantly harm confidence in the financial system.

Now, how are these schemes able to fly under the radar? The heart of the issue lies in
investor anonymity. Namely, an investor in a fund typically does not know who the other
investors are. This is a crucial and desired property of the financial system, in that an
agents holdings are private. A Ponzi scheme takes advantage of this, essentially providing
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an individual plausible transcript for each investor, as any discrepancies that may occur from
combining these transcripts will go undetected from the anonymity. This also explains why
Ponzi schemes tend to go undetected for years, as they typically collapse in adverse market
situations where anxious investors are pulling out their capital from everywhere.

9.1.2 Pooling Information to Prevent Fraud

Hence, these types of fraud are essentially insulated from an individual action. They are
really only discovered through (intentional or unintentional) collective action. In particular,
one of the clearest signal of a Ponzi scheme is a rapid and consistent growth of total funds
under management. While a fund usually reports an amount under management (AUM)
number to an investor, the investor has no guarantee this number is accurate. Namely, since
the investors are unable to communicate, they cannot verify a reported number.

Therefore, while investor anonymity is crucial, the current lack of a verification process
is dangerous as it allows Ponzi schemes to go undetected for periods of time. Hence, ideally
we would like a procedure that better balances transparency (verifying certain calculations
through pooled information) and confidentiality (maintaining investor anonymity).

9.2 The Fundamental Problem

Here we will restrict ourselves to considering the problem of verifying the aggregate total
funds under management number. Essentially, we wish to verify that the reported total
funds under management is accurate, i.e. the reported aggregate value equals the sum of
the individual investments.

Namely, let I denote the set of investors. Let x; € Z be the amount invested by agent i.
Say the fund reports total funds V. The problem then is to verify

Note the amounts here are integers. If we are worried about precision, we can scale the
monetary amount by a factor 10* to ensure all the values we are working with are integers.

Problem (Pooling Information by Anonymous Investors Problem). Given a set of investors
I of a fund, such that z; denotes the capital committed by investor i, and a reported (by the
fund) total AUM of V', we wish to develop a zero-knowledge proof protocol that verifies

In particular, we have the further condition (desire of the protocol) that no two agentsi,j € I
communicate directly i.e. maintain their pairwise anonymity.

9.3 Design of a Protocol

We now design a protocol to tackle the problem above. We compartmentalize the various
aspects of the desired protocol below and using these, present a solution.
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9.3.1 Additive Homomorphic Encryption

The core of the problem is computing a sum without any direct communication between
any two agents. Therefore, a natural solution would be the use of a third party that would
receive each value and output the sum to each of the investors. Of course, however, the
investors would likely be wary of this third party knowing the volume of their investment.
Hence, a possible adjustment is to utilize an additive homomorphic encryption scheme.
In Chapter 7, we introduced the notion of homomorphic encryption, where operations on
ciphertexts translate into operations on plaintexts. Here, we are only interested in homomor-
phism with respect to addition, i.e given encryptions, E(r), E(r’) the third party can easily
compute E(r + r’) without gaining any knowledge of r,7’. Namely, we desire the property

E(r)-E(r) = E(r+1").

Given an additively homomorphic encryption scheme, the strategy is clear. Simply (1) pass
the encrypted amounts to the third party, (2) have the third party compute the encrypted
sum of plaintexts, and (3) decrypt the returned ciphertext to determine the sum.

9.3.2 Paillier Cryptosystem

We now introduce a suitable candidate for this additive homomorphic encryption: the Paillier
cryptosystem. The use of this cryptosystem is motivated by applications and usage of Paillier
in electronic voting (see [9, 12]), in which the additive homomorphic properties are utilized
for tallying votes. We now present the cryptosystem.

The Algorithm
Definition 9.1 (Paillier Cryptosystem, Key Generation, variant on [38] from [28]).

e Select two large prime p,q such that p,q are of the same “bit length”, i.e

[logs p| = [logz q].
(This length restriction is to ensure gcdpq, (p —1)(¢ —1)] = 1).
e Compute n = pq and A = ¢(n) = (p — 1)(q¢ — 1).
e Compute g=n+1 and p=X\""1 (mod n).
o Qutputs keys:

— Encryption key (n, g)
— Decryption key (X, )

Definition 9.2 (Paillier Cryptosystem, Encryption Step, from [38]).
o Agent wishes to encrypt value m € Zy,.

e Select random r € Z,,



CHAPTER 9. APPLICATION 3: POOLING INFORMATION BY INVESTORS 92

o Compute and output ciphertext

E(m) = ¢™r" (mod n?).

Definition 9.3 (Paillier Cryptosystem, Decryption Step, from [38]).
o Agent wishes to decrypt ciphertext ¢ € Z,2.

o Compute and output plaintext message

D(e) = {[c (mod n?)] —1

n

| -1 (o

Note the encryption, decryption pair checks out as

[(g™r")* (mod n?)] — 1

D(Em) = Dlg"r") = | | - o n

n

_ V(gwrww (mod 7)) - 1J 4 (snod )

By Euler’s Theorem

_ L[(gm)(l) (mod n?)] — 1J 1 (mod n)
_ {[(1 + n)mA (;nod n?)] — 1J i (mod n)

By the Binomial Theorem

_ L[H (mA)n] — 1

J 4t (mod n) = (mA) - u (mod n)

=m (mod n)

as desired.

NB: The Pailier cryptosystem assumes that even if an agent is given n, they cannot deduce
the factorization n = pg. Namely, it assumes the difficulty of integer factorization (n is
large), which is an assumption made by many cryptographic protocols, such as RSA.

Intuition

One of the most intriguing aspects of the protocol is that one does not need to pass the
randomization element r for decryption. (This randomization r ensures the encryption out-
put is probabilistic and distributed uniformly at random over possible outputs). Essentially,
there is a lot of deep and rich number theory going on below the surface that makes this
protocol work. See [38] for an exposition and formal proof of the correctness of the protocol.
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Here, we will try to provide intuition for the most crucial aspect. Essentially, the Paillier
cryptosystem primarily takes advantage of the fact that discrete logarithms can be computed
easily. For example, consider solving for x in

y = (1+n)* (mod n?).

Note that applying the Binomial theorem yields

y:(1+”)x=1+ms+n2< (i)nk_2>
K2

=1+ nx (mod n?).
But then,

xTr =
n

(division in natural numbers) is clearly a solution (note if a solution exists we must have y =
1 (mod n)). Note this observation coincides precisely what we are doing in the decryption
step above (see verification above) since ¢ = n + 1; essentially we are taking advantage of
the fact that it is easy to compute the discrete log of (1 + n) in modulo n?.

Homomorphic Properties

As discussed earlier, the Paillier cryptosystem is homomorphic with respect to addition.
Namely, we can verify

E(my) - E(my) = E(my,r1) - E(ma, m5) = (9™ 1) (g™*r5)

= g™ ()" = E(my 4+ ma, mir2) = E(my + my).

Note these encryptions will decrypt correctly from the verification shown earlier. Therefore,
we have
D(E(m1) - E(mg)) = D(E(mq +m2)) = mq + ma,

and therefore this scheme is homomorphic with respect to addition as desired.

An Example

As this cryptosystem may appear a bit complicated, we proceed with an example. Say we
conduct a key generation such that p = 101,¢ = 103, and therefore the Encryption and
Decryption keys are

(n,g) = (10403,10404), (X, 1) = (10200, 6867).

(Note p, ¢ selected here are not large but are merely for illustrative purposes). Say 10 agents
are trying to compute a sum (where each value contained in [0,99]). They encrypt their
value (see table below) and send to a Third Party (who is only given n; no knowledge of p

or q).
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m o r E(m,r)

17 1613 | 30794166
15 1211 | 12370782
88 9331 | 75502784
68 1418 | 8823525

9 7291 | 10958390
55 7044 | 47240829
8642 | 84419799
8209 | 103142851
59286 | 8654806

o848 | 39953691

W W W

Using the homomorphic properties of the Paillier cryptosystem, the product of the cipher-
texts is computed to be 279172 (mod n?). This product is sent to the agents, who can then
decrypt this value

[(279172)10200 (104 (10403)2)] — 1
10403

D(c) = { J - 6867 (mod 10403)

= 262 (mod 10403),

which is indeed the desired sum.

One of the most salient aspects of this protocol is that every agent makes their own choice
of r. Namely, as seen in the table above, even though agents had the same value m, the
different r significantly impacts the encryption (a Third Party cannot back out whether two
of the agents had the same value).

9.3.3 Secure Sum via Third Party

As seen in the above example, we can utilize the Pailier cryptosystem for a secure sum
protocol (using a Third Party). Hence, we have the following protocol

Definition 9.4 (Secure Sum Protocol, adapted from [9]). A set of finite agents A =
{Ay,--- , Ax} wish to compute a sum of respective values v;, where v; € N<p (for upper-
bound L € 7Z) is the value held by agent A;. Let T' be a Trusted Third Party. We then have
the following sum protocol:

o The agents in A select two large primes p,q such that L << p,q, and p,q are the same
bit length. They then proceed with key generation as in the Paillier cryptosystem using
P, q, producing the encryption key (n,g) and decryption key (A, i)

o Agent A; selects random r; € Z,, and encrypts his/her value v;:
E(v;) = ¢g"r? (mod n?).

Agent A; sends the pair (E(v;),n?) to Trusted Third Party T
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o Third Party T computes the product

E(SUM) = [[ E(v:) (mod n?)

i=1
and sends E(SUM) to each agent A;
e FEach Agent A; can decrypt

[(E(SUM))* (mod n?)] — 1

D(E(SUM)) = { J -t (mod n)

to yield the desired sum.

The correctness of this protocol follows directly from the correctness of the valid encryption-
decryption of and the additively homomorphic properties of the Pailier cryptosystem (both
verified in the prior section). The sum is secure in that no agent learns additional information
about the specific value held by another agent, and the Third Party T learns no information
on the values (from the hardness of factoring n).

9.3.4 A Protocol for Pooling Information by Investors

Now that we have built to a secure sum protocol from the Pailier cryptosystem, we are ready
to construct a unified protocol.

In this language £, statements are of the form (using earlier notation)
i

We have the following protocol

Definition 9.5 (Zero-Knowledge Protocol for Pooling Information by Anonymous Investors).
Let I be the (finite) set of investors in a fund, where |I| = n. Denote x; € N<jgi2 to be the
amount invested in the fund by agent i € I. Say V € Nejgi2 is the sum (AUM) reported by
the fund.

The Honest Verifiers V.= {Vi,--- ,V,} (Investors) verify (confirm compliance of) a Prover
P (Fund) in zero-knowledge, utilizing Trusted Third Party T as follows:

e Prover P generates a Paillier cryptosystem by selecting primes p, q such that 10'? <<
D, q, generating encryption key EK = (n,g) and decryption key DK = (\, ).

He also selects a password w. Prover P sends the tuple (EK, DK, V,w) to each Verifier
Vi and sends w to Third Party T

e Fach Verifier V; encrypts v; as E(v;) (see secure sum protocol above) using EK. Ver-
ifier V; sends the tuple (w; = w, E(v;),n*) to Third Party T. (Note if a Verifier V;
received nothing from P, V; rejects automatically)
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e Third Party T computes the product of encrypted values for all correctly submitted

passwords w; i.e.
k

E(SUM) = HE(UZ) - Iw; = w)] (mod n?)
i=1
where Iw; = w] is 0 or 1 depending on if w; = w. Third Party T sends E(SUM) to
each Verifier V; who correctly submitted password w. Note if all agents who submit the
correct w; do not submit the same n*, T sends nothing to anyone

e Fach Verifier V; decrypts using DK (see secure sum protocol above) and confirms
D(E(SUM)) =V

and accepts/rejects accordingly (also reject automatically if V; doesn’t receive anything
from T'). Note the entire protocol rejects if at least one V; rejects (i.e. reported to SEC
for investigation or similar consequence)

The above protocol serves as a zero-knowledge proof protocol for the language £ for honest
verifiers and a prover. We verify the properties below.

Completeness

Take an ¢ € L. Therefore, this indicates V' = ). x;. From the correctness of the secure
sum protocol (and Pailier cryptosystem) shown in the previous sections, an honest prover
and honest verifiers will verify the sum with 100% probability. Hence, we have perfect
completeness.

Soundness

Take an ¢ € L. Therefore, this indicates V' # ). x;. Hence, if a prover follows the protocol
accurately, then clearly this will yield a rejection with high probability. It remains to consider
the case of a cheating prover. Note we assume that the Prover P can only set up a single
verification process with the Third Party 7' (otherwise such behavior would tip off 7" there
is something sketchy going on) i.e. Prover P can’t maliciously separate the investors into
different buckets. Hence, there is only one valid password. Therefore, P must submit the
correct password w to each verifier V;. Analogously, P must submit the same n to each
V; (otherwise T receives different n?). One can easily verify that this implies that each V;
must receive the same keys DK, EK. Lastly, Third Party T" sends the same value to each
Verifier V;. But this then implies that each V; must then receive the same V' for all to accept
(conditional on same EK, DK). Therefore, this implies the only way for all agents to accept
if all V; receive the same tuple (EK, DK, V,w). Hence, we have soundness as desired.

Zero-Knowledge

Zero-Knowledge here is straightforward. Clearly, if all the verifiers are honest, we can easily
create a simulator to mimic the output distribution (i.e. since then all agents follows the
protocol).
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Therefore, we have indeed designed an (honest verifier) zero-knowledge protocol that serves
as a solution to the Pooling Information by Anonymous Investors Problem. This protocol
can be used to better balance financial transparency and confidentiality for fund compliance.

9.4 Potential Limitations

9.4.1 Honest Verifier

One limitation that can be levied against the protocol is the requirement that all the verifiers
be honest. In general, we are unable to make broad statement on zero-knowledge in the
midst of malicious verifiers. Namely, there may be malicious agents who instead of caring
about verifying the sum, wish to attempt to determine the amount of holdings of other
investors. For example, consider a situation in which all but one agent is malicious, such
that each malicious agent reports 0. Then every malicious verifier will learn the amount
of the truthful verifier (albeit not necessarily know who the value belongs to). In general,
this is not too much of a concern, as we assume agents are generally unaware of how many
truthful or malicious agents there are (or how other malicious agents behave), and hence the
number they receive is likely meaningless, and hence dishonest verifiers will likely gain little,
if any knowledge.

In addition, note that being a non-truthful verifier will almost surely guarantee some
agent to reject and therefore raise an investigation to the SEC. Hence, in an investigation, a
malicious verifier may be discovered to be tampering with the verification process and hence
have severe consequences. Therefore, given these potentially severe repercussions, the issue
of non-honest verifiers is of minimal concern.

9.4.2 Trusted Third Party

Another concern may be regarding our protocol’s use of a Third Party. This is unavoidable
as we require no direct communication between any two of the Verifiers V;, V;. The Third
Party is essentially doing nothing more than confirming an identity token and computing a
product of values; therefore any independent Third Party that has no affiliation to either the
Prover or any of the Verifiers should be sufficient. In particular, a natural candidate would
be the SEC or a similar regulatory agency, as they would be the ones to be flagged in the
case of any funny business or suspicious behavior.

9.4.3 Collusion between Prover and Certain Verifiers

A significant concern may be the potential for the Prover and a particular “Verifier” to act
in collusion. Namely, note that the Prover (the fund) is the one providing the password w
to each Verifier V;. As discussed above, if a Verifier were to not receive the correct password,
this would be a red-flag. Hence, while every Verifier V; must be included, nothing stops the
Prover from creating “shadow” Verifiers. Namely, say the actual holdings form the set

{z1, -+ ,xp}.
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The Prover could simulate an additional (clearly dishonest) verifier V* that reports
=V - Z x;,
i

and hence the protocol on the values

{xla T 7xn7x*}

will verify the sum V. Therefore, the Prover can effectively cheat the protocol in this way.

Regardless, this protocol constitutes an improvement (over having no such protocol) in
that it provides a potential time-stamp of wrongdoing. In particular, in situations when a
Ponzi scheme is discovered, it is often very difficult to pinpoint precisely how long the scheme
has been going on and hence, difficult to administer appropriate sentences. Oftentimes, Ponzi
schemes are in fact originally legitimate funds that in the short-term begin committing
transgressions in an attempt to recoup or cover up losses. This makes it very difficult to
ascertain where malicious intent began. However, with this protocol, the SEC and regulators
have a time series of information (i.e. values sent to the Third Party), over which they can go
back and analyze when the Ponzi scheme began (i.e. see if/when the fund created “shadow”
verifiers). Therefore, despite the potential for cheating by the fund (Prover) and potential
collusion, this protocol is useful from a regulatory and legal perspective.

9.4.4 Incentivizing Prover to Participate in Protocol

Lastly, another important consideration is whether this protocol is useful at all; i.e. what
incentivizes a (truthful) Prover (fund) to participate in the protocol? Note the protocol
requires the full participation of the fund in that the Prover identifies all the parties that
participate in the protocol. In general, there are many ways this incentivization could occur.
For one, if an investor provides pressure on the fund to do this verification protocol, the fund
would be greatly pressed to do so, as refusing to do so might make the fund appear to be
hiding something and therefore, potentially lose business from this investor.

Performance Fees Fall
New hedge funds aren't commanding the same fees they once did.
B Performance fees Management fees

20

1

16
1

Bloomberg View

Figure 9.3: Depiction of average hedge fees over time, from [48]



CHAPTER 9. APPLICATION 3: POOLING INFORMATION BY INVESTORS 99

In addition, on a pecuniary level, it may be in a truthful fund’s interest to partici-
pate. Traditionally, average hedge fund fees have been the “2 and 20” fee model, charg-
ing a 2% management fee (on the total funds invested) and 20% performance fee (on the
returns/profits generated). However, in recent years, these fees have fallen significantly,
hovering around a 1.5% management fee and 15% performance fee (see image above).

While there are a number of factors explaining this trend, a significant determinant is the
fallout from events such as the Madoff Ponzi scheme and related news. These events have
induced investors to be more cautious of their capital, and hence funds have been forced
to slash their margins. Now, if an honest fund participates in this protocol, this serve to
signal lower risk (i.e. of being a Ponzi scheme or similar financial fraud) and hence remove
the induced risk penalty (with respect to fees). Hence, these funds will likely therefore also
be able to charge higher fees and hence get closer to returning to the historical “2 and 20”
model. Therefore, this protocol is useful in that it can serve as a signaling mechanism for
legitimate, high quality funds.
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Conclusion

The tradeoff between transparency and confidentiality is an important consideration in the
context of financial regulation. In particular, as the preceding chapters make clear, zero-
knowledge proof protocols can serve as a natural solution to navigating this tradeoff. Specif-
ically we demonstrated the following applications of zero-knowledge to financial regulation:

e Reporting Portfolio Holdings to Employers: An employer can verify an employee has
no financial holdings on a blacklist without revealing the other (allowed) holdings of
the employee

e Risk Assurance for Financial Holders ([47]): A fund can convince its investors that its
holdings subscribe to particular risk constraints (an interval), without disclosing the
actual holdings

e Pooling Information by Anonymous Investors: A collection of investors of a fund can
verify aggregate information (a sum) provided by the fund, while preserving pairwise
anonymity.

The above applications serve to suggest the potential of zero-knowledge within the space of
financial regulation. Namely, many current regulatory protocols are skewed, either enforcing
too little (confidentiality) or too much regulation (transparency). Therefore, using modern
cryptographic techniques, specifically in the form of zero-knowledge proofs as the above
examples exemplify, we can revise and construct new regulatory protocols to better balance
this tradeoff between confidentiality and transparency.

10.1 Next Steps and Future Directions

The protocols we developed in the preceding chapters were designed, for the most part,
as efficient, tailor-made solutions. Therefore, they should be reasonably straightforward to
implement. Regardless, the logical next step would be to implement the protocols as an
experiment, to demonstrate and compute efficiency and run-time statistics as a proof of
concept.

100
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Contingent on solid results from the proof of concept, we could then attempt to bring vari-
ants on these cryptographic protocols to the implementation level and to market. Namely,
we may seek to engage in partnerships with the SEC and other federal agencies or bro-
kerage/information reporting firms. Such partnerships may significantly transform financial
reporting and regulation in utilizing cryptographic methods and protocols, including zero-
knowledge proofs.
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